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Abstract

This technical report provides best practices for SAP HANA data protection with NetApp®
SnapCenter®. This document covers SnapCenter concepts, configuration recommendations,

and operation workflows, including configuration, backup operations, and restore and
recovery operations.
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Overview

Companies today require continuous, uninterrupted availability for their SAP applications. They expect
consistent performance levels in the face of ever-increasing volumes of data and the need for routine
maintenance tasks such as system backups. Performing backups of SAP databases is a critical task and
can have a significant performance effect on the production SAP system.

Backup windows are shrinking, while the amount of data to be backed up is increasing. Therefore, it is
difficult to find a time when backups can be performed with minimal effect on business processes. The
time needed to restore and recover SAP systems is a concern, because downtime for SAP production
and nonproduction systems must be minimized to reduce data loss and cost to the business.

The following points summarize the challenges facing SAP backup and recovery:

o Performance effects on production SAP systems. Typically, traditional copy-based backups
create a significant performance drain on production SAP systems because of the heavy loads placed
on the database server, the storage system, and the storage network.

e Shrinking backup windows. Conventional backups can only be made when few dialog or batch
activities are in process on the SAP system. The scheduling of backups becomes more difficult when
SAP systems are in use around the clock.

o Rapid data growth. Rapid data growth and shrinking backup windows require ongoing investment in
backup infrastructure. In other words, you must procure more tape drives, additional backup disk
space, and faster backup networks. You must also cover the ongoing expense of storing and
managing these tape assets. Incremental or differential backups can address these issues, but this
arrangement results in a very slow, cumbersome, and complex restore process that is harder to
verify. Such systems usually increase recovery time objective (RTO) and recovery point objective
(RPO) times in ways that are not acceptable to the business.

e Increasing cost of downtime. Unplanned downtime of an SAP system typically affects business
finances. A significant part of any unplanned downtime is consumed by the requirement to restore
and recover the SAP system. Therefore, the desired RTO dictates the design of the backup and
recovery architecture.

e Backup and recovery time for SAP upgrade projects. The project plan for an SAP upgrade
includes at least three backups of the SAP database. These backups significantly reduce the time
available for the upgrade process. The decision to proceed is generally based on the amount of time
required to restore and recover the database from the previously created backup. Rather than just
restoring a system to its previous state, a rapid restore provides more time to solve problems that
might occur during an upgrade.

The NetApp solution

NetApp Snapshot™ technology can be used to create database backups in minutes. The time needed to
create a Snapshot copy is independent of the size of the database because a Snapshot copy does not
move any physical data blocks on the storage platform. In addition, the use of Snapshot technology has
no performance effect on the live SAP system because the NetApp Snapshot technology does not move
or copy data blocks when the Snapshot copy is created or when data in the active file system is changed.
Therefore, the creation of Snapshot copies can be scheduled without considering peak dialog or batch
activity periods. SAP and NetApp customers typically schedule multiple online Snapshot backups during
the day; for example, every four hours is common. These Snapshot backups are typically kept for three to
five days on the primary storage system before being removed.

Snapshot copies also provide key advantages for restore and recovery operations. NetApp SnapRestore®
data recovery software enables the restore of an entire database or, alternatively, a portion of a database
to any point in time, based on the available Snapshot copies. Such restore processes are finished in a
few minutes, independent of the size of the database. Because several online Snapshot backups are
created during the day, the time needed for the recovery process is significantly reduced relative to a
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traditional backup approach. Because a restore can be performed with a Snapshot copy that is only a few
hours old (rather than up to 24 hours), fewer transaction logs must be applied. Therefore, the RTO is
reduced to several minutes rather than the several hours required for conventional single-cycle tape
backups.

Snapshot copy backups are stored on the same disk system as the active online data. Therefore, NetApp
recommends using Shapshot copy backups as a supplement rather than a replacement for backups to a
secondary location. Most restore and recovery actions are handled by using SnapRestore on the primary
storage system. Restores from a secondary location are only necessary if the primary storage system
containing the Snapshot copies is damaged. The secondary location can also be used if it is necessary to
restore a backup that is no longer available from a Snapshot copy: a month-end backup, for example.

A backup to a secondary location is based on Snapshot copies created on the primary storage.
Therefore, the data is read directly from the primary storage system without generating load on the SAP
database server. The primary storage communicates directly with the secondary storage and sends the
backup data to the destination by using a NetApp SnapVault® disk-to-disk backup.

SnapVault offers significant advantages when compared to traditional backups. After an initial data
transfer, in which all data has been transferred from the source to the destination, all subsequent backups
copy only the changed blocks to the secondary storage. Therefore, the load on the primary storage
system and the time needed for a full backup are significantly reduced. Because SnapVault stores only
the changed blocks at the destination, a full database backup requires less disk space.

The solution can also be seamlessly extended to a hybrid cloud operation model. Data replication for
disaster recovery or offsite backup purposes can be done from on-premises NetApp ONTAP® systems to
Cloud Volumes ONTAP instances running in the cloud. You can use SnapCenter as a central tool to
manage the data protection and data replication, independent if the SAP HANA system run on-premises
or in the cloud. Figure 1 shows an overview of the backup solution.

Figure 1) Backup solution overview.
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Runtime of Snapshot backups

Figure 2 shows a customer’s HANA Studio running SAP HANA on NetApp storage. The customer is using
Snapshot copies to back up the HANA database. The image shows that the HANA database
(approximately 2.3TB in size) is backed up in 2 minutes and 11 seconds by using Snapshot backup
technology.
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Note: The largest part of the overall backup workflow runtime is the time needed to execute the HANA
backup savepoint operation, and this step is dependent on the load on the HANA database. The

storage Snapshot backup itself always finishes in a couple of seconds.

Figure 2) Customer example of Snapshot backup runtime.
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Recovery time objective comparison

This section provides an RTO comparison of file-based and storage-based Snapshot backups. The RTO
is defined by the sum of the time needed to restore the database and the time needed to start and
recover the database.

Time needed to restore database

With a file-based backup, the restore time depends on the size of the database and backup infrastructure,
which defines the restore speed in megabytes per second. For example, if the infrastructure supports a
restore operation at a speed of 250MBps, it takes approximately 1 hour and 10 minutes to restore a
database 1TB in size.

With storage Snapshot copy backups, the restore time is independent of the size of the database and is
in the range of a couple of seconds when the restore can be performed from primary storage. A restore
from secondary storage is only required in the case of a disaster when the primary storage is no longer
available.

Time needed to start database

The database start time depends on the size of the row and column store. For the column store, the start
time also depends on how much data is preloaded during the database start. In the following examples,
we assume that the start time is 30 minutes. The start time is the same for a file-based restore and
recovery and a restore and recovery based on Snapshot.

Time needed to recover database

The recovery time depends on the number of logs that must be applied after the restore. This number is
determined by the frequency at which data backups are taken.

With file-based data backups, the backup schedule is typically once per day. A higher backup frequency
is normally not possible, because the backup degrades production performance. Therefore, in the worst
case, all the logs that were written during the day must be applied during forward recovery.

Storage Snapshot copy data backups are typically scheduled with a higher frequency because they do
not influence the performance of the SAP HANA database. For example, if Snapshot copy backups are
scheduled every six hours, the recovery time would be, in the worst case, one-fourth of the recovery time
for a file-based backup (6 hours / 24 hours = ¥a).
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Figure 3 shows an RTO example for a 1TB database when file-based data backups are used. In this
example, a backup is taken once per day. The RTO differs depending on when the restore and recovery
were performed. If the restore and recovery were performed immediately after a backup was taken, the
RTO is primarily based on the restore time, which is 1 hour and 10 minutes in the example. The recovery
time increased to 2 hours and 50 minutes when restore and recovery were performed immediately before
the next backup was taken, and the maximum RTO was 4 hours and 30 minutes.

Figure 3) RTO for a 2TB database with file-based backups.
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Figure 4 shows an RTO example for a 1TB database when Snapshot backups are used. With storage-
based Snapshot backups, the RTO only depends on the database start time and the forward recovery
time because the restore is completed in a few seconds, independent of the size of the database. The
forward recovery time also increases depending on when the restore and recovery are done, but due to
the higher frequency of backups (every six hours in this example), the forward recovery time is 43
minutes at most. In this example, the maximum RTO is 1 hour and 13 minutes.

Figure 4) RTO for a 2TB database with Snapshot backups.
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Figure 5 shows an RTO comparison of file-based and storage-based Snapshot backups for different
database sizes and different frequencies of Snapshot backups. The green bar shows the file-based
backup. The other bars show Snapshot copy backups with different backup frequencies.

With a single Snapshot copy data backup per day, the RTO is already reduced by 40% when compared
to a file-based data backup. The reduction increases to 70% when four Snapshot backups are taken per
day. The figure also shows that the curve goes flat if you increase the Snapshot backup frequency to
more than four to six Snapshot backups per day. Our customers therefore typically configure four to six
Snapshot backups per day.

Figure 5) RTO comparison: file-based backup versus Snapshot copy backup.
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Assumptions: Restore from file with 250MB/sec; database start with 400MB/s; log files per day: 50% of database size; forward recovery with 250MB/sec

Note: The graph shows the HANA server RAM size. The database size in memory is calculated to be
half of the server RAM size.

Note: The restore and recovery time is calculated based on the following assumptions. The database
can be restored at 250MBps. The number of log files per day is 50% of the database size. For
example, a 1TB database creates 500MB of log files per day. A recovery can be performed at
100MBps.

SnapCenter architecture

SnapCenter overview

SnapCenter is a unified, scalable platform for application-consistent data protection. SnapCenter provides
centralized control and oversight, while delegating the ability for users to manage application-specific
backup, restore, and clone jobs. With SnapCenter, database and storage administrators learn a single
tool to manage backup, restore, and cloning operations for a variety of applications and databases.
SnapCenter manages data across endpoints in the data fabric powered by NetApp. You can use
SnapCenter to replicate data between on-premises environments; between on-premises environments
and the cloud; and between private, hybrid, or public clouds.
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Sn

apCenter components

SnapCenter includes the SnapCenter Server, the SnapCenter Plug-In Package for Windows, and the
SnapCenter Plug-Ins Package for Linux. Each package contains plug-ins to SnapCenter for various
applications and infrastructure components.

The SnapCenter custom plug-ins enable you to create your own plug-ins and protect your application
using the same SnapCenter interface.

Fig
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SnapCenter SAP HANA backup solution

Solution components

The SnapCenter backup solution for SAP HANA covers the following areas:

11

SAP HANA data backup with storage-based Snapshot copies:

— Backup scheduling

— Retention management

— Housekeeping of the SAP HANA backup catalog

Nondata volume (for example, /hana/shared) backup with storage-based Snapshot copies:
— Backup scheduling

— Retention management

Replication to an off-site backup or disaster recovery location:

— SAP HANA data Snapshot backups

— Nondata volumes

— Retention management configured at off-site backup storage
— Housekeeping of the SAP HANA backup catalog

Database block integrity checks using a file-based backup:

— Backup scheduling

— Retention management

— Housekeeping of the SAP HANA backup catalog
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¢ Retention management of HANA database log backup:
— Retention management based on data backup retention
— Housekeeping of the SAP HANA backup catalog
e Automatic discovery of HANA databases
e Automated restore and recovery
e Single tenant restore operations with SAP HANA multitenant database container (MDC) systems

Database data file backups are executed by SnapCenter in combination with the plug-in for SAP HANA.
The plug-in triggers an SAP HANA database backup save point so that the Snapshot copies, which are
created on the primary storage system, are based on a consistent image of the SAP HANA database.

SnapCenter enables the replication of consistent database images to an off-site backup or disaster
recovery location by using SnapVault or the NetApp SnapMirror® feature. Typically, different retention
policies are defined for backups at primary and at the off-site backup storage. SnapCenter handles the
retention at primary storage, and ONTAP handles the retention at the off-site backup storage.

To allow a complete backup of all SAP HANA-related resources, SnapCenter also allows you to back up
all nondata volumes using the SAP HANA plug-in with storage-based Snapshot copies. Nondata volumes
can be scheduled independently from the database data backup to enable individual retention and
protection policies.

The SAP HANA database automatically executes log backups. Depending on the recovery point
objectives, there are several options for the storage location of the log backups:

e The log backup is written to a storage system that synchronously mirrors the data to a second
location with NetApp MetroCluster™ high-availability (HA) and disaster recovery storage software.

e The log backup destination can be configured on the same primary storage system and then
replicated synchronously or asynchronously to a secondary storage with SnapMirror.

e The log backup destination can be configured on the same off-site backup storage in which the
database backups are replicated with SnapVault. With this configuration, the off-site backup storage
has availability requirements like those of the primary storage so that log backups can be written to
the off-site backup storage.

SAP recommends combining storage-based Snapshot backups with a weekly file-based backup to
execute a block integrity check. The block integrity check can be executed from within SnapCenter.
Based on your configurable retention policies, SnapCenter manages the housekeeping of data file

backups at the primary storage, log file backups, and the SAP HANA backup catalog.

Note: SnapCenter handles the retention at primary storage, while ONTAP manages secondary backup
retention.

Figure 7 shows an overview of the database and log backup configuration, where the log backups are
written to an NFS mount of the off-site backup storage.
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Figure 7) Backup solution overview.
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When executing a storage-based Snapshot backup of hondata volumes, SnapCenter performs the
following tasks:

1. Creation of a storage Snapshot copy of the nondata volume.
2. Execution of a SnapVault or SnapMirror update for the data volume, if configured.
3. Deletion of storage Snapshot copies at the primary storage based on the defined retention policy.

When executing a storage-based Snapshot backup of the SAP HANA database, SnapCenter performs
the following tasks:

Creation of an SAP HANA backup save point to create a consistent image on the persistence layer.
Creation of a storage Snapshot copy of the data volume.

Registration of the storage Snapshot back up in the SAP HANA backup catalog.

Release of the SAP HANA backup save point.

Execution of a SnapVault or SnapMirror update for the data volume, if configured.

Deletion of storage Snapshot copies at the primary storage based on the defined retention policy.

N o ok wdhE

Deletion of SAP HANA backup catalog entries if the backups do not exist anymore at the primary or
off-site backup storage.

8. Whenever a backup has been deleted based on the retention policy or manually, SnapCenter deletes
all log backups that are older than the oldest data backup. Log backups are deleted on the file system
and in the SAP HANA backup catalog.

Supported SAP HANA releases and configurations

SnapCenter supports SAP HANA single-host and multiple-host configurations using NFS- or FC-attached
NetApp storage systems (AFF and FAS), as well as SAP HANA systems running on Cloud Volumes
ONTAP at AWS, Azure, Google Cloud Platform, and AWS FSx ONTAP using NFS.
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SnapCenter supports the following SAP HANA architectures and releases:

e SAP HANA single container:
— SAP HANA 1.0 SPS12

e SAP HANA multitenant-database container (MDC) single tenant:
— SAP HANA 2.0 SPS3 and later

— SAP HANA multitenant-database container (MDC) multiple tenants:
— SAP HANA 2.0 SPS4 and later

SnapCenter 4.6 enhancements

Starting with release 4.6, SnapCenter supports auto discovery of HANA systems configured in a HANA
System Replication relationship. Each host is configured using its physical IP address (host name) and its
individual data volume on the storage layer. The two SnapCenter resources are combined in a resource
group and SnapCenter automatically identifies which host is primary or secondary and executes the
required backup operations accordingly. Retention management for Snapshot and file-based backups
created with SnapCenter is done across both hosts to ensure that old backups also get deleted at the
current secondary host. Figure 8 shows a high-level overview. For a detailed description of the
configuration and operation of HANA System Replication enabled HANA systems in SnapCenter, see TR-
4719: SAP HANA System Replication, Backup and Recovery with SnapCenter.

Figure 8) HANA System Replication support with SnapCenter 4.6
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SnapCenter concepts and best practices

SAP HANA resource configuration options and concepts

With SnapCenter, the SAP HANA database resource configuration can be done with two different
approaches.

e Manual resource configuration
HANA resource and storage footprint information must be provided manually.

e Automatic discovery of HANA resources
Automatic discovery simplifies the configuration of HANA databases in SnapCenter and enables
automated restore and recovery.

It is important to understand that only HANA database resources in SnapCenter that have been
automatically discovered are enabled for automated restore and recovery. HANA database resources that
are configured manually in SnapCenter must be recovered manually after a restore operation in
SnapCenter.

On the other hand, automatic discovery with SnapCenter is not supported for all HANA architectures and
infrastructure configurations. Therefore, HANA landscapes might require a mixed approach, where some
HANA systems (HANA multiple host systems) require a manual resource configuration and all others can
be configured using automatic discovery.

Automatic discovery and automated restore and recovery depend on the ability to execute OS commands
on the database host. Examples of this are file system and storage footprint discovery, and unmount,
mount, or LUN discovery operations. These operations are executed with the SnapCenter Linux plug-in,
which is automatically deployed together with the HANA plug-in. Therefore, it is pre-requisite to deploy
the HANA plug-in on the database host to enable automatic discovery as well as automated restore and
recovery. It is also possible to disable the auto discovery after the deployment of the HANA plug-in on the
database host. In this instance, the resource will be a manually configured resource.

Figure 9 summarizes the dependencies. More details on the HANA deployment options are covered in
the “Deployment options for the SAP HANA plug-in” section.

Figure 9) HANA plug-in deployment options dependencies.
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Note: The HANA and Linux plug-ins are currently only available for Intel-based systems. If the HANA
databases are running on IBM Power Systems, a central HANA plug-in host must be used.
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Supported HANA architectures for automatic discovery and automated recovery

With SnapCenter, automatic discovery and automated restore and recovery is supported for most HANA
configurations, with the exception that HANA multiple host systems require a manual configuration.

Table 1) Supported HANA configurations for automatic discovery.

HANA plug-in = HANA HANA system configuration | Infrastructure

installed on architecture

HANA database | Single host e HANA single container e Bare metal with NFS

host e SAP HANA multitenant  Bare metal with XFS and FC with
database containers (MDC) or without Linux Logical Volume
with single or multiple Manager (LVM)
tenants e VMware with direct OS NFS

¢ HANA System Replication mounts

Note: With the current SnapCenter release, HANA MDC systems with multiple tenants are supported for
automatic discovery but not for automated restore and recovery.

Supported HANA architectures for manual HANA resource configuration

Manual configuration of HANA resources is supported for all HANA architectures but requires a central
HANA plug-in host. The central plug-in host can be the SnapCenter server itself, or a separate Linux or
Windows host.

Note: When the HANA plug-in is deployed on the HANA database host, by default, the resource is auto
discovered. Auto discovery can be disabled for individual hosts, so that the plug-in can be
deployed; for example, on a database host with activated HANA System Replication and a
SnapCenter release < 4.6, where auto discovery is not supported. For more information, see the
“Disable auto discovery on the HANA plug-in host” section.

Table 2) Supported HANA configurations for manual HANA resource configuration.

HANA Plug-In HANA HANA system Infrastructure

installed on architecture @ configuration

Central plug-in host Single or ¢ HANA single container o Bare metal with NFS

(SnapCenter Server  multiple host | ANA MDC with single or |« Bare metal with XFS and FC

or separate Linux multiple tenants with or without Linux LVM

host) e HANA System Replication e VMware with direct OS NFS
mounts

Deployment options for the SAP HANA plug-in

Figure 10 shows the logical view and the communication between the SnapCenter Server and the SAP
HANA databases.

The SnapCenter Server communicates through the SAP HANA plug-in with the SAP HANA databases.
The SAP HANA plug-in uses the SAP HANA hdbsql client software to execute SQL commands to the
SAP HANA databases. The SAP HANA hdbuserstore is used to provide the user credentials, the host
name, and the port information to access the SAP HANA databases.
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Figure 10) SnapCenter communication.

SAP HANA plug-in

|

! !
! |
! I
SnapCenter server 1 |
R
! |
! |
! I
1

1

KEY KeyName
hostname:port
db user/password

Note: The SAP HANA plug-in and the SAP hdbsql client software, which include the hdbuserstore
configuration tool, must be installed together on the same host.

The host can be the SnapCenter Server itself, a separate central plug-in host, or the individual SAP
HANA database hosts.

SnapCenter server high availability

SnapCenter can be set up in a two-node HA configuration. In such a configuration, a load balancer (for
example, F5) is used in an active/passive mode using a virtual IP address pointing to the active
SnapCenter host. The SnapCenter repository, the MySQL database, is replicated by SnapCenter
between the two hosts so that the SnapCenter data is always in-sync.

SnapCenter server HA is not supported if the HANA plug-in is installed on the SnapCenter server. If you
plan to set up SnapCenter in an HA configuration, do not install the HANA plug-in on the SnapCenter
server. More details on SnapCenter HA can be found at
https://kb.netapp.com/app/answers/answer_view/a id/1096983

SnapCenter server as a central HANA plug-in host

Figure 11 shows a configuration in which the SnapCenter Server is used as a central plug-in host. The
SAP HANA plug-in and the SAP hdbsq| client software are installed on the SnapCenter Server.

Figure 11) SnapCenter Server as a central HANA plug-in host.

NetApp® SnapCenter® server as a central plug-in host

SnapCenter server SAP HANA plug-in

¥

-
N\

17 SAP HANA backup and recovery with SnapCenter © 2022 NetApp, Inc. All rights reserved.


https://kb.netapp.com/app/answers/answer_view/a_id/1096983

Since the HANA plug-in can communicate with the managed HANA databases using the hdbclient
through the network, you do not need to install any SnapCenter components on the individual HANA
database hosts. SnapCenter can protect the HANA databases by using a central HANA plug-in host on
which all userstore keys are configured for the managed databases.

On the other hand, enhanced workflow automation for automatic discovery, automation of restore and
recovery, as well as SAP system refresh operations require SnapCenter components to be installed on
the database host. When using a central HANA plug-in host, these features are not available.

Also, high availability of the SnapCenter server using the in-build HA feature cannot be used when the
HANA plug-in is installed on the SnapCenter server. High availability can be achieved using VMware HA
if the SnapCenter server is running in a VM within a VMware cluster.

Separate host as a central HANA plug-in host

Figure 12 shows a configuration in which a separate Linux host is used as a central plug-in host. In this
case, the SAP HANA plug-in and the SAP hdbsql client software are installed on the Linux host.

Note: The separate central plug-in host can also be a Windows host.

Figure 12) Separate Linux host as a central HANA plug-in host.
Optional SnapCenter
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The same restriction regarding feature availability described in the previous section also applies for a
separate central plug-in host.

However, with this deployment option the SnapCenter server can be configured with the in-build HA
functionality. The central plug-in host must also be HA, for example, by using a Linux cluster solution.

HANA plug-in deployed on individual HANA database hosts

Figure 13 shows a configuration in which the SAP HANA plug-in is installed on each SAP HANA
database host.

18 SAP HANA backup and recovery with SnapCenter © 2022 NetApp, Inc. All rights reserved.



Figure 13) HANA plug-in on Individual database hosts.
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When the HANA plug-in is installed on each individual HANA database host, all features, such as
automatic discovery and automated restore and recovery, are available. Also, the SnapCenter server can
be set up in an HA configuration

Mixed HANA plug-in deployment

As discussed at the beginning of this section, some HANA system configurations, such as multiple-host
systems, require a central plug-in host. Therefore, most SnapCenter configurations require a mixed
deployment of the HANA plug-in.

It is recommended that you deploy the HANA plug-in on the HANA database host for all HANA system
configurations that are supported for automatic discovery. Other HANA systems, such as multiple-host
configurations, should be managed with a central HANA plug-in host.

Figure 14 and Figure 15 show mixed plug-in deployments either with the SnapCenter server or a
separate Linux host as a central plug-in host. The only difference between these two deployments is the
optional HA configuration.

19 SAP HANA backup and recovery with SnapCenter © 2022 NetApp, Inc. All rights reserved.



Figure 14) Mixed plug-in deployment with SnapCenter server as central plug-in host.
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Figure 15) Mixed configuration with separate Linux host as central plug-in host.
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Summary and recommendations

In general, it is recommended that you deploy the HANA plug-in on each SAP HANA host to enable all
available SnapCenter HANA features and to enhance workflow automation.

Note: The HANA and Linux plug-ins are currently only available for Intel-based systems. If the HANA
databases are running on IBM Power Systems, a central HANA plug-in host must be used.

For HANA configurations in which automatic discovery is not supported, such as HANA multiple-host
configurations, an additional central HANA plug-in host must be configured. The central plug-in host can
be the SnapCenter server if VMware HA can be leveraged for SnapCenter HA. If you plan to use the
SnapCenter in-build HA capability, use a separate Linux plug-in host.

Table 3 summarizes the different deployment options.

Table 3) Summary of SAP HANA plug-in deployment options.

Deployment option Dependencies

Central HANA plug-in host Pros:
¢ Single HANA plug-in, central HDB user store configuration
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Deployment option Dependencies

Plug-in installed on SnapCenter ¢ No SnapCenter software components required on individual HANA
server database hosts

e Support of all HANA architectures

Cons:

e Manual resource configuration
e Manual recovery
¢ No single tenant restore support

e Any Pre- and post-script steps are executed on the central plug-in
host

¢ In-build SnapCenter high availability not supported

e Combination of SID and tenant name must be unigue across all
managed HANA databases

¢ Log backup retention management enabled/disabled for all managed
HANA databases

Central HANA plug-in host Pros:
¢ Single HANA plug-in, central HDB user store configuration

¢ No SnapCenter software components required on individual HANA
database hosts

e Support of all HANA architectures

¢ In-build SnapCenter high availability supported

Cons:

e Manual resource configuration

e Manual recovery

¢ No single tenant restore support

¢ Any Pre- and post-script steps are executed on the central plug-in
host

e Combination of SID and tenant name must be unique across all
managed HANA databases

¢ Log backup retention management enabled/disabled for all managed
HANA databases

Plug-in installed on separate Linux
or Windows server

Individual HANA plug-in host Pros:

e Automatic discovery of HANA resources

e Automated restore and recovery

e Single tenant restore

e Pre- and post-script automation for SAP system refresh
¢ In-build SnapCenter high availability supported

¢ Log backup retention management can be enabled/disabled for each
individual HANA database

Cons:

* Not supported for all HANA architectures. Additional central plug-in
host required for HANA multiple host systems.

¢ HANA plug-in must be deployed on each HANA database hosts

Plug-in installed on HANA
database server

Data protection strategy

Before configuring SnapCenter and the SAP HANA plug-in, the data protection strategy must be defined
based on the RTO and RPO requirements of the various SAP systems.

21 SAP HANA backup and recovery with SnapCenter © 2022 NetApp, Inc. All rights reserved.



A common approach is to define system types such as production, development, test, or sandbox
systems. All SAP systems of the same system type typically have the same data protection parameters.

The parameters that must be defined are:

e How often should a Snapshot backup be executed?

e How long should Snapshot copy backups be kept on the primary storage system?

e How often should a block integrity check be executed?

e Should the primary backups be replicated to an off-site backup site?

e How long should the backups be kept at the off-site backup storage?

Table 4 shows an example of data protection parameters for the system type’s production, development,
and test. For the production system, a high backup frequency has been defined, and the backups are

replicated to an off-site backup site once per day. The test systems have lower requirements and no
replication of the backups.

Table 4) Data protection parameters.

Parameters Production Development Test systems
systems systems

Backup frequency Every 4 hours Every 4 hours Every 4 hours

Primary retention 2 days 2 days 2 days

Block integrity check Once per week Once per week No

Replication to off-site backup site Once per day Once per day No

Off-site backup retention 2 weeks 2 weeks Not applicable

Table 5 shows the policies that must be configured for the data protection parameters.

Table 5) Policies based on data protection parameters.

Parameters Policy Policy Policy

LocalSnap LocalSnapAndSnapVault BlockIntegrityCheck
Backup type Snapshot based Snapshot based File based
Schedule frequency | Hourly Daily Weekly
Primary retention Count =12 Count=3 Count=1
SnapVault No Yes Not applicable
replication

The policy LocalSnapshot is used for the production, development, and test systems to cover the local
Snapshot backups with a retention of two days.

In the resource protection configuration, the schedule is defined differently for the system types:

e Production: Schedule every 4 hours
e Development: Schedule every 4 hours
e Test: Schedule every 4 hours

The policy LocalSnapAndSnapVault is used for the production and development systems to cover the
daily replication to the off-site backup storage.

In the resource protection configuration, the schedule is defined for production and development:

e Production: Schedule every day.
e Development: Schedule every day.
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The policy BlockIntegrityCheck is used for the production and development systems to cover the
weekly block integrity check using a file-based backup.

In the resource protection configuration, the schedule is defined for production and development:

e Production: Schedule every week.
o Development: Schedule every week.

For each individual SAP HANA database that uses the off-site backup policy, a protection relationship
must be configured on the storage layer. The protection relationship defines which volumes are replicated
and the retention of backups at the off-site backup storage.

With our example, for each production and development system, a retention of two weeks is defined at
the off-site backup storage.

Note: In our example, protection policies and retention for SAP HANA database resources and nondata
volume resources are not different.

Backup operations

SAP introduced the support of Snapshot backups for MDC multiple tenant systems with HANA 2.0 SPS4.
SnapCenter supports Snapshot backup operations of HANA MDC systems with multiple tenants.
SnapCenter also supports two different restore operations of a HANA MDC system. You can either
restore the complete system, the System DB and all tenants, or you can restore just a single tenant.
There are some pre-requisites to enable SnapCenter to execute these operations.

In an MDC System, the tenant configuration is not necessarily static. Tenants can be added or tenants
can be deleted. SnapCenter cannot rely on the configuration that is discovered when the HANA database
is added to SnapCenter. SnapCenter must know which tenants are available at the point in time the
backup operation is executed.

In order to enable a single tenant restore operation, SnapCenter must know which tenants are included in
each Snapshot backup. In addition, it is required to know which files and directories belong to each tenant
included in the Snapshot backup.

Therefore, with each backup operation, the first step in the workflow is to get the tenant information. This
includes the tenant names and the corresponding file and directory information. This data must be stored
in the Snapshot backup metadata in order to be able to support a single tenant restore operation. The
next step is the Snapshot backup operation itself. This step includes the SQL command to trigger the
HANA backup savepoint, the storage Snapshot backup, and the SQL command to close the Snapshot
operation. By using the close command, the HANA database updates the backup catalog of the system
DB and each tenant.

Note: SAP does not support Snapshot backup operations for MDC systems when one or more tenants are
stopped.

For the retention management of data backups and the HANA backup catalog management, SnapCenter
must execute the catalog delete operations for the system database and all tenant databases that were
identified in the first step. In the same way for the log backups, the SnapCenter workflow must operate on
each tenant that was part of the backup operation.

Figure 16 shows an overview of the backup workflow.
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Figure 16) Overview of HANA Snapshot backup workflow.
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SnapCenter backs up the SAP HANA database in the following sequence:

1. SnapCenter reads the list of tenants from the HANA database.
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SnapCenter reads the files and directories for each tenant from the HANA database.
Tenant information is stored in the SnapCenter metadata for this backup operation.

SnapCenter triggers an SAP HANA global synchronized backup save point to create a consistent
database image on the persistence layer.

Note: For an SAP HANA MDC single or multiple tenant system, a synchronized global backup save
point for the system database, and for each tenant database is created.

SnapCenter creates storage Snapshot copies for all data volumes configured for the resource. In our
example of a single-host HANA database, there is only one data volume. With an SAP HANA
multiple-host database, there are multiple data volumes.

SnapCenter registers the storage Snapshot backup in the SAP HANA backup catalog.
SnapCenter deletes the SAP HANA backup save point.
SnapCenter starts a SnapVault or SnapMirror update for all configured data volumes in the resource.

Note: This step is only executed if the selected policy includes a SnapVault or SnapMirror
replication.

SnapCenter deletes the storage Snapshot copies and the backup entries in its database as well as in
the SAP HANA backup catalog based on the retention policy defined for backups at the primary
storage. HANA backup catalog operations are done for the system database and all tenants.

Note: If the backup is still available at the secondary storage, the SAP HANA catalog entry is not
deleted.

SnapCenter deletes all log backups on the file system and in the SAP HANA backup catalog that are
older than the oldest data backup identified in the SAP HANA backup catalog. These operations are
done for the system database and all tenants.

Note: This step is only executed if log backup housekeeping is not disabled.
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Backup workflow for block integrity check operations
SnapCenter executes the block integrity check in the following sequence:

1. SnapCenter reads the list of tenants from the HANA database.
2. SnapCenter triggers a file-based backup operation for the system database and each tenant.

3. SnapCenter deletes file-based backups in its database, on the file system, and in the SAP HANA
backup catalog based on the retention policy defined for block integrity check operations. Backup
deletion on the file system and HANA backup catalog operations are done for the system database
and all tenants.

4. SnapCenter deletes all log backups on the file system and in the SAP HANA backup catalog that are
older than the oldest data backup identified in the SAP HANA backup catalog. These operations are
done for the system database and all tenants.

Note: This step is only executed if log backup housekeeping is not disabled.

Backup retention management and housekeeping of data and log backups

The data backup retention management and log backup housekeeping can be divided into five main
areas, including retention management of:

e Local backups at the primary storage

e File-based backups

e Backups at the secondary storage

e Data backups in the SAP HANA backup catalog

e Log backups in the SAP HANA backup catalog and the file system

Figure 17 provides an overview of the different workflows and the dependencies of each operation. The
following sections describe the different operations in detail.

Figure 17) Retention management and log backup housekeeping.
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Retention management of local backups at the primary storage

SnapCenter handles the housekeeping of SAP HANA database backups and nondata volume backups
by deleting Snapshot copies on the primary storage and in the SnapCenter repository according to a
retention defined in the SnapCenter backup policy.

Retention management logic is executed with each backup workflow in SnapCenter.

Note: Be aware that SnapCenter handles retention management individually for both scheduled and on-
demand backups.

Local backups at the primary storage can also be deleted manually in SnapCenter.

Retention management of file-based backups

SnapCenter handles the housekeeping of file-based backups by deleting the backups on the file system
according to a retention defined in the SnapCenter backup policy.

Retention management logic is executed with each backup workflow in SnapCenter.

Note: Be aware that SnapCenter handles retention management individually for scheduled or on-
demand backups.

Retention management of backups at the secondary storage

The retention management of backups at the secondary storage is handled by ONTAP based on the
retention defined in the ONTAP protection relationship.

To synchronize these changes on the secondary storage in the SnapCenter repository, SnapCenter uses
a scheduled cleanup job. This cleanup job synchronizes all secondary storage backups with the
SnapCenter repository for all SnapCenter plug-ins and all resources.

The cleanup job is scheduled once per week by default. This weekly schedule results in a delay with
deleting backups in SnapCenter and SAP HANA Studio when compared with the backups that have
already been deleted at the secondary storage. To avoid this inconsistency, customers can change the
schedule to a higher frequency, for example, once per day.

Note: The cleanup job can also be triggered manually for an individual resource by clicking the refresh
button in the topology view of the resource.

For details about how to adapt the schedule of the cleanup job or how to trigger a manual refresh, refer to
the section titled “Change scheduling frequency of backup synchronization with off-site backup storage.”
Retention management of data backups within the SAP HANA backup catalog

When SnapCenter has deleted any backup, local Snapshot or file based, or has identified the backup
deletion at the secondary storage, this data backup is also deleted in the SAP HANA backup catalog.

Before deleting the SAP HANA catalog entry for a local Snapshot backup at the primary storage,
SnapCenter checks if the backup still exists at the secondary storage.

Retention management of log backups

The SAP HANA database automatically creates log backups. These log backup runs create backup files
for each individual SAP HANA service in a backup directory configured in SAP HANA.

Log backups older than the latest data backup are no longer required for forward recovery and can
therefore be deleted.

SnapCenter handles the housekeeping of log file backups on the file system level as well as in the SAP
HANA backup catalog by executing the following steps:

1. SnapCenter reads the SAP HANA backup catalog to get the backup ID of the oldest successful file-
based or Snapshot backup.
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2. SnapCenter deletes all log backups in the SAP HANA catalog and the file system that are older than
this backup ID.

Note: SnapCenter only handles housekeeping for backups that have been created by SnapCenter.
If additional file-based backups are created outside of SnapCenter, you must make sure that
the file-based backups are deleted from the backup catalog. If such a data backup is not
deleted manually from the backup catalog, it can become the oldest data backup, and older
log backups are not deleted until this file-based backup is deleted.

Note: Even though a retention is defined for on-demand backups in the policy configuration, the
housekeeping is only done when another on-demand backup is executed. Therefore, on-
demand backups typically must be deleted manually in ShapCenter to make sure that these
backups are also deleted in the SAP HANA backup catalog and that log backup
housekeeping is not based on an old on-demand backup.

Log backup retention management is enabled by default. If required, it can be disabled as described in
the “Disable auto discovery on the HANA plug-in host” section.

Capacity requirements for Snapshot backups

You must consider the higher block change rate on the storage layer relative to the change rate with
traditional databases. Due to the HANA table merge process of the column store, the complete table is
written to disk, not just the changed blocks.

Data from our customer base shows a daily change rate between 20% and 50% if multiple Snapshot
backups are taken during the day. At the SnapVault target, if the replication is done only once per day,
the daily change rate is typically smaller.

Restore and recovery operations

Restore operations with SnapCenter
From the HANA database perspective, SnapCenter supports two different restore operations.

1. Restore of the complete resource
All data of the HANA system will be restored. If the HANA system contains one or more tenants, the
data of the system database and the data of all tenants are restored.

2. Restore of a single tenant
Only the data of the selected tenant will be restored.

From the storage perspective, the above restore operations must be executed differently depending on
the used storage protocol (NFS, or Fibre Channel SAN), the configured data protection (primary storage
with or without offsite backup storage), and the selected backup to be used for the restore operation
(restore from primary or offsite backup storage).

Restore of complete resource from primary storage

When restoring the complete resource from primary storage, SnapCenter supports two different ONTAP
features to execute the restore operation. You can choose between the following two features:

e Volume-based SnapRestore. A volume-based SnapRestore reverts the content of the storage
volume to the state of the selected Snapshot backup.
— Volume Revert check box available for auto discovered resources using NFS
— Complete Resource radio button for manual configured resources

o File-based SnapRestore. A file-based SnapRestore, also known as Single File SnapRestore,
restores all individual files (NFS), or all LUNs (SAN).

— Default restore method for auto discovered resources.
Can be changed using the Volume revert check box for NFS
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— File level radio button for manual configured resources

Table 6 provides a comparison of the different restore methods.

Table 6) Restore operation characteristics.

Volume-based SnapRestore File-based SnapRestore
Speed of restore Very fast, independent of the volume Very fast restore operation but uses
operation size background copy job on the storage

system, which blocks the creation of
new Snapshot backups

Snapshot backup Restore to an older Snapshot backup, No influence

history removes all newer Snapshot backups.

Restore of directory Directory structure is also restored NFS: Only restores the individual files,
structure not the directory structure. If the

directory structure is also lost, it must
be created manually before executing
the restore operation

SAN: Directory structure is also
restored

Resource configured A volume-based restore cannot be Any Snapshot backup can be selected
with replication to done to a Snapshot copy backup that is
offsite backup storage older than the Snapshot copy used for

SnapVault synchronization

Restore of complete resource from offsite backup storage

A restore from the offsite backup storage is always executed using a SnapVault restore operation where
all files or all LUNSs of the storage volume are overwritten with the content of the Snapshot backup.

Restore of a single tenant

Restoring a single tenant requires a file-based restore operation. Depending on the used storage
protocol, different restore workflows are executed by SnapCenter.
e NFS:

— Primary storage: File-based SnapRestore operations are executed for all files of the tenant
database.

— Offsite backup storage: SnapVault restore operations are executed for all files of the tenant
database.

e SAN:

— Primary storage: Clone and connect the LUN to the database host and copy all files of the tenant
database.

— Offsite backup storage: Clone and connect the LUN to the database host and copy all files of the
tenant database.
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Restore and recovery of auto discovered HANA single container and MDC single
tenant systems

HANA single container and HANA MDC single tenant systems that have been auto discovered are
enabled for automated restore and recovery with SnapCenter. For these HANA systems, SnapCenter
supports three different restore and recovery workflows, as shown in Figure 18:

e Single tenant with manual recovery
If you select a single tenant restore operation, SnapCenter lists all tenants that are included in the
selected Snapshot backup. You must stop and recover the tenant database manually. The restore
operation with SnapCenter is done with single file SnapRestore operations for NFS, or clone, mount,
copy operations for SAN environments.

e Complete resource with automated recovery
If you select a complete resource restore operation and automated recovery, the complete workflow
is automated with SnapCenter. SnapCenter supports up to recent state, point in time, or to specific
backup recovery operations. The selected recovery operation is used for the system and the tenant
database.

e Complete resource with manual recovery
If you select No Recovery, SnapCenter stops the HANA database and executes the required file

system (unmount, mount) and restore operations. You must recover the system and tenant database
manually.

Figure 18) Restore and recovery operations for auto discovered resources—MDC single tenant.
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Restore and recovery of automatically discovered HANA MDC multiple tenant
systems

Even though HANA MDC systems with multiple tenants can be automatically discovered, automated
restore and recovery is not supported with the current SnapCenter release. For MDC systems with

multiple tenants, SnapCenter supports two different restore and recovery workflows, as shown in Figure
19:

e Single tenant with manual recovery
e Complete resource with manual recovery

The workflows are the same as described in the previous section.
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Figure 19) Restore and recovery operations for auto discovered resources—MDC multiple tenants.
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Restore and recovery of manual configured HANA resources

Manual configured HANA resources are not enabled for automated restore and recovery. Also, for MDC
systems with single or multiple tenants, a single tenant restore operation is not supported.

For manual configured HANA resources, SnapCenter only supports manual recovery, as shown in Figure
20. The workflow for manual recovery is the same as described in the previous sections.

Figure 20) Restore and recovery operations for manual configured resources.
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Summary restore and recovery operations

Table 7 summarizes the restore and recovery operations depending on the HANA resource configuration
in SnapCenter.

Table 7) Restore and recovery operations, dependent on resource configuration option.

Unmount
SIS Restore and recovery Stop HANA BEIEn; Recovery
resource options database MELT AT operation
configuration restore

operation

Auto discovered
Single container
MDC single tenant

Complete resource with either
Default (all files)

Volume revert (NFS from
primary storage only)

Automated recovery selected

Complete resource with either
Default (all files)

Volume revert (NFS from
primary storage only)

No recovery selected
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Unmount

SERCETES Restore and recovery Stop HANA DD Recovery
resource : mount after )
) . options database operation
configuration restore
operation
Tenant restore Manual Not required Manual
Auto discovered Complete resource with either
MDC multiple Default (all files)
tenants Volume revert (NFS from Automated with | Automated with M
X anual
primary storage only) SnapCenter SnapCenter
Automated recovery not
supported
Tenant restore Manual Not required Manual
All manual Complete resource
configured (= Volume revert, available for
resources NFS and SAN from primary
storage only) Manual Manual Manual

File level (all files)

Automated recovery not
supported

Lab setup used for this report

The lab setup used for this technical report includes five different SAP HANA configurations:

e MSI1 - SAP HANA multiple host MDC single tenant system
Managed with a central plug-in host (SnapCenter server)
Using NFS as storage protocol

e SS1 - SAP HANA single host MDC single tenant system
Auto discovered with HANA plug-in installed on HANA database host
Using NFS as storage protocol

e SM1 — SAP HANA single host MDC multiple tenant system
Auto discovered with HANA plug-in installed on HANA database host
Using NFS as storage protocol

e SS2 - SAP HANA single host MDC single tenant system
Managed with a central plug-in host (SnapCenter Server)
Using NFS as storage protocol

e SS3 - SAP HANA single host MDC single tenant system
Auto discovered with HANA plug-in installed on HANA database host
Using Fibre Channel SAN as storage protocol

The following sections describe the complete configuration and the backup, restore, and recovery
workflows. The description covers local Snapshot backups as well as replication to backup storage using
SnapVault. The storage virtual machines (SVMs) are hana-primary for the primary storage and hana-
backup for the off-site backup storage.
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The SnapCenter Server is used as a central HANA plug-in host for the HANA systems MS1 and SS2.

Figure 21 shows the lab setup.

Figure 21) Lab setup.
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SnapCenter configuration

The SnapCenter configuration can be separated into two main areas:

¢ Initial configuration. Covers generic configurations, independent of an individual SAP HANA
database. Configurations such as storage systems, central HANA plug-in hosts, and policies, which
are selected when executing the resource-specific configurations.

¢ Resource-specific configuration. Covers SAP HANA system-specific configurations and must be done
for each SAP HANA database.

Figure 22 provides an overview of the configuration components and their dependencies. The green
boxes show configuration steps that must be done outside of SnapCenter; the blue boxes show the steps
that are done using the SnapCenter GUI.
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Figure 22) Overview of configuration steps and dependencies.
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With the initial configuration, the following components are installed and configured:

Storage system. Credential configuration for all SVMs that are used by the SAP HANA systems.
Typically, a primary, an off-site backup, and a disaster recovery storage.

Note: Storage cluster credentials can the also be configured instead of individual SVM credentials.

Credentials. Configuration of credentials used to deploy the SAP HANA plug-in on the hosts.

Hosts (for central HANA plug-in hosts). Deployment of SAP HANA plug-in. Installation of the SAP
HANA hdbclient software on the host. The SAP hdbclient software must be installed manually.

Policies. Configuration of backup type, retention, and replication.
Typically, at least one policy for local Snapshot copies, one for SnapVault replication, and one for file-
based backup is required.

The resource-specific configuration must be done for each SAP HANA database and includes the
following configurations:

SAP HANA nondata volume resource configuration:
— Storage systems and volumes
SAP hdbuserstore key configuration:

— The SAP hdbuserstore key configuration for the specific SAP HANA database must be done
either on the central plug-in host, or on the HANA database host, depending on where the HANA
plug-in is deployed.

Auto discovered SAP HANA database resources:

— Deployment of SAP HANA plug-in on database host

— Provide hdbuserstore key

Manual SAP HANA database resource configuration:

— SAP HANA database SID, plug-in host, hdbuserstore key, storage systems and volumes
Resource protection configuration:

— Selection of required policies

— Definition of schedules for each policy

ONTAP data protection configuration:
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— Only required if the backups should be replicated to an off-site backup storage.
— Definition of relationship and retention.

SnapCenter initial configuration

The initial configuration includes the following steps:

1. Storage system configuration.
2. Credentials configuration for plug-in installation.
3. For a central HANA plug-in host:
a. Host configuration and SAP HANA plug-in deployment.
b. SAP HANA hdbsql client software installation and configuration.
4. Policies configuration.

The following sections describe the initial configuration steps.

Storage system configuration
1. Log in to the SnapCenter Server GUI.

I SnapCenter® @~  Lsapcascadmin  SnapCenterAdmin  [#Sign Out

Status Get Started

Last refreshed: 11/19/2019 02:27 AM

HH A

= Dashboard

O esources RECENT JOB ACTIVITIES © ALERTS €@ LATEST PROTECTION SUMMARY €
@ Monitor @ 0 Critical 0 Warning Secondary
Primary
@ Reports
e d labl
5 No data available No data available No Plugins No Plugins
w1 Storage Systems
2= Setings
© Failea:0 Nt configured: 0 ® Succassful:0

A Aens Not initiated: 0 ® Failed: 0 # Not configured: O  Successful: 0

See Al Seeal

Jogs @ Last 7days + STORAGE @

Backup 0 0 0 0x

0Snapshots 0SnapMirrors 0 Snapvaults Storage Savings

Clone saving:

No data available

No data available No data available
Snapshot Sa

@ Storage Consumed
Last 90 Days
#Failed: 0+ Warning: 0 » Completed: 0 # Running: 0 o Primary Snapshots Secondary Snapshots Primary Storage

CONFIGURATION  €)

E 0 Hosts @0 0 ®o E 0 svmis

2. Select Storage Systems.

Note: Inthe screen, you can select the storage system type, which can be ONTAP SVMs or
ONTAP Clusters. If you configure the storage systems on SVM level, you need to have a
management LIF configured for each SVM. As an alternative, you can use a SnapCenter
management access on cluster level. With the following example, SVM management is used.
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M SnapCenter® [] @~ L sapcoscadmin  SnapCenterAdmin [ Sign Out

Storage Systems
: +
32 Dashboard 2 - New
O Resources Storage Connections
2 Monitor [ Name JERENT Cluster Name: User Name Controller License
e There s no match for your search or data is not available.
@il Reports
& Hosts
1 Storage Systems
3= Settings
A Aens

3. Click New to add a storage system and provide the required host name and credentials.

Note: The SVM user is not required to be the vsadmin user, as shown in the screenshot. Typically,
a user is configured on the SVM and assigned the required permissions to execute backup
and restore operations. Details on required privileges can be found in the SnapCenter
Installation Guide in the section titled “Minimum ONTAP privileges required”.

I SnapCenter® ®@ = @- Lsapcoscadmin SnapCenterAdmin  Sign Out

Storage Systems Add Storage System X
Add Storage System @

Storage Connections Storage System | hana-primary
O Name [EY Username | vsadmin

There is no mateh for your search or data Password | seeeeeees
is not available.

Event Management System (EMS) & AutoSupport Settings

send AutoSupport notification for failed operations to storage system

Log SnapCenter Server events to syslog

£ More Options : Platform, Protocol, Preferred IP etc.

4. Click More Options to configure the storage platform.
Storage platform can be FAS, AFF, ONTAP Select or Cloud Volumes ONTAP.

Note: For a system used as a SnapVault or SnapMirror target, select the Secondary icon.

I snapCenter® @~ 2 sapcascadmin SnapCenterAdmin  [Sign Out

Storage Systems

More options

Storage Connections

O Name e Platform | All Flash FAS. - O secondary @
There is no match for your search or data Protocol | HTTPS -

is not available.
Port | 443

Timeout | 60 seconds | @

O ereferred IP

5. Add additional storage systems as required.
In our example, an additional offsite backup storage and a disaster recovery storage has been added.
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I SnapCenter®
Storage Systems

=
[~ - °

& sapcc\scadmin  SnapCenterAdmin Sign Out

+

@ Resources Storage Connections
£ Monitor [} Name JER ] Cluster Name
(] hana-backup.sapcc.stl.netapp.com 10.63.150.45
W Reports
ana-dr.sapccstl.netapp.com 10.63.150.247
hana-dr.sapce.stl.netapp.
& Hosts O hana-primary.sapcc.sti.netapp.com 10.63.150.248

1 Storage Systems
Settings

A Aerns

User Name Controller License
vsadmin Not applicable
vsadmin Not applicable
vsadmin v

Credentials configuration
1. Go to Settings, select Credentials, and click New.

M SnapCenter®

Global Settings Polices Users and Access Roles Credential Software Scheduled Configuration Checker

Dashboard
Credential Name Username
Resources
P There is no match for your search or data is not available.
& Monitor
M  Reports
&%  Hosts
.
Storage Systems
Settings

A Aers

4 sapcc\scadmin SnapCenterAdmin [ Sign Out

+

New

Authentication mode

2. Provide the credentials for the user that are used for plug-in installations on Linux systems.

Credential &

Provide information for the Credential you want to add

Credential Name ‘ InstallPluginOnLinux ‘
vemme [ rom | o
Password ‘ ......... ‘
Authentication ‘ Linux M ‘

Use sudo privileges @

Cancel “

3. Provide the credentials for the user that are used for plug-in installations on Windows systems.

Credential ]

Provide information for the Credential you want to add

Credential Name ‘ InstallPluginOnWindows ‘
Username ‘ sapeciscadmin ‘
Password ‘ ......... ‘
Authenticasen [ windows -]

Figure 23 shows the configured credentials.
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Figure 23) Configured credentials.
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SAP HANA plug-in installation on a central plug-in host

In the lab setup, the SnapCenter Server is also used as a central HANA plug-in host. The Windows host
on which SnapCenter Server runs is added as a host, and the SAP HANA plug-in is installed on the
Windows host.

Note: The SAP HANA plug-in requires Java 64-bit version 1.8. Java needs to be installed on the host
before the SAP HANA plug-in is deployed.

1. Go to Hosts and click Add.

M snapCenter® ® = ©- 2sapcoscadmin SnapCenterAdmin @ Sign Out
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R 6 a
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Storage Systems

Settings
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2. Provide the required host information. Click Submit.

B @- ALsapccscadmin SnapCenterAdmin @ Sign Out

M SnapCenter® [ ]
X

Add Host

Name Host Type ‘ Windows - ‘
There is no mat Host Name ‘ SnapCenter-43 ‘
Cradentials ‘ InstallPluginORWindows - ‘ -

Select Plug-ins to Install SnapCenter Plug-ins Package 4.3 for Windows
Microsoft Windows
[ Microsoft QL server
[ Microsoft Exchange Server
SAP HANA

£ More Options ; Port, Install Path, Custom Plug-ns.

Figure 24 shows all the configured hosts after the HANA plug-in is deployed.
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Figure 24) Configured hosts.
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SAP HANA hdbsql client software installation and configuration

The SAP HANA hdbsq| client software must be installed on the same host on which the SAP HANA plug-
in is installed. The software can be downloaded from the SAP Support Portal.

The HDBSQL OS user configured during the resource configuration must be able to run the hdbsql
executable. The path to the hdbsql executable must be configured in the hana.properties file.

e Windows:

C:\More C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc\hana.properties
HANA HDBSQL CMD=C:\\Program Files\\sap\\hdbclient\\hdbsqgl.exe

e Linux:

cat /opt/NetApp/snapcenter/scc/etc/hana.properties
HANA HDBSQL CMD=/usr/sap/hdbclient/hdbsqgl

Policy configuration

As discussed in the “Data protection strategy” section, policies are usually configured independently of
the resource and can be used by multiple SAP HANA databases.

A typical minimum configuration consists of the following policies:

e Policy for hourly backups without replication: LocalSnap
e Policy for daily backups with SnapVault replication: LocalSnapAndSnapVault
o Policy for weekly block integrity check using a file-based backup: BlockIntegrityCheck

The following sections describe the configuration of these three policies.

Policy for hourly Snapshot backups
1. Go to Settings > Policies and click New.

M SnapCenter® @ = ©- ALsapccscadmin  SnapCenterAdmin W Sign Out

Global Settings Policies Users and Access les ni are Scheduled Configuration Checker
<
saprana Bl
Dashboard

*

Name 1= BackupType Schedule Type Replication

Resources

Monitor
There is no match for your search or data is not available.

Reports

RO QA

o

Hosts

Storage Systems
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2. Enter the policy name and description. Click Next.

New SAP HANA Backup Policy X

Provide a policy name

2 | Settings Policy name ‘ Localsnap ‘ L
Description ‘ Snapshot backup at primary storage ‘

3 | Retention

4 | Replication

5 | summary

3. Select backup type as Snapshot Based and select Hourly for schedule frequency.

New SAP HANA Backup Policy X

° e Select backup settings

2 Settings Backup Type ® Snapshot Based O File-Based @

3 Retention
Schedule Frequency

4 | Replication Select how often you want the schedules to occur in the policy. The specific times are set at backup job creation enabling you to
stagger your start times.

5 Summary © Nore
® Hourly
O Dpaily
O Weekly

© menthly

4. Configure the retention settings for on-demand backups.

New SAP HANA Backup Policy X

@ rorme Retention settings
@ setins On demand backup retention settings ~

3 Retention Backup retention settings €Y

2 e © Tt Smapsho ot ke
O Keep Snapshot copies for 14 days

Hourly retention settings v

5 | summary

5. Configure the retention settings for scheduled backups.

New SAP HANA Backup Policy k3
@ e Retention settings
e Settings ©On demand backup retention settings ~

Hourly retention settings A
3 Retention

© Keep Snapshot copies for 14 days

4 | Replication

5 summary

6. Configure the replication options. In this case, no SnapVault or SnapMirror update is selected.
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New SAP HANA Backup Policy

0 (T Select secondary replication options @
@ settines ) Update SnapMirror after creating a local Snapshot copy.
e Retention O update snapVault after creating a local Snapshot copy.
secondary policy label  One Time - 0
4 Replication
5 summary

7. On the Summary page, click Finish.

New SAP HANA Backup Policy

@ rame summary
© sertings Policy name Localsnap
Description Snapshot backup at primary storage
© Retention )
Backup Type Snapshot Based Backup
© repiceton Schedule Type Hourly

Total backup copies to retain: 2

©n demand backup retention

Replication none

Policy for daily Snapshot backups with SnapVault replication

1. Go to Settings > Policies and click New.
2. Enter the policy name and description. Click Next.

New SAP HANA Backup Policy

Provide a policy name

2 settings Policy name ‘ LocalSnapAndSnapVault | i}
Description ‘ Local Snapshot backup replicated to backup storage |

3  Retention

4 | Replication

5 summary

3. Set the backup type to Snapshot Based and the schedule frequency to Daily.

New SAP HANA Backup Policy

© e Select backup settings
2 Settings Backup Type ® snapshot Based © File-Based @
3 | Retention

Schedule Frequency

4 | Replication Select how often you want the schedules to occur in the policy. The specific times are set at backup job creation enabling you to
stagger your start times.

5 ) Summary © None
O Hourly
® Dpaily
O weekly

O mMonthly

x

4. Configure the retention settings for on-demand backups.
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New SAP HANA Backup Policy

O ome Retention settings

@ settines On demand backup retention settings ~
3 Retention Backup retention settings €@

4 | Replication ® Total Snapshot copies to keep
O Keep Snapshot copies for 14 days

Daily retention settings v

5 Summary

5. Configure the retention settings for scheduled backups.

New SAP HANA Backup Policy
Qe Retention settings

@ settings On demand backup retention settings v

Daily retention settings A
3 Retention

© Keep Snapshot copies for 14 days

4 | Replication

5 summary

6. Select Update SnapVault after creating a local Snapshot copy.

Note: The secondary policy label must be the same as the SnapMirror label in the data protection
configuration on the storage layer. Refer to the section titled “Configuration of data protection

to off-site backup storage.”

Maodify SAP HANA Backup Policy %

Qe Select secondary replication options @

e Settings Update SnapMirror after creating a local Snapshot copy.

a it ¥i Update SnapVault after creating a local Snapshot copy
- Sacondary policy label | Daly -l e

4 Replication

Error retry count 3 Li]

O summary

7. Onthe Summary page, click Finish.
x

New SAP HANA Backup Policy

Qe Summary
© settings Policy name LocalsnapAndSnapVault
Description Local Snapshet backup replicated to backup storage
© retention
Backup Type snapshot Based Backup
@ resicaton Schedule Type Daily
On demand backup retention Total backup copiesto retain : 3
Replication SnapVault enabled , Secondary policy label: Dally , Error ratry count: 3

Policy for Weekly Block Integrity Check
1. Go to Settings > Policies and click New.
2. Enter the policy name and description. Click Next.
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New SAP HANA Backup Policy X

Provide a policy name

2 | Settings Policy name ‘ BlockintegrityCheck ‘ [i]
Description ‘ Block integrity check using file based backup ‘

3 Retention

4 | Replication

5 summary

3. Set the backup type to File-Based and schedule frequency to Weekly.

New SAP HANA Backup Policy 3
0 VTR Select backup settings

m Backup Type O snapshotBased [ File-Based @
3 | Retention

Schedule Frequency

4 | summary Select how often you want the schedules to occur in the policy. The specific times are set at backup job creation enabling you to
stagger your start times.

(o)

None

(o)

Hourly

(o)

Daily

®

weekly

[}

Monthly

4. Configure the retention settings for on-demand backups.

New SAP HANA Backup Policy X

o e Retention settings
@ settings 0n demand backup retention settings A

3 Retention Backup retention settings €

4 Summary ® Total backup copies to keep

© Keep backup copies for 1 days

il

WeeKly retention settings v

5. Configure the retention settings for scheduled backups.

New SAP HANA Backup Policy X

o T Retention settings
@ settings On demand backup retention settings A

3 Retention Backup retention settings €

® Total backup copies to keep

© Keep backup copies for 14 days

WeeKly retention settings v

4 summary

6. On the Summary page, click Finish.

New SAP HANA Backup Policy x
@ name Summary
@ settins Policy name BlockintegrityChack
Description Block integrity check using file based backup
o Retention
Backup Type File-Based Backup
schecule Type weekly
On demand backup retention Total backup copies to retain :
Weekly backup retention Total backup copies to ret
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Figure 25 shows a summary of the configured policies.

Figure 25) Policies summary.

I SnapCenter® ®@ = ©- 2sapcascadmin SnapCenterAdmin [ Sign Out

Global settings Policies Users and Access les Credential Software Scheduled Configuration Checker

<
SAP HANA

Dashboard
coT— + o
t " e

Resources

Name 5y Backup Type Schedule Type Replication
Monitor

slockintegritycheck File Based Backup weekly

LocalSnap Data Backup Hourly

Hosts LocalsnapandsnapVault Data Backup Daily SnapVault

TR O
1
3
é

[ ili
3
]

SnapCenter resource-specific configuration for SAP HANA
database backups

This section describes the configuration steps for two example configurations.

e SS2, asingle host SAP HANA MDC single-tenant system using NFS for storage access
The resource will be manually configured in SnapCenter.
The resource is configured to create local Snapshot backups and perform block integrity checks for
the SAP HANA database using a weekly file-based backup.

e SS1, a single host SAP HANA MDC single-tenant system using NFS for storage access
The resource will be auto discovered with SnapCenter.
The resource is configured to create local Snapshot backups, replicate to an off-site backup storage
using SnapVault, and perform block integrity checks for the SAP HANA database using a weekly file-
based backup.

The differences for a SAN-attached, a single-container, or a multiple-host system are reflected in the
corresponding configuration or workflow steps.

SAP HANA backup user and hdbuserstore configuration

NetApp recommends configuring a dedicated database user in the HANA database to run the backup
operations with SnapCenter. In the second step, an SAP HANA user store key is configured for this
backup user, and this user store key is used in the configuration of the SnapCenter SAP HANA plug-in.

Figure 26 shows the SAP HANA Studio through which the backup user can be created.

Note: The required privileges were changed with the HANA 2.0 SPS5 release: backup admin, catalog
read, database backup admin, and database recovery operator. For earlier releases, backup
admin and catalog read are sufficient.

Note: For an SAP HANA MDC system, the user must be created in the system database because all
backup commands for the system and the tenant databases are executed using the system
database.
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Figure 26) Database user for SAP HANA backups.

hdbstudio - /Security/Users/SNAPCENTER System: SYSTEMDB@551 Host: hana-1 Instance: 00 Connected User: SYSTEM System Usage: Test System - SAP HANA Studio - O X
Eile Edit Navigate Segrch Run Window Help
milkd Hr¥-Coro-|m Q i®|®
o Systems 13 [ '| =} e EEES 8 = O & BackupSYSTEMDB@SST (SYSTEM)... §§ sysTempB@QST % Backup SYSTEMDB@QS1 (SYSTEM... (i SYSTEMDB@QS1 - SNAPCENTER. . SYSTEMDB@SS1- SNAPCENTER 32 = B
v (2 Q51 - System Refresh Target .
. - - -100 )
B 510081 (SYSTEM) GS1 - System Refresh Target SYSTEMDB®@S5S1 (SYSTEM) S51 - MDC single tenant - 2.0SPS5  hana-1 | | ©
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v (= $51 - MDC single tenant - 2.05PS5 -
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#, Backup
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[(ifisable GHBL/HEC access

Authentication
(= Provisioning

. [ Password [IsamL [IS&P Logon Ticket
v EE‘S“”W . Password | Confirm?:
ecuri
v i Users Ves (T)No
& SAPDBCTRL [ Kerberos [xs0e [54P Assertion Ticket
(i SNAPCENTER
& svs
& SYSTEM Valid From: Nov 4, 2020 12:47:01 AM GMT-08:00 37| Valid Until; Jun 1, 2023 1246:25 AM GMT-07:00 37

{ XSSOLCC_AUTO_USER_3094F258AB97BFTA7SS8E08 o
{ XSSOLCC_AUTO_USER_SE2492DBCDEDAESBFASAOL Session Client: I:l
{ XSSOLCC_AUTO_USER_DSD3BOCAFOBATI377BEODA

& _SYs AFL Granted Roles | System Privileges | Object Privileges Analytic Privileges Application Privileges Privileges on Users
& _SYS_DATA_ANONYMIZATION 5
i svs.eeM L 2~ Details
{ _SVS_PLAN_STABILITY System Privilege Grantor
{ _SYsREPO &= BACKUP ADMIN SYSTEM
# _SYS_SOL ANALYZER o= CATALOG READ SYSTEM
& _SYS_STATISTICS = DATABASE BACKUP ADMIN SYSTEM
(i _SYS_TABLE_REPLICAS = DATABASE RECOVERY OPERATOR SYSTEM
& _Svs_TAsK
# _SYS_WORKLOAD_REPLAY
57 Roles
v
[ Properties 52 @) Emor Log E Y § =B
Property Value
< > < >

SYSTEMDB@551 han... (SYSTEM):SYSTEM

At the HANA plug-in host, on which the SAP HANA plug-in and the SAP hdbsql client are installed, a
userstore key must be configured.

Userstore configuration on the SnapCenter server used as a central HANA plug-in
host

If the SAP HANA plug-in and the SAP hdbsql client are installed on Windows, the local system user
executes the hdbsgl commands and is configured by default in the resource configuration. Because the
system user is not a logon user, the user store configuration must be done with a different user and the
-u <User> option.

hdbuserstore.exe -u SYSTEM set <key> <host>:<port> <database user> <password>

Note: The SAP HANA hdbclient software must be first installed on the Windows host.

Userstore configuration on a separate Linux host used as a Central HANA plug-in
host

If the SAP HANA plug-in and SAP hdbsql client are installed on a separate Linux host, the following
command is used for the user store configuration with the user defined in the resource configuration:

‘hdbuserstore set <key> <host>:<port> <database user> <password>

Note: The SAP HANA hdbclient software must be first installed on the Linux host.

Userstore configuration on the HANA database host

If the SAP HANA plug-in is deployed on the HANA database host, the following command is used for the
user store configuration with the <sid>adm user:
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hdbuserstore set <key> <host>:<port> <database user> <password>

Note: SnapCenter uses the <sid>adm user to communicate with the HANA database. Therefore, the
user store key must be configured using the <sid>adm user on the database host.

Note: Typically, the SAP HANA hdbsql client software is installed together with the database server
installation. If this is not the case, the hdbclient must be installed first.

Userstore configuration depending on HANA system architecture

In an SAP HANA MDC single-tenant setup, port 3<instanceNo>13 is the standard port for SQL access
to the system database and must be used in the hdbuserstore configuration.

For an SAP HANA single-container setup, port 3<instanceNo>15 is the standard port for SQL access
to the index server and must be used in the hdbuserstore configuration.

For an SAP HANA multiple-host setup, user store keys for all hosts must be configured. SnapCenter tries
to connect to the database using each of the provided keys and can therefore operate independently of a
failover of an SAP HANA service to a different host.

Userstore configuration examples

In the lab setup, a mixed SAP HANA plug-in deployment is used. The HANA plug-in is installed on the
SnapCenter Server for some HANA systems and deployed on the individual HANA database servers for
other systems.

SAP HANA system SS1, MDC single tenant, instance 00:

The HANA plug-in has been deployed on the database host. Therefore, the key must be configured on
the database host with the user ssladm.

hana-1:/ # su - ssladm

ssladm@hana-1:/usr/sap/SS1/HDB0O0>

ssladm@hana-1:/usr/sap/SS1/HDB0O>

ssladm@hana-1:/usr/sap/SS1/HDB00> hdbuserstore set SS1KEY hana-1:30013 SnapCenter password
ssladm@hana-1:/usr/sap/SS1/HDB00> hdbuserstore list

DATA FILE : /usr/sap/SS1l/home/.hdb/hana-1/SSFS_HDB.DAT
KEY FILE : /usr/sap/SS1/home/.hdb/hana-1/SSFS_HDB.KEY
KEY SS1KEY

ENV : hana-1:30013

USER: SnapCenter
KEY SS1SAPDBCTRLSS1

ENV : hana-1:30015

USER: SAPDBCTRL
ssladm@hana-1:/usr/sap/SS1/HDB0O0>

SAP HANA system MS1, multiple-host MDC single tenant, instance 00:

For HANA multiple host systems, a central plug-in host is required, in our setup we used the SnapCenter
Server. Therefore, the user store configuration must be done on the SnapCenter Server.

hdbuserstore.exe -u SYSTEM set MS1KEYHOST1 hana-4:30013 SNAPCENTER password
hdbuserstore.exe -u SYSTEM set MS1KEYHOST2 hana-5:30013 SNAPCENTER password
hdbuserstore.exe -u SYSTEM set MS1KEYHOST3 hana-6:30013 SNAPCENTER password
C:\Program Files\sap\hdbclient>hdbuserstore.exe -u SYSTEM list

DATA FILE : C:\ProgramData\.hdb\SNAPCENTER—43\S—l—5—l8\SSFS_HDB.DAT
KEY FILE : C:\ProgramData\.hdb\SNAPCENTER—43\S—l—5—l8\SSFS_HDB.KEY

KEY MS1KEYHOST1
ENV : hana-4:30013
USER: SNAPCENTER
KEY MS1KEYHOST2
ENV : hana-5:30013
USER: SNAPCENTER
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ENV : hana-6:30013
‘ USER: SNAPCENTER
KEY SS2KEY
ENV : hana-3:30013
USER: SNAPCENTER
‘C:\Program Files\sap\hdbclient>

‘KEY MS1KEYHOST3

Configuration of data protection to off-site backup storage

The configuration of the data protection relation as well as the initial data transfer must be executed
before replication updates can be managed by SnapCenter.

Figure 27 shows the configured protection relationship for the SAP HANA system SS1. With our example,

the source volume SS1 data mnt00001 atthe SVM hana-primary is replicated to the SVM hana-
backup and the target volume SS1 data mnt00001 dest.

Note: The schedule of the relationship must be set to None, because SnapCenter triggers the
SnapVault update.

Figure 27) Protection relationship.
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. I hana-primary 551_data_mnt00001 551_data_mnt00001_dest hana-backup cies Volume Snapmi.. Idie Asynchronous V... 21 hr(s).. SnapCenterVault  Asynchronous Vault
torage
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Volume
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Schedules
Snapshot Policies
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Transfer Sthedule:  None Last Transfer Error: None
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Lag Time: 21 hr(s) 23 min(s) Latest Snapshot Timestamp: ~ 11/26/2019 11:03:53
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Figure 28 shows the protection policy. The protection policy used for the protection relationship defines
the SnapMirror label, as well as the retention of backups at the secondary storage. In our example, the
used label is Daily, and the retention is set to 5.

Note: The SnapMirror label in the policy being created must match the label defined in the SnapCenter
policy configuration. For details, refer to “Policy for daily Snapshot backups with SnapVault
replication”

Note: The retention for backups at the off-site backup storage is defined in the policy and controlled by
ONTAP.
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Figure 28) Protection policy.
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Manual HANA resource configuration
This section describes the manual configuration of the SAP HANA resources SS2 and MS1.
e SS2is a single host MDC single tenant system
e MS1 is a multiple-host MDC single tenant system.
From the Resources tab, select SAP HANA and click Add SAP HANA Database.
Enter the information for configuring the SAP HANA database and click Next.
Select the resource type in our example, Multitenant Database Container.

Note: For a HANA single container system, the resource type Single Container must be selected.
All the other configuration steps are identical.

For our SAP HANA system, the SID is SS2.
The HANA plug-in host in our example is the SnapCenter Server.

The hdbuserstore key must match the key that was configured for the HANA database SS2. In our
example it is SS2KEY.

Add SAP HANA Database x
Provide Resource Details

2 Storage Footprint Resource Type | Multitenant Database Container - |
HANA System Name | 552 - HANA 20 SPS4 MDC Single Tenant ‘

3 summary
SID | s52 ‘ o
Plug-in Host | SnapCenter-43.sapce.stl.netapp.com - | [i]
HDB Secure User Store | SS2KEY o
Keys

V- |

HDBSQL OS User | SYSTEM ‘ o

Note: For an SAP HANA multiple-host system, the hdbuserstore keys for all hosts must be
included, as shown in the following figure. SnapCenter will try to connect with the first key in
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the list, and will continue with the other case, in case the first key does not work. This is
required to support HANA failover in a multiple-host system with worker and standby hosts.

Modify SAP HANA Database
Provide Resource Details

a Storage Footprint Resource Type Multitenant Database Container

o

HANA System Name | MS1 - Multiple Hosts MDC Single Tenant

siD | Ms1 o

Plug-in Host | SnapCenter-43.sapcc.stl.netapp.com - ‘ 3]

HDB Secure User Store | MS1KEYHOST1,MS1KEYHOST2,MS1KEYHOSTS

Keys e
¥

HDESQL OS User | SYSTEM | o

x

3. Select the required data for the storage system (SVM) and

volume name.

Add SAP HANA Database =
o Rans Provide Storage Footprint Details
Add Storage Footprint
x
3 | summary
Storage System hana-primary.sapcc.stl.netapp.com v
Select one or more volumes and if required their associated Qtrees and LUNs.
Volume name LUN or Qtrees
S$52_data_mnt00001 > Default is None' or type to find

Note:
selected, as shown in the following figure.

For a Fibre Channel SAN configuration, the LUN needs to be selected as well.

For an SAP HANA multiple-host system, all data volumes of the SAP HANA system must be

Add SAP HANA Database

@ reme Provide Storage Footprint Details

Add Storage Footprint

3 | summary

Storage System hana-primary.sapcc.stl.netapp.com

Select one or more volumes and if required their associated Qtrees and LUNs

Volume name LUNs or Qtrees

‘ MS1_data_mnt00001 Default is ‘None' or type to find

‘ MS1_data_mnt00002 Default is "None' or type to find

save

The summary screen of the resource configuration is shown.

4. Click Finish to add the SAP HANA database.

Add SAP HANA Database
Qe

@) storoge Footprint

Summary

Resource Type Multitenant Database Container

HANA System Name 552 - HANA 20 SPS4 MDC Single Tenant

siD 552
Plug-in Host SnapCenter-43.sapcc.stl.netapp.com
HDE Secure User Store Keys SSIKEY
HDBSQL 05 User SYSTEM
Storage Footprint
Storage System volume LUN/Qtree

hana-primary.sapcc stl.netapp.com §52_data_mnt00001
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5.  When the resource configuration is finished, the resource protection configuration must be executed
as described in the “Resource protection configuration” section.

Automatic discovery of HANA databases

This section describes the automatic discovery of the SAP HANA resource SS1 (Single host MDC single
tenant system with NFS). All the described steps are identical for HANA single container, HANA MDC
multiple tenants’ systems, and HANA system using Fibre Channel SAN.

Note: The SAP HANA plug-in requires Java 64-bit version 1.8. Java must be installed on the host
before the SAP HANA plug-in is deployed.

1. From the host tab, click Add.
2. Provide host information and select SAP HANA plug-in to be installed. Click Submit.

I SnapCenter® ®@ = @ Lsapccscadmin SnapCenterAdmin  [Sign Out

X

Add Host

Host Type ‘ Linux - ‘

HostName | hana-1

Credentials ‘ InstallPluginOnLinux - ‘ +

Select Plug-ins to Install SnapCenter Plug-ins Package 4.3 for Linux

[ oracle Database
B2 sapHana

£ More Options ; Port, Install Path, Custom Plug-Ins...

3. Confirm the fingerprint.

Confirm Fingerprint
Authenticity of the host cannot be determined €@
Host name 1t Fingerprint Valid

hana- ssh-rsa 2048 GE:B0:F0:B7:6E:8FE49AES:2E:ES:BADC0A 8:C7
1.sapcc.stl.netapp.com

The installation of the HANA and the Linux plug-in starts automatically. When the installation is
finished, the status column of the host shows Running. The screen also shows that the Linux plug-in
is installed together with the HANA plug-in.

M SnapCenter® [] @~ L sapcoscadmin SnapCenterAdmin  [Sign Out

Managed Hosts Disks. Shares Initiator Groups iSCSI Session

ey | (D +

i

~

Resources [J | Name 1= Type System Plug-in Version Overall Status

[0 | hana-1sapccstlnetapp.com Linux Stand-alone UNIX, SAP HANA 43 Running

Monitor
[0 | snapCenter-43.:sapccstl.netapp.com Windows Stand-alone Microsoft Windows Server, SAP HANA 43 Running

R O a

Reports
& Hosts

Storage Systems

Settings

[ R

Alerts:

After the plug-in installation, the automatic discovery process of the HANA resource starts
automatically. In the Resources screen, a new resource is created, which is marked as locked with
the red padlock icon.

4. Select and click on the resource to continue the configuration.
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Note: You can also trigger the automatic discovery process manually within the Resources screen,
by clicking Refresh Resources.

B @~ Lsapcoscadmin SnapCenterAdmin @ sign Out

sap Hana B

AUl Multitznant Database Container v d s :

Refresh Resources  Add SAPHANADsizbase  New Resource Group.

u Resources E System System 1D (SID) Tenant Database Plug-in Host Resource Groups Policies Last backup Overall Status
©  Monkor a8 sst ss1 sst hana-1.sapcc.stlnetapp.com Mot protected
{ﬁi Reports
& Hosts

Storage Systems.
= Settings
A Aens

5. Provide the userstore key for the HANA database.

Configure Database
Plug-in host hana-1.sapcc.stl.netapp.com

HDBSQL OS5 User ssladm

HDB Secure User Store

Keys SSTKEY [i]

O Configuring Database...

The second level automatic discovery process starts in which tenant data and storage footprint
information is discovered.

6. Click Details to review the HANA resource configuration information in the resource topology view.

I SnapCenter®

sap HanA B

& sapcc\scadmin  SnapCenterAdmin @ Sign Out

551 Topology

Syst .
L ystem Manage Copies
2, | MS1 - Multiple Hosts MDC Single Tenant
P 17 Backups Summary Card
2, | 552- HANA 20 SPS4 MDC Single Tenant —
- 0 Clor 24 Backups
SM1
Local copies 22 Snapshot based backups
sst (] o Beckups 2 Fie Ssedbackups
0 Clones 0 Clones
Vault copies

Primary Backup(s)
Backup Name Count | IF End Date
SnapCenter_Localsnap_Hourly_11-27-2019_02.30.01.1788 1 11/27/2019 23055 AM B2
SnapCenter_Localsnap_Hourly_11-26-2019_22.30.01.0413 1 11/26/201910:30:55 PM 4
SnapCenter_Localsnap_Hourly_11-26-2019_18.30.01.0738 1 11/26/2019 6:30:55 PM 4
SnapCenter_Localsnap_Hourly_11-26-2019_14.30.01.0340 1 11/26/2019 2:30:55 PM 4
SnapCenter_Localsnap_Hourly_11-26-2019_10.30.01.0649 1 11/26/2019 10:30:55 AM 4
SnapCenter_LocalsnapAndSnapvault_Daily_11-26-2019_08.17.01.8979 1 11/26/2019 8:17:56 AM 4
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SnapCenter_Localsnap_Hourly_11-25-2019_22.30.01.0536 1 11/25/2019 10:30:55 PM 4
SnapCenter_Localsnap_Hourly_11-25-2019_18.30.01.0250 1 11/25/2019 6:30:55 PM 4
SnapCenter_Localsnap_Hourly_11-25-2019_14.30.01.0151 1 11/25/2019 2:30:55 PM 4
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When the resource configuration is finished, the resource protection configuration must be executed
as described in the “Resource protection configuration” section.

Resource protection configuration

This section describes the resource protection configuration. The resource protection configuration is the
same, independent if the resource has been auto discovered, or configured manually. It is also identical
for all HANA architectures, single or multiple hosts, single container, or MDC systems.

1. From the Resources tab, double-click the resource.
2. Configure a custom name format for the Snapshot copy.

Note: NetApp recommends using a custom Snapshot copy hame to easily identify which backups
have been created with which policy and schedule type. By adding the schedule type in the
Snapshot copy name, you can distinguish between scheduled and on-demand backups. The
schedule name string for on-demand backups is empty, while scheduled backups include
the string Hourly, Daily, or Weekly.

In the configuration shown in the following figure, the backup and Snapshot copy names have the
following format:

— Scheduled hourly backup: SnapCenter LocalSnap Hourly <time stamp>

— Scheduled daily backup: SnapCenter LocalSnapAndSnapVault Daily <time stamp>
— On-demand hourly backup: SnapCenter LocalSnap <time stamp>

— On-demand daily backup: SnapCenter LocalSnapAndSnapVault <time stamp>

Note: Even though a retention is defined for on-demand backups in the policy configuration, the
housekeeping is only done when another on-demand backup is executed. Therefore, on-
demand backups must typically be deleted manually in SnapCenter to make sure that these
backups are also deleted in the SAP HANA backup catalog and that the log backup
housekeeping is not based on an old on-demand backup.
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3. No specific setting needs to be made on the Application Settings page. Click Next.
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4. Select the policies that should be added to the resource.
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5. Define the schedule for the LocalSnap policy; in this example, it's every four hours.

Add schedules for policy LocalSnap X
Hourly
[ Expires on 12/19/2019 5:59 AM =]

Repeat every 4 hours| ¢ mins

i The schedules are triggered in the SnapCenter Server time zone. X

6. Define the schedule for the LocalSnapAndSnapVault policy; in this example, it's once per day.
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8. Provide information about the email notification.
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9. On the Summary page, click Finish.
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© Application Settings
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10. On-demand backups can now be created on the topology page. The scheduled backups are
executed based on the configuration settings.
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Additional configuration steps for Fibre Channel SAN environments

Depending on the HANA release and the HANA plug-in deployment, additional configuration steps are
required for environments in which the SAP HANA systems are using Fibre Channel and the XFS file
system.

Note: These additional configuration steps are only required for HANA resources, which are configured
manually in SnapCenter. It is also only required for HANA 1.0 releases and HANA 2.0 releases
up to SPS2.

When a HANA backup save point is triggered by SnapCenter in SAP HANA, SAP HANA writes Snapshot
ID files for each tenant and database service, for example,
/hana/data/SID/mnt00001/hdb00001/snapshot databackup 0 1 as a last step. These files
are part of the data volume on the storage and are therefore part of the storage Snapshot copy. This file
is mandatory when performing a recovery in a situation in which the backup is restored. Due to metadata
caching with the XFS file system on the Linux host, the file is not immediately visible at the storage layer.
The standard XFS configuration for metadata caching is 30 seconds.

Note: With HANA 2.0 SPS3, SAP changed the write operation of these Snapshot ID files to
synchronously so that metadata caching is not a problem.

Note: With SnapCenter 4.3, if the HANA plug-in is deployed on the database host, the Linux plug-in
executes a file system flush operation on the host before the storage Snapshot is triggered. In
this case, the metadata caching is not a problem.

In SnapCenter, you must configure a postquiesce command that waits until the XFS metadata cache
is flushed to the disk layer.

The actual configuration of the metadata caching can be checked by using the following command:

stlrx300s8-2:/ # sysctl -A | grep xfssyncd centisecs
fs.xfs.xfssyncd centisecs = 3000

NetApp recommends using a wait time that is twice the value of the £s.xfs.xfssyncd centisecs
parameter. Because the default value is 30 seconds, set the sleep command to 60 seconds.
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If the SnapCenter server is used as a central HANA plug-in host, a batch file can be used. The batch file
must have the following content:

@echo off
waitfor AnyThing /t 60 2>NUL
Exit /b 0

The batch file can be saved, for example, . as C: \Program Files\NetApp\Wait60Sec.bat. Inthe
resource protection configuration, the batch file must be added as Post Quiesce command.

If a separate Linux host is used as a central HANA plug-in host, the command /bin/sleep 60 must be
configured as Post Quiesce command in the SnapCenter Ul.

Figure 29 shows the Post Quiesce command within the resource protection configuration screen.

Figure 29) Configuration of Post Quiesce command.
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SnapCenter resource-specific configuration for nondata
volume backups

The backup of nondata volumes is an integrated part of the SAP HANA plug-in. Protecting the database
data volume is sufficient to restore and recover the SAP HANA database to a given point in time,
provided that the database installation resources and the required logs are still available.

To recover from situations where other nondata files must be restored, NetApp recommends developing
an additional backup strategy for nondata volumes to augment the SAP HANA database backup.
Depending on your specific requirements, the backup of nondata volumes might differ in scheduling
frequency and retention settings, and you should consider how frequently nondata files are changed. For
instance, the HANA volume /hana/shared contains executables but also SAP HANA trace files. While
executables only change when the SAP HANA database is upgraded, the SAP HANA trace files might
need a higher backup frequency to support analyzing problem situations with SAP HANA.
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SnapCenter nondata volume backup enables Snapshot copies of all relevant volumes to be created in a
few seconds with the same space efficiency as SAP HANA database backups. The difference is that
there is no SQL communication with SAP HANA database required.

Configuration of nondata volume resources

In this example, we want to protect the nondata volumes of the SAP HANA database SS1.

1. From the Resource tab, select Non-Data-Volume and click Add SAP HANA Database.
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Storage Systems.

Settings

Alerts
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2. In step one of the Add SAP HANA Database dialog, in the Resource Type list, select Non-data
Volumes. Specify a name for the resource and the associated SID and the SAP HANA plug-in host
you want to use for the resource, then click Next.

Add SAP HANA Database =
Provide Resource Details

o Storage Footprint Resource Type ‘ Non-data Volumes - ‘
Resource Name ‘ §51-Shared-Volume |

3 summary
Associated SID ‘ 551 | [i]
Plug-in Host ‘ hana-1.sapcc.stl.netapp.com - ‘ i}

,

3. Add the SVM and the storage volume as storage footprint, then click Next.
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x
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e =
SM1_log_mntoooo1
SM1_shared
S51_data_mnto0001
551_log_mnt00001
S51_shared

4. Inthe summary step, click Finish to save the settings.
5. Repeat these steps for all the required nondata volumes.
6. Continue with the protection configuration of the new resource.

Note: Data protection for a nondata volume resources is identical to the workflow for SAP HANA
database resources and can be defined on an individual resource level.

Figure 30 shows the list of the configured nondata volume resources.

Figure 30) Nondata volume resources.
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Resource groups

Resource groups are a convenient way to define the protection of multiple resources that require the
same protection policies and schedule. Single resources that are part of a resource group can still be
protected on an individual level.

Resource groups provide the following features:

e You can add one or more resources to a resource group. All resources must belong to the same
SnapCenter plug-in.

e Protection can be defined on a resource group level. All resources in the resource group use the
same policy and schedule when protected.
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o All backups in the SnapCenter repository and the storage Snapshot copies have the same name
defined in the resource protection.

e Restore operations are applied on a single resource level, not as part of a resource group.

e When using SnapCenter to delete the backup of a resource that was created on a resource group
level, this backup is deleted for all resources in the resource group. Deleting the backup includes
deleting the backup from the SnapCenter repository as well as deleting the storage Snapshot copies.

e The main use case for resource groups is when a customer wants to use backups created with
SnapCenter for system cloning with SAP Landscape Management. This is described in the next
section.

Using SnapCenter together with SAP landscape management

With SAP Landscape Management (SAP LaMa), customers can manage complex SAP system
landscapes in on-premises data centers as well as in systems that are running in the cloud. SAP LaMa,
together with NetApp Storage Services Connector (SSC), can execute storage operations such as
cloning and replication for SAP system clone, copy, and refresh use cases using Snapshot and
FlexClone® technology. This allows you to completely automate an SAP system copy based on storage
cloning technology while also including the required SAP postprocessing. For more details about
NetApp’s solutions for SAP LaMa, refer to TR-4018: Integrating NetApp ONTAP Systems with SAP
Landscape Management.

NetApp SSC and SAP LaMa can create on-demand Snapshot copies directly using NetApp SSC, but
they can also utilize Snapshot copies that have been created using SnapCenter. To utilize SnapCenter
backups as the basis for system clone and copy operations with SAP LaMa, the following prerequisites
must be met:

e SAP LaMa requires that all volumes be included in the backup; this includes:
SAP HANA data, log and shared volumes

e All storage Snapshot names must be identical.
e Storage Snapshot names must start with VCM.

Note: In normal backup operations, it is not recommended to include the log volume. If you restore
the log volume from a backup, it overwrites the last active redo logs and prevents the
recovery of the database to the last recent state.

SnapCenter resource groups meet all these requirements. Three resources are configured in
SnapCenter: one resource each for the data volume; the log volume; and the shared volume. The
resources are put into a resource group, and the protection is then defined on the resource group level. In
the resource group protection, the custom Snapshot name must be defined with VCM at the beginning.

Database backups

In SnapCenter, database backups are typically executed using the schedules defined within the resource
protection configuration of each HANA database.

On-demand database backup can be performed by using either the SnapCenter GUI, a PowerShell
command line, or REST APIs.

Identifying SnapCenter backups in SAP HANA Studio

The SnapCenter resource topology shows a list of backups created using SnapCenter. Figure 31 shows
the backups available on the primary storage and highlights the most recent backup.
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Figure 31) SnapCenter topology view.
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When performing a backup using storage Snapshot copies for an SAP HANA MDC system, a Snapshot
copy of the data volume is created. This data volume contains the data of the system database as well as
the data of all tenant databases. To reflect this physical architecture, SAP HANA internally performs a
combined backup of the system database as well as all tenant databases whenever SnapCenter triggers
a Snapshot backup. This results in multiple separate backup entries in the SAP HANA backup catalog:
one for the system database and one for each tenant database.

Note: For SAP HANA single-container systems, the database volume contains only the single
database, and there is only one entry in SAP HANA'’s backup catalog.

In the SAP HANA backup catalog, the SnapCenter backup name is stored as a Comment field as well as
External Backup ID (EBID). Thisis shown in Figure 32 for the system database and in Figure 33
for the tenant database SS1. Both figures highlight the SnapCenter backup name stored in the comment
field and EBID.

Note: The HANA 2.0 SPS4 (revision 40 and 41) release always shows a backup size of zero for
Snapshot-based backups. This was fixed with revision 42. For more information, see the SAP
Note https://launchpad.support.sap.com/#/notes/2795010.
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Figure 32) SAP HANA backup catalog for the system database.
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=] Dec1,20198:17:24 ... 00h 00m 145 0B DataBackup  Snapshot
=] Dec1,20196:30:24 .. 00h 00m 1d5 0B DataBackup  Snapshot -
a Nov30,2019&17:24..  00h 00m 1ds 0B DataBackup  Snapshot Host Service Name EBID
=] Nov30, 20196:00:04..  00h00m 035  148GB DataBackup  File hono 1 nameserver hdbBBo0T  "SnapCenter Localsnap, Hourly. 12-03-2019 02.30,01.305%
=] Nov2g, 2019817:24..  00h 00m 145 0B DataBackup  Snapshot
=] Nov28, 20198&17:25..  00h 00m 135 0B DataBackup  Snapshot
[0 Properties 32
Property Value
< >

Figure 33) SAP HANA backup catalog for tenant database.

T hobstudio - System: SYSTEMDB@SS1 Host: hana-1 Instance: 00 Connected User: SYSTEM System Usage: Test System - SAP HANA Studio - o X
File Edit Novigate Project Run Mindow Help

- B - 51t G - ®|E
9 Systems 53 = 8  ® Backup SYSTEMDB@SST (SYSTEM) SS1- HANA2... £ | /) Backup SYSTEMDB@SM1 (SYSTEM) SM1 - HANA... (¥, Backup SYSTEMDB@MS1 (SYSTEM) MS1 - Mul (%, Backup SYSTEMDB@SS2 (SYSTEM) SS2 - HANAZ2... =0
B-2i-=88% v & Backup SYSTEMDB@SS1 (SYSTEM) SS1 - HANA20 SPS4 MDC Single Tenant Last Update622:40 AM & | 1] |

(2 Multiple Hosts - MDC Single Tenant
[EG MS1@MST (SYSTEM) MST - Multiple Ho: CHf%r\ﬂfW|f figuration | Backup Catalog

[E5 SYSTEMDB@MST (SYSTEM) M1 - Multiple Hosts Backup Catalog Backup Details
v [ Single Host - MDC Muttiple Tenants

[ SMI@SM1 (SYSTEM) SM1 - H SPS4 MDC Mult Database: | 551 - D: 1575360024443
[ SYSTEMDB@SMT (SYSTEM) SM1 - 0 5PS4 MDI Status: Successful
v (= Single Host - MDC Single Tenant [Oshow Log Backups [] Show Defta Backups Backup Type: Data Backup
f% SS1@SS1 (SYSTEM) 551 - HANAZ0 SPS4 MDC Single T = Destination Type: Snapshot
[ SYSTEMDB@SS1 (SYSTEM) 551 - H SPS4MDC Status  Started Duration Size Backup Type  Destinatio... Started: Dec 3, 2019 2:30:24 AM (America/Los_Angeles)
v (& Single Host - MDC Single Tenant =] Bec 3, 201833634 .. ™" 00h O0rm 145 08 DataBackup Snapshot Finishedt Dec 3, 2019 2:30:38 AM (AmericafLos_Angeles)

% SS2@SS2 (SYSTEM) 552 - HANA20SS2 MDC Single Ter 2 Dec 2, 2019 10:30:23 ... 00h 00m 145 0B DataBackup Snapshot Duration: 00h 00m 145

[Eg SYSTEMDB@S52 (SYSTEM) 552 - HAN. SPS4MDC 1=} Dec 2, 2019 6:30:23 ... 00h 00m 145 0B  DataBackup Snapshot Size: 0B
1=} Dec 2, 2019 2:30:23 ... 00h 00m 145 0B  DataBackup Snapshot Throughput: na.
(=] Dec 2, 2019 10:30:24 ... 00h 00m 145 0B  DataBackup Snapshot System ID:
(=] Dec 2, 2019 &17:24 ... 00h 00m 135 0B DataBackup Snapshot Comment: l SropCenter_LocalSnap_Hourty_12-03-2019.02 30015053 2 1
(=] Dec 2, 2019 6:30:24 ... 00h 00m 14s. 0B DataBackup Snapshot - - - - I
=] Dec2,20192:3024..  00h 00m 135 0B DataBackup  Snapshot = ‘
(=] Dec 1, 2019 10:30:24 ... 00h 00m 14s. 0B DataBackup Snapshot Additional Information: | gl ‘
(=] Dec 1, 2019 6:30:23 ... 00h 00m 14s. 0B DataBackup Snapshot
(=] Dec 1, 2019 2:30:24 ... 00h 00m 135 0B DataBackup Snapshot
(=] Dec1,201910:30:24 .. 00h 00m 135 0B DataBackup  Snapshot Location: /hana/data/5S1/mnt00001/
(=] Dec 1, 2019 &17:24 ... 00h 00m 14s. 0B DataBackup Snapshot
=] Dec1,20196:30:24 ... 00h DDm 145 0B DataBackup  Snapshot
(=] Nov 30, 2019 8:17:24, 00h 00m 145 0B DataBackup  Snapshot Host Sevice Name EBID
=] Nov 30, 2019 6:0: 00h00m03s  167GB DataBackup  File hana1  indesserver hdb0003... SnapCenter LocalSnap_Hourly 12-03-2019 0230.01.5053
5] Nov 29, 2019 817 00h 00m 145 0B DataBackup  Snapshot hana-1  xsengine hdb0002..  SnapCenter LocalSnap Hourly 12-03-2019 0230.01.5053
5] Nov 28, 2019.8:1 00h 00m 135 0B DataBackup  Snapshot

[ Properties 53 g EP Rt~ =0
Property Value

Note: SnapCenter is only aware of its own backups. Additional backups created, for example, with SAP
HANA Studio, are visible in the SAP HANA catalog but not in SnapCenter.
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Identifying SnapCenter backups on the storage systems

To view the backups on the storage layer, use NetApp OnCommand System Manager and select the
database volume in the SVM—Volume view. The lower Snapshot Copies tab displays the Snapshot
copies of the volume. Figure 34 shows the available backups for the database volume

SS1 data mnt00001 at the primary storage. Figure 35 shows the available backups for the replication
target volume hana SAl1 data mnt00001 dest atthe secondary storage system. The highlighted
backup is the backup shown in SnapCenter and SAP HANA Studio in the previous images and has the
same naming convention.

Figure 34) Backups at the primary storage.

I OnCommand System Manager

Type:  All v Search all Objects

Volumes

Volume: SS1_data_mnt00001 <Back to All volumes # Edit i MoreAcions  C Refresh

Dashboard

AT [ Overview  Snapsnots Copies  Data Protection  Storage Efficiency  Performance
Storage o
+ Creata 9, Configuration Settings C Refresh o
Nodes
Status State ‘ Snapshot Name Date Time Total Size: Application Dependency
Aggregates & R
Disks Normal NA- SnapCenter_LocalSnapAndSnapVauit_Daily_12-01-2019_08.17.01 9654 Dec/01/2018 11:03:44 106.27 M8 None
SUMs Normal Na- SnapCenter_LocalSnap_Hourly_12:02:2019_06.30.01.3164 Dec/02/2019 09:16:42 7476 MB None
Volumes Normal NA- SnapCenter_LocalsnapAndsnapvauit_Daly_12-02-2019_08.17.01.9273 Dec/02/2019 11:03:43 1721 ME None
. Normal NA- SnapCenter_LocalSnap_Hourly_12:02:2013_10.30.01 4510 Dec/02/2019 13:16:42 39.11MB None
Normal Na- SnapCenter_Localsnap_Hourly_1202:2019_14.30.01 3366 Dec/02/2019 17:16:42 275318 None
Qtrees
Normal NA- SnapCenter_Localsnap_Hourly_12:02-2019_18.30.01 3834 Dec/02/2019 21:16:41 95.67 ME None
Quotas
Normal NA- SnapCenter_LocalSnap_Hourly_12:02:2013_22.30.01 4925 Dec/03/2019 01:16:41 29.85 MB None
Junction Paths
Normal -NA- SnapCenter_Localsnap_Hourly_12.03-2019_02.30.01 5053 Dec/03/2019 05:16:41 4381 MB None
P etwork ¢ Normal -NA- SnapCenter_LocalSnap_Hourly_1 2:03-2019_06 30.01 4088 Dec/03/2019 09:16:40 49.46 MB None
[VA Protection » Normal NA- SnapCenter_LocalSnapAndSnapVault_ Daily_12-03-2019_08.17.01.9180 Dec/03/2019 11:03:41 77.14MB snapmirror
< [ N Normal NA- SnapCenter_Localsnap_Hourly_12.03-2019_10.30.01 4554 Dec/03/2019 13:16:40 4212M8 None
— Normal Na- SnapCenter_LocalSnap_Hourly_12:03-2013_14.30.01 3902 Dec/03/2019 17:16:40 57.42 B None
=3 Configuration » e
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Figure 35) Backups at the secondary storage.

- a X
M1 5700-marco - OnCommand Syst- X (@ Login % | I SnapCenter x| +
&« C A Notsecure | 10.63.150.245/sysmgr/volume/d3013c9d-7a5b-4738-879f-9e7432bd5827/snapshots-copies a % 60
" OnCommand System Manager
Type: Al - Search all Objects
Volumes

Dashboard Volume: 551_data_mnt00001_dest <BacktwoAlvolumes ¢ Edit i Moreactions  C Refresn

Applications & Tiers  » Overview Snapshots Copies Data Protection  Storage Efficiency  Performance

Storage -

C Refresh o
Nodes
Status ‘ State ‘ Snapshot Name Date Time Total Size: Application Dependency

Aggregates & N

b Normal -NA- SnapCenter_LocalSnapAndSnapVault_Daily_11-29-2019_08.17.01.8567 Nov/29/2019 11:03:48 113.34 M8 None

SVMs Normal -NA- SnapCenter_LocalSnapAndSnapVault_Daily_11-30-2019_08.17.01.8590 Now/30/2019 11:03:46 87.69 MB None

Volumes Normal -NA- SnapCenter_LocalSnapAndSnapVault_Daily_12-01-2019_08.17.01.9654 Dec/01/2019 11:03:44 108 67 M8 None

LUNs Normal -NA- SnapCenter_LocalsnapAndSnapVault_Daily_12-02-2019_08.17.01.9273 Dec/02/2019 11:03:43 102mB None

Busy NA- SnapCenter_LocalSnapAndSnapVault_Daily_12-03-2019_08.17.01.9180 Dec/03/2019 11:03:41 176 KB busy

Qtrees

Quotas

Junction Paths
P Network »
[VA Protection » Displaying1-5 < >
REg Events& Jobs 3
— )
bl Configuration »

On-demand database backup at primary storage
1. Inthe resource view, select the resource and double-click the line to switch to the topology view.

The resource topology view provides an overview of all available backups that have been created
using SnapCenter. The top area of this view displays the backup topology, showing the backups on
the primary storage (local copies) and, if available, on the off-site backup storage (vault copies).

I SnapCenter® 2 sapcscadmin  SnapCenterAdmin [ Sign Out
sapHANA B 551 Topology X
Confiure Datatase
Syst .
L ystem Manage Copies
2o M1 - Multiple Hosts MDC Single Tenant
15 Backu, umma ar
- Kups s Card
26 552- HANA 20 5PS4 MDC Single Tenant —
P N | 0Clones 21 Backups
Local copies 20 Snapshot based backups
SM1 a
u 5 Backups 1 Fie-Base bocup
ss1 0 Clones 0 Clones
Vault copies
Primary Backup(s)
( Y ) w <
Cone Resore

Backup Name Count I End Date
SnapCenter_LocalSnap_Hourly_12-03-2019_02.30.01.5053 1 12/03/2019 2:30:55AM 8 =
SnapCenter_LocalSnap_Hourly_12-02-2019_22.30.01.4925 1 12/02/2019 10:30:55 PM £
SnapCenter_LocalSnap_Hourly_12-02-2019_18.30.01.3834 1 12/02/2019 6:30:55 PM 15
SnapCenter_LocalSnap_Hourly_12-02-2019_14.30.01.3366 1 12/02/2019 2:30:55 PM £
SnapCenter_LocalSnap_Hourly_12-02-2015_10.30.01.4510 1 12/02/2019 10:30:55 AM 1)
SnapCenter_LocalSnapAndSnapVault_Daily_12-02-2019_08.17.01.9273 1 12/02/2019 8:17:56 AM £
SnapCenter_LocalSnap_Hourly_12-02-2015_06.30.01.3164 1 12/02/2019 6:30:55 AM 151
SnapCenter_LocalSnap_Hourly_12-02-2019_02.30.01.3555 1 12/02/2019 2:30:55 AM 9
SnapCenter_LocalSnap_Hourly_12-01-2019_22.30.01.3859 1 12/01/2019 10:30:55 PM 14
SnapCenter_LocalSnap_Hourly_12-01-2019_18.30.01.3834 1 12/01/2019 6:30:55 PM 14
SnapCenter_LocalSnap_Hourly_12-01-2019_14.30.01.3255 1 12/01/2019 2:30:55 PM 14
SnapCenter_Localsnap_Hourly_12-01-2019_10.30.01.2508 1 12/01/2019 10:30:55 AM
SnapCenter_LocalSnapAndSnapVault_Daily_12-01-2019_08.17.01.9654 1 12/01/2019 8:17:56 AM £
SnapCenter_LocalSnap_Hourly_12-01-2019_06.30.01.2968 1 12/01/2019 6:30:55 AM (5
SnapCenter LocalSnapAndSnapVault Daily 11-30-2019 08.17.01.8590 1 11/30/2019 8:17:55 AM £ e

Total 4 Total 15

Activity The 5 most recent jobs are displayed @ scomplecs @ ovamings  (Qoraied  (@)ocanceed @) orunning @) oqueuea ~
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2. Inthe top row, select the Back up Now icon to start an on-demand backup.
From the drop-down list, select the backup policy Localsnap and then click Backup to start the on-
demand backup.

Backup

Create a backup for the selected resource

Resource Name ‘ 51

Policy ‘ Localsnap + | O

This starts the backup job. A log of the previous five jobs is shown in the Activity area below the
topology view. When the backup is finished, a new entry is shown in the topology view. The backup
names follow the same naming convention as the Snapshot nhame defined in the “Resource
protection configuration” section.

Note: You must close and reopen the topology view to see the updated backup list.

@ Privacy error x | @ Login x [P SnapCenter x 4+

< c

A Notsecure | snapeenter-43 sapce.stl.netapp.com:8146/PluginCreatorinventory Protect/Protectindex?ResourceType=null&Host=null&PluginName=hana

I SnapCenter® 2 sapcoiscadmin - SnapCenterAdmin Sign Out
saPpHANA B 551 Topology

Configure Database

System Manage Copies

2s | MST - Multiple Hosts MDC Single Tenant
P 16 Backups Summary Card
25 | 552-HANA205PS4 MDC Single Tenant —
s i — 0 Clones . 22 Backups

Local copies 21 Snapshot based backups

sM1 N
u 5 Backups 1 File-Based backup
ss1 0 Clones 0 Clones

Vault copies
Primary Backup(s)
- =
Cone  Resore | Delee
Backup Name Count  IF End Date
l SnapCenter_LocalSnap_12-03-2019_06.37.50.1491 1 12/02/2019 6:38:44 AM B9 ©

SnapCenter_Localsnap_Hourly_12-03-2019_06.30.01.4088 12/03/2019 6:30:55 AM 4

SnapCenter_Localsnap_Hourly_12-03-2019_02.30.01.5053 12/03/2019 2:30:55 AM B

SnapCenter_Localsnap_Hourly_12-02-2019_22.30.01.4925 12/02/2019 10:30:55 PM £

SnapCenter_Localsnap_Hourly_12-02-2019_18.30.01.3834 12/02/2019 6:30:55 PM B

SnapCenter_LocalSnap_Hourly_12-02-2019_14.20.01.3366 12/02/2019 2:30:55 PM

SnapCenter_LocalSnapAndsnapVault_Daily_12-02-2019_08.17.01.9273 12/02/2019 8:17:56 AM

SnapCenter_LocalSnap_Hourly_12-02-2019_06.30.01.3164 12/02/2019 6:30:55 AM B

12/02/2019 2:30:55 AM

1
1
1
1
1

SnapCenter_LocalSnap_Hourly_12-02-2019_10.30.01.4510 1 12/02/2019 10:30:55 AM £
1
1
SnapCenter_Localsnap_Hourly_12-02-2019_02.30.01.3555 1
1

SnapCenter_LocalSnap_Hourly_12-01-2019_22.30.01.3853 12/01/201910:30:55 PM B9 |7

Total 4 Total 16

Activity The 5 most recent jobs are displayed @scompees @ ovamings  Qoraied  @)ocanceled @) orunning @) 0Queved

Backup of Resource Group "hana-1_sapee_sti_netapp_com_hana_MDC_SS1" with policy ‘Localsnap® Completed
10 minutesago  Backup of Resource Group "hana-1_sapcc_sti_netapp_com_hana_MDC_SS1" with policy "LocalSnap® Completed
12minutesage  Backup of Resource Group hana-2_sapcc_stl_netapp_com_hana MDC_SM1° with policy 'LocalSnap' Completed
35minutesago  Backup of Resource Group "SnapCenter-43_sapcc_stl_netapp_com_hana MDC_SSZ' with policy ‘Localsnap® Completed

3 hours ago Backup of Resource Group 'SnapCenter-43_sapcc_stl_netapp_com_hana MDC_MS1" with policy "LocalSnap® Completed

3. The job details are shown when clicking the job’s activity line in the Activity area.
You can open a detailed job log by clicking View Logs.
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Joh Details X

Backup of Resource Group 'hana-1_sapcc_stl_netapp_com_hana_MDC_SS1' with palicy
‘LocalSnap’

+ ¥ Backup of Resource Group 'hana-1_sapcc_stl_netapp_com_hana MDC_5S1' with policy 'LocalSnap'
¥ ¥ hana-l.sapcc.stlnetapp.com

Backup

P Validate Dataset Parameters

» validate Plugin Parametars

» Complete Application Discovery

¥ Initialize Filesystem Plugin

» Discover Filesystem Resources

» validate Retention Settings

¥ Quiesce Application

» Quiesce Filesystam

» Create Snapshot

» UnQuiesce Filesystem

» UnQuiesce Application

b Get Snapshot Details

b Get Filesystem Meta Data

» Finalize Filesystem Plugin

» Collect Autosupport data

» Register Backup and Apply Retention

LS N O T U U S U S U U S Y T T Y 8

P Register Snapshot attributes

© Task Name: Backup Start Time: 12/03/2019 6:37:51 AM End Time: 12/03/2019 6:39:03 AM

4. In SAP HANA Studio, the new backup is visible in the backup catalog. The same backup name in
SnapCenter is also used in the comment and the EBID field in the backup catalog.

On-demand database backups with SnapVault replication
1. Inthe resource view, select the resource and double-click the line to switch to the topology view.

2. Inthe top row, select the Backup Now icon to start an on-demand backup.
From the drop-down list, select the backup policy LocalSnapAndSnapVault, then click Backup to
start the on-demand backup.

Backup X

Create a backup for the selected resource

Resource Name | ss1

Policy | LocalSnapAndSnapVault - [i]

3. The job details are shown when clicking the job’s activity line in the Activity area.
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Job Details L

Backup of Resource Group 'hana-1_sapcc_stl_netapp_com_hana_MDC_SS1" with policy
‘LocalSnapAndSnapVault'

» Quiesce Application

¥ Quissce Filesystem

P Create Snapshot

» UnQuiesce Filesystem

¥ UnQuiesce Application

» Get Snapshot Details

» Get Filesystem Meta Data

» Finalize Filesystem Plugin

» Callect Autosupport data

» Secondary Update

» Register Backup and Apply Retention
P Register Snapshot attributes
» Application Clean-Up

» Data Collection

» Agent Finalize Workflow

L O O U 0 T U U O U SR S SR SRS

(Job 1031 ) Snapvault update

0 Task Name: (Job 1031) SnapVault update Start Time: 12/04/2019 4:19:55 AM End Time: 12/04/2019 4:20:55 AM

4. When the backup is finished, a new entry is shown in the topology view.
The backup names follow the same naming convention as the Snapshot name defined in the
“Resource protection configuration” section.

Note: You must close and reopen the topology view to see the updated backup list.

I SnapCenter® 2 sapcciscadmin  SnapCenterAdmin Sign Out

sapHANA B 551 Topology X

Syst .
ystem Manage Copies
25 MS1 - Multiple Hosts MDC Single Tenant
P 16 Backups Summary Card
25 | 552- HANA 20 5P54 MDC Single Tenant —
P = | 0 Clones 23 Backups
Local copies 22 Snapsnot based backups
sm1 -
u © Backups 1 e sosebaciup
ss1 0 Clones 0 Clones
Vault copies
Primary Backup(s)
Backup Name Count  IF End Date
I SnapCemEr,Loca\SnapAndSnapVau\tJlrU472019,04‘13.57‘8517I 1 12/04/2019 :19:52AM & =

SnapCenter_LocalSnap_Hourly_12-04-2019_02.30.01.4636 1 12/04/2019 2:30:55 AM 4
SnapCenter_LocalSnap_Hourly_12-03-2019_22.30.01.4836 1 12/03/2019 10:30:55 PM E1
SnapCenter_LocalSnap_Hourly_12-03-2019_18.30.01.4818 1 12/03/2019 6:30:55 PM 4
SnapCenter_LocalSnap_Hourly_12-03-2015_14.30.01.3502 1 12/03/201% 2:30:55 PM 4
SnapCenter_LocalSnap_Hourly_12-03-2019_10.30.01.4554 1 12/03/2019 10:30:55 AM H
SnapCenter_LocalSnapAndSnapVault_Daily_12-03-2019_08.17.01.9180 1 12/03/2019 8:17:56 AM 1
SnapCenter_LocalSnap_Hourly_12-03-2019_06.30.01.4088 1 12/02/2019 6:30:55 AM 4
SnapCenter_LocalSnap_Hourly_12-03-2019_02.30.01.5053 1 12/03/2019 2:30:55 AM 14
SnapCenter_LocalSnap_Hourly_12-02-2019_22.30.01.4925 1 12/02/2019 10:30:55 PM B
St | AealEnan G, 1907 AR1E 16 2n 01 2034 . aimmsmnia sanes s M T

Total 4 Total 16

Activity The 5 most recent jobs are displayed @ scompleed @ owamings € 0 Faed @o canceled () orunning (@) 0 Quevea ~

5. By selecting Vault copies, backups at the secondary storage are shown.
The name of the replicated backup is identical to the backup name at the primary storage.
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I SnapCenter®

sapHANA B

L sapcc\scadmin - SnapCenterAdmin @ Sign Out

551 Topology

Configure Dataase

Syst
ystem Manage Copies
om 2s  MS1 - Multiple Hosts MDC Single Tenant
v - | 168ackups Summary Card
25 | 552- HANA 20 5P54 MDC Single Tenant —
o P “em® | OClones 23 Backups
Local copies 22 Snapsho based backups
M1

o u CE=E 1 File-Based backup

- ss1 0 Clones 0 Clones

W

Vault copies

= Secondary Vault Backup(s)

A (search Y)
Backup Name Count  IF End Date
SnapCenter_LocalSnapAndSnapVault_12-04-2019_04.18.57.8527 1 12/042019 £:19:52 AM B
SMapCenter_ LoCaISNapANCSNDYaUILDally_1 2-03-2015.08.17.01-9180 1 12/03/2019 8:17:56 AM 1
SnapCenter_LocalSnapAndsnapvault_Daily_12-02-2019_08.17.01.9273 1 12/02/2019 8:17:56 AM &
SnapCenter_LocalSnapAndSnapvault_Daily_12-01-2019_08.17.01.9654 1 12/01/2019 8:17:56 AM £
SnapCenter_LocalSnapAndSnapVault_Daily_11-30-2019_08.17.01.8590 1 11/3012019 8:17:55 AM &
SnapCenter_LocalSnapAndsnapVault_Daily_11-23-2019_08.17.01.8567 1 11/29/2019 8:17:56 AM £

Total 4 Total 6

Activity The 5 most recent jobs are displayed ° 5 Completed . 0 Wamnings

Q 0 Failed @o Canceled en Running

6. In SAP HANA Studio, the new backup is visible in the backup catalog. The same backup name in
SnapCenter is also used in the comment and the EBID field in the backup catalog.

Block integrity check

SAP recommends combining storage-based Snapshot backups with a weekly file-based backup to
execute a block integrity check. SnapCenter supports the execution of a block integrity check by using a
policy in which file-based backup is selected as the backup type.

When scheduling backups using this policy, SnapCenter creates a standard SAP HANA file backup for
the system and tenant databases.

SnapCenter does not display the block integrity check in the same manner as Snapshot copy-based
backups. Instead, the summary card shows the number of file-based backups and the status of the
previous backup.
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Figure 36) Block integrity check.
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Backup succeeded

5 End Date
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A block integrity check backup cannot be deleted using the SnapCenter Ul, but it can be deleted using
PowerShell commands.

Psignout

PS C:\Users\scadmin> Get-SmBackupReport -Resource SS1

SmBackupId 9

SmJobId 42

StartDateTime 11/19/2019 8:26:32 AM
EndDateTime 11/19/2019 8:27:33 AM
Duration 00:01:00.7652030
CreatedDateTime 11/19/2019 8:27:24 AM
Status Completed
ProtectionGroupName hana-1 sapcc stl netapp com hana MDC SS1
SmProtectionGroupId 1

PolicyName BlockIntegrityCheck
SmPolicyId 5

BackupName SnapCenter BlockIntegrityCheck 11-19-2019 08.26.33.2913
VerificationStatus NotApplicable
VerificationStatuses

SmJobError

BackupType SCC_BACKUP
CatalogingStatus NotApplicable
CatalogingStatuses

ReportDataCreatedDateTime

PluginCode SCC

PluginName hana

JobTypeld 0

JobHost

PS C:\Users\scadmin> Remove-SmBackup -BackupIds 9

Remove-SmBackup

Are you sure want to remove the backup(s) .

[Y] Yes [A] Yes to All [N] No [L] No to All [S] Suspend [?] Help (default is "Y"): y
BackupResult {}
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Result SMCoreContracts.SMResult

TotalCount 0

DisplayCount 0

Context

Job SMCoreContracts.SmJob

PS C:\Users\scadmin>

The SAP HANA backup catalog shows entries for both the system and the tenant databases. Figure 37
shows a SnapCenter block integrity check in the backup catalog of the system database.

Figure 37) File-based backup for system database in SAP HANA Studio.

I hdbstudio - System: SYSTEMDB@SS1 Host: hana-1 Instance: 00 Connected User: SYSTEM System Usage: Test System - SAP HANA Studio

- o X%
File Edit Nevigate Project Run Window Help
Rl e e e o] |
% Systems 3 = O (& Backup SYSTEMDB@SST (SYSTEM) 551 - HANA20 SPS4 MK Single Tenant 53 =g
- - g v "
B-@ 259  Backup SYSTEMDB@SS1 (SYSTEM) SS1 - HANA20 SPS4 MDC Single Tenant Last Update7:38:56 AM o | (] |
(= Multiple Hasts - MDC Single Tenant
[E§ MS1@MS1 (SYSTEM) MST - Multiple Hosts Ovenview | Configuration | Backup Catalog
[ SYSTEMDB@MST (SYSTEM) IS - Multiple Hosts Backup Catalog Backup Details
(= Single Host - MDC Muttiple Tenants o [P
A% SM1@SMT1 (SYSTEM]) SMT - HAN Database: |SYSTEMDB v °
[ SYSTEMDB@SM! (SYSTEM) Status: Successful
v (& Single Host - MDC Single Tenant. [JShew Leg Backups [] Show Delta Backups Backup Type: Data Backup
(B3 SS1@SS1 (SYSTEM) 551 - HANAZD SPS Sing - Destination Type: File
(5 SYSTEMDB@SS1 (SYSTEM) 551 - HANA20 SPS4 MDC Status  Started Duration Size Backup Type  Destinatio... Started: Nov 23, 2019 6:00:10 AM (America/Los_Angeles)
~ [ Single Host - MDC Single Tenant =] Nov 28, 2019 6:30:23. 00h 00m 145 0B DstaBackup  Snapshot Finished: Nov 23, 2010 &:00:14 AM (America/Los_Angeles)
B S52@552 (SYSTEM) 552 eTer | | @ Nov28,20192:30:23..  00h 00m 1ds 0B DataBackup  Snapshot Duration: 00h 00m 025
[F5 SYSTEMDB@SS2 (SVSTEM) © ADC =] Nov27, 201910:30:2..  00h 00m 145 0B DataBackup  Snapshot Size: 14768
=] Nov27, 2019 6:30:23..  00h 00m 145 0B DataBackup  Snapshot Throughput 376,00 MB/s
5] Nov27, 2019 2:30:24..  00h 00m 145 0B DataBackup  Snapshot System
5] Nov27,201910:302..  00h 00m 145 0B DateBackup  Snapshot Comment l E——— ek Wieakt, 11.25.2013 030007 8387
5] Nov 27, 2019 &1 00h 00m 135 0B DataBackup  Snapshot | SnapCenter Blockintegrty Check, Weekh_11-23-2019 |
5] Nov 27, 2019 6:3 00h 00m 135 0B DateBackup  Snapshot [
=) Nov 27, 2019 2:30:24. 00h 00m 135 0B DstaBackup  Snapshot Additional Information: [ <ok
1=} Nov 26, 2019 10:30:2. 00h 00m 135 0B DataBackup Snapshot
1=} Nov 26, 2019 6:30:23 00h 00m 145 0B DataBackup Snapshot
a Nov 26, 2019 2:30:23, 00h 00m 145 0B DstaBackup  Snapshot Location: Just/sap/S$1/HDBOD/backup/data/SYSTEMDE/
(=] Nov 26, 2019 10:30:2. 00h 00m 145 0B DataBackup Snapshot
(=] Nov 26, 2019 8:17:24. 00h 00m 14s. 0B DataBackup Snapshot -
=] Nov 25, 2019.8:17:24, 00h 00m 145, 0B DataBackup  Snapshot Host Service Size Name Seurce Type  EBID
(=] Nov 24, 2019 8:17:24. 00h 00m 14s. 0B DataBackup Snapshot hana-1 nameserver 496 KB SnapCenter S.. topology
hana-1 nameserver 147GB  SnapCenter S.. volume
l =) Nov 23, 2019 6:00:10. 00h 00m 04s. 147GB _ DataBackup File, l
[C] Properties 52 EH»@Et Yy =0
Property Value
< >

A successful block integrity check creates standard SAP HANA data backup files. SnapCenter uses the
backup path that has been configured in the HANA database for file-based data backup operations.

hana-1:/usr/sap/SS1/HDB00/backup/data # 1ls -al *
DB_SS1:
total 1710840

drwxr-xr-- 2 ssladm sapsys 4096 Nov 28 10:25

drwxr-xr-- 4 ssladm sapsys 4096 Nov 19 05:11

—rW-r—--—- 1 ssladm sapsys 155648 Nov 23 08:46

SnapCenter SnapCenter BlockIntegrityCheck Weekly 11-23-2019 06.00.
“rw-r——---- 1 ssladm sapsys 83894272 Nov 23 08:46

SnapCenter SnapCenter BlockIntegrityCheck Weekly 11-23-2019 06.00.
—rW-r—--—- 1 ssladm sapsys 1660952576 Nov 23 08:46

SnapCenter SnapCenter BlockIntegrityCheck Weekly 11-23-2019 06.00.
SYSTEMDB:

total 1546340

drwxr-xr-- 2 ssladm sapsys 4096 Nov 28 10:24

drwxr-xr-- 4 ssladm sapsys 4096 Nov 19 05:11

—rwW-r—---—- 1 ssladm sapsys 159744 Nov 23 08:46

SnapCenter SnapCenter BlockIntegrityCheck Weekly 11-23-2019 06.00.
—rW-r—---—- 1 ssladm sapsys 1577066496 Nov 23 08:46

SnapCenter SnapCenter BlockIntegrityCheck Weekly 11-23-2019 06.00.

07.

07.

07.

07.

07.

8397 databackup 0 1
8397 databackup 2 1

8397 databackup 3 1

8397 databackup 0 1

8397 databackup 1 1
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Restore and recovery

The following sections describe the restore and recovery workflows of three different scenarios and
example configurations.
e Automated restore and recovery:

— Auto discovered HANA system SS1
SAP HANA single host, MDC single tenant system using NFS

e Single tenant restore and recovery:

— Auto discovered HANA system SM1
SAP HANA single host, MDC multiple tenant system using NFS

¢ Restore with manual recovery:

— Manual configured HANA system SS2
SAP HANA single host, MDC multiple tenant system using NFS

In the following sections, the differences between SAP HANA single host and multiple hosts and Fibre
Channel SAN attached HANA systems are highlighted.

The examples show SAP HANA Studio as a tool to execute manual recovery. You can also use SAP
HANA Cockpit or HANA SQL statements.

Automated restore and recovery

With SnapCenter 4.3, automated restore and recovery operations are supported for HANA single
container or MDC single tenant systems that have been auto discovered by SnapCenter.

You can execute an automated restore and recovery operation with the following steps:

1. Select the backup to be used for the restore operation. The backup can be selected from the
following storage options:

— Primary storage
— Offsite backup storage (SnapVault target)
2. Select the restore type. Select Complete Restore with Volume Revert or without Volume Revert.

Note: The Volume Revert option is only available for restore operations from primary storage and if
the HANA database is using NFS as the storage protocol.

3. Select the recovery type from the following options:

— To most recent state

— Pointin time

— To specific data backup

— No recovery

Note: The selected recovery type is used for the recovery of the system and the tenant database.
Next, SnapCenter performs the following operations:

1. Stops the HANA database.
2. Restores the database.

Depending on the selected restore type and the used storage protocol, different operations are
executed.

— If NFS and Volume Revert are selected, SnapCenter:
a. Unmounts the volume
b. Restores the volume using volume-based SnapRestore on the storage layer

71 SAP HANA backup and recovery with SnapCenter © 2022 NetApp, Inc. All rights reserved.



c. Mounts the volume
— If NFS is selected and Volume Revert is not selected, SnapCenter:
a. Restores all files using single file SnapRestore operations on the storage layer
— If Fibre Channel SAN is selected, SnapCenter:
a. Unmounts the LUN(Ss)
b. Restores the LUN(s) using single file SnapRestore operations on the storage layer
c. Discovers and mounts the LUN(s)
3. Recovers the database:
a. Recovers the system database
b. Recovers the tenant database
Or, for HANA single container systems, the recovery is done in a single step:
a. Starts the HANA database

Note: If No Recovery is selected, SnapCenter exits and the recovery operation for the system and
the tenant database must be done manually.

This section provides the steps for the automated restore and recovery operation of the auto discovered
HANA system SS1 (SAP HANA single host, MDC single tenant system using NFS).

1. Select a backup in SnapCenter to be used for the restore operation.

Note: You can select restore from primary or from offsite backup storage.

AL sapcc\scadmin - SnapCenterAdmin @ Sign Out

I SnapCenter®

saPHANA B

551 Topology

Configure Dataase

System Manage Copies

Py 2s | MST - Multiple Hosts MDC Single Tenant
P 16 Backups Summary Card
25 | 552-HANA205PS4 MDC Single Tenant —
ﬁﬁl — 0 Clones . 23 Backups
sm1

Local copies 22 Snapshot based backups

- u 6 Backups 1 File-Based backup
0 Clones 0 Clones
Vault copies

Primary Backup(s) w

e | Resior

B ill

Backup Name count ¥ End Date

SnapCenter_Localsnap_Hourly_12-05-2019_22.30.01.5385 12/05/2019 10:30:55 PM 14

SnapCenter_Localsnap_Hourly_12-05-2019_18.30.01.5244 12/05/2019 6:30:55 PM 41

SnapCenter_Localsnap_Hourly_12-05-2019_14.30.01.6022 12/05/2019 2:30:55 PM E1

SnapCenter_Localsnap_Hourly_12-05-2019_10.30.01.5450 12/05/2019 10:30:56 AM (4

SnapCenter_LocalSnapAndSnapVault_Daily_12-05-2019_08.17.02.0191 12/05/2019 8:17:56 AM 1

SnapCenter_LocalSnap_Hourly_12-05-2019_06.20.01.5487 12/05/2019 6:30:55 AM £

SnapCenter_Localsnap_Hourly_12-05-2019_02.30.01.5470 12/05/2019 2:30:55 AM 1

SnapCenter_LocalSnap_Hourly_12-04-2019_22.30.01.5182 12/04/2019 10:30:55 PM 14

SnapCenter_LocalSnap_Hourly_12-04-2019_18.30.01.5249 12/04/2019 6:30:55 PM 1

SnapCenter_LocalSnap_Hourly_12-04-2019_14.30.01.5069 12/04/2019 2:30:55 PM H1

e nealEnan Unirk 19 A4 AATE 1R 3R AT 2380 . tamarate 1nsnes g T

Total 4 Total 16

Q 5 Completed . 0Warnings Q 0 Failed @D Canceled en Running @ 0Queued

https://snapcenter-43.sapccstlnetapp.com 8146/PluginCreatorRestore/PluginCreatorRestore View
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I SnapCenter®

sapHANA B

2 sapcc\scadmin  SnapCenterAdmin @ Sign Out

S51 Topology

Configure Databasa

® System

Manage Copies

26 | MST - Multiple Hosts MDC Single Tenant
16 Backups Summary Card
- P
25 | 552- HANA 20 5P54 MDC Single Tenant — .
e | 0Clones 22 Backups
=M Local copies 21 Snapsnot based backups
ss1 u BT 1 FieBaseabackp
0 Clones 0 Clones
Vault copies
Secondary Vault Backup(s) @
( search ) LI |
Clone | Resiore
Backup Name Count | I End Date
SnapCenter_LocalSnapAndSnapVault_Daily_12-05-2019_08.17.02.0191 1 12/05/2019 8:17:56 AM B
SnapCenter_LocalSnapAndSnapVault_Daily_12-04-2019_08.17.01.9976 1 12/04/2019 8:17:56 AM B
SnapCenter_LocalSnapAndSnapVault_12-04-2019_04.18.57.8527 1 12/04/2019 4:19:52 AM 1Y
SnapCenter_LocalSnapAndSnapVault_Daily_12-03-2019_08.17.01.9180 1 12/03/2019 8:17:56 AM B
SnapCenter_LocalSnapAndSnapVault_Daily_12-02-2019_08.17.01.9273 1 12/02/2019 8:17:56 AM B
Total 4 Total 5

@5 completed @) oWarnings € 0 Faited @ 0Canceled () 0running @) 0Queued

napcenter-43:

2. Select the restore scope and type.

The following three screenshots show the restore options for restore from primary with NFS, restore
from secondary with NFS, and restore from primary with Fibre Channel SAN.

The restore type options for restore from primary storage.
Note: The Volume Revert option is only available for restore operations from primary with NFS.

Restore from SnapCenter_LocalSnap_Hourly_12-05-2019_22.30.01.5385 =
1 e Esone Select the restore types
2 Recovery scope @© Complete Resource €@
[ volume Revert
3 PreOps
As part of Complete Resource restore, if a resource contains volumes as Storage Footprint, then the latest Snapshot
copies on such volumes will be deleted permanently. Also, if there are other resources hosted on the same volumes,
4 | Postops then it will result in data loss for such resources.
5 D © Tenant Database
6 | Summary

The newer tenants added on the host after the backup was created cannot be restored and will be lost after restore operation.

Configure an SMTP Serverto send email notifications for Restare jobs by going to Settings>Global Settings> ation Server Settings.

The restore type options for restore from offsite backup storage.
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Restore from SnapCenter_LocalSnapAndSnapVault_Dally_12-05-2019_08.17.02.0191 Lo

Select the restore types

2 Recovery scope ® Comgplete Resowrce ©

Tenart Database
Choose archive location

hana-primary. Lapec. stLrntas

The rwer tanants 303ed oo the host after the backup was redsted (annct be retored and wil be 1ost after restone Speration,

Configsre 8n SMTP Sarver to 3end emal notAcatons for Rajtone Jobs by going 80 Sattinga-Glokul Sesngasotfication Sereer Sattiogs,

The restore type options for restore from primary storage with Fibre Channel SAN.

Restore from SnapCenter_LocalSnap_Hourly_12-16-2019_22 35.01.3065 X
Select the restore types

2 Recavery scope ® Complete Resource @

Tenant Database
3 PreOps

4 | PostOps
5 | Motification

6 Summary

The newer tenants added on the host after the backup was created cannct be restored and will be lost after restore opsration.

Condig: SMTP Sarver I far by Seftings>Global Settings>Hotification Server Settings.

3. Select Recovery Scope and provide the location for log backup and catalog backup.

Note: SnapCenter uses the default path or the changed paths in the HANA global.ini file to pre-
populate the log and catalog backup locations.
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Restore from SnapCenter_LocalSnap_Hourly_12-05-2019_22.30.01.5385

© restore scope Recover database files using
2 Recovery scope (®) Recover to most recent state €
© Recover to pointin time €@
3 PreOps O Recover to spedified data backup €

O Norecovery @

4 PostOps
Specify log backup locations @
© Add

5 | Notification

6 Summary ‘ mnt/log-backup

Specify backup catalog location @

‘ mnt/log-backup

Recovery options are applicable to both system database and tenant database.

Configure an SMTP Server to send email notifications for Restore jobs by going to Settings=Global Settings>

ation Server Settings

4. Enter the optional prerestore commands.

Restore from SnapCenter_LocalSnap_Hourly_12-05-2019_22.30.01.5385

5 | Nofification

6  Summary

Configure an SMTP Server to send email notifications for Restore jobs by going to Settings>Global Settings>

o SR Enter optional commands to run before performing a restore operation @
@ recoveryscope Pre restore command
|
4 Postops

ation Server Settings

5. Enter the optional post-restore commands.
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Restore from

(Dezzmeems

o PreOps

5 | Notification

6 Summary

Configure

© recovery sope

SnapCenter_LocalSnap_Hourly_12-05-2019_22.30.01.5385
Enter optional commands to run after performing a restore operation @

Post restore command

1 Server Settings.

an SMTP Server to send email notifications for Restore jobs by going to Settings>Global Settin

6. Enter the optional email settings.

(. L.
© Freops
O rosiops

Restore from SnapCenter_LocalSnap_Hourly_12-05-2019_22.30.01.5385

@ restorescope Provide email settings @
scope. Email preference ‘ Never M
From ‘ Email from
To ‘ Email to ‘
Subject ‘ Notification

5 Notification Attach Job Repart

6 | Summary

If you want to send notifications for Restore jobs, an SMTP server must be configured. Continue to the Summary page to save your information,
and then go to Settings>Global Settings>Notification Server Settings to configure the SMTP server.

7. To start the restore operation, click Finish.
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Restore from SnapCenter_LocalSnap_Hourly_12-05-2019_22.30.01.5385 X

Orcoesone  summary

o Recovery scope Backup Name SnapCenter_LocalSnap_Hourly_12-05-2019_22.30.01.5385
Backup date 12/05/2019 10:30:55 PM

o
Restore scope Complete Resource with Volume Revert

o PostOps: Recovery scope Recover to most recent state
Log backup locations Jmnt/log-backup

Notificat
© roticsion Backup catalog location mnt/log-backup

Freestore commend

Post restore command

Send email No

If you want to send notifications for Restore jobs, an SMTP server must be configured. Continue to the Summary page to save your information,
and then go to Settings>Global Settings>Notification Server Settings to configure the SMTP server.

8. SnapCenter executes the restore and recovery operation. This example shows the job details of the
restore and recovery job.

Job Details X

Restore 'hana-1.sapcc.stl.netapp.comihana\MDC\SS1"

¥ Restore *hana-1.sapec.stl.netapp.comihana\MDOISS1*
¥ hana-1.sapcc.stl.netapp.com
¥ Restore
¥ Validate Plugin Parameters

¥ Pre Restore Application

v
v
v
v
v
v P Stopping HANA instance
v ¥ Filesystem Pre Restore
v » Determining the restore mechanism
v P Deporting file systems and associated entities
v P Restore Filesystem
v ¥ Filesystem Post Restore
v » Building file systems and associated entities
Recover Application
> Recovering system database
b Checking HDE services status
¥ Recovering tenant database 'S51"
P Starting HANA instance
¥ Clear Catalog on Server
» Application Clean-Up

» Data Collection

A S O . T T S

» Agent Finalize Workflow

@ Task Name: Recover Application Start Time: 12/06/2019 7:26:11 AM End Time: 12/06/2019 7:28:46 AM

‘V\ewLogs‘ Cancel Jo ‘ Close ‘

Single tenant restore and recovery operation

With SnapCenter 4.3, single tenant restore operations are supported for HANA MDC systems with a
single tenant or with multiple tenants that have been auto discovered by SnapCenter.

You can perform a single tenant restore and recovery operation with the following steps:
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1. Stop the tenant to be restored and recovered
2. Restore the tenant with SnapCenter
—  For a restore from primary storage, SnapCenter executes the following operations:
— NFS: Storage Single File SnapRestore operations for all files of the tenant database

— SAN: Clone and connect the LUN to the database host, and copy all files of the tenant
database

— For a restore from secondary storage, SnapCenter executes the following operations:
— NFS: Storage SnapVault Restore operations for all files of the tenant database

— SAN: Clone and connect the LUN to the database host, and copy all files of the tenant
database

3. Recover the tenant with HANA Studio, Cockpit, or SQL statement
This section provides the steps for the restore and recovery operation from the primary storage of the
auto discovered HANA system SM1 (SAP HANA single host, MDC multiple tenant system using NFS).

From the user input perspective, the workflows are identical for a restore from secondary or a restore in a
Fibre Channel SAN setup.

1. Stop the tenant database.

smladm@hana-2:/usr/sap/SM1/HDB00> hdbsgl -U SYSKEY
Welcome to the SAP HANA Database interactive terminal.

Type: \h for help with commands
\g to quit

hdbsgl=>
hdbsgl SYSTEMDB=> alter system stop database tenant2;
0 rows affected (overall time 14.215281 sec; server time 14.212629 sec)

hdbsgl SYSTEMDB=>

2. Select a backup in SnapCenter to be used for the restore operation

2 sapcascadmin - SnapCenterAdmin [ Sign Out

I SnapCenter®

LAY - |

X

SM1 Topology

Configure Database

htips://snapcenter-43 sapcc stlnetapp.com 8146/PluginCreatorRestore/PluginCreatorRestoreView

3. Select the tenant to be restored.
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@ s completed (@) 0 Warnings

€ oraied @o canceled  (8) 0 Running

© oouened

System Manage Copies
26 | MST - Multiple Hosts MDC Single Tenant
. P 12Backups Ssummary Card
25 | 552- HANA 20 5P54 MDC Single Tenant =1
N | 0Clones 13 Backups
= Local copies 12 Snapshot based backups
I ss1 1 File Based backup
- 0 Clones
= Primary Backup(s) @
A (" search v) W a0
Cone | Resore  Dele
Backup Name Count  IF End Date
SnapCenter_LocalSnap_Hourly_12-05-2019_22.28.01.2445 1 12/05/201910:28:55PM B =
SnapCenter_LocalSnap_Hourly_12-05-2019_18.28.01.1350 1 12/05/2019 6:28:56 PM £
SnapCenter_LocalSnap_Hourly_12-05-2019_14.28.01.2553 1 12/05/2019 2:28:55 PM &3
SnapCenter_LocalSnap_Hourly_12-05-2019_10.28.01.2412 1 12/05/2019 10:28:55 AM £
SnapCenter_LocalSnap_Hourly_12-05-2019_06.28.01.1628 1 12/05/2019 6:28:55 AM 11
SnapCenter_LocalSnap_Hourly_12-05-2019_02.28.01.1081 1 12/05/2019 2:28:55 AM £
SnapCenter_LocalSnap_Hourly_12-04-2019_22.28.01.1106 1 12/04/2019 10:28:55 PM B
SnapCenter_LocalSnap_Hourly_12-04-2019_18.28.01.0470 1 12/04/2019 6:28:55 PM £
SnapCenter_LocalSnap_Hourly_12-04-2015_14.28.01.1969 1 12/04/2019 2:28:56 PM 1
SnapCenter_LocalSnap_Hourly_12-04-2019_10.28.01.0201 1 12/04/2019 10:28:55 AM £
Ennnfantar LacalEnan Uaorhs 19 A4 9018 AZ 98 A1 AOES tl - - e
Total 4 Total 12

SnapCenter shows a list of all tenants that are included in the selected backup.
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Restore from SnapCenter_LocalSnap_Hourly_12-05-2019_22.28.01.2445 X

1 Restore scope

Select the restore types

2 Recovery scope O complete Resource @
@® Tenant Database
3 PreOps
. ‘ Select tenant database - ‘
4 PostOps | ‘
Select tenant database
5 Notification
sM1
&) summary TENANT2

Stop the tenant before performing the tenant restore operation.

Configure an SMTP Server to send email notifications for Restore jobs by going to Settings>Global Seftings> ation Server Settings.

Single tenant recovery is not supported with SnapCenter 4.3. No Recovery is preselected and cannot
be changed.

Restore from SnapCenter_LocalSnap_Hourly_12-05-2019_22.28.01.2445 s
@ restorescope Recover database files using
Recover to most recent state. €
Recover to point in time @
3 | Preops Recover to specified data backup €@
@ Norecovery @

4 PostOps

5 | Notification

6 summary

Recovery of an multitenant database container with multiple tenants is not supported

Configure an SMTP Server to send email notifications for Restore jobs by going to Settings>Global Settings>| ation Server Settings.

E

Enter the optional prerestore commands.
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Restore from SnapCenter_LocalSnap_Hourly_12-05-2019_22.28.01.2445

o SRS Enter optional commands to run before performing a restore operation @

Pre restore command

o Recovery scope

3 PreOps

4 | PostOps
5 | Netification

6 Summary

ation Server Settings.

Configure an SMTP Server to send email notifications for Restore jobs by going to Settings>Global Settings>/

5. Enter optional post-restore commands.

Restore from SnapCenter_LocalSnap_Hourly_12-05-2019_22.28.01.2445
0 fesStalescons Enter optional commands to run after performing a restore operation @

Post restore command

© recovery sope

e PreOps

5 ' Notification

6 summary

ation Server Settings

Configure an SMTP Server to send email notifications for Restore jobs by going to Settings=Global Settings

6. Enter the optional email settings.
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Restore from SnapCenter_LocalSnap_Hourly 12-05-2019_22.28.01.2445

o Restore scope Provide email settings @

@ Recovery scope Email preference ‘ Never -
From ‘ Email from

© reops
To ‘ Email to

O rosiops
Subject ‘ Notification

Attach Job Report

5 Noti

6 | Summary

If you want to send notifications for Restore jobs, an SMTP server must be configured. Continue ta the Summary page to save your information,

and then go to Settings>Global Settings>Notification Server Settings to configure the SMTP server.

7. To start the restore operation, click Finish.

Restore from SnapCenter_LocalSnap_Hourly_12-05-2019_22.28.01.2445

@ restore scope Summary

© Recovery scope Backup Name SnapCenter_LocalSnap_Hourly_12-05-2019_22.28.01.2445
Backup date 12/05/2019 10:28:55 PM

O rreops .
Restore scope Restore tenant database 'TENANT2'

© rosops Recovery scope No recovery

Pre restore command

e Notification Post restore command

send email No
6 Summary

If you want to send notifications for Restore jobs, an SMTP server must be cenfigured. Continue to the Summary page to save your information,

and then go to Settings>Global Settings=>Notification Server Settings to configure the SMTP server.

The restore operation is executed by SnapCenter. This example shows the job details of the restore
job.
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Job Details b3

Restore 'hana-2.sapcc.stl.netapp.com\hana\MDC\SM 1

+ ¥ Restore ‘hana-2.5apcc.stl.netapp.comihana\MDCSM1!

4

LU U S S O T S S 8

© Task Name: Restore Start Time: 12/06/2019 1:10:40 AM End Time: 12/06/2019 1:12:04 AM

¥ hana-2.sapcc.stl.netapp.com

Restore

b Validate Plugin Parameters
» Pra Restore Application

> Filesystem Pre Restore

> Restore Filesystem

> Filesystem Post Restore

> Recover Application

> Application Clean-Up

» Data Collection

» Agent Finalize Workflow

Note: When the tenant restore operation is finished, only the tenant relevant data is restored. On

the file system of the HANA database host, the restored data file and the Snapshot backup ID
file of the tenant is available.

smladm@hana-2:/usr/sap/SM1/HDB00> 1ls -al /hana/data/SM1/mnt00001/*
-rw-r--r-- 1 smladm sapsys 17 Dec 6 04:01 /hana/data/SM1/mnt00001/nameserver.lck

/hana/data/SM1/mnt00001/hdb00001:
total 3417776

drwxr-x--- 2 smladm sapsys 4096 Dec 6 01:14

drwxr-x--- 6 smladm sapsys 4096 Nov 20 09:35

—rw-r-——--- 1 smladm sapsys 3758096384 Dec 6 03:59 datavolume 0000.dat

-rw-r----- 1 smladm sapsys 0 Nov 20 08:36 _ DO NOT TOUCH FILES IN THIS DIRECTORY
—rw-r—---- 1 smladm sapsys 36 Nov 20 08:37 landscape.id

/hana/data/SM1/mnt00001/hdb00002.00003:
total 67772

drwxr-xr-- 2 smladm sapsys 4096 Nov 20 08:37

drwxr-x--- 6 smladm sapsys 4096 Nov 20 09:35

-rw-r--r-- 1 smladm sapsys 201441280 Dec 6 03:59 datavolume 0000.dat

-rw-r--r-- 1 smladm sapsys 0 Nov 20 08:37 _ DO_NOT TOUCH_ FILES_ IN_THIS DIRECTORY

/hana/data/SM1/mnt00001/hdb00002.00004:
total 3411836

drwxr-xr-- 2 smladm sapsys 4096 Dec 6 03:57

drwxr-x--- 6 smladm sapsys 4096 Nov 20 09:35 ..

-rw-r--r-- 1 smladm sapsys 3758096384 Dec 6 01:14 datavolume 0000.dat

-rw-r--r-- 1 smladm sapsys 0 Nov 20 09:35 _ DO_NOT TOUCH FILES IN THIS DIRECTORY
—rw-r-——--- 1 smladm sapsys 155648 Dec 6 01:14 snapshot databackup 0 1

/hana/data/SM1/mnt00001/hdb00003.00003:
total 3364216

drwxr-xr-- 2 smladm sapsys 4096 Dec 6 01:14

drwxr-x--- 6 smladm sapsys 4096 Nov 20 09:35 ..

-rw-r--r-- 1 smladm sapsys 3758096384 Dec 6 03:59 datavolume 0000.dat

-rw-r--r-- 1 smladm sapsys 0 Nov 20 08:37 _ DO_NOT_ TOUCH_FILES_ IN_THIS DIRECTORY

smladm@hana-2:/usr/sap/SM1/HDB0OO>

8. Start the recovery with HANA Studio.
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JE hdbstudio - System: SYSTEMDB@SM1 Host: hana-2 Instance: 00 Connected User: SYSTEM System Usage: Test System - SAP HANA Studio - o x
File Edit Navigate Project Run Window Help

=bd LI R LR ]| = |

%a Systems 52 RO & %) Backup SYSTEMDB@SM1 (SYSTEM) SM1- HANA.. 3 (& MS' HANAZ =8
- - G v
B-a B8E8% ® Backup SYSTEMDB@SM1 (SYSTEM) SM1 - HANA20 SPS4 MDC Multiple Tenants Last Update:s15:51 AM ot | (] | By
v (2 Multiple Hosts - MDC Single Tenant
> (B MS1@MS? (SYSTEM) MST - Multiple Hosts Overview \ Configuration | Backup Catalog
> [ SYSTEMDB@MS? (SYSTEM) M1 - Muliple Hosts ety Backup Details
v (& Single Host - MDC Multiple Tenants
> [ SMI@SM1 (SYSTEM) M1 - HANA20 SPSAMDC Mult  Database: |SYSTEMDB - 1D+ 1575368904074
> ([ SYSTEMDB@SM1 (SYSTEM) SM1 - HANA20 SPS4 par Status: Suceessful
v (= Single Host - MDC Single Tenant Configuration and Monitoring > Backup Type: Data Backup
> [ SS1@SST (SYSTEM) 551 - HANAZO 554 MDC Sing <& Lifecycle Management > Destination Type: Snapshot
> (B SYSTEMDB®SS1 (SYSTEM) 551 - HANAZD 554 M | Backup and Recovery > Open Backup Console Started: Dec 3, 2019 2:28:24 AM (AmericarLos_Angeles)
v [ Single Host - MDC Single Tenant Sy > Back Up System Database... Finished: Dec 3, 2019 2:28:38 AM (AmericasLos_Angeles)
> [ SS2@552 (SVSTEM) 552 - HANA20S52 MDC Single Durations 00R 00m 145
5 B SYSTEMDB@SS2 (SYSTEM) 552 - HANAZ0 SPSA I Open SQL Console e pllssehian e e . 08
Manage Storage Snapshot. T:E N
it N
T SAP HANA Modeler > Recover System Database. ! :ug ‘ ;.u na.
Add System with Different User... Recover Tenant Database... em
Comment: SnepCenter_LocalSnap_Hourly_12-03-2018_0226.01.1161
0B DatoBackup  Snapshot
3 Remove Delete
08 DetoBackup  Snapshot
Log Off 0B DataBackup  Snapshot Additional Information: [ < gl
2] Refresh F5 0B DataBackup Snapshot
0B DatsBackup  Snapshot
M=l His{Eie 08 DataBackup  Snapshot Location: hana/data/SM1/mnt00001/
=] Nov 30, 2019 6:29:16. 00h 00m 03s 1.48GB  Data Backup File
Host Service Size Name SourceType  EBID
hana-2 nameserver 0B hdb00001 volume SnapC...
[T Properties 57 g M~ =0
SYSTEMDB@SM 1 (SYSTEM)
< 2 v Property Value S
[y SYSTEMDB@SM1 (SYSTEM)
J& Recovery of Tenant Database in SM1 - O X
Specify tenant database
|rpe filter text
[ 5w
TEMANTZ
® < Back Next > Finish Cancel

10. Select the recovery type.
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[ =] Recovery of Tenant Database in M1

Specify Recovery Type
Select a recovery type.

(8) Recover the database to its most recent state &

(O Recover the database to the following point in time @
Date: 2019-12-06 Tirne: | 01:18:31

Select Time Zone: | (GMT-08:00) Pacific Standard Time

i Systern Time Used (GRT): 2019-12-06 09:18:31

(O Recover the database to a specific data backup &

Advanced >>

® < Back Mext > Finish Cancel
11. Provide the backup catalog location.
J& Recovery of Tenant Database in SM1 O x
Locate Backup Catalog
Specify location of the backup catalog.
(®) Recover using the backup catalog
(®) Search for the backup catalog in the file system only
Backup Catalog Location: | /mnt/log-backup/DB_TENANT2
Recover without the backup catalog
Backint System Copy
Backint System Copy
Source Systern:
® < Back Finish Cancel
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Stop Database TENANT2@SM1 X

The database must be offline before recovery can start; the database will be stopped
now

Cancel

Within the backup catalog, the restored backup is highlighted with a green icon. The external backup
ID shows the backup name that was previously selected in SnapCenter.

12. Select the entry with the green icon and click Next.

J@ Recovery of Tenant Database in SM1 - [m] X

Select a Backup
Select a backup to recover the SAP HANA database

Selected Point in Time

Database will be recovered to its most recent state,

Backups
The overview shows backups that were recorded in the backup catalog as successful. The backup at the top is estimated to have the shortest recovery time.
Stert Time Location Backup Prefix  A..
2019-120522:2624  /hana/data/SM1 SNAPSHOT @
2019-12-0518:28:24  /hana/data/SM1 SNAPSHOT @
2019-12-05 1428:23  /hana/data/SM1 SNAPSHOT @
2019-12-05 10:28:24 /hana/data/SM1 SNAPSHOT (<]
2019-12-05 06:28:23 /hana/data/SM1 SNAPSHOT (<]
2019-12-05 02:28:23 /hana/data/SM1 SNAPSHOT [x]
2019-12-04 22:28:24 /hana/data/SM1 SNAPSHOT [x]
2019-12-04 18:28:23 /hana/data/SM1 SNAPSHOT [x]
2019-12-04 14:28:25 /hana/data/SM1 SNAPSHOT [x]
2019-12-04 10:28:24 /hana/data/SM1 SNAPSHOT [x]
Refresh  Show More
Details of Selected Item
Start Time: ©3019-12-05 22:28:24 Destination Type: SNAPSHOT Source System: TENANT2@SM1
Size: 08 Backup ID: 1575613704345 External Backup ID: SnapCenter_LocalSnap_Hourly_12-05-2019.22.28.01.2445

Backup Name: /hana/data/SM1
Alternative Location:®

Check Availability

< Back Next > Finish Cancel

13. Provide the log backup location.

J& Recovery of Tenant Database in SM1 - O x

Locate Lag Backups
Specify location(s) of log backup files to be used to recover the database.

(@ Evenif no log backups were created, a location is still needed to read data that will be used for recovery,

If the log backups were written to the file system and subsequently moved, you need to specify their current location. If you do not specify an alternative
Iocation for the log backups, the system uses the location where the log backups were first saved. The directory specified will be searched recursively.

Locations: | | add

/mnt/log-backup/DB_TENANT2 Remove All

Remove

< Back Finish Cancel
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14. Select the other settings as required.

Recovery of Tenant Database in 5M1 - o
Ty

Other Settings

Check Availability of Delta and Log Backups

You can have the system check whether all required delta and log backups are availzble at the beginning of the recovery process. If delta or log backups are
missing, they will be listed and the recovery process will stop before any data is changed. If you choose not to perform this check now, it will sill be
performed but later. This may result in a significant loss of time if the complete recovery must be repeated.

Check the availability of delta and log backups:
File System &
[ Third-Party Backup Tool (Backint)

Initialize Log Area
If you do not want to recover log segments residing in the log ares, select this option. After the recovery, the log entries will be deleted from the log area.

[initialize Log Area ®

Use Delta Backups

Select this option if you want to perform a recovery using delta backups. If you choose to perform a recovery without delta backups, enly log backups will
be used.

Use Delta Backups (Recommended)

Install New License Key
If you recover the database from a different system, the old license key will no longer be valid
You can:

- Select a new license key to install now

- Install a new license key manually after the database has been recovered

Install New License Key

@ < Back Finish Cancel
@ Recovery of Tenant Database in SM1 - [m]
Review Recovery Settings

Review the recovery settings and choose ‘Finish’ to start the recovery. You can modify the recovery settings by choosing ‘Back’.

Database Information
Database: TENANT2@SM1
Host: hana-2
Version: 2,00.040.00.1553674765
Recovery Definition
Recovery Type: Snapshot (Point-in-Time Recovery (Until Now))
Configuration File Handling
& Caution
To recover customer-specific configuration changes, you may need to make the changes manually in the target system
More Information: SAP HANA Administration Guide
Show SQL Statement
@ T Back il e Finish Gl
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& Recovery of Tenant Database in SM1 - [m] X

Recovery Execution Summary

i Database TENANT2@5M1 recovered

1velumes were recovered

Recovered to Time: Dec 6, 2019 1:03:14 AM GMT-08:00
Recovered to Log Position: 197371136

Restore with manual recovery

To restore and recover an SAP HANA MDC single-tenant system using SAP HANA Studio and SnapCenter,
complete the following steps:

1. Prepare the restore and recovery process with SAP HANA Studio:
a. Select Recover System Database and confirm shutdown of the SAP HANA system.
b. Select the recovery type and the log backup location.
c. The list of data backups is shown. Select Backup to see the external backup ID.

2. Perform the restore process with SnapCenter:

a. Inthe topology view of the resource, select Local Copies to restore from primary storage or Vault
Copies if you want to restore from an off-site backup storage.

b. Select the SnapCenter backup that matches the external backup ID or comment field from SAP
HANA Studio.

c. Start the restore process.

Note: If a volume-based restore from primary storage is chosen, the data volumes must be
unmounted from all SAP HANA database hosts before the restore and mounted again after
the restore process is finished.

Note: In an SAP HANA multiple-host setup with FC, the unmount and mount operations are
executed by the SAP HANA name server as part of the shutdown and startup process of the
database.

3. Run the recovery process for the system database with SAP HANA Studio:

a. Click Refresh from the backup list and select the available backup for recovery (indicated with a
green icon).

b. Start the recovery process. After the recovery process is finished, the system database is started.
4. Run the recovery process for the tenant database with SAP HANA Studio:

a. Select Recover Tenant Database and select the tenant to be recovered.

b. Select the recovery type and the log backup location.

A list of data backups displays. Because the data volume has already been restored, the tenant
backup is indicated as available (in green).
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c. Select this backup and start the recovery process. After the recovery process is finished, the

tenant database is started automatically.

The following section describes the steps of the restore and recovery operations of the manually
configured HANA system SS2 (SAP HANA single host, MDC multiple tenant system using NFS).

1. In SAP HANA Studio, select the Recover System Database option to start the recovery of the system

database.

hdbstudio - System: SYSTEMDB @551 Host: hana-1 Instance: 00 - SAP HANA Studio
File Edit Navigate Project Run Window Help
O~ E@

% Systems £ = 0 | & BackupSY

R R

enants I3 svsTempB@sst 2 [§'s

E-|@H-2B 8% ¥ | [ SYSTEMDB@SST (SYSTEM) SS1 - HANA20 SPS4 MDC Single Tenant  hens-100
~ & Multiple Hosts - MDC Single Tenant
5 [E5 MS1@MST (SYSTEM) MST - Multiple Hosts Version:  2.00.040.00.1553674765 (fa/hana2sp04)

> [EB SYSTEMDB@MS1 (SYSTEM) MS1 - Mulple Hosts | brocacsec] Diagnosis Files| Emergency Information

- a X
e |
S (=}

Lost Updates Dec 10, 2018 3:41:32 AM o | [ 00 Intervale Seconds| B2 | G

~ (& Single Host - MDC Multiple Tenants

> [E SM1@SMT (SYSTEM) Sh1 - HANA20 SPS4 MDC Mult| Host: ®

fo
> [} SYSTEMDB@SM1 (SYSTEM) SM1 - HANA20 SPS4 MDY =
< @ SingleHost - MOC Single Tenant Active Host  Process Description ProcessID  Status  Start Time Elapsed Time
> [EG 510551 (SYSTEM) 551 - HANAZD SPS4 MDC Single | B hana-1 hdbcompileserver HDB Compileserver | 384 Running Dec 10, 2010 6:34:00 AM 0:07:32
3 [ SYSTEMDBSS! (SYSTEM) 551 - HANAZD SPSA NDC ®  hana-1 hdbdaemon HDE Daemon 32375 Running Dec 10, 2010 6:33:52 AM _ 0:07:40
v & Single Host - MDC Single Tenant ®  hane-1 hdbindeserver  HDB Indexserver-SS1 505 Running Dec 10, 2019 6:34:01 AM 0:07:31
[ SS20552 (SYSTEM) $52 - HANAZ0SS2 MDC Single Ter | B hana-l hdbnameserver  HDB Nameserver 32393 Running Dec 10, 20196:3%53AM 0:07:39
3 [F& SYSTEMDB@SS2 (SYETEM €63 — LIAIAN COEA M- B hana-1 hdbpreprocessor  HDB Preprocessor 337 Running Dec 10, 2019 6:3400AM 0:07:32
Configuration and Monitoring > webdispatcher HDB Web Dispatcher 828 Running Dec 10, 2010 6:3416 AM 0:0715
B Liecycle Management , nsengine HDE XSEngine-551 510 Running Dec 10, 2010 6:34:01 AM 0:07:31
Backup and Recovery > Open Backup Console
Security > Back Up System Database
Open S Console Back Up Tenant Database.
Recover System Database..
T SAP HANA Modeler 4 Recover Tenant Database.
Add System with Different User.
R Remove Delete
Log Off
&) Refresh £
Properties AltsEnter
[ Properties 33 € Emor Log ™ ~v=0
SYSTEMDB®@552 (SYSTEM)
G £ — = Property Value ¢

[ SYSTEMDB@SS2 (SYSTEM)

2. Click OK to shut down the SAP HANA database.

J& sShut Down Systemn 552 *

System must be offline before recovery can start; the system will be shut down now

The SAP HANA system shuts down and the recovery wizard is started.

3. Select the recovery type and click Next.

88 SAP HANA backup and recovery with SnapCenter © 2022 NetApp, Inc. All rights reserved.




. Recovery of SYSTEMDB@552 — [m]

Specify Recovery Type
Select a recovery type.

(®)Recover the database to its most recent state &

(O Recover the database to the following point in time @
Date: 2019-12-10 Tirne: | 03:43:03

Select Time Zone: | (GMT-08:00) Pacific Standard Time

i Systern Time Used (GRMT): 2019-12-1011:43:03

(O Recover the database to a specific data backup &

Advanced >>

® < Back Mext > Finish Cancel

4. Provide the location of the backup catalog and click Next.

J& Rec overy of SYSTEMDB@552 — [m]

Locate Backup Catalog
Specify location of the backup catalog.

X

(®) Recover using the backup catalog

(®) Search for the backup catalog in the file system only

Backup Cataleg Location: | /mnt/log-backup/SYSTEMDE

Recover without the backup catalog

Backint System Copy
Backint System Copy

Source Systern:

Finish Cancel

® < Back
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5. Alist of available backups displays based on the content of the backup catalog. Choose the required
backup and note the external backup ID: in our example, the most recent backup.

& Recovery of SYSTEMDB®@552 - O X
Select a Backup
3 To recover this snapshot, it must be available in the data area.
Selected Point in Time
Database will be recovered to its most recent state.
Backups
I i L Lncl L dhoclin bl bl L lesbaimlbaglcup at the top is estimated to have the shortest recovery time.
Start Time Location Backup Prefix Available
2019-12-10 02:05:08 fhana/data/552 SNAPSHOT a
2019-12-09 22:05:08 /hana/data/552 SNAPSHOT [x]
2019-12-09 18:05:08 /hana/data/552 SNAPSHOT (<]
2018-12-09 14:05:08 /hana/data/552 SNAPSHOT [x]
2018-12-09 10:05:08 /hana/data/552 SNAPSHOT [x]
2019-12-09 06:05:08 fhana/data/552 SNAPSHOT %]
2019-12-09 02:05:08 /hana/data/552 SNAPSHOT %]
2019-12-08 22:05:07 /hana/data/552 SNAPSHOT (<]
2018-12-08 18:05:08 /hana/data/552 SNAPSHOT [x]
2019-12-08 14:05:08 /hana/data/552 SNAPSHOT %]
Refresh | | Show More
Details of Selected [tem l I
Start Time: 9 2018-12-10 02:05:08 Destination Type: SNAPSHOT = el -
Size: 0B Backup ID: 1575972308584 External Backup ID: SnapCenter_LocalSnap_Hourly_12-10-2019_02.05.01.3757
Backup Name: B /hana/data/552
Alternative Location:®
Check Availability
® Lo<Beck [ N> Einish Cance

6. Unmount all data volumes.

umount /hana/data/SS2/mnt00001

Note: For an SAP HANA multiple host system with NFS, all data volumes on each host must be
unmounted.

Note: In an SAP HANA multiple-host setup with FC, the unmount operation is executed by the SAP
HANA name server as a part of the shutdown process.

7. From the SnapCenter GUI, select the resource topology view and select the backup that should be
restored: in our example, the most recent primary backup. Click the Restore icon to start the restore.
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I SnapCenter®

sapHANA B

Search databases

) = @~ Lsapciscadmin SnapCenterAdmin [ Sign Out

552 - HANA 20 SPS4 MDC Single Tenant Topology X

7] e ¢ X (i) =

Remore Procection Backup Now. Moy Maimenance Deais Fefresn

syste .
L ystem Manage Copies
25 | MST- Multiple Hosts MDC Single Tenant
P 12 Backups Summary Card
25 552 HANA205PS4 MDCSingle Tenant =
= 0 Clones 14 Backups
Sm1
Local copies 12 Snapshot based backups
551 2 File Based backups v
0 Clones
Primary Backup(s;
ry Backup(s)
™ =
search v) ™ &) I}
Cone  Resiore | Delese
Backup Name Count 15 End Date
SnapCenter_LocalSnap_Hourly_12-10-2019_02.05.01.3757 1 1211012019 2:05:23 AM £
SnapCenter_LocalSnap_Hourly_12-09-2015_22.05.01.3845 1 12/09/2015 10:05:23 PM 1
SnapCenter_LocalSnap_Hourly_12-09-2019_18.05.01.2909 1 12/09/2019 6:05:23 PM 11
SnapCenter_LocalSnap_Hourly_12-09-2019_14.05.01.3300 1 12/09/2019 2:05:23 PM 1
SnapCenter_LacalSnap_Hourly_12-09-2019_10.05.01.3143 1 12/09/2019 10:05:23 AM £
SnapCenter_LocalSnap_Hourly_12-09-2019_06.05.01.6645 1 12/09/2019 6:05:23 AM 1
SnapCenter_LacalSnap_Hourly_12-09-2019_02.05.01.2792 1 12/09/2019 2:05:22 AM &1
SnapCenter_LocalSnap_Hourly_12-08-2019_22.05.01.1815 1 12/08/2019 10:05:22 PM
SnapCenter_LacalSnap_Hourly_12-08-2019_18.05.01.2784 1 12/08/2019 6:05:23 PM 1
SnapCenter_LocalSnap_Hourly_12-08-2019_14.05.01.2938 1 12/08/2019 2:05:23 PM £
1710 nta 1nAs At 2970 . 12/00mn1a 1nEa3 A
Total 4

T A e 5 Completed 0Wamings 0 Failed 0 Canceled 0 Running 0Queued
e pmmo (9 @ s ()

-43.5ap

The SnapCenter restore wizard starts.
8. Select the restore type Complete Resource or File Level.
Select Complete Resource to use a volume-based restore.

Restore from SnapCenter_LocalSnap_Hourly_12-10-2019_02.05.01.3757 x
W =i Select the restore types
2 | PreOps @® Complete Resource €
O FileLevel @
3 | PostOps
4 | Notification
5 | Summary

Configure an SMTP Server to send email notifications for Restore jobs by going to Settings>Global Settings>| ation Server Settings.

9. Select File Level and All to use a single file SnapRestore operation for all files.
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Restore from SnapCenter_LocalSnap_Hourly_12-10-2019_02.05.01.3757 X

1 Restore scope.

Select the restore types

2 | PreOps O complete Resource €0

@© File Level €@
3 PostOps

4 | Notification
Select files to restore

5 Summary Volume/Qtree All File Path

¥ hana-primary.sapcc.stl.netapp.comi/vol/ss...

®

Provide one or more file paths separated by comma

Configure an SMTP Server to send email notifications for Restore jobs by goingto Settings=Global Settings>| ation Server Settings

Note: For afile-level restore of a SAP HANA multiple host system, select all the volumes.

Restore from SnapCenter_LocalSnap_Hourly_12-10-2019_07.15.01.1435 .

1 Restore scope

Select the restore types

Configure an SMTP Server to send email notifications for Restore jobs by going to Settings>Global Settings>|

2 | PreOps O Complete Resource €
@ File Level €
3 PostOps
4 Notification
Select files to restore
s summary Volume/Qtree Al File Path
@) hana-primary.sapcc.stl.netapp.com:/vol/M.. @ ‘ Provide one or more file paths separated by comma
@ hana-primary.sapcc.stl.netapp.com:/vol/M... “ ‘ Provide one or more file paths separated by comma

ation Server Settings.

10. (Optional) Specify the commands that should be executed from the SAP HANA plug-in running on the
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Restore from SnapCenter_LocalSnap_Hourly_12-10-2019_02.05.01.3757 X

o (EEeTR Enter optional commands to run before performing a restore operation @

2 PreOps Pre restore command

3 PostOps

Unmount command
4 Notification

5 | Summary 4

Configure an SMTP Server to send email notifications for Restore jobs by going to  Settir Settings>| stion Server Settings.

11. Specify the optional commands and click Next.

Restore from SnapCenter_LocalSnap_Hourly_12-10-2019_02.05.01.3757 X

o fles =S ons Enter optional commands to run after performing a restore operation @

© Freops Mount command

=

Post restors command

4 | Notification

5 summary i

Configure an SMTP Server to send email notifications for Restore jobs by goingto Settings>Global Settings>Notification Server Settings.

12. Specify the natification settings so that SnapCenter can send a status email and job log. Click Next.
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Restore from SnapCenter_LocalSnap_Hourly_12-10-2019_02.05.01.3757

@ restore scope Provide email settings @

© Freops Email preference ‘ Never -
From ‘ Email from

© rostops

w [emais |
4 Notification "
o [oteamon |

Attach Job Report

5 | summary

If you want to send notifications for Restore jobs, an SMTP server must be confizured. Continue to the Summary page to save your information,
and then go to Settings>Global Settings>Notification Server Settings to configure the SMTP server.

13. Review the summary and click Finish to start the restore.

Restore from SnapCenter_LocalSnap_Hourly_12-10-2019_02.05.01.3757

O reosore  summary
o PreDps Backup Name SnapCenter_LocalSnap_Hourly_12-10-2019_02.05.01.3757
Backup date 12/10/2019 2:05:23 AM
e PoStOps
Restore scope Complete Resource
o Notification Pre restore command

Unmount command
Mount command
Post restore command

Send email No

If you want to send notifications for Restore jobs, an SMTP server must be configured. Continue to the Summary page to save your infermation,
and then go to Settings>Global Settings>Notification Server Settings to configure the SMTP server.

14. The restore job starts, and the job log can be displayed by double-clicking the log line in the activity
pane.
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Job Details X

Restore 'SnapCenter-43.sapcc.stl.netapp.com\hana\MDC\SS2'

+ ¥ Restore *SnapCenter-43.sapcc.stl.netapp.comihana\MDC\S52"
¥ SnapCenter-43.sapcc.stl.netapp.com

¥ Restore

v

Validate Plugin Parameters

v

Fre Restore Application

v

File or Volume Restore

v

Recover Application

v

Clear Catalog on Server

v

v
L
v
v
v
v
v
v Application Clean-Up
v

v

Data Collection

Agent Finalize Workflow

@ Task Name: Agent Finalize Workflow Start Time: 12/10/2019 3:47:30 AM End Time: 12/10/2019 3:47:35 AM

15. Wait until the restore process completes. On each database host, mount all data volumes. In our
example, only one volume must be remounted on the database host.

mount /hana/data/SP1/mnt00001

16. Go to SAP HANA Studio and click Refresh to update the list of available backups. The backup that
was restored with SnapCenter is shown with a green icon in the list of backups. Select the backup
and click Next.

W& Recovery of SYSTEMDB@552 — [m] >
Yy
Select a Backup

Select a backup to recover the SAP HANA database

Selected Point in Time

Database will be recovered to its most recent state.

Backups
The overview shows backups that were recorded in the backup catalog as successful. The backup at the top is estimated to have the shortest recovery time.
Start Time Location Backup Prefix Available

2019-12-10 02:05:08 [hana/data/552 SNAPSHOT L ]
2013-12-09 22:05:02 Jhana/data/552 SNAPSHOT [x]
2019-12-09 18:05:08 /hana/data/552 SNAPSHOT [x]
20153-12-09 14:05:08 Jhana/data/552 SNAPSHOT [x]
2019-12-09 10:05:08 /hana/data/552 SNAPSHOT [x]
2019-12-09 06:05:08 /hana/data/552 SNAPSHOT [x]
2013-12-09 02:05:08 Jhana/data/552 SNAPSHOT [x]
2019-12-08 22:05:07 /hana/data/552 SNAPSHOT [x]
2019-12-08 18:05:08 Jhana/data/552 SNAPSHOT [x]
20139-12-08 14:05:02 Jhana/data/552 SNAPSHOT [x]

Refresh | | Show More
Details of Selected ltem

Start Time: ©3019-12-10 02:05:08 Destination Type: SNAPSHOT Source System: SYSTEMDB@SS2
Size: 0B Backup ID: 1575972308584 External Backup ID: SnapCenter_LocalSnap_Hourly_12-10-2019_02.05.01.3757
Backup Name: /hana/data/552

Alternative Location:®

Check Availability

< Back Next > Finish Cancel
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17. Provide the location of the log backups. Click Next.

Locate Log Backups
Specify location(s) of log backup files to be used to recover the database.

J& Recovery of SYSTEMDB@S52 - m} *

(D) Even if no log backups were created, a location is still needed to read data that will be used for recovery.

If the log backups were written to the file system and subsequently moved, you need to specify their current location. If
you do not specify an alternative location for the log backups, the system uses the location where the log backups were
first saved. The directory specified will be searched recursively.

Locations: | Add

Jmnt/log-backup/SYSTEMDB Rermove All

Remove

@ <Back || Hexts Enidi Cancel

J& Recovery of SYSTEMDB@552 — m|
ry

Other Settings

*

Check Availability of Delta and Log Backups

You can have the system check whether all required delta and log backups are available at the beginning of the recovery
process. If delta or log backups are missing, they will be listed and the recovery process will stop before any data is
changed. If you choose not to perform this check now, it will still be performed but later. This may result in a significant
loss of time if the complete recovery must be repeated.

Check the availability of delta and log backups:

File System 8

DThird—Party Backup Tool (Backint]

Initialize Log Area
If you do not want to recover log segments residing in the log area, select this option. After the recovery, the log entries

will be deleted from the log area.
[ nitialize Log Area @

Use Delta Backups

Select this option if you want to perform a recovery using delta backups. If you choose to perform a recovery without
delta backups, only log backups will be used.

[iJse Deita Backups (Recommended}

Install Mew License Key

If you recover the database from a different system, the old license key will no longer be valid
You can:

- Select @ new license key to install now

- Install @ new license key manually after the database has been recovered

[ install New License Key

Browse

® < Back

FEinish Cancel
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19. Review the recovery settings and click Finish.

J& Recovery of SYSTEMDB@S52

Review Recovery Settings

Review the recovery settings and choose 'Finish' to start the recovery, You can modify the recovery
settings by choosing 'Back’,

Database Information
Database: SYSTEMDB@S52
Host: hana-3
Version: 2.00.040.00.1553674763

Recovery Definition
Recowvery Type:

& Caution

Snapshot (Point-in-Time Recovery (Until Mow]))

Recovering the system database from a storage snapshot invalidates all the tenant databases, After you recover the
system database, you need to recover all the tenant databases,

Configuration File Handling
& Caution

To recover customer-specific configuration changes, you may need to make the changes manually in the target system.
More Information: SAP HANA Administration Guide

Show 50L Statement

Next > Ensh || Concel |

20. The recovery process starts. Wait until the recovery of the system database completes.

Recovery of SYSTEMDB@552

- O X

Recovery Execution Summary

i Database SYSTEMDB@SS2 recovered
1volumes were recovered

& Caution

Recovering the system database from a storage snapshot invalidates all the tenant databases. After you recover the
system database, you need to recover all the tenant databases.

Recovered to Time: Dec 10, 2019 3:42:40 AM GMT-08:00
Recovered to Log Position: 74714820

@
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21. In SAP HANA Studio, select the entry for the system database and start Backup Recovery - Recover
Tenant Database.

J& hdbstudio - System: SYSTEMDB@SST Host: hana-1 Instance: 00 - SAP HANA Studio
File Edit Mavigate Project Run Window Help

B @l Bl s - s | ®

- [m) x

% Systems 52 = 8 ) Backup SYSTEMDB@SM1 (SYSTEM) SM1 - HANA20 SPS4 MDC Multiple Tenants T9 SYSTEMDB@SS1 53 1§ SYSTEMDB@SM 1 =8
- - &,
B-BH-=B8% 7 | [gsYSTEMDB@SS] (SYSTEM) SS1 - HANA20 SPS4 MDC Single Tenant  hans-100 Lost Update: Dec 10, 2019 427516 AM ot | [0 ntervas seconds| [ | B
~ (& Multiple Hosts - MDC Single Tenant
> (B3 MST@MST (SYSTEM) MS1 - Multiple Hosts Version:  2.00.040.00.1533674765 (fa/hana2sp04)

> (B SYSTEMDB@MS1 (SYSTEM) MS1 - Multiple Hosts

Processes| Diagnosis Files| Emergency Information|
v & Single Host - MDC Multple Tenants

> (B3 SM1@SM1 (SYSTEM) Sh1 - HANA2D SPS4 MDC Mult | Host: ® o
> (BB SYSTEMDBE@SM1 (SYSTEM) SM1 - HANAZ0 SPS4 MDY =
& Single Host - MDC Single Tenant Active  Host Process Description Process ID  Status Start Time Elapsed Time
> [ 5510551 (SYSTEM) €51 - MANAZ0 SPS4DC Single T | B hana-] hdbcompileserver  HDB Compileserver | 384 Running Dec 10, 2019 6:3400 AM 05317
 [ED SYSTEMDE@SST (SYSTEM) 551 - HANAZD SP54 LIDC @  hana-1 hdbdaemon HDE Daemon 32375 Running Dec 10, 2019 6:33:52 AM 0:53:25
v & Single Host - MDC Single Tenant @  hana-1 hdbindeserver | HDB Indexserver-SS1 505 Running Dec 10, 2019 6:34:01 AM 0:53:16
[ 5520552 (SYSTEM) 552 - HANAZOSS2 DC SingleTer| | B hana-l hdbnameserver  HDE Nameserver 32393 Running Dec 10, 2019 6:33:53 AM _ 0:53:24
 [E SYSTEMDB@SS2 (SYSTEAR €2 LiANIAaN chea b @ hana-1 hdbpreprocessor | HDB Preprocessor 387 Running Dec 10, 2019 6:34:00 AM _ 0:53:17
Configuration and Maritoring > sbdispatcher HDB Web Dispatcher 828 Running Dec 10, 2019 6:34:16 AM 0:53:01
B Ufeoycle Management , engine | HDBXSEngine-ss1 510 Running Dec 10, 2013 6:34:01 AM 05316
Backup and Recovery 5| OpenBackup Console
Security > BackUp System Database..

TG Back Up Tenant Database.
Recover System Database...
T SAP HANA Modeler e Recover Tenant Database...

Add Systern with Different User...

K Remove Delete
Log Off
&) Refresh F5
Properties Alt+Enter
[ Properties 52 & Error Log [ =]
SYSTEMDB@552 (SYSTEM)
< > . "
------ - Property Value Y

[E5 SYSTEMDB@SS2 (SYSTEM)

22. Select the tenant to recover and click Next.

[l Recovery of Tenant Database in 552 — O x

Specify tenant database

|rpe filter text

Finish Cancel

23. Specify the recovery type and click Next.
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[ =] Recovery of Tenant Database in 552 -

Specify Recovery Type
Select a recovery type.

(8) Recover the database to its most recent state &
(O Recover the database to the following point in time @
2019-12-10 04:27:22

(GMT-08:00) Pacific Standard Time

(O Recover the database to a specific data backup &

Advanced >>

@ < Back Mext > Finish Cancel
24. Confirm the backup catalog location and click Next.
J& Recovery of Tenant Database in 552 - O x

Locate Backup Catalog
Specify location of the backup catalog.

(®) Recover using the backup catalog

(®) Search for the backup catalog in the file system only

Backup Catalog Location: | /mnt/flog-backup/DB_552

Recover without the backup catalog

Backint System Copy
Backint System Copy

Source Systerm:

® < Back |E Mext > i Finish

Cancel
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25. Confirm that the tenant database is offline. Click OK to continue.

J& Stop Database 552@552 X

The database must be offline before recovery can start; the database will be stopped

26. Because the restore of the data volume has occurred before the recovery of the system database, the
tenant backup is immediately available. Select the backup highlighted in green and click Next.

8 Recovery of Tenant Database in 552 - O X
y
Select a Backup

Select a backup to recover the SAP HANA database

Selected Point in Time

Database will be recovered to its most recent state.

Backups
The overview shows backups that were recorded in the backup catalog as successful. The backup at the top is estimated to have the shortest recovery time.
Start Time Location Backup Prefix Available

2019-12-10 02:05:08 fhana/data/552 SNAPSHOT *
2019-12-09 22:05:08 /hana/data/552 SNAPSHOT (%]
2018-12-09 18:05:08 /hana/data/552 SNAPSHOT <]
2019-12-09 14:05:08 /hana/data/552 SNAPSHOT (]
2019-12-09 10:05:08 /hana/data/552 SNAPSHOT %]
2018-12-09 06:05:08 /hana/data/552 SNAPSHOT [x]
2019-12-09 02:05:08 /hana/data/552 SNAPSHOT (]
2019-12-08 22:05:07 /hana/data/552 SNAPSHOT <]
2018-12-08 18:05:08 /hana/data/552 SNAPSHOT (%]
2019-12-08 14:05:08 /hana/data/552 SNAPSHOT (<]

Refresh | | Show Mare
Details of Selected Item

Start Time: B 2019-12-10 02:05:08 Destination Type: SNAPSHOT Source Systern: 552@552
Size: 0B Backup ID: 1575972308585  External Backup ID: SnapCenter_LocalSnap_Hourly_12-10-2019_02.05.01.3757
Backup Name: fhana/data/552

Alternative Location:®

Check Availability

@' < Back Mext > Finish Cancel

27. Confirm the log backup location and click Next.
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J& Recovery of Tenant Database in 552 - m} X

Locate Log Backups

Specify location(s) of log backup files to be used to recover the database.

(1) Even if no log backups were created, a location is still needed to read data that will be used for recovery.

If the log backups were written to the file systern and subsequently moved, you need to specify their current
location. If you do not specify an alternative location for the log backups, the system uses the location where the log
backups were first saved. The directery specified will be searched recursively.

Locations: ‘ Add
/mnt/log-backup/DB_552 Remove All
Remove
@' < Back Einish Cancel

28. Select other settings as required. Make sure Use Delta Backups is not selected. Click Next.

J& Recovery of Tenant Database in 552 - O x

Other Settings

Check Availability of Delta and Log Backups

You can have the system check whether all required delta and log backups are available at the beginning of the
recovery process, If delta or log backups are missing, they will be listed and the recovery process will stop before any
data is changed. If you choose not te perform this check now, it will still be performed but later. This may resultin a
significant loss of time if the complete recovery must be repeated.

Check the availability of delta and log backups:
[ File System a
[] Third-Party Backup Tool (Backint)

Initialize Log Area
If you do not want to recover log segments residing in the log area, select this option. After the recovery, the log
entries will be deleted from the log area.

[ initialize Log Area a

Use Delta Backups

Select this option if you want to perferm a recovery using delta backups. If you choose to perferm a recovery
without delta backups, only log backups will be used.

[JiUse Delta Backups (Recommended):

Install New License Key

If you recover the database from a different system, the old license key will no longer be valid
You can:

- Select a new license key to install now

- Install a new license key manually after the database has been recovered

Install New License Key

Browse

@' < Back Next » Einish Cancel
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29. Review the recovery settings and start the recovery process of the tenant database by clicking Finish.

[l Recovery of Tenant Database in 552 — O x

Review Recovery Settings

Review the recovery settings and choose 'Finish' to start the recovery. You can modify the
recovery settings by choosing ‘Back'

Database Information

Database: 552@552
Host: hana-3
Version: 2,00.040.00.1553674765

Recovery Definition
Recovery Type: Snapshot (Point-in-Time Recovery (Until Now))

‘Configuration File Handling
& Caution

To recover customer-specific configuration changes, you may need to make the changes manually in the target
system.
Mare Information: SAP HANA Administration Guide

Show SOL Statement

30. Wait until the recovery has finished and the tenant database is started.

& Recovery of Tenant Database in 552 - O x

Recovery Execution Summary

i Database S52@5S2 recovered

2 volumes were recovered

Recovered to Time: Dec 10, 2019 3:42:41 AM GMT-08:00
Recovered to Log Position: 251544768

@ Close
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The SAP HANA system is up and running.

Note: For an SAP HANA MDC system with multiple tenants, you must repeat steps 20-29 for each
tenant.

Advanced configuration and tuning

This section describes configuration and tuning options that customers may use to adapt the SnapCenter
setup to their specific needs. Not all the settings may apply for all customer scenarios.

Enable secure communication to HANA database

If the HANA databases are configured with secure communication, the hdbsgl command that is
executed by SnapCenter must use additional command-line options. This can be achieved by using a
wrapper script which calls hdbsgl with the required options.

Note: There are various options to configure the SSL communication. In the following examples, the
simplest client configuration is described using the command line option, where no server
certificate validation is done. If certificate validation on server and/or client side is required,
different hdbsgl command line options are needed, and you must configure the PSE environment
accordingly as described in the SAP HANA Security Guide.

Instead of configuring the hdbsqgl executable in the hana.properties files, the wrapper script is
added.

For a central HANA plug-in host on the SnapCenter Windows server, you must add the following content
in C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in
Creator\etc\hana.properties.

HANA HDBSQL CMD=C:\\Program Files\\sap\\hdbclient\\hdbsgl-ssl.cmd

The wrapper script hdbsgl-ssl.cmd calls hdbsqgl.exe with the required command-line options.

@echo off
"C:\Program Files\sap\hdbclient\hdbsgl.exe" -e -ssltrustcert %*

Note: The -e -ssltrustcert hdbsgl command-line option also works for HANA systems where SSL
is not enabled. This option can therefore also be used with a central HANA plug-in host, where
not all HANA systems have SSL enabled or disabled.

If the HANA plug-in is deployed on individual HANA database hosts, the configuration must be done on
each Linux host accordingly.

In the file /opt/NetApp/snapcenter/scc/etc/hana.properties, you must add the following
content.

HANA HDBSQL CMD = /usr/sap/SM1/HDB12/exe/hdbsqgls

The wrapper script hdbsgls calls hdbsgl with the required command-line options.

#/bin/bash
/usr/sap/SM1/HDB12/exe/hdbsgl -e -ssltrustcert $*

Disable auto discovery on the HANA plug-in host
To disable autodiscovery on the HANA plug-in host, complete the following steps:

1. Onthe SnapCenter Server, open PowerShell. Connect to the SnapCenter Server by running the
Open-SmConnection command and specify the user name and password in the opening login
window.
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2. Todisable auto discovery, run the Set-SmConfigSettings command.
For a HANA host hana-2, the command would be:

PS C:\Users\administrator.SAPCC> Set-SmConfigSettings -Agent -Hostname hana-2 -configSettings
@{"DISABLE AUTO DISCOVERY"="true"}

Name Value

DISABLE AUTO_DISCOVERY true

PS C:\Users\administrator.SAPCC>

3. Verify the configuration by running the Get-SmConfigSettings command.

PS C:\Users\administrator.SAPCC> Get-SmConfigSettings -Agent -Hostname hana-2 -key all

Key: CUSTOMPLUGINS OPERATION TIMEOUT IN MSEC Value: 3600000 Details: Plug-in API

operation Timeout

Key: CUSTOMPLUGINS HOSTAGENT TO SERVER TIMEOUT IN SEC Value: 1800 Details: Web Service

API Timeout

Key: CUSTOMPLUGINS ALLOWED CMDS Value: *; Details: Allowed Host
0S Commands

Key: DISABLE_AUTO_DISCOVERY Value: true Details:

Key: PORT Value: 8145 Details: Port for

server communication
PS C:\Users\administrator.SAPCC>

The configuration is written to the agent configuration file on the host and will be still available after a
plug-in upgrade with SnapCenter.

hana-2:/opt/NetApp/snapcenter/scc/etc # cat /opt/NetApp/snapcenter/scc/etc/agent.properties |
grep DISCOVERY

DISABLE AUTO DISCOVERY = true

hana-2:/opt/NetApp/snapcenter/scc/etc #

Deactivate automated log backup housekeeping

Log backup housekeeping is enabled by default and can be disabled on the HANA plug-in host level.
There are two options to change these settings.

Edit the hana.property file

Including the parameter LOG_CLEANUP DISABLE = Y inthe hana.property configuration file
disables the log backup housekeeping for all resources using this SAP HANA plug-in host as
communication host:

e For the Hdbsql communication host on Windows, the hana.property file is located at C: \Program
Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc.

e For the Hdbsql communication host on Linux, the hana.property file is located at
/opt/NetApp/snapcenter/scc/etc.

Use the PowerShell command
A second option to configure these settings is using a SnapCenter PowerShell command.

1. Onthe SnapCenter server, open a PowerShell. Connect to the SnapCenter server using the
command “Open-SmConnection” and specify user name and password in the opening login
window.

2. With the command Set-SmConfigSettings -Plugin -HostName <pluginhostname> -
PluginCode hana -configSettings @{"LOG_CLEANUP DISABLE" = "Y"}, the changes are
configured for the SAP HANA plug-in host <pluginhostname> specified by the IP or host name (see
Figure 38).
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Figure 38) PowerShell command to disable log backup housekeeping.
@ Windows Powershell [= == |

PS C:\Users\scadmin> Open-SmConnection

cmdlet Open-SmConnection at command pipeline position 1
Supply values for the following parameters:

Name

LOG_CLEANUP_DISABLE

PS C:\Users\scadmin> _

Disable warning when running SAP HANA plug-in on a virtual environment

SnapCenter detects if the SAP HANA plug-in is installed on a virtualized environment. This could be a
VMware environment or a SnapCenter installation at a public cloud provider. In this case, SnapCenter
displays a warning to configure the hypervisor, as shown in Figure 39.

Figure 39) SnapCenter warning to configure hypervisor.

I snapCenter® 2 sapcciscadmin  SnapCenterAdmin [ Sign Out

Managed Hosts Disks Shares Initiator Groups iSCSI Session

Iz Type System Plug-in Version Overall Status

Windows Stand-alone Microsoft Windows Server, SAP HANA a3 Configure VMware plug-in @

Ro6a
=
S
|

v

Storage Systems

Settings

B il

Alerts.

It is possible to suppress this warning globally. In this case, SnapCenter is not aware of virtualized
environments, and therefore, does not show these warnings.

To configure SnapCenter to suppress this warning, the following configuration must be applied:

1. From the Settings tab, select Global Settings.

2. For the hypervisor settings, select VMs Have iSCSI Direct Attached Disks or NFS For All the Hosts
and update the settings.
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Figure 40) Disable hypervisor settings.

I snapCenter® ®@ = @- Lsapccscadmin  SnapCenterAdmin [ SignOut

Software  Scheduled Configuration Checker

252 Dashboard

Resources Global Settings

9
2P Monitor
i

Reports Hypervisor Settings @ X
&% Hosts @ Vs have iSCS! direct attached disks or NFS for all the hosts
=
O EECDETED Notification Server Settings @ ]
= Configuration Setings @ -
A Hers Purge jobs Settings @ .

Domain Settings € ~

Change scheduling frequency of backup synchronization with off-site backup
storage

As described in section “Retention management of backups at the secondary storage”, retention
management of data backups to an off-site backup storage is handled by ONTAP. SnapCenter
periodically checks if ONTAP has deleted backups at the off-site backup storage by running a cleanup job
with a weekly default schedule.

The SnapCenter cleanup job deletes backups in the SnapCenter repository as well as in the SAP HANA
backup catalog if any deleted backups at the off-site backup storage have been identified.

The cleanup job also executes the housekeeping of SAP HANA log backups.

Until this scheduled cleanup has finished, SAP HANA and SnapCenter might still show backups that have
already been deleted from the off-site backup storage.

Note: This might result in additional log backups that are kept, even if the corresponding storage-based
Snapshot backups on the off-site backup storage have already been deleted.

The following sections describe two ways to avoid this temporary discrepancy.

Manual refresh on resource level

In the topology view of a resource, SnapCenter displays the backups on the off-site backup storage when
selecting the secondary backups, as shown in Figure 41. SnapCenter executes a cleanup operation with
the Refresh icon to synchronize the backups for this resource.
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Figure 41) Refresh secondary backups.

I SnapCenter® A sapcciscadmin  SnapCenterAdmin I Sign Out

sapHANA B 551 Topology

System Manage Copies

2s | MS1 - Multiple Hosts MDC Single Tenant
P 17 Backups Summary Card

25 | 552- HANA20 5P54 MDC Single Tenant —
== | 0Clones 25 Backups

M1 N
Local copies z

= 6 Backups 2 Fiie
u 0 Clones 0 Clones

Vault copies

Primary Backup(s)
[V

Backup Name Count  IF End Date

SnapCenter_LocalsnapAndsnapVault_Daily_11-25-2019_08.17.01.8577 1 117252019 8:17:55AM B
SnapCenter_Localsnap_Hourly_11-25-2019_06.30.00.9717 1 11/25/2019 6:30:55AM 13
SnapCenter_LocalSnap_Hourly_11-25-2019_02.30.01.0154. 1 11/25/2019 2:30:54AM B
SnapCenter_Localsnap_Hourly_11-24-2019_22.30.00.9349 1 11/24/201910:30:54 PM £
SnapCenter_LocalSnap_Hourly_11-24-2019_18.30.00.8786 1 1172472019 6:30:54 PM B
SnapCenter_Localsnap_Hourly_11-24-2019_14.30.01.0183 1 1172472019 2:30:54 PM 1
SnapCenter_LocalSnap_Hourly_11-24-2019_10.30.01.0657 1 11/24/2019 10:30:54 AM 19
SnapCenter_LocalsnapAndsnapVault_Daily_11-24-2019_08.17.01.8649 1 11/24/2019 8:17:55AM £
SnapCenter_Localsnap_Hourly_11-24-2019_06. 029 1 11/24/2019 6:30:54 AM 1
SnapCenter_Localsnap_Hourly_11-24-2019_02.30.00.8752 1 11/24/2019 2:30:54AM B
SnapCenter_Localsnap_Hourly_11-23-2019_22.30.00.9248 1 11/23/201910:30:55 PM 19
SnapCenter_LocalSnap_Hourly_11-23-2019_18.30.00.8705 1 1172372019 6:30:54 PM &
SnapCenter_Localsnap_Hourly_11-23-2019_14.30.01.0051 1 11/23/2019 2:30:54 PM 1

1 11/23/2019 10:30:54 AM 1

SnapCenter_LocalSnap_Hourly_11-23-2019_10.30.00.9363

Total 4 Total 17

Activity The 5 most recent jobs are displayed @ s completed (@) 0warnings

@ 0 Failed @ ocanceled (@) orunning @) 0Queued

Change the frequency of the SnapCenter cleanup job

SnapCenter executes the cleanup job SnapCenter RemoveSecondaryBackup by default for all
resources on a weekly basis using the Windows task scheduling mechanism. This can be changed using
a SnapCenter PowerShell cmdlet.

1. Start a PowerShell command window on the SnapCenter Server.

2. Open the connection to the SnapCenter Server and enter the SnapCenter administrator credentials in
the login window.

Microsoft Corporation. A1l rights reserved.

Open-smConnection at command pipeline position 1
es the following parameters:

3. To change the schedule from a weekly to a daily basis, use the cmdlet Set-SmSchedule.

PS C:\Users\scadmin> Set-SmSchedule -ScheduleInformation
@{"ScheduleType"="Daily";"StartTime"="03:45 AM";"DaysInterval"=
"1"} -TaskName SnapCenter RemoveSecondaryBackup

TaskName : SnapCenter RemoveSecondaryBackup
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Hosts : {1}

StartTime : 11/25/2019 3:45:00 AM
DaysoftheMonth :
MonthsofTheYear :
DaysInterval 1
DaysOfTheWeek :
AllowDefaults : False
ReplaceJobIfExist : False
UserName :
Password :
SchedulerType : Daily
RepeatTask Every Hour :
IntervalDuration :
EndTime :
LocalScheduler : False
AppType : False
AuthMode :
SchedulerSQLInstance : SMCoreContracts.SmObject
MonthlyFrequency :

Hour : 0
Minute HIN]
NodeName :
ScheduleID : 0
RepeatTask Every Mins :
CronExpression :
CronOffsetInMinutes :
StrStartTime :
StrEndTime :

PS C:\Users\scadmin> Check the configuration using the Windows Task Scheduler.

4. You can check the job properties in Windows task scheduler.

(@ Task Scheduler - m] X
File Action View Help
|5
@ Task Scheduler (Local) Name Status Triggers Next Run Time Last Run Tin # | | Actions
~ 3 Task Scheduler Library - i
« [ Microsoft CreateExplorerShellUnelevatedTask Ready When the task is created or modified 11/18/2019 3 as!
| Windows GoogleUpdateTaskMachineCore Ready Multiple triggers defined 11/26/20193:30:37 &AM 11/25/2019 @ Crest..
| XblGameSave GoogleUpdateTaskMachineUA Ready At 3:30 AM every day - After triggered, repeat every 1 hourfor a duration of 1 day. 11/25/2019 8:30:3T AM  11/25/2019 ¢ . Crest.,
< mysaL SnapCenter_AlertCleanUp Ready At11:5 PM every day 11/24/2019 .
SnapCenter_ComputeStorageSavings Ready At 12:00 AM every day 11/25/2019 " mper-
Ready At 11:59 PM every Sunday of every week, starting 11/18/2019 11/24/2019 | | | Displa..
3 day ] Disabl.
SnapCenter RG-1_POLICY-4_Hourly Ready At 6:30 AM on 11719/2019 - After triggered, repeat every 04:00:00 indefinitely. 11/25/2019 10:30:00 AM  11/25/2019 ¢ - MNewF
SnapCenter_RG-1_POLICY-5_Weekly Ready At 6:00 AM every Saturday of every week, starting 11/18/2013 11/30/2018 6:00:00 AM  11/23/2018 ¢ =
SnapCenter_RG-1_POLICY-6_Daily Ready At317 AM every day 11/25/2019 ¢ View ¥
SnapCenter_RG-2_POLICY-4_Hourly Ready At 6:28 AM on 11/20/2019 - After triggered, repeat every 04:00:00 indefinitely. 11/25/2019¢ | | [c] Refresh
SnapCenter_RG-2_POLICY-5 Weekly Ready At 6:28 AM every Saturday of every week, starting 11/20/2013 11/30/2018 G:28:00 AM  11/23/2018 ¢ Help
SnapCenter_RG-3_POLICY-4_Hourly Ready At 2:05 AM on 11/21/2019 - After triggered, repeat every 04:00:00 indefinitely. 11/25/2019 10:05:00 AM  11/25/2019 ¢
SnapCenter RG-3_POLICY-5_Weekly Ready At 2:05 AM every Saturday of every week, starting 11/21/2019 11/30/2019 2:05:00 AM  11/23/2019 ¢ Selected It... »
SnanCenter RG-4 POLICY-4 Hourlv Readv At 3115 AM on 11/25/2010 - After triaaered. repeat every 04:00:00 indefintelv. 117252019 111500 AM 11/25/20137% | | ) Run
< >
= End
General Triggers Actions Conditions Settings History & Disable
Name: SnapCenter RemoveSecondaryBackup e Eport..
Location:  \ = Prope.
Author: K Delete
Description: Help
Security options
When running the task, use the following user account:
NT AUTHORITY\SYSTEM
Run only when user is logged on
Fun whether user is logged on or not
Do not store password. The task will only have access to local resources
v

Where to find additional information

To learn more about the information that is described in this document, review the following documents
and/or websites:
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e SnapCenter Resources Page
https://www.netapp.com/us/documentation/snapcenter-software.aspx

e SnapCenter Software Documentation

https://docs.netapp.com/us-en/snapcenter/index.html

e TR-4667: Automating SAP System Copies Using the SnapCenter
https://www.netapp.com/us/media/tr-4667.pdf

e TR-4719: SAP HANA System Replication, Backup and Recovery with SnapCenter
https://www.netapp.com/us/media/tr-4719.pdf

e TR-4018: Integrating NetApp ONTAP Systems with SAP Landscape Management
https://www.netapp.com/pdf.html?item=/media/17195-tr4018pdf.pdf

e TR-4646: SAP HANA Disaster Recovery with Storage Replication
https://www.netapp.com/us/media/tr-4646.pdf
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Initial release.
Added the “Advanced Configuration and Tuning” section.
Minor corrections.
Updates to cover SnapCenter 4.0:
— New data volume resource
— Improved Single File SnapRestore operation

Added the “SnapCenter Concepts and Best Practices”
section.

Updates to cover SnapCenter 4.3:
— Automatic discovery
— Automated restore and recovery
— Support of HANA MDC multiple tenants
— Single tenant restore operation
Minor updates and corrections:
— NFSv4 support with SnapCenter 4.3.1
— Configuration of SSL communication
— Central plug-in deployment for Linux on IBM Power

Added the required database user privileges for HANA 2.0
SPS5.

Updated the SSL hdbsgl configuration section.
Added Linux LVM support.

Added the disable auto discovery configuration description.

Minor updates to cover SnapCenter 4.6 and auto discovery
support for HANA System Replication enabled HANA
systems.
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