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PARTICIPATING ADDENDUM
NASPO ValuePoint COOPERATIVE PURCHASING PROGRAM
Computer Equipment
Administered by the State of Minnesota (hereinafter “Lead State™)

MASTER AGREEMENT
Master Agreement No: MNWNC-121
NetApp, Inc.
(hereinafter “Contractor”)
And
State of Colorado
(hereinafter “Participating State/Entity” or “State”)
PA # 20160000000000000113/NASPO

1. Scope:
This Participating Addendum (‘Addendum’) is made between the State of Colorado, acting by and
through the State Purchasing Office, Colorado Department of Personnel & Administration (the
“Participating State") and NetApp, Inc. (“Contractor”) and allows for purchase of the following
Computer Equipment/Services: Storage This Addendum between Contractor and Participating
State (the “Parties) modifies and amends the Contract, NASPO ValuePaint Master Agreement No.
MNWNC-121 ("Master Agreement”), between the State of Minnesota (“Lead State”) and Contractor
for Computer Equipment, for use by State agencies and other entities located in the Participating
State and authorized by that State’s statutes to utilize NASPO ValuePoint contracts with the prior
approval of the State’s Chief Procurement COfficer.

Particlpation:

i Use of specific NASPO VALUEPOINT cooperative contracts by agencies, political subdivisions,
registered non-profit organizations, and other entities (including cooperatives) authorized by
Participating State's statutes to use State of Colorado contracts is subject to the prior approval
of the respective State Chief Procurement Officer Issues of interpretation and eligibility for
participation are solely within the authority of the State Chief Procurement Officer.

ii. Individual Customer: Each Participating State’s agency, political subdivision, and registered
non- profit organization is an Ordering Entity, as defined in §2 DEFINITIONS of Exhibit A to the
Addendum, and will be treated as if it is an individual customer. Except to the extent modified by
this Addendum, each agency, political subdivision and registered nonprofit organization will be
responsible to follow the terms and conditions of the Master Agreement; and each will have the
same rights and responsibilities for its purchases as the Participating State has under the
Contract. Each agency, political subdivision and registered nonprofit organization will be
responsible for its own charges, fees, and liabilities. Each agency, political subdivision and
registered nonprofit organization will have the same rights to any indemnity or to recover any
costs allowed in the contract for its purchases. The Contractor wilt apply such charges to each
Ordering Entity individually and the State shall not be liable for any other ordering entity’s
charges.

3. Order of Precedence:

i. Participating State's Participating Addendum ("PA"); Participating State’s Participating Addendum
shall not diminish, change, or impact the rights of the Lead State with regard to the Lead State’s
contractual relationship with the Contractor under the Terms of the Minnesota NASPO
ValuePoint Master Agreement;

il. Minnesota NASPO ValuePoint Master Agreement (includes negotiated Terms & Conditions);

iti. The Solicitation including all Addendums; and

iv. Contractor's response to the Solicitation.

These documents shall be read to be consistent and complementary. Any conflict among these
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documents shall be resolved by giving priority to these documents in the order listed above.
Contractor terms and conditions that apply to the Master Agreement are only those that are expressly
accepted by the Lead State and must be in writing and attached to the Master Agreement as an
Exhibit or Attachment. No other terms and conditions shall apply, including terms and conditions
listed in the Contractor's response to the Solicitation, or terms listed or referenced on the Coniractor's
website, in the Contractor quotation/sales order or in similar documents subsequently provided by the
Contractor. The solicitation fanguage prevails unless a mutually agreed exception has been
negotiated.

. Participating State Modifications or Additions to Master Agreement:

The following changes shall be made to the Master Agreement with respect to Contractor's

performance pursuant to this Addendum:

i. These modifications or additions apply only to actions and relationships between the executing
Participating State and the Contractor and are addressed in Exhibit A of the Participating
Addendum, incorporated herein and attached hereto.

li. Master Agreement, Exhibit A, Part C. Minnesota Terms and Conditions, shall be replaced in
its entirety by Colorado’s Exhibit A.

. Primary Contacts:

Each individual identified below is the principal representative of the designating Party. All notices
required to be given hereunder shall be delivered to such Party's principal representative or named
successor at the address set forth below. In addition to, but not in lieu of a hard-copy notice, notice
may also be sent by e-mail to the e-mail addresses, if any, set forth. Either Party may from time to
time designate by written notice substitute addresses or persons to whom such notices shall be sent.
Notices to Ordering Entities shall be as provided for in the Order accepted by the Contractor. Unless
otherwise provided herein, all notices shall be effective upon receipt. The primary contact individuals
for this Participating Addendum are as follows (or their named successors):

Contractor
Name Harry Franks
Address 1921 Gallows Road, Suite 600, Vienna, VA 22182
Telephone 703-918-7317
Fax
E-mail Harry.Franks@netapp.com
Participating Entity
Name Greg Draughon
__Address 1525 Sherman Street, 3" Floor, Denver, CO_80203
Telephone 303-866-4552
Fax
E-mail gregory.draughon@state.co.us

. Subcontractors/Partners/Resellers:

The Contractor may use Subcontractors to perform some of its duties and obligations under this
Addendum. However, only those approved by the State may be deployed. The Contractor will be
responsible for any agreements with such Subcontractors. The State of Colorado is not agreeing to,
and is not responsible for, any terms and conditions with Subcontractors.

Contractor’s list of authorized resellers, partners, and service providers who may serve as
Subcontractors under this Addendum may be found on the dedicated NetApp, Inc. website
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(hitp://www.netapp.com/us/how-to-buy/wsca/index-MNWNC121.aspx) as of the Effective Date of this
Addendum, and shall be Coniractor's Subcontractors and Agents for placing Orders with and
providing sales and service support to participants in the NASPO ValuePoint Master Agreement. The
Contractor’s duties and obligations will be in accordance with the terms and conditions set forth in the
Master Agreement regardless of Contractor's use of Subcontractors.

Contractor shall provide written notice to the Participating State with respect to any changes to listing
available for the State of Colorado and shall obtain written approval from the Participating State,
which approval shall not be unreasonably withheld, prior to adding additional names to the authorized
list of resellers and service providers.

. Terms and Conditions:

The Participating State/Entity is agreeing to the terms of the Master Agreement only to the exient the
terms are not in conflict with applicable law. This Addendum and the Master Agreement, together
with their respective exhibits, set forth the entire agreement between the Parties, superseding all
previous communications, representations or agreements, whether oral or written, with respect to the
subject matter hereof. Terms and conditions inconsistent with, contrary to, or in addition to, the terms
and conditions of this Addendum and the Master Agreement, together with their exhibits, shall not be
added to or incorporated into this Addendum and its exhibits by any subsequent Order and any such
attempts to add or incorporate such terms and conditions are void. The terms and conditions of this
Addendum and the Master Agreement shall prevail and govern in the case of any such inconsistent
or additional terms, as applied to the Participating State.

. Orders:

i Any Order placed by a Participating State or Ordering Entity for a Good and/or Service available
under the Master Agreement, shall be deemed to be a sale under and governed by the prices
and other terms and conditions of the Master Agreement, unless the parties to the Order agree
in writing that another Contract or agreement applies to such Order. Additional requirements for
Orders are set forth in §4, STATEMENT OF WORK, of Exhiblt A to this Addendum.

li. Al Orders issued by Ordering Entities as defined in this Addendum shall state the Addendum
Number: 20160000000000000113 and the Master Agreement Number: MNWNC-121.

iii. Contractor's pricing sheets shall be located at the following web address:
http.//www.netapp.com/us/how-to-buy/wsca/index-MNWNC121.aspx

THE REST OF THIS PAGE INTENTIONALLY LEFT BLANK
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IN WITNESS WHEREQF, the parties have executed this Addendum as of the date of execution by both

parties below.

*Persons signing for Contractor hereby swear and atfirm that they are authorized to act on Contractor's behalf and acknowledge that
the Participating State is relying on their representations to that etfect.

Contractor: Participating State: State of Colorado,

NetApp, Inc. Department of Personnel & Administration,
State Purchasing Office

By: (Signature)

Moy So Vo

ngzilfe)

Name:

MNeting Yo Dovv

Executive Director

Cindy Lombardi, State Purchasing Office

Title: CVYVh'Ql (oM

Date: ‘UI%OH}

Date:

lAl/r>

Participating State: State of Colorado,
Governor's Office of Information Technology

By: (Signature)

Name:

O Brenda Berlin, Deputy Chief Information Officerand
Chief Financial Officer

D

Date: /%//5://7

CRS §24-30-202 requires the State Controller to approve all State Contracts. This Addendum is not valld until signed
and dated below by the State Controller or delegate. Contractor is not authorized to begin performance until such time.
It Contractor begins performing prior thereto, the State of Colorado is not obligated to pay Contractor forsuch

performance or for any Goods and/or Services provided hereunder.

Participating State: State of Colorado,
Department of Personnel & Administration,
State Controllepg Office

By: (Signatu WM gz
v
Name: Robert Jaros, CPA, MBA, JD, State

Controller (or Delegate)

Date: 12 /‘?—‘r /l 7
L
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EXHIBIT A
To Participating

Addendum between

STATE OF COLORADO, State Purchasing

Office and
NetApp, Inc.
TABLE OF CONTENTS
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EXHIBIT 2 - SAMPLE CONTRACTOR PERFORMANCEEVALUATION w34
EXHIBIT 3 - IRSREQUIREMENT 35

RECITALS

A. Authority, Appropriation, and Approval. Authority to enter into this Addendum exists in CRS
§24- 101-101, Required approvals, clearance and coordination have been accomplished from and

with appropriate agencies of the Participating State.

Consideration. The Parties acknowledge that the mutual promises and covenants contained
herein and other good and valuable consideration are sufficient and adequate to support this

Addendum.

C. Purpose

L Contractor is authotized to provide Computer Equipment, Peripherals and Related
Services: Storage under this Addendum. Notwithstanding the foregoing, any Services that
provide for remote or offsite support shall be strictly limited to Technical Remote or Offsite
Support and shall not include any hosting, root access, or other types or kinds of Services
that allow Contractor's or its Subcontractor's remote, offsite or any access to Confidential
Information, State Data and Records, or Ordering Entity Records, but may include access to
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Technical Remote or Offsite Support Information. This Addendum authorizes the purchase of
such Goods and/or Services, in accordance with the terms of Orders issued pursuant to this
Agreement by eligible Ordering Entities within the State of Colorado. The State Purchasing
Office has entered into this Addendum pursuant to the award issued Contractor as a result of
Solicitation # MNWNC-121 to establish the price and terms for purchase of Goods and/or
Services within the State of Colorado by State Agencies (SA), Institutions of Higher
Education {IHE}, Political Subdivisions (PS), eligible Non- Profit Organizations (NPO), and
other eligible entities (including cooperatives, collectively referred to as the “Ordering
Entities,” defined in §2, Definitions, below).

it.  Except with respect to any Orders placed by it under this Addendum, the State Department
of Personnel & Administration shall not be liable to the Contractor as a signatory to this
Addendum for any breach by an Ordering Entity of any payment or other obligation herein or
under any Order or Contract for Goods and/or Services under this Addendum, and the State
shall not be liable to Contractor for any payment or other obligation owed by any Political
Subdivision or Non-Profit Organization or other non-State Ordering Entity.

Participation. Use of this Addendum by Ordering Entities that are authorized by Colorado statutes
to use this Addendum, are subject to the prior approval of the State Purchasing Office.
Determination of eligibility for participation in this Addendum is solely within the discretion of the
Chief Procurement Officer.

References. All references in this Addendum to sections (whether spelled out or using the §
symbol), subsections, exhibits or other attachments, are contained herein or incorporated as a part
hereof, unless otherwise noted.

2. DEFINITIONS
Capitalized terms used herein shall be construed and interpreted as follows:

A,

C.

Ceiling Pricing. “Ceiling Pricing” means the maximum price Contracior is allowed to charge for
Goods and/or Services.

“Chief Procurement Officer” means the position described in the Colorado Procurement Code
and its implementing regulations.

Contidential Information. “Confidential Information” means information, data, records, and
documentary materials belonging to the State or an Ordering Entity regardless of physical form or
characteristics, including but not limited to any non-public State or Ordering Entity records,
sensitive State or Ordering Entity data, protected State or Ordering Entity data, State or Ordering
Entity personnel records, personally identifiable information (“PII"}, and other information or dala
concerning individuals, which has been communicated, furnished or disclosed by the State or
Ordering Entity to Contractor. Confidential Information does not include Technical Remote or
Offsite Support Information. Notwithstanding the foregoing, Confidential Information shall not
include State Data and Records or Ordering Entity Records.

Contract. “Contract” is synonymous with “Addendum,” “Agreement” and "Price Agreement,” and

consists of attachments and any Orders issued in connection therewith, and any future modifying
Agreements, exhibits, attachments or references incorporated herein, pursuant to Colorado State
law, Fiscal Rules, and State Controller Policies.

Contract Funds. “Contract Funds” means funds available for payment by the State to Contractor
pursuant to this Addendum for Orders placed by State Ordering Entities (State Agencies,
Institutions of Higher Education and Other State Departments).

Deliverable. “Deliverable” means the reporit(s), document(s), analyses, scripts, code, Goods or
other Work resuits which have been delivered by Contractor within the framework of fulfilling
obligations under a Statement of Work (“SOW").

Environmentally Preferable. “Environmentally Preferable” means products or Services that have
a lesser or reduced adverse effect on human health and the environment when compared with
competing products or Services that serve the same purpose (CRS §24-103-904(1)).

Evaluation. “Evaluation” means the process of examining Contractor’'s Work and rating it based on
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criteria established in §4 (Statement of Work) and §15 (Statewide Contract Management

System).
Exhibits and Other Attachments. The following documents are attached hereto and incorporated

by reference herein: Exhibit 1 (Sample Summary Contractor Volume Report), Exhibit 2
(Sample Contractor Performance Evaluation), Exhibit 3 (JRS Requirement).

Fiscal Year. “Fiscal Year” means the Participating State’s Fiscal Year, which begins on July 1
of each calendar year and ends on June 30 of the following calendaryear.

Goods. “Goods” means Contractor's hardware delivered to the Ordering Entity and Contractor
software (which is any programming code provide by Contractor to Ordering Entity as a standard
product, also including microcode, firmware and operating system software).

Institution of Higher Education (IHE). “Institution of Higher Education” means a university or
college located in the State of Colorado, which is supported by the Participating State.

Licensed Software. “Licensed Software” means software that is licensed by Contractor to the
Ordering Entity through the execution of a separate license agreement that contains terms and
conditions that are acceptable to the Ordering Entity.

Non-Profit Organization (NPO). “Non-Profit Organization” means entities that have 501(c)(3)
status under the US Internal Revenue Code, are recognized as “in good standing” by the
Colorado Secretary of State office, and receive funding from federal, state, or local
governmental sources with which to make purchases. A NPO must submit an annual application
and be approved by the State Purchasing Office to make purchases from Master Agreement
Contractors (as defined in the NASPO ValuePoint Master Agreement).

Open Source. “Open Source” means software for which the original source code is made freely
available and may be redistributed and modified without permission from Contractor or any other
individual or entity.

Order. “Order” means any purchase order, delivery order, contract, or other authorized
commitment voucher used by an Ordering Entity to Order the Goods or Services priced in the
Addendum. An Order amended consistent with the requirements of any Ordering Entity shall also
be governed by the same terms and conditions presented in this Addendum.

Ordering Entity. “Ordering Entity” means a Colorade State Agency in the Executive Branch of
Colorado State government; an Other State Department; an Institution of Higher Education, a
Political Subdivision, an eligible Non-Profit Organization, and any other entity (including a
cooperative) authorized by Colorado statutes and the SPO to place Orders with Contractor.

Ordering Entity Records. “Crdering Entity Records" means information, data, records, and
documentary materials belonging to an Ordering Entity regardless of physical form or
characteristics, including but not limited to any public Ordering Entity Records, non-sensitive
Ordering Entity data, and other information or data concerning individuals that is not deemed
confidential but nevertheless belongs to an Ordering Entity, which has been communicated,
furnished or disclosed by an Ordering Entity to Contractor which (i) is subject to disclosure
pursuant to the Colorado Open Records Act, CRS §24-72-200.1, et seq_; (ii) is already known to
Contractor without restrictions at the time of its disclosure by Contractor; (ili} is or subsequently
becomes publicly available without breach of any obligation owed by Contractor to an Ordering
Entity; (lv) is disclosed to Contractor, without confidentiality obligations, by a third Party who has
the right to disclose such information; or (v} was independently developed without reliance on any
Confidential Information. Ordering Entity Records does not include Technical Remote or Offsite
Support information.

Other State Departments. “Other State Departments” means the Department of Law, the State
Treasurer, the Judicial Department, the Secretary of State, the State Legislature and any other
State Ordering Entities that are not governed by the State Procurement Code.

Party or Parties. “Party” means the Participating State or Contractor, and “Parties” means both
the State and Contractor.

Political Subdivision (PS). “Political Subdivision” means any non-State governmental entity such
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as cities, towns, counties, and special districts such as school, fire, water, transportation, etc.

operating within the State of Colorado.

V. Review. "Review” means examining Contractor's Work to ensure that it is adequate, accurate,
correct and in accordance with the criteria established in §4 (Statement of Work), §15 (Statewide
Contract Management System), and in any Order.

W. Services. “Services” means the labor required to be performed by Contractor pursuant to this
Addendum and an Order.

X. State Agencies. “State Agencies” means the departments, divisions, commissions, boards,
bureaus and institutions in the executive branch of Colorado State government (which do not
include the Judicial Department, Depariment of Law, the Secretary of State, the State Treasurer,
the State Legistature, State-supported Institutions of Higher Education.

Y. State Data and Records. “State Data and Records” means information, data, records, and
documentary materials belonging to the State regardless of physical form or characteristics,
including but not limited to any public State records, non-sensitive State data, and other
information or data concerning individuals that is not deemed confidential but nevertheless belongs
to the State, which has been communicated, furnished or disclosed by the State to Contractor
which (i) is subject to disclosure pursuant to the Colorado Open Records Act, CRS §24-72-200.1,
et seq.; (i) is already known to Contractor without restrictions at the time of its disclosure by
Contractor; {iii) is or subsequently becomes publicly available without breach of any obligation
owed by Contractor to the State; (iv) is disclosed to Contractor, without confidentiality obligations,
by a third Party who has the right to disclose such information; or (v) was independently developed
without reliance on any Confidential information. State Data and Records information does not
include Technical Remote or Offsite Support Information.

Z. State Ordering Entities. “State Ordering Entities” means State Agencies, Institutions of Higher
Education, and Other State Departments.

AA. State Purchasing Office or SPO. “State Purchasing Office” or “SPO" means the Colorado State
Purchasing Office, a unit of the Colorado Department of Personnel & Administration.

BB. Subcontractor. “Subcontractor” means, in the event subcontracting by the Contractor is
authorized, a third Party, if any, engaged by Contractor to aid in performance of its obligations
under this Addendum.

CC. Technical Remote or Offsite Support Information. “Technical Remote or Offsite Support
Information” means information that may be accessed by Contractor remotely to support,
diagnose, or monitor Contractor products that are under warranty or maintenance. Technical
Remote or Offsite Support Information includes information such as diagnostic information that
monitors components for potential failure, environmental information such as power, temperature
or battery health, or performance monitoring information, such as log files. Technical Remote or
Offsite Support Information does not and shall not include Confidential Information, Ordering Entity
Records, or State Data and Records.

DD. User Equipment. “User Equipment” means any hardware, software, equipment, or other products
available under this Addendum.

EE. Work. “Work” means the Services Contractor is required to provide to fulfill its obligations under a
Statement of Work.

FF. Work Product. “Work Product™ means the tangible or intangible results of Contractor's Work,
including but not limited to, software (not previously owned by Contractor), research, reports,
studies, data, photographs, negatives or other finished or unfinished documents, drawings,
models, surveys, maps, materials, or work product of any type, including drafts, prepared,
developed, originated or reduced to practice by Contractor under this Addendum and provided as
a Deliverable.

3. TERM

A. Initial Term - Work Commencement. The Parties’ respective performances under this
Participating Addendum shall commence on the Effective Date and shall terminate on the date on
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which the NASPO ValuePoint Master Agreement terminates, unless this Contract is terminated

earlier as described in this Participating Addendum or the State cancels its participation as
described in the Master Agreement (the “Term").

B. Extension of Term. If the term of NASPO ValuePoint Master Agreement is extended for any
reason, then that extension shall be automatically incorporated in this Participating Addendum and
the Term of this Participating Addendum shall be automatically modified to account for that
extension, so long as such extension complies with the Colorado Procurement Code.

4, STATEMENT OF WORK

A. Completion. Contractor shall complete the Work and its other obligations as described herein and
in accordance with any Order issued by an Ordering Entity. The Participating State shall not be
liable to compensate Contractor for any Work performed on an Order placed prior to the Effective
Date or after the termination of this Addendum. Further, the State shall not be held liable to
compensate Contractor for any Work performed on an Order placed by a non-State Ordering
Entity.

B. Employees. All persons employed by Contractor or Subcontractor to perform Work under this
Addendum shall be Contractor's or Subcontractor's employee(s) for all purposes hereunder and
shall not be employees of the Participating State for any purpose as a result of this Addendum.

C. Pricing and Price Changes
i. The SPO reserves the right to publish any pricing on the State Price Agreements web
location, for use by Ordering Entities.

ii.  Pricing that is listed in the State Price Agreement is Ceiling Pricing. Contractor may offer lower
pricing to Ordering Entities; likewise, Ordering Entities shall have the option to negotiate lower
pricing with Contractor.

D. Performance. Contractor shall become familiar with individual Ordering Entity rules and
regulations, as identified by Ordering Entities, regarding procurement and fiscal rules, delivery
requirements, and other relevant procedures, and shall comply with any Executive Orders of the
Governor of the Stale, and any other judicial or administrative decisions regarding the State of
Colorado.

E. Customer Service Representatives. Contractor shall provide each Ordering Entity utilizing the
Addendum with contact information for customer service representatives assigned to handle
questions and resolve all problems that arise with any Orders. Service representatives shall be
available, at a minimum, from 8:00 a.m. to 5:00 p.m., Mountain Time, Monday through Friday
(State holidays excepted). Contractor shail also provide a list of customer service contacts to the
Participating State’s principal representative identified in §5 of the Addendum or successor, and
shall provide notice when any updates are made to this fist. Customer service representatives shall
be available by phone (via local or toll free number), fax, or email during the required times.
Contractor shall also provide an emergency number and contact for after hours use. All customer
service representatives shall have online access to account information and be able to provide a
timely response to inquiries concerning the status of Orders (shipped or pending), delivery, back-
Orders, Addendum pricing, category discounts, product availability, product information, account
and billing questions, and Addendum compliance requirements.

F. Subcontracting. Contractor may subcontract to Subcontractors the performance of Services and
supply of Goods, however Contractor shall remain the primary Contractor fully accountable to the
Participating State for assuring that its Subcontractors comply with the terms of this Addendum.

G. PERA. State Ordering Entities are Colorado PERA affiliated employers. In the event billable
personal Services are performed for State Ordering Entities by the Contractor, pursuant to CRS
§24-51-1101(2), the Contractor must notify in writing (email is acceptable) the State Ordering
Entity's representative listed on the Order within fifteen (15) calendar days from the date of receipt
of any Order if the Services to be provided are being or will be performed by a PERA retiree (as
defined at CRS §24-51-101).

H. Resolution of Performance Issues. Ordering Entities have the authority and discretion to resolve

performance issues with Contractor. Contractar is required to first meet with the Ordering Entity
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and its purchasing office to resolve issues once an Ordering Entity has given notice of a
performance issue. If resolution cannot be reached, then Contractor and the Ordering Entity shall
contact the SPO in writing to request assistance in reaching resolution to the satisfaction of all
Parties involved. Contractor’s failure to provide satisfactory performance after receiving notice of a
performance issue may be sufficient cause for Ordering Entities to give notice of breach to
Contractor and to terminate Orders they have placed. Contractor shall convey any notice of breach
it receives to the SPO via email within five (5} business days of receipt thereof.

Marketing Notices. Prior to any distribution, Contractor must submit to SPO for advance written

approval all Contractor marketing notices and literature intended for distribution to Ordering

Entities utilizing the Addendum. Maintenance of mailing lists and the production and distribution of

pre-approved marketing notices and literature is the Contractor's responsibility and shall be at

Contractor's expense.

HIPAA

i The Health Insurance Portability and Accountability Act of 1996 (HIPAA) Public Law 104-
191 governs the exchange of certain health data and the privacy and security of certain
health information. All Work performed by Contractor and any Subcontractors must be in
compliance with the Health insurance Portability and Accountability Act of 1996.

il. The Ordering Entity is responsible for notifying the Contractor in writing when placing a
HIPAA-related Order. HIPAA Standards/Final Rules are posted on the Department of Health
and Human Services (DHHS) website.

Training. Contractor shall provide to Ordering Entities at no additional cost all necessary training
on all aspects of ordering, online ordering, product delivery, product returns, and customer service
processes. Further, Contractor shall provide Ordering Entities, as applicable, training and
information on the use of products, including their energy efficiency; new features; opportunities for
manufacturer/certified set up and training; green “EPP"; and other Services that are offered or
available.

Procurement Card. Contractor shall have the capability to accept procurement “credit” cards.
Contractor shall have industry standard security protocol including storage of data, ordering
security, and data file security.

. Contract Management. Contractor shall provide Contract management and sales support to the

Participating State and to each Ordering Entity. Contractor shall designate a representative(s) who
shall have primary responsibility for management of this Addendum. Contractor shall notify the
State’s principal representative identified in §5 of the Addendum or successor of any change in
designated representative(s).

Orders. Ordering Entities shall place Orders with Contractor for Goods and/or Services on an "as-
needed" basis. Orders shall be placed consistent with the terms of this Addendum during the term
specified in §3 {Term). Each Ordering Entity shall identify and utilize its own appropriate
purchasing procedure and documentation. Contractor shall not begin Work without a valid Order
number. State Agencies, State-funded Institutions of Higher Education and Other State
Departments shall ensure that no Orders are placed before a valid Delivery Order or Contract is in
place and shall comply with the purchasing requirements described in State Fiscal Rule 2-2-4
{(Orders for Services in excess of $100,000 shall utilize a State Contract and encumbrance of
Contract Funds), unless exempt or waived by the State Controller's Office. The State of Colorado
shall not be liable for payment of Orders placed by non-State Ordering Entities and Contractor
shall not seek compensation from the State of Colorado for such Orders. Contractor shall furnish
all communications concerning administration of Orders solely to the purchasing officer within the
relevant Ordering Entity’s purchasing office, or to such other individual identified in writing in the
Order. All Orders and Contractor invoices for Goods and/or Services issued pursuant to this
Addendum, at a minimum, shall include:

i Order date, when the Order is being placed by the Ordering Entity,
il. A brief description of the Goods and/or Services being purchased, including line item
descriptions, item numbers, quantity ordered; quantity to be included in shipments, unit
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costs, rates (when applicable), and totals,
iii. The location (delivery address) and requested time of delivery or performance,
iv. The billing address,

v.  The complete name of the Ordering Entity, including the name, phone number, and address
of the Ordering Entity's purchasing officer or representative,

vi. The State of Colorade Addendum Number: 20160000000000000113, and
vii. The NASPO ValuePoint Master Agreement Number: MNWNC-121.

Delivery. Unless otherwise agreed in writing, any Goods and/or Services ordered pursuant to this
Addendum shall be delivered freight on board (F.0.B.) destination to the location specified in the
Order. The Ordering Entity shall not be deemed to have accepted any Goods and/or Services until
such has been inspected in accordance with Order specifications and are accepted by the
Ordering Entity. Title to Goods shall pass to the Ordering Entity or the leasing company in the case
of a lease, upon acceptance of delivered items.

Forced Substitutions. Forced substitutions are not allowed. If an ordered Good is out of stock,
the Contractor shall notify the Ordering Entity in writing (emall is acceptable) and request prior
approval before substituting for the out-of-stock item. Contractor’s request to substitute must
explain how the substituted Good compares with the out-of-stock item. If a Good is discontinued,
Contractor must provide a written substitution policy and notify the Participating State's principal
representative identified in §5 of the Addendum or successor of the policy and change. Any
substitution offered must remain within the scope of this Addendum.

. Termination of an Order by Ordering Entities. An Ordering Entity through its designated

procurement officer or other authorized representative, may terminate an Qrder for default, which
shall not terminate this Addendum, without additional notice of termination from the Participating
State. Such termination shall be governed by this §4.Q.

i Default

a) If Contractor refuses or fails to perform any of its obligations under the provisions of an
Order, with such diligence as will ensure its completion within the time specified in the
Order, the Ordering Entity's procurement officer may notify Contractor in writing of the
non-performance.

b) If such breach is not corrected within thirty (30) days of issuance of notice, or if, due to
Contractor’s actions or inactions, performance would be of no value to the Ordering
Entity, the procurement officer may terminate Contractor's right to proceed with the
Order or such part of the Order as to which there has been such delay or a failure to
properly perform. Contractor shall continue performance of the Order to the extent it is
not terminated.

ii. Contractor's Duties. Notwithstanding termination of the Order, and subject to any directions
from the procurement officer, Contractor shall take timely, reasonable, and necessary action
to protect and preserve property in the possession of Contractor in which the Ordering Entity
has an interest (if any).

ilt. Compensation. The Ordering Entity may withhold amounts due to Contractor as the
procurement officer deems necessary to protect the Ordering Entity against loss because of
outstanding liens or claims of former lien holders and to reimburse the Ordering Entity for the
extra costs incurred in procuring substitute Goods and/or Services.

iv. Erroneous Termination for Default by a State Ordering Entity. If after notice of
termination of Contractor's right to proceed under the provisions of this §4.Q, it is determined
for any reason that Contractor was not in breach under the provisions of this section, or that
the delay was excusable, the rights and obligations of the State Ordering Entity and the
Contractor shall be the same as if the notice of termination had been issued pursuant to
termination for the public interest §4.Q.v. below.

v.  Termination of an Order for the Public Interest. Unless otherwise agreed, a State
Ordering Entity procurement officer, when the interests of the Participating State so require,
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may terminate any Order, in whole or in part, for the public interest of the State, provided

only that such termination will not relieve the State Ordering Entity from its obligations with

respect to any Goods and/or Services already delivered to or used by such Ordering Entity.

The procurement officer shall give at least thirty (30) days prior written notice of the

termination to Contractor, specifying the part of the Order terminated and when termination

becomes effective. Termination for the public interest of all or any portion of an Order shall
not constitute a breach of this Addendum by an Ordering Entity or the Participating State.

a) Contractor's Obligations. Contractor shall incur no further obligations in connection
with the terminated Order on or after the date set in the notice of termination. Contractor
will stop Work to the extent specified. Contractor must still complete and deliver to the
State Ordering Entity the portion of the Order not terminated (if any) by the notice of
termination.

b) Compensation. Upon termination of an Order by a State Ordering Entity, Contractor
shall be entitled to compensation as follows:

1. Contractor shafl submit a termination claim specifying the amounts due because of the
termination for the public interest together with cost or pricing data bearing on such
claim.

2. The Ordering Entity shall pay Contractor an amount which bears the same ratio to the
total reimbursement under the Order as Contractor’s obligations that were satisfactorily
performed bear to the total obligations set forth in the Order, less payments previously
made. Additionally, if a terminated Order is less than sixty (60} percent completed, the
State Ordering Entity may reimburse Contractor for a portion of actual out-of-pocket
expenses (not otherwise reimbursed under such Order) incurred by Contractor which
are directly attributable to the uncompleted portion of Contractor’s obligations
hereunder; provided that the sum of any and all reimbursement shall not exceed the
maximum amount payable to Contractor under such Order.

R. Internet Ordering, E-Commerce and Web Catalog, Electronic Data Storage, and Catalogs
Maintenance of its internet, e-commerce and web catalog, elecironic data storage, and catalogs is
the Contractor’s responsibility and shall be at Contractor's expense.

L Internet Ordering. As applicable, Contractor shall provide internet catalogs accessible to all
Ordering Entities, provide a URL link and Colorado “splash” page or landing page with link to
the SPO State Price Agreement web location, designate market basket items in its on-line
catalogs for ease of ordering, identify a symbol or marking used to identify market basket
items, and upon request indicate all environmental preferable products (EPP).

ii. Electronic Data Storage. Contractor must have the capability of electronic data storage and
a back-up system in the unlikely event that the main information storehouse becomes
unusable. Contractor shall have industry standard security protocol including storage of data,
ordering security, and data file security.

S. Catalogs. Contractor must provide paper and/or computer media catalogs to any Ordering Entity,
upon request for the duration of this Contract.

T. Order for Leased Goods. An Ordering Entity may place an Order for Goods to be leased from a
third Party leasing company. The Crdering Entity must have been approved for the lease by the
leasing company when placing the Order. The Order will provide for payment of the Goods by the
leasing company at the time the lease is executed by the Ordering Entity and the leasing company
and the Ordering Entity accepts the Goods covered by the lease. The Contractor shall convey title
to the Goods, and any applicable warranties, to the leasing company upon payment of the Order
by the leasing company.

5. TAXES and PAYMENTS TO CONTRACTOR

A. Taxes and Tax Exemption Status

I The Participating State and State Ordering Entities are exempt from all federal excise taxes
under the US Internal Revenue Code (IRC) Chapter 32 (Certificate of Registry No. 84-
730123K) and from all Colorado State and local government sales and use taxes under CRS
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§39-26-101 and 201 et seq. Such exemptions apply when Goods are purchased or
Services are rendered to benefit the State. Contractor Iis hereby notified that when products
or Services are purchased for the benefit of State Ordering Entities, some Political
Subdivisions (e.g., City and County of Denver) may require payment of sales or use taxes
even though the product or service is provided to the State or a State Ordering Entity.
These sales or use taxes will not be reimbursed by the State Ordering Entity, nor will any
prices or rates in this Contract be adjusted on account of such taxes.

For the purpose of establishing this Addendum, the SPO'’s FEIN is 84-0644739, however
different Ordering Entities may have their own Federal Employer Identification Numbers. The
Participating State’s tax exemption number is 98-02565-0000, however, different Ordering
Entities may have their own tax exemption numbers as well. The Contractor shall be
responsible for requesting and obtaining each Ordering Entity's FEIN and tax exemption
number, and documentation at the time an Order is placed or upon Contractor’s request. The
Participating State is not liable for any taxes assessed against Contractor for franchise or
licensing, or related to the income of the Contractor. No taxes of any kind shall be charged to
the Participating State.

Payments to Contractor

An Ordering Entity issuing a valid Order shall be bound by the terms and conditions of this
Addendum, including, without limitation, the obligation to pay Contractor for Goods and/or
Services in accordance with the provisions of this §5, using the methods set forth below.

The State of Colorado shall not be liable for payment of Orders placed by a non-State
Ordering Entity nor shall the Contractor seek compensation from the State of Colorado
for such Orders.

Invoicing/Billing

Invoices

a) Contractor shall have an accounting and billing system and provide Ordering Entities
with an invoice when purchases are made. Contractor shall invoice Ordering Entities for
Goaods and/or Services provided to and accepted by the Ordering Entity, at the prices as
provided pursuant to the Master Agreement, as amended. A statement showing
transactions for a period is not an invoice, though the Contractor may provide such
documents as information to the Ordering Entity on a regular basis or upon the request
of an Ordering Entity. Unless otherwise specified in the Order, Ordering Entities will pay
Contractor based on submission of invoices to the Ordering Entity that detail the dates,
quantity, and description of Goods delivered and/or Services performed, the billing rate,
the Order number, the Price Agreement number and the NASPO ValuePoint Master
Agreement number. Incorrect payments to Contractor due to omission, error, fraud, or
defalcation may be recovered from the Contractor by deduction from subseguent
payments due under Orders or other Contracts between the Ordering Entity and the
Contractor.

b) The terms and conditions on any invoice, statement, Contractor time sheet, or other form
(e.g. Contractor's website and/or online terms), including, but not limited to,
indemnification, limitation of liability, or canceliation fees, shall be void and of no effect
against the Participating State or any Ordering Entity. The Contractor's and Ordering
Entities’ rights and obligations shall be governed solely by the terms and conditions of
this Addendum and the Master Agreement. Any Ordering Entity employee's signature on
Contractor's forms shall be effective only to establish receipt of Goods or Services. The
Contractor shall provide a toll free number for Ordering Entity inquiries on billing
problems.

Renewal of Agreement. In the event of renewal of this Addendum, or any amendment of its
terms (including prices), unless otherwise specified in an Order, the Contractor shall provide
Goods and/or Services in accordance with the terms of the Addendum current at the time of
an Order, and invoice the Ordering Entity at the pricing in effect at the time the Order was
placed.
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Remittance. Ordering Entities will remit payments by mail or via State procurement credit
cards or as otherwise agreed by Contractor and such Ordering Entities. The Ordering
Entities shall send payments to Contractor or Contractor’s authorized reseller at the address
shown on the invoice if it is the same address recorded in this Addendum or subsequently
provided to SPO in writing. Contractor must provide written notice (email is acceptable) of a
remittance change fo the SPO within five (5} business days of a change.

Payment by State Ordering Entities; Interest. Contractor shall allow State Ordering
Entities a minimum of thirty (30) days after receipt of an invoice to pay for products or
services provided by Contractor. State law and regulations provide that State payments
made within forty-five (45) days are not considered delinquent, and unless otherwise agreed,
State Ordering Entities will pay interest on any unpaid balance beginning on the 46th day at
the rate of one (1) percent per month on any unpaid balance until paid in full; provided,
however, that interest shall not accrue on unpaid amounts that are the subject of a good faith
dispute regarding the obligation to pay all or a portion of the liability, Contractor shall invoice
State Ordering Entities separately for accrued interest on delinquent amounts due. The
billing shall reference the delinquent payment, the number of day's interest to be paid, and
the applicable interest date. (§24-30-202(24), CRS., as amended.)

Payment By Colorado Political Subdivisions, Non-Profit Organizations, or Other non-
State Eligible Entities. For Orders placed by non-State Ordering Entities {Political
Subdivisions, Non-Profit Organizations, or other non-State eligible entities), terms for
payment shall be specified in the written Orders. Contractor shall invoice non-State Ordering
Entities directly. Ordering Entities generally remit payment in a timely manner within thirty
(30} days of invoice; however, it is the Contractor’s responsibility to confirm all payment
terms with each non-State Ordering Entity at the time an Order is placed.

Maximum Amount. State Ordering Entities shall place Orders with the Contractor using a
purchase or Delivery Order, or State Contract as required by Participating State law,
regulations, and the State Fiscal Rules. All non-State Ordering Entities shall place Orders
with a Purchase Order or other Contracting document acceptable to the Contractor. The
maximum amount payable under this Addendum shall be determined by the amount of
Orders placed and other Contracting documents. No Contract Funds will be encumbered by
the State Department of Personnel & Administration against this Addendum unless an Order
is placed by that agency. Ordering Entities shall state the maximum amount available for the
purchase of Goods and/or Services under each Order.

Advance, Interim and Final Payments. Any advance payment allowed under any Order
issued by a State Agency against this Addendum shall comply with State Fiscal Rules and
be made in accordance with the provisions of this Addendum and such Order. Non-State
Ordering Entities may have their own fiscal procedures regarding advance payments, which
may be agreed upon in writing between the non-State Ordering Entity and the Contractor.
Available Funds-Contingency-Termination
a) State Ordering Entities are prohibited by law from making commitments beyond the term
of the Participating State's current Fiscal Year. Therefore, Contractor's compensation
beyond the Participating State’s current Fiscal Year is contingent upon the continuing
availability of State appropriations as provided in the Colorado Special Provisions, §18
hereol. If federal funds are used to fund Work ordered by State Ordering Entities under
this Addendum, in whole or in part, the Participating State’s performance hereunder is
contingent upon the continued availability of such Contract Funds. State Ordering
Entities shall only make payments for Work ordered by a State Ordering Entity under this
Addendum from available State Ordering Entity Contract Funds that have been
encumbered for that Work, and the State Ordering Entity's liability for such payments
shall be limited to the amount remaining of such encumbered Contract Funds. If
Participating State or federal funds are not appropriated, or otherwise become
unavailable to fund any Order placed by a State Ordering Entity under this Addendum,
the State Ordering Entity may terminate the Order immediately, in whole or in part,
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without further liability in accordance with the provisions hereof.

b) A Political Subdivision Ordering Entity may have its own fiscal requirements regarding
available funds for payment of Orders, which may be agreed upon in writing between the
non-State Crdering Entity and the Contractor.

Erroneous Payments

a) Atthe Participating State's sole discretion, State Ordering Entity payments made to the
Contractor in error for any reason, including, but not limited to, omission, error, fraud, or
defalcation, over payments or improper payments, and unexpended or excess funds
received by Contractor, may be recovered from Contractor by deduction (set-off) from
subsequent payments under this Addendum or other Contracts, grants or Agreements
between the Participating State and Contractor or by other appropriate methods, or
collected as a debt due to the State. Such funds shall not be paid to any person or entity
other than the State.

b) Non-State Ordering Entities may have their own fiscal requirements regarding erroneous
payments, which may be agreed upon in writing between the non-State Ordering Entity
and the Contractor.

Discount/Delinquency Period. Any applicable cash discount period or delinquency period
shall start from the date of receipt of an acceptable invoice, or from the date of receipt of
acceptable Goods or Services at the specified destination by an authorized Ordering Entity
representative, whichever is later.

6. REPORTING - NOTIFICATION

Reports required under this §6 shall be in accordance with the procedures of, and in such form as,
prescribed by the Participating State, as applicable. Contractor’s failure to provide these reports shall
constitute cause for canceilation of this Addendum and may disqualify Contractor from the award of
future awards by the Participating State.

A. Performance, Progress, Personnel, and Funds. If and as required under §15 (Statewide
Contract Management System), State Ordering Entities shall submit a report to the Contractor
upon expiration or termination of their Order(s), which shall contain an Evaluation and Review of
Contractor's performance and the final status of Contractor's obligation hereunder, in a form
substantially equivalent to Exhibit 3 (Sample Contractor Performance Evaluation).

B. Volume Reports. The Participating State intends to use the centralized method of tracking
volume. Contractor shall furnish the SPO sales/volume reports within thirty (30) calendar days
after the end of each calendar quarter. The quarter periods are: January 1 to March 31, April 1 to
June 30, July 1 to September 30, and October 1 to December 31, of any given year.

.

Contractor must provide SPO a report detailing its total sales to all Ordering Entities within
the Participating State, each reporting period. The Volume detail report, for the quarter being
reported, shall contain the foliowing: the date of each sale, Ordering Entity name, the items
purchased, quantity, unit price, extended cost (quantity x unit price), list price per unit,
extended list cost (quantity x list price/unit), and savings (extended list cost minus extended
list cost). Additionaily, Contractor must provide a summarized report in a form substantially
equivalent to Exhibit 2 (Sample Summary Contractor Volume Report) attached hereto
and incorporated herein, and in a format requested by the SPO such as an Excel
spreadsheet. Reports shall be sent via email to the Primary Contact identified in §5 of the
Addendum or assigned successor. Specifically, the reports must include:

a) Total Sales Dollars. Total spent by each Ordering Entity every quarter.

b) Total Regular (List) Cost of Total Sales. Total of the extended list cost by each
Ordering Entity.

¢) Total Estimated Cost Savings. Total estimated cost savings (total sales minus extended
list cost = savings) by each Ordering Entity.

d) Total Paid by Procurement Card. Total sales made by a procurement “credit’ card by
each Ordering Entity.
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e) Total Green Sales. Total Green sales, meaning sale of Environmentally Preferable

Products, as amended, by each Ordering Entity. (Environmentally Preferable Products,
including applicable discount savings, are defined in the State’s Environmentally
Preferable Purchasing Policy. In most cases, “Green” products have been third Party
registered or certified as such by EPA, NFP, Energy Star, LEED, etc.)

f) Amount of NASPO ValuePoint Administration Fee. The amount of the NASPO
ValuePoint Administration Fee due to the Participating State.

il.  Inthe event a quarterly report submitted by the Contractor contains discrepancies, when
notified by the Participating State, the Contractor shall make necessary modifications, which
may include adjustments to the Ordering Entity's account profile, and resubmit reports in a
timely manner.

Additional Reports

l Contractor also shall provide a comprehensive sales history at the end of each anniversary
year of this Addendum, or within thirty (30) calendar days of request from the SPO. The
comprehensive sales reports shall set forth, at a minimum, the name of each Ordering Entity,
the Orders placed, the quantity of Goods and/or Services purchased, a description of the
Goods and/or Services, the unit price or hourly rate charged, the extended dollar amount
spent, and the overall total amount spent for the period.

il.  If requested, Contractor also shall provide detailed reports of the type described above
relating to that Ordering Entity, and shall provide any additional reporting as requested.

Performance Outside the State of Colorado and/or the United States

[In the event Coniract Funds of a State Ordering Entily subject to the Procurement Code include
any federal funds, the State Ordering Entity shall notify the Contractor thereof and this clause will
not be applicable]. Following the Eifective Date, Contractor shall provide written notice to the
Participating State, in accordance with §5 of the Addendum, within twenty (20) days of the earlier
to occur of Contractor’s decision to perform, or its execution of an Agreement with a Subcontractor
to perform, Services for State Ordering Entities Subject to the Procurement Code outside the State
of Colorado and/or the United States. Such notice shall specify the type of Services to be
performed outside the State of Colorado and/or the United States and the reason why it is
necessary or advantageous to perform such Services at such location or locations. All notices
received by the Participating State pursuant to this §6.D shall be posted on the Colorado
Department of Personnel & Administration’s website. Knowing failure by Contractor to provide
notice to the State under this §6.D shall constitute a material breach of this Contract. This provision
is applicable when providing Services under a Statement of Work.

Litigation Reporting. Within ten (10) days after being served with any pleading in a legal action
filed with a court or administrative agency, related to this Addendum or which may affect
Contractor's ability to perform its obligations hereunder, Contractor shall notify the SPO in writing
(email is preferable) of such action and deliver copies of such pleadings to the Participating State's
principal representative as identified in §5 of the Addendum. If the Participating State's principal
representative is not then serving, such notice and copies shall be delivered to the Executive
Director of the State Department of Personnel & Administration.

Noncompliance. Contractor's failure to provide reports and notify the Participating State in atimely
manner in accordance with this §6 may result in the delay of payment of State funds and/or
termination as provided under this Addendum.

. Administration Fees

L The Colorado General Assembly has authorized the State Purchasing Office to collect a fee
for the administration of statewide Contracts. On a quarterly basis, Contractor shall return to
the Participating State, a fee of one (1) percent of the total sales within the State by all
Ordering Entities during that quarter, in order to assist with the cost of Contract
administration by the State. The Contractor shall remit the administration fee to the
Participating State within thirty (30) days of the end of each quarter.

ii. Fees shail be made payable to the State of Colorado via a check submitted to the State's
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Primary Contact identified in §5 of the Addendum or successor. The quarter periods and
report/payment submission dates of any given year are as follows:

a) Quarter End Dates: (1) January 1 to March 31, (2) April 1 to June 30, (3) July 1 to
September 30, and (4) October 1 to December 31.

b) Payment and Report Due Dates: (1) April 30, (2) July 30, (3) October 30, and (4)
January 30.

7. CONTRACTOR RECORDS

A. Maintenance and Record Retention Period. Contractor shall make, keep, maintain, and allow
inspection and monitoring by the Participating State and its Office of Information Security (OIS) of
a complete file of all records, documents, communications, notes and other written materials,
electronic media files, and communications, pertaining in any manner to the Order or the delivery
of Goods and/or Services hereunder. Contractor shall maintain such records until the last to occur
of: (i) a period of three (3) years after the date this Addendum expires or is sooner terminated, or
(1) final payment is made hereunder, or {iii) the resolution of any pending Addendum matters, or
(iv) if an audit is occurring, or Contractor has received notice that an audit is pending, until such
audit has been completed and its findings have been resclved (collectively, the “Record Retention
Period").

B. Inspection. Contractor shall permit the Participating State, OIS, the federal government, and any
other duly authorized agent of a governmental agency, to audit, inspect, examine, excerpt, copy
and/or transcribe Contractor's records related to this Addendum during the Record Retention
Period to assure compliance with the terms hereof or to evaluate performance hereunder. The
Participating State and OIS reserve the right to inspect the Work at all reasonable times and
places during the term of this Addendum, including any extensions or renewals. If an Order fails to
conform to the requirements of this Addendum, the Participating State, OIS, and the relevant
Ordering Entity may require Contractor to promptly bring such Order into conformity with
Addendum requirements, at Contractor’s sole expense. If the Order cannot be brought into
conformance by re-performance or other corrective measures, the Participating State, OIS, or the
relevant Ordering Entity may require Contractor to take action necessary to ensure that future
performance conforms to Addendum requirements, and may exercise the remedies available
under this Addendum, at law or in equity, in lieu of or in conjunction with such corrective measures.

C. Monitoring. Contractor shall permit the Participating State, O!S, the federal government, and
governmental agencies having jurisdiction, in their sole discretion, to monitor all activities
conducted by Contractor pursuant to the terms of this Addendum using any reasonable procedure,
including, but not limited to: internal Evaluation procedures, examination of program data, special
analyses, on-site checking, formal audit examinations, or any other procedures. All monitoring
controlled by the Participating State shall be performed in a manner that shall not unduly interfere
with Contractor's performance hereunder.

D. Final Audit Report. If an audit is performed on Contractor's records for any Fiscal Year covering a
portion of the term of this Addendum, Contractor shall submit a copy of the final audit report to the
Participating State’s principal representative at the address specified herein. Contractor shall
ensure the provisions of this paragraph appiy to any subcontract related to performance under this
Addendum. Contractor shall, at Contractor’s sole expense, reconstruct any records not preserved
or retained as required by this paragraph.

8. CONFIDENTIAL INFORMATION-ORDERING ENTITY RECORDS
Contractor shall comply with, and shall cause each of its Subcontractors, and any other Party
performing Work under this Addendum, to comply with the provisions of this §8 if it becomes privy to
Confidential Information in connection with its performance hereunder.

A. Confidentiality. Contractor shall keep all Confidential information confidential at all times and
comply with all laws and regulations concerning confidentiality of Confidential information. Any
request or demand by a third Party for State Data and Records, Confidential Information, or
Ordering Entity Records and information in the possession of Contractor shall be immediately
forwarded to the Participating State's or Ordering Entity's principal representative.
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B. Notification. Contractor shall notify its agent, employees, Subcontractors and assigns who may
come into contact with Confidential Information that each is subject to the confidentiality
requirements set forth herein, and require them to comply with the obligations consistent with the
terms of this Addendum.

C. Use, Security, and Retention. Confidential Information, State Data and Records, and/or Ordering
Entity Records of any kind shall not be distributed or sold to any third Party or used by Contractor
or its agents in any way, except as authorized by this Addendum or approved in writing by the
Participating State or the Ordering Entity, as applicable. Contractor shall provide and maintain, if
applicable, and shall make commercially reasonable effort to adhere to the requirements of the
State, a secure environment that ensures confidentiality of all Confidential Information wherever
located. Confidential Information, State Data and Records, and/or Ordering Entity Records shall
not be retained in any files or otherwise by Contractor or its agents, except as permitted in this
Addendum or approved in writing by the Ordering Entity or the Participating State. All Confidential
Information shall be stored, processed, or transferred only in, or to, facilities located within the
United States.

D. Protection
1 If Contractor is given, stores, processes or transmits Confidential Information, State Data

and Records, and/or Ordering Entity Records Contractor shall implement and maintain
reasonable and appropriate administrative/organization, technical, and physical measures to
protect the security, integrity, confidentiality, and availability of Confidential Information, State
Data and Records, and/or Ordering Entity Records against unauthorized or unlawful access,
use, or disclosure. Notwithstanding anything to the contrary herein, in no event shall
Contractor be held liable or responsible for any inaccuracies or omissions contained in any
Pil or any other information at the time such data is received or accessed by or on behalf of
Contractor.

iii. If Contractor is allowed to possess, store, or transmit data outside of a State or an Ordering
Entity facility, Contractor shall provide the State or an Ordering Entity with access, subject to
Contractor's reasonable access security requirements, 7 days a week, 24 hours a day, for
the purpose of inspecting and monitoring access and use of Confidential Information, State
Data and Records, Ordering Entity Records, maintaining State or Ordering Entity systems,
and evaluating physical and logical security control effectiveness.

iil. Contractor, if it retains, stores, or is given Confidential Information, or State Data and
Records, or Ordering Entity Records, at all times shall maintain, and shall cause its
Subcontractor's to maintain all network, system, and application security, which includes
network firewalls, intrusion detection, and annual security testing, that comes into contact
with such data, if any.

iv.  Contractor, if it retains, stores, or is given Confidential Information, or State Data and
Records, or Ordering Entity Records, shall comply and shall cause its Subcontractor’s to
comply with applicable State and federal regulations and guidelines related to security,
confidentiality and auditing as reflected in this Addendum.

V. Contractor, if it retains, stores, or is given Confidential Information, State Data and Records,
or Ordering Entity Records shall ensure, and shall cause its Subcontractors to ensure, that
security is not compromised by unauthorized access to computers, programs, software,
databases, or other electronic environments and shall promptly report all breaches and
attempted breaches related to Confidential information, State Data Records, or Ordering
Entity Records to a representative of the Office of Information Security (OIS).

vi. Neither Contractor nor its Subcontractors shall have any rights to use or access any Office of
Information Technology (CIT) or other State agency data or information, except with the prior
written approval of OIT or the other State agency.

vii. Contractor shall review, on a semi-annual basis, the Colorado Cyber Security Program
(CCSP) posted at hitp://oit.state.co.us/ois, and its related documents, including its policies
and procedures to ensure compliance with the standards and guidelines published therein.
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viil. Contractor shall cooperate, and shall cause its Subcontractors to cooperate, with the

ix.

performance of security audit by OIS or its designee. Contractor agrees that, upon
reasonable request from the State or OIS from time to time during the term of this
Addendum, Contractor will confirm its continued compliance with this provision to the extent
applicable to the Services.

Contractor shall follow, and shall cause its Subcontractors to follow, the State's Data
Handling and Disposal policy, which can be found at http://oit.state.co.us/ois.

Contractor shall perform, and shall cause its Subcontractor's to perform, in a form
reasonably acceptable to the State or Ordering Entity, current background checks on all of
its respective employees and agents performing Services or having access to Confidential
Information, State Data and Records, and/or Ordering Entity Records provided under the
Addendum. A background check performed within thirty (30) days prior to the date such
employee or agent begins performance or obtains access shall be deemed to be current.

E. Security-Notice. Contractor is responsible for the security of all Confidential Information, State
Data and Records, and/or Ordering Entity Records provided to it by the State or an Ordering
Entity. If Confidential Information and/or State Data and Records are provided to Contractor or any
Subcontractor by the State or an Ordering Entity, Contractor shall comply with the State's Cyber
Security Policies, which the OIS has promulgated pursuant to CRS §24-37.5-401 through 406 and
8 CCR §1501-5. The Policies are posted at hitp://oit.state.co.us/ois.

F. Security Breach Remediation

Ii.

.

If Contractor becomes aware of a data security breach involving Confidential Information,
State Data and Records, and/or Ordering Entity Records that Contractor has received from
the State or an Ordering Entity (Security Breach), it shall notify the OIS, the State, and the
Ordering Entity without unreasonable delay and subject to applicable laws and regulations
cooperate with the State, the OIS, and the Ordering Entity regarding recovery, remediation,
and the necessity to involve law enforcement, if any. If it is determined that Contractor and
any of its Subcontractors are responsible for the Security Breach through negligent acts of
Contractor or its Subcontractor, Contractor shall be responsible for the reasonable costs of
any legally required notifications to individuals.

If Contractor, through its negligence, is the cause of the Security Breach, Contractor shall be
responsible for performing an analysis to determine the cause of the Security Breach, and
for producing a remediation plan to reduce the risk of incurring a similar type of breach in the
future. Contractor will assist the State, the OIS and the Ordering Entity in performing analysis
and developing a remediation plan for Security Breaches that occur while in compliance with
the State or Ordering Entity security policies.

Contractor shali take commercially reasonable efforts to present such analysis and
remediation plan to the State and the OIS within ten (10) days of notifying the State, the OIS,
and the Ordering Entity of the Security Breach. The State and/or the OIS reserve the right to
adjust this plan, in its sole discretion. If Contractor cannot produce the required analysis and
plan within the allotted time, the State and/or the OIS, in its sole discretion, may elect to
perform such analysis, produce a remediation plan, and Contractor shall reimburse the State
and/or the OIS for the reasonable costs thereof to the degree the Security Breach was due
to Contractor’'s negligence. Contractor shall not be responsible for the State and/or the OIS
reasonable costs if it was unable to perform such analysis that would allow development of a
remediation plan due to acts by the State and/or the OIS, including but not limited to,
limitations to access to systems and/or State or OIS personnel, etc.

G. Rights in Data, Documents, and Computer Software

Except to the extent specifically provided elsewhere in this Addendum, any software,
research, reports, studies, data, photographs, negatives or other documents, drawings,
models, materials, or Work Product of any type, including drafts, prepared by Contractor in
the performance of its obligations under this Addendum, shalf be the exclusive property of
the State or Ordering Entity and all Work Product shall be delivered to the State or Ordering
Entity by Contractor upon completion of an Order or termination thereof. The State's or
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