
  

NetApp Verified Architecture 

FlexPod Datacenter with NetApp MetroCluster 
NVA Deployment 

Aaron Kirk and Arvind Ramakrishnan, NetApp 

August 2016 | NVA-0030-DEPLOY| Version 1.0  

 

Reviewed by 



2 FlexPod Datacenter with NetApp MetroCluster © 2016 NetApp, Inc. All rights reserved. 

 

TABLE OF CONTENTS 

1 Program Summary................................................................................................................................ 5 

2 Solution Overview ................................................................................................................................ 5 

2.1 Solution Technology ....................................................................................................................................... 5 

2.2 Use Case Summary ........................................................................................................................................ 7 

3 Solution Architecture ........................................................................................................................... 8 

4 Technology Requirements .................................................................................................................. 8 

4.1 Hardware Requirements ................................................................................................................................. 8 

4.2 Software Requirements .................................................................................................................................. 9 

4.3 Infrastructure VLANs ..................................................................................................................................... 10 

4.4 Configuration Variables ................................................................................................................................. 10 

5 Deployment Procedures .................................................................................................................... 10 

5.1 Configuration Guidelines ............................................................................................................................... 10 

5.2 Configure Cisco Nexus 9372PX Switches .................................................................................................... 11 

5.3 Configure OTV to Span VLANs Between Two Sites ..................................................................................... 17 

5.4 Set Shelf IDs ................................................................................................................................................. 26 

5.5 Set Up ATTO FibreBridge 7500N ................................................................................................................. 26 

5.6 Set Up Cisco MDS 9396s ............................................................................................................................. 26 

5.7 Controllers Setup .......................................................................................................................................... 35 

5.8 Server Configuration ..................................................................................................................................... 47 

5.9 Storage ConfigurationðBoot LUNs and Igroups .......................................................................................... 91 

5.10 VMware vSphere 6.0 Setup .......................................................................................................................... 92 

6 Solution Verification ......................................................................................................................... 123 

6.1 Single Blade Failure .................................................................................................................................... 123 

6.2 Single Host Isolation ................................................................................................................................... 124 

6.3 Fabric Interconnect Reboot ......................................................................................................................... 126 

6.4 Storage Isolation ......................................................................................................................................... 126 

6.5 Full Data Center Isolation ........................................................................................................................... 127 

6.6 Storage Degradation in a Single Data Center ............................................................................................. 129 

6.7 Planned Switchover and Switchback .......................................................................................................... 130 

6.8 Full Storage Failure in a Single Data Center ............................................................................................... 132 

6.9 Volume Failure in a Single Data Center ...................................................................................................... 134 

6.10 Loss of a Data Center ................................................................................................................................. 134 

6.11 Full Compute Failure in a Data Center ........................................................................................................ 136 



3 FlexPod Datacenter with NetApp MetroCluster © 2016 NetApp, Inc. All rights reserved. 

 

7 Conclusion ........................................................................................................................................ 137 

Acknowledgements ................................................................................................................................ 137 

References ............................................................................................................................................... 138 

Appendixes .............................................................................................................................................. 138 

Configuration Variables ...................................................................................................................................... 138 

Cabling Details ................................................................................................................................................... 140 

LIST OF TABLES 

Table 1) Hardware requirements. ................................................................................................................................... 9 

Table 2) Software requirements. .................................................................................................................................... 9 

Table 3) Software requirements. .................................................................................................................................. 10 

Table 4) Site AðCisco Nexus 7004 OTV VDC connectivity. ........................................................................................ 18 

Table 5) Site AðCisco Nexus 7004 LAN VDC connectivity. ........................................................................................ 18 

Table 6) Site BðCisco Nexus 7004 OTV VDC connectivity. ........................................................................................ 18 

Table 7) Site BðCisco Nexus 7004 LAN VDC connectivity. ........................................................................................ 18 

Table 8) iSCSI LIFs for iSCSI IQN. .............................................................................................................................. 91 

Table 9) vNIC iSCSI IQNs for fabric A and fabric B. ..................................................................................................... 91 

Table 10) Single host failure in site A data center. ..................................................................................................... 123 

Table 11) Single host isolation in site A data center. .................................................................................................. 124 

Table 12) Fabric interconnect test details. .................................................................................................................. 126 

Table 13) Storage partition. ........................................................................................................................................ 126 

Table 14) Data center partition. .................................................................................................................................. 127 

Table 15) Disk shelf failure in site A data center. ....................................................................................................... 129 

Table 16) Planned switchover of storage. .................................................................................................................. 130 

Table 17) Full storage failure in site A data center. .................................................................................................... 132 

Table 18) Permanent device loss. .............................................................................................................................. 134 

Table 19) Full compute failure in site A data center. .................................................................................................. 135 

Table 20) Loss of site A data center. .......................................................................................................................... 136 

Table 21) Configuration variables. .............................................................................................................................. 138 

Table 22) Cisco UCS 5108 cabling. ........................................................................................................................... 140 

Table 23) Cisco UCS 6248UP cabling. ...................................................................................................................... 141 

Table 24) Cisco Nexus 9372 cabling. ......................................................................................................................... 141 

Table 25) NetApp AFF8040 cabling. .......................................................................................................................... 142 

Table 26) Cisco MDS 9396s cabling. ......................................................................................................................... 142 

Table 27) ATTO FibreBridge 7500N cabling. ............................................................................................................. 143 

LIST OF FIGURES 

Figure 1) FlexPod component families. .......................................................................................................................... 6 



4 FlexPod Datacenter with NetApp MetroCluster © 2016 NetApp, Inc. All rights reserved. 

 

Figure 2) Cisco OTV. ...................................................................................................................................................... 7 

Figure 3) FlexPod Datacenter with NetApp MetroCluster single site. ............................................................................. 8 

Figure 4) Cisco Nexus 9K and 7K connectivity for OTV. .............................................................................................. 17 

Figure 5) MetroCluster cabling diagram for a single site. ............................................................................................. 31 

Figure 6) Ports for FCVI zone. ...................................................................................................................................... 32 

Figure 7) Ports for storage zone #1. ............................................................................................................................. 32 

Figure 8) Ports for storage zone #2. ............................................................................................................................. 33 

Figure 9) Ports for storage zone #3. ............................................................................................................................. 33 

Figure 10) Ports for storage zone #4. ........................................................................................................................... 33 

Figure 11) Site A, node 1 disk assignment. .................................................................................................................. 35 

Figure 12) Single host failure in site A data center. .................................................................................................... 123 

Figure 13) Single host isolation in site A data center. ................................................................................................. 125 

Figure 14) Storage partition. ....................................................................................................................................... 127 

Figure 15) Data center partition. ................................................................................................................................. 128 

Figure 16) Disk shelf failure in site A data center. ...................................................................................................... 130 

Figure 17) Planned switchover of storage. ................................................................................................................. 131 

Figure 18) Full storage failure in site A data center. ................................................................................................... 133 

Figure 19) Permanent device loss. ............................................................................................................................. 134 

Figure 20) Full compute failure in site A data center. ................................................................................................. 135 

Figure 21) Loss of site A data center. ......................................................................................................................... 137 

 

 



5 FlexPod Datacenter with NetApp MetroCluster © 2016 NetApp, Inc. All rights reserved. 

 

1 Program Summary 

The NetApp Verified Architecture (NVA) program offers customers a verified architecture for NetApp® 

solutions. An NVA provides you with a NetApp solution architecture that: 

¶ Is thoroughly tested 

¶ Is prescriptive in native 

¶ Minimizes deployment risks 

¶ Accelerates time to market 

This NVA deployment guide describes the deployment steps required for FlexPod® Datacenter with 

NetApp MetroClusterÊ technology. NetApp MetroCluster provides continuous availability for business-

critical applications at lower cost and complexity. 

2 Solution Overview 

In todayôs data center, unplanned downtime of business-critical infrastructure causes loss of revenues 

and user productivity. These losses, in addition to associated costs such as detection, recovery, 

equipment, and IT productivity loss, cause unplanned downtime to cost up to $7,800 a minute. This fact 

drives the need to ensure that mission-critical applications are protected from data loss and downtime by 

infrastructure that continues to be available through large power outages. 

NetApp MetroCluster provides a zero recovery point objective along with a near-zero recovery time 

objective to allow continuous data availability for mission-critical applications. FlexPod Datacenter with 

NetApp MetroCluster combines the continuous availability of MetroCluster with FlexPod Datacenter. This 

solution contains Cisco Unified Computing System (Cisco UCS), Cisco Nexus networking, and VMware 

vSphere in a validated design that reduces the risk and complexity of deploying business-critical 

infrastructure. 

2.1 Solution Technology 

FlexPod Data Center 

FlexPod is a best practice architecture that includes three components: 

¶ Cisco Unified Computing System (Cisco UCS) 

¶ Cisco Nexus switches 

¶ NetApp FAS storage controllers 

These components are connected and configured according to the best practices of both Cisco and 

NetApp and they provide the ideal platform for running a variety of enterprise workloads with confidence. 

FlexPod can scale up for greater performance and capacity (adding compute, network, or storage 

resources individually as needed). It also can scale out for environments that need multiple consistent 

deployments (rolling out additional FlexPod stacks). FlexPod delivers a baseline configuration and also 

has the flexibility to be sized and optimized to accommodate many different use cases. 

Typically, the more scalable and flexible a solution is, the more difficult it becomes to maintain a single 

unified architecture capable of offering the same features and functionality across implementations. Doing 

so is one of the key benefits of FlexPod. Each of the component families shown in Figure 1 offers 

platform and resource options to scale the infrastructure up or down. These components do so while 

supporting the same features and functionality that are required under the configuration and connectivity 

best practices of FlexPod. 
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Figure 1) FlexPod component families. 

 

NetApp MetroCluster 

NetApp MetroCluster is a solution that combines array-based clustering with synchronous replication to 

deliver continuous availability and zero data loss at the lowest cost. Administration of the array-based 

cluster is simpler because the dependencies and complexity normally associated with host-based 

clustering are eliminated. MetroCluster immediately duplicates all your mission-critical data on a 

transaction-by-transaction basis, providing uninterrupted access to your applications and data. Unlike 

standard data-replication solutions, MetroCluster works seamlessly with your host environment to provide 

continuous data availability while eliminating the need to create and maintain failover scripts. 

For more information on MetroCluster, see the MetroCluster page on netapp.com. 

VMware vSphere Metro Storage Cluster (vMSC) 

VMware vMSC is a specific type of configuration for a VMware vSphere cluster in a stretched cluster 

environment. NetApp MetroCluster is a certified vMSC configuration designed to maintain data availability 

beyond a single location in many different failure scenarios. This deployment guide describes the best 

practices to follow when configuring a vSphere cluster on FlexPod Datacenter with NetApp MetroCluster. 

The primary advantage of the vMSC best practices on FlexPod Datacenter with NetApp MetroCluster is 

that they take advantage of the active-active data availability of NetApp MetroCluster. They do so while 

http://www.netapp.com/us/products/protection-software/metrocluster.aspx
http://www.netapp.com/
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maintaining the capability to use vMotion with VMs between the two sites to prevent application 

downtime. 

The best practices to follow include using these VMware technologies: 

¶ VMware vSphere HA 

¶ VMware vSphere DRS 

¶ VMware VM-to-host affinity rules 

Cisco Overlay Transport Virtualization (OTV) 

Cisco OTV on the Cisco Nexus 7000 significantly simplifies extending layer 2 applications across 

distributed data centers. With OTV you can deploy virtual computing resources and clusters across 

geographically distributed data centers, delivering transparent workload mobility without requiring 

reconfiguration of the network or IP addressing. In the multisite FlexPod deployment, OTV enables 

seamless workload migration between sites. 

Figure 2) Cisco OTV. 

 

For more information on OTV, refer to the Cisco OTV Overview. 

2.2 Use Case Summary 

FlexPod Datacenter with NetApp MetroCluster is a flexible architecture that can be sized and optimized to 

accommodate a wide variety of use cases. This deployment focuses on a fabric MetroCluster 

environment stretched to 300km to show the solutionôs capabilities to effectively span distances. This 

solution can be scaled down for a single campus or a single data center. 

This solution applies to the following use cases:  

¶ Maintaining data access during outages and disasters 

¶ Simplifying disaster recovery management 

¶ Simplifying management of infrastructure located in multiple sites 

http://www.cisco.com/c/en/us/solutions/data-center-virtualization/overlay-transport-virtualization-otv/index.html


8 FlexPod Datacenter with NetApp MetroCluster © 2016 NetApp, Inc. All rights reserved. 

 

3 Solution Architecture 

Figure 3 illustrates the architecture of FlexPod Datacenter with MetroCluster. You can find the cabling 

details for this solution in the appendix ñCabling Details.ò 

Figure 3) FlexPod Datacenter with NetApp MetroCluster single site. 

 

4 Technology Requirements 

This section covers the technology requirements for the FlexPod Datacenter with MetroCluster solution. 

4.1 Hardware Requirements 

Table 1 lists the hardware components required to implement the FlexPod Datacenter with MetroCluster 

solution. The hardware components used in any particular implementation of the solution might vary 

based on customer requirements. 
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Table 1) Hardware requirements. 

Layer Hardware Quantity 

Compute Cisco UCS 5108 blade server chassis 2 

Cisco UCS B-200 M4 blade server 4 

Cisco UCS 6248UP fabric interconnects 4 

Network Cisco Nexus 9372PX 4 

Cisco Nexus 7004 2 

Cisco Nexus 7000 M2-Series 24-Port 10 Gigabit Ethernet module 
with XL Option Data 

2 

Cisco Nexus 7000 F2-Series Enhanced 48 Port Fiber 1 and 10 
Gigabit Ethernet module  

2 

Storage NetApp All Flash FAS8040 HA pair 2 

Cisco MDS 9396S 4 

ATTO FibreBridge 7500N 4 

NetApp DS4246 with 400G SSD all-flash disk shelf 4 

4.2 Software Requirements 

Table 2 lists the software components required to implement the FlexPod with MetroCluster solution. The 

software components used in any particular implementation of the solution might vary based on customer 

requirements. 

Table 2) Software requirements. 

Layer Software Version or Release 

Compute Cisco UCS fabric interconnects 6200 Series, UCS B-200 M4, UCS C-
220 M4 

2.2(5d) 

Cisco eNIC 2.1.2.71 

Cisco fNIC 1.6.0.17a 

Cisco UCS Central 1.4(1b) 

Network Cisco Nexus 9372PX 7.0(3)I2(1) 

Cisco Nexus 7004 7.3(0)D1(1) 

Storage NetApp All Flash FAS8040 HA pair Data ONTAP® 8.3.2 

Cisco MDS 9396S 6.2(15) 
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Layer Software Version or Release 

ATTO FibreBridge 7500N 2.41 

Software VMware vSphere ESXi 6.0 

VMware vCenter 6.0 

NetApp Virtual Storage Console 6.2 

NetApp OnCommand® Unified Manager 6.4 

 NetApp OnCommand Performance Manager 2.1 

4.3 Infrastructure VLANs 

Table 3 lists the VLANs that were used to implement this solution. 

Table 3) Software requirements. 

VLAN ID Description 

3336 Packet Control VLAN 

3337 VM traffic VLAN 

3338 vMotion VLAN 

2 Native VLAN 

3340 NFS VLAN 

3341 iSCSI-A VLAN 

3342 iSCSI-B VLAN 

3343 IB MGMT VLAN 

2000 OTV VLAN 

4.4 Configuration Variables 

Variables related to this configuration are located in the appendix ñConfiguration Variables.ò 

5 Deployment Procedures 

5.1 Configuration Guidelines 

This document provides details for configuring a fully redundant, highly available configuration for a 

FlexPod unit with clustered Data ONTAP storage. Therefore, reference is made in each step to run the 

command in a single site or on both sites. For example, site A and site B are used to distinguish between 

the sites and node 1 and node 2 are used to distinguish between the two NetApp storage controllers in a 

given site. siteA_node1 refers to the first NetApp storage controller in site A. Cisco Nexus switches and 
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fabric interconnects are configured similarly. Finally, to indicate that you should include information 

pertinent to your environment in a given step, <<variables >> appears as part of the command 

structure. See the following example for the network port vlan create  command: 

Usage: 

network port vlan create ?  

 [ - node] <nodename >                  Node 

 { [ - vlan - name] {<netport>|<ifgrp>}   VLAN Name 

 |   - port {<netport>|<ifgrp>}         Associated Network Port  

 [ - vlan - id] <integer> }               Network Switch VLAN Identifier  

Example: 

network port vlan - node <<node01 >> - vlan - name i0a - <<vlan id> > 

When the variable includes A/B, the appropriate environment information should be entered for the site 

that is being configured. 

5.2 Configure Cisco Nexus 9372PX Switches 

The following section provides the detailed procedure for configuring the Cisco Nexus 9372PX switches 

for use in the FlexPod Datacenter with MetroCluster solution. Two switches per site were configured in 

this deployment. 

Configure Initial Switch Settings 

1. Run the Basic System Configuration Dialog utility on each of the Cisco Nexus 9372 switches. Use the 
default values for all inputs except the variables: 

         This setup utility will guide you through the basic configuration of  

the system. Setup configures only enough connectivity for management  

of the system.  

 

*Note: setup is mainly used for configuring the system initially,  

when no configuration is present. So setup always assumes system  

defaults and not the current system configuration values.  

 

Press Enter at anytime to skip a dialog. Use ctrl - c at anytime  

to skip the rema ining dialogs.  

 

Would you like to enter the basic configuration dialog (yes/no): yes  

Do you want to enforce secure password standard (yes/no) [y]:  

  Create another login account (yes/no) [n]:  

  Configure read - only SNMP community string (yes/no) [n]:  

  Configure read - write SNMP community string (yes/no) [n]:  

  Enter the switch name : <<var_site ( A/B) _9K( 1/2>) >> 

  Continue with Out - of - band (mgmt0) management configuration? (yes/no) [y]:  

    Mgmt0 IPv4 address : << var_site ( A/B) _9K( 1/2>) _ip_address>>  

    Mgmt0 IPv4 netmask : <<var_oob - mgmt_mask>> 

  Configure the default gateway? (yes/no) [y]:  

    IPv4 address of the default gateway : << var_ oob - mgmt_gateway>>  

  Configure advanced IP options? (yes/no) [n]:  

  Enable the telnet service? (yes/no) [n]:  

  Enable t he ssh service? (yes/no) [y]:  

    Type of ssh key you would like to generate (dsa/rsa) [rsa]:  

    Number of rsa key bits <1024 - 2048> [1024]:  

  Configure the ntp server? (yes/no) [n]:  

  Configure default interface layer (L3/L2) [L2]:  

  Configure default swi tchport interface state (shut/noshut) [noshut]: shut  

  Configure CoPP system profile (strict/moderate/lenient/dense/skip) [strict]:  

 

The following configuration will be applied:  

  password strength - check  

  switchname <<var_site(A/B)_9K(1/2)>>  

vrf context m anagement  

ip route 0.0.0.0/0 <<var_ oob - mgmt_gateway>>  
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exit  

  no feature telnet  

  ssh key rsa 1024 force  

  feature ssh  

  system default switchport  

  system default switchport shutdown  

  copp profile strict  

interface mgmt0  

ip address <<var_site(A/B)_9K(1/2)_ip_address>>  <<var_ oob - mgmt_mask>> 

no shutdown  

Would you like to edit the configuration? (yes/no) [n]:  

 

Use this configuration and save it? (yes/no) [y]:  

 

[########################################] 100%  

Copy complete.  

Enable Licenses 

1. To license the Cisco Nexus switches, run the following commands on all Cisco Nexus 9372 switches: 

configure terminal  

feature interface - vlan  

feature lacp  

feature vpc  

feature lldp  

Set Global Configurations 

1. To set these global configurations on all Cisco Nexus 9372 switches, run the following commands: 

configure terminal  

spanning - tree port type network default  

spanning - tree port type edge bpduguard default  

spanning - tree port type edge bpdufilter default  

port - channel load - balance src - dst l4port  

ntp server <<var_global_ntp_server_ip>>  use - vrf management  

ntp master 3  

ip route 0.0.0.0/0 <<var_ib - mgmt_vlan_gateway>>  

copy run start  

Create VLANs 

1. To create the required VLANs, run the following commands on all Cisco Nexus 9372 switches: 

vlan 2 

name Native - VLAN 

exit  

vlan 3336  

name Packet - Ctrl - VLAN 

exit  

vlan 3337  

name VM- Traffic - VLAN 

exit  

vlan 3338  

name vMotion - VLAN 

exit  

vlan 3340  

name NFS- VLAN 

exit  

vlan 3341  

name iSCSI - A- VLAN 

exit  

vlan 3342  

name iSCSI - B- VLAN 

exit  

vlan 3343  

name IB - MGMT- VLAN 

exit  
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Add NTP Distribution Interface 

To create the required NTP distribution interface, run the following commands. 

Site AðSwitch 1 

ntp source <<var_siteA_9K1_ntp_ip_address>>  

interface Vlan 3343  

ip address 

<<var_site ( A/B)_nexus9K( 1/2) _ntp_ip_address>>/

<<var_ib - mgmt_mask>> 

no shutdown  

Site BðSwitch 1 

ntp source <<var_siteB _9K1_ntp_ip_address>>  

interface Vlan 3343  

ip address 

<<var_site ( A/B)_nexus9K( 1/2) _ntp_ip_address>>/  

<<var_ib - mgmt_mask>> 

no shutdown  

Site AðSwitch 2 

ntp source <<var_siteB_9K2 _ntp_ip_address>>  

interface Vlan 3343  

ip address 

<<var_site ( A/B)_nexus9K( 1/2) _ntp_ip_address>>/

<<var_ib - mgmt_mask>> 

no shutdown  

Site BðSwitch 2 

ntp source <<var_siteB_9K2 _ntp_ip_address>>  

interface Vlan 3343  

ip address 

<<var_site ( A/B)_nexus9K( 1/2) _ntp_ip_address>>/  

<<var_ib - mgmt_mask>> 

no shutdown  

Add Individual Port Description for Troubleshooting 

To add individual port descriptions, run the following commands: 

Site AðSwitch 1 

configure terminal  

interface Ethernet 1/1  

description <<var_siteA_node 1>>:e0g  

exit  

interface Ethernet 1/2  

description <<var_siteA_node2>>:e0g  

exit  

interface Ethernet 1/11  

description <<var_siteA_FI 1>>:1/19  

exit  

interface Ethernet 1/12  

description <<var_siteA_FI 2>>:1/19  

exit  

interface Ethernet 1/47  

description <<var_siteA_7K >>:eth3/1  

exit  

interface Ethernet 1/48  

description <<var_siteA_7K >>:eth3/3  

exit  

interface Ethernet 1/49  

description <<var_siteA_9K 2>>:eth1/49  

exit  

interface Ethernet 1/50  

description <<var_siteA_9K 2>>:eth1/50  

exit  

Site BðSwitch 1 

configure terminal  

interface Ethernet 1/1  

description <<var_ siteB_node1>>:e0g  

exit  

interface Ethernet 1/2  

description <<var_siteB_node2>>:e0g  

exit  

interface Ethernet 1/11  

description <<var_siteB_FI 1>>:1/19  

exit  

interface Ethernet 1/12  

description <<var_siteB_FI 2>>:1/19  

exit  

interface Ethernet 1/47  

des cription <<var_siteB_7K >>:eth3/1  

exit  

interface Ethernet 1/48  

description <<var_siteB_7K >>:eth3/3  

exit  

interface Ethernet 1/49  

description <<var_siteB_9K 2>>:eth1/49  

exit  

interface Ethernet 1/50  

description <<var_siteB_9K 2>>:eth1/50  

exit  
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Site AðSwitch 2 

configure terminal  

interface Ethernet 1/1  

description <<var_siteA_node 1>>:e0h  

exit  

interface Ethernet 1/2  

description <<var_siteA_node 2>>:e0h  

exit  

interface Ethernet 1/11  

description <<var_siteA_FI 1>>:1/20  

exit  

interface Ethernet 1/12  

description <<va r_siteA_FI 2>>:1 /20  

exit  

interface Ethernet 1/47  

description <<var_siteA_7K >>:eth3/2  

exit  

interface Ethernet 1/48  

description <<var_siteA_7K >>:eth3/4  

exit  

interface Ethernet 1/49  

description <<var_siteA_9K 1>>:eth1/49  

exit  

interface Ethernet 1/50  

descripti on <<var_siteA_9K 1>>:eth1/50  

exit  

Site BðSwitch 2 

configure terminal  

interface Ethernet 1/1  

description <<var_siteB_node 1>>:e0h  

exit  

interface Ethernet 1/2  

description <<var_siteB_node 2>>:e0h  

exit  

interface Ethernet 1/11  

description <<var_siteB_FI 1>>:1/20  

exit  

interface Ethernet 1/12  

description <<var_siteB_FI 2>>:1/20  

exit  

interface Ethernet 1/47  

description <<var_siteB_7K >>:eth3/2  

exit  

interface Ethernet 1/48  

description <<var_siteB_7K >>:eth3/4  

exit  

interface Ethernet 1/49  

description <<var_siteA_9K 1>>:eth1/49  

exit  

interface Ethernet 1/50  

description <<var_siteA_9K 1>>:eth1/50  

exit  

Create Port Channel 

To create the required port channels, run the following commands on each switch in its respective site: 

Site A 

interface Po10  

description vPC peer - link  

exit  

interface Eth1/49 - 50 

channel - group 10 mode active  

no shutdown  

exit  

 

interface Po9  

description <<var_siteA_7K> >_OTV 

exit  

interface Eth1/47 - 48 

channel - group 9 mode active  

no shutdown  

exit  

 

interface Po11  

description <<var_siteA_node 1>> 

exit  

interface Eth1/1  

channel - gr oup 11 mode active  

no shut  

exit  

 

interface Po12  

description <<var_siteA_node 2>> 

exit  

Site B 

interface Po10  

description vPC peer - link  

exit  

interface Eth1/49 - 50 

channel - group 10 mode active  

no shutdown  

exit  

 

interface Po9  

description <<var_siteB_7K >>_OTV 

exit  

interface Eth1/47 - 48 

channel - group 9 mode active  

no shutdown  

exit  

 

interface Po11  

description <<var_siteB_node 1>> 

exit  

interface Eth1/1  

channel - group 11 mode active  

no shut  

exit  

 

interface Po12  

descript ion <<var_siteB_ node 2>> 

exit  
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interface Eth1/2  

channel - group 12 mode active  

no shut  

exit  

 

interface Po111  

description <<var_siteA_FI 1>> 

exit  

interface Eth1/11  

channel - group 111 mode active  

no shut  

exit  

 

interface Po112  

description <<var_siteA_FI 2>> 

exit  

interface Eth1/12  

channel - group 112 mode active  

no shut  

exit  

interface Eth1/2  

channel - group 12 mode active  

no shut  

exit  

 

interface Po111  

description <<var_siteB_FI 1>> 

exit  

interface Eth1/11  

channel - group 111 mode active  

no shut  

exit  

 

interface Po112  

description <<var_siteB_FI 2>> 

exit  

interface Eth1/12  

channel - group 112 mode active  

no shut  

exit  

Configure Port Channel Parameters 

To configure port channel parameters, run the following commands on all switches: 

interface Po9  

switchport mode trunk  

switchport trunk native vlan 2  

switchport trunk allowed vlan 3336,3337,3338,3340,3341,3342,3343  

spanning - tree port type network  

mtu 9216  

exit  

interface Po10  

switchport mode trunk  

switchport trunk native vlan 2  

switchport trunk allowed vlan 3336,3337,3338,3340,3341,3342,3343  

spanning - tre e port type network  

exit  

interface Po11  

switchport mode trunk  

switchport trunk native vlan 2  

switchport trunk allowed vlan 3343,3340,3341,3342  

spanning - tree port type edge trunk  

mtu 9216  

exit  

interface Po12  

switchport mode trunk  

switchport trunk native vlan 2  

switchport trunk allowed vlan 3343,3340,3341,3342  

spanning - tree port type edge trunk  

mtu 9216  

exit  

interface Po111  

switchport mode trunk  

switchport trunk native vlan 2  

switchport trunk allowed vlan 3336,3337,3338,3340,3341,3342,3343  

spanning - tree po rt type edge trunk  

mtu 9216  

exit  

interface Po112  

switchport mode trunk  

switchport trunk native vlan 2  

switchport trunk allowed vlan 3336,3337,3338,3340,3341,3342,3343  

spanning - tree port type edge trunk  

mtu 9216  

exit  
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Configure Virtual Port Channels 

1. To configure a virtual port channel (vPC) relationship for site A, run the following commands on both 
Cisco Nexus 9372PX site A switches: 

Site AðSwitch 1 

vpc domain 10  

role priority 10  

peer - keepal ive destination 

<<var_siteA_9K2 _ip_address>> source 

<<var_siteA_9K 1_ip _address >> 

peer - switch  

peer - gateway  

auto - recovery  

delay restore 150  

exit  

Site AðSwitch 2 

vpc domain 20  

role priority 20  

peer - keepalive destination 

<<var_siteA_9 K1_ip_address>> source 

<<var_siteA_9K 2_ip _address >> 

peer - switch  

peer - gateway  

auto - recovery  

delay restore 150  

exit  

2. To configure a vPC relationship for site B, run the following commands on both Cisco Nexus 9372PX 
site B switches: 

Site BðSwitch 1 

vpc domain 10  

role priority 10  

peer - keepa live destination 

<<var_siteB_9K 2_ip_address>> source 

<<var_siteB_9K1_ ip _address >> 

peer - switch  

peer - gateway  

auto - recovery  

delay restore 150  

exit  

Site BðSwitch 2 

vpc domain 20  

role priority 20  

peer - keepalive dest ination 

<<var_siteB_9K1 _ip _address>> source 

<<var_siteB_9K2 _ip _address >> 

peer - switch  

peer - gateway  

auto - recovery  

delay restore 150  

exit  

3. To configure vPCs, run the following commands on all Cisco Nexus 9372PX switches: 

interface Po10  

vpc peer - link  

exit  

interface Po11  

vpc 11  

exit  

interface Po12  

vpc 12  

exit  

interface Po111  

vpc 111  

exit  

interface Po112  

vpc 112  

exit  

copy run start  
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5.3 Configure OTV to Span VLANs Between Two Sites 

Because the OTV functionality was the sole focus for this deployment, a single Cisco Nexus 7004 was 

used on each site. In a production environment, Cisco recommends configuring two Cisco Nexus 7004 

switches in each site. 

Note: For more information, see the FlexPod Datacenter with NetApp MetroCluster Design Guide.  

Figure 4) Cisco Nexus 9K and 7K connectivity for OTV. 

 

 

http://www.netapp.com/us/media/nva-0030-design.pdf
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Table 4) Site AðCisco Nexus 7004 OTV VDC connectivity. 

Local Device Local Port Remote Device Remote Port Layer 

Cisco Nexus 7004 OTV VDC Eth 3/1 Cisco Nexus 9372 #1 Eth 1/47 2 

Cisco Nexus 7004 OTV VDC Eth 3/2 Cisco Nexus 9372 #1 Eth 1/48 2 

Cisco Nexus 7004 OTV VDC Eth 3/3 Cisco Nexus 9372 #2 Eth 1/47 2 

Cisco Nexus 7004 OTV VDC Eth 3/4 Cisco Nexus 9372 #2 Eth 1/48 2 

Cisco Nexus 7004 OTV VDC Eth 3/9 Cisco Nexus 7004 LAN VDC Eth 4/9 2 

Cisco Nexus 7004 OTV VDC Eth 3/10 Cisco Nexus 7004 LAN VDC Eth 4/10 3 

Table 5) Site AðCisco Nexus 7004 LAN VDC connectivity. 

Local Device Local Port Remote Device Remote Port Layer 

Cisco Nexus 7004 LAN VDC Eth 4/9 Cisco Nexus 7004 OTV VDC Eth 3/9 2 

Cisco Nexus 7004 LAN VDC Eth 4/10 Cisco Nexus 7004 OTV VDC Eth 3/10 3 

Cisco Nexus 7004 LAN VDC Eth 4/11 Cisco Nexus 7004 LAN VDC - Site B Eth 3/11 3 

Cisco Nexus 7004 LAN VDC Eth 4/12 Cisco Nexus 7004 LAN VDC - Site B Eth 3/12 3 

Table 6) Site BðCisco Nexus 7004 OTV VDC connectivity. 

Local Device Local Port Remote Device Remote Port Layer 

Cisco Nexus 7004 OTV VDC Eth 3/1 Cisco Nexus 9372 #3 Eth 1/47 2 

Cisco Nexus 7004 OTV VDC Eth 3/2 Cisco Nexus 9372 #3 Eth 1/48 2 

Cisco Nexus 7004 OTV VDC Eth 3/3 Cisco Nexus 9372 #4 Eth 1/47 2 

Cisco Nexus 7004 OTV VDC Eth 3/4 Cisco Nexus 9372 #4 Eth 1/48 2 

Cisco Nexus 7004 OTV VDC Eth 3/9 Cisco Nexus 7004 LAN VDC Eth 4/9 2 

Cisco Nexus 7004 OTV VDC Eth 3/10 Cisco Nexus 7004 LAN VDC Eth 4/10 3 

Table 7) Site BðCisco Nexus 7004 LAN VDC connectivity. 

Local Device Local Port Remote Device Remote Port Layer 

Cisco Nexus 7004 LAN VDC Eth 4/9 Cisco Nexus 7004 OTV VDC Eth 3/9 2 

Cisco Nexus 7004 LAN VDC Eth 4/10 Cisco Nexus 7004 OTV VDC Eth 3/10 3 

Cisco Nexus 7004 LAN VDC Eth 4/11 Cisco Nexus 7004 LAN VDC - Site A Eth 3/11 3 
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Local Device Local Port Remote Device Remote Port Layer 

Cisco Nexus 7004 LAN VDC Eth 4/12 Cisco Nexus 7004 LAN VDCðSite A Eth 3/12 3 

Configure the Initial Switch Settings for Switch A 

Run the Basic System Configuration Dialog utility to configure switch A:  

Abort Auto Provisioning and continue with normal setup ?(yes/no)[n]: yes  

 

 

         ----  System Admin Account Setup ----  

 

 

Do you want to enforce secure password standard (yes/no) [y]: y  

 

  Enter the password for "admin":   

  Confirm the password for "admin":   

 

  Do you want to enable admin vdc (yes/no) [n]: y  

 

         ----  Basic System Configuration Dialo g VDC: 1 ----  

 

This setup utility will guide you through the basic configuration of  

the system. Setup configures only enough connectivity for management  

of the system.  

 

Please register Cisco Nexus7000 Family devices promptly with your  

supplier. Failure to register may affect response times for initial  

service calls. Nexus7000 devices must be registered to receive   

entitled support services.  

 

Press Enter at anytime to skip a dialog. Use ctrl - c at anytime  

to skip the remaining dialogs.  

 

Would you like to ente r the basic configuration dialog (yes/no): yes  

  Create another login account (yes/no) [n]:   

  Configure read - only SNMP community string (yes/no) [n]:   

  Configure read - write SNMP community string (yes/no) [n]:   

  Enter the switch name : <<var_siteA_7K>>  

  Enable license grace period? (yes/no) [n]: y  

  Continue with Out - of - band (mgmt0) management configuration? (yes/no) [y]:   

    Mgmt0 IPv4 address : <<var_siteA_7K_ip_address>>  

    Mgmt0 IPv4 netmask : <<var_oob - mgmt_mask>> 

  Configure the default gateway?  (yes/no) [y]:   

    IPv4 address of the default gateway : <<var_oob - mgmt_gateway>>  

  Configure advanced IP options? (yes/no) [n]:   

  Enable the telnet service? (yes/no) [n]:  

  Enable the ssh service? (yes/no) [y]:   

    Type of ssh key you would like to ge nerate (dsa/rsa) [rsa]:   

    Number of rsa key bits <1024 - 2048> [1024]:  

  Configure the ntp server? (yes/no) [n]: y  

    NTP server IPv4 address : <<var_oob - mgmt_ntp>>  

  Configure default interface layer (L3/L2) [L3]: L2  

  Configure default switchport inte rface state (shut/noshut) [shut]:  

  Configure CoPP system profile (strict/moderate/lenient/dense/skip) [strict]:   

 

The following configuration will be applied:  

  password strength - check  

  switchname <<var_siteA_7K>>  

  license grace - period  

vrf context mana gement  

ip route 0.0.0.0/0 <<var_oob - mgmt_gateway>>  

exit  

  no feature telnet  

  ssh key rsa 1024 force  

  feature ssh  

  ntp server <<var_oob - mgmt_ntp>>  
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  system default switchport  

  system default switchport shutdown  

  copp profile strict  

interface mgmt0  

ip address <<var_siteA_7K_ip_address>>  <<var_oob - mgmt_mask>> 

no shutdown  

 

Would you like to edit the configuration? (yes/no) [n]:   

 

Use this configuration and save it? (yes/no) [y]:   

Configure the Initial Switch Settings for Switch B 

Run the Basic System Configuration Dialog utility to configure switch B:  

Abort Auto Provisioning and continue with normal setup ?(yes/no)[n]: yes  

 

         ----  System Admin Account Setup ----  

 

Do you want to enforce secure password standard (yes/no) [y]: y  

 

  Enter the passwo rd for "admin":   

  Confirm the password for "admin":   

 

  Do you want to enable admin vdc (yes/no) [n]: y  

 

         ----  Basic System Configuration Dialog VDC: 1 ----  

 

This setup utility will guide you through the basic configuration of  

the system. Setup co nfigures only enough connectivity for management  

of the system.  

 

Please register Cisco Nexus7000 Family devices promptly with your  

supplier. Failure to register may affect response times for initial  

service calls. Nexus7000 devices must be registered to receive   

entitled support services.  

 

Press Enter at anytime to skip a dialog. Use ctrl - c at anytime  

to skip the remaining dialogs.  

 

Would you like to enter the basic configuration dialog (yes/no): yes  

  Create another login account (yes/no) [n]:   

  Configu re read - only SNMP community string (yes/no) [n]:   

  Configure read - write SNMP community string (yes/no) [n]:   

  Enter the switch name : <<var_siteB_7K>>  

  Enable license grace period? (yes/no) [n]: y  

  Continue with Out - of - band (mgmt0) management configura tion? (yes/no) [y]:   

    Mgmt0 IPv4 address : <<var_siteB_7K_ip_address>>  

    Mgmt0 IPv4 netmask : <<var_oob - mgmt_mask>> 

  Configure the default gateway? (yes/no) [y]:   

    IPv4 address of the default gateway : <<var_oob - mgmt_gateway>>  

  Configure advanced  IP options? (yes/no) [n]:   

  Enable the telnet service? (yes/no) [n]:  

  Enable the ssh service? (yes/no) [y]:   

    Type of ssh key you would like to generate (dsa/rsa) [rsa]:   

    Number of rsa key bits <1024 - 2048> [1024]:  

  Configure the ntp server? (y es/no) [n]: y  

    NTP server IPv4 address : <<var_oob - mgmt_ntp>>  

  Configure default interface layer (L3/L2) [L3]: L2  

  Configure default switchport interface state (shut/noshut) [shut]:  

  Configure CoPP system profile (strict/moderate/lenient/dense/skip)  [strict]:   

 

The following configuration will be applied:  

  password strength - check  

  switchname <<var_siteB_7K>>  

  license grace - period  

vrf context management  

ip route 0.0.0.0/0 <<var_oob - mgmt_gateway>>  

exit  

  no feature telnet  
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  ssh key rsa 1024 force  

  feature ssh  

  ntp server <<var_oob - mgmt_ntp>>  

  system default switchport  

  system default switchport shutdown  

  copp profile strict  

interface mgmt0  

ip address <<var_siteB_7K_ip_address>>  <<var_siteB_7K_mask>>  

no shutdown  

 

Would you like to edit the config uration? (yes/no) [n]:   

 

Use this configuration and save it? (yes/no) [y]:   

Create Virtual Device Contexts (VDCs) 

Run the following commands on each switch to set up the required VDCs: 

Cisco Nexus 7004ðSite A 

vdc LAN  

limit - resource module - type f2  

allocate interface Ethernet 4/9 - 12 

exit  

vdc OTV  

limit - resource module - type m2xl  

allocate interface Ethernet 3/1 - 23 

Cisco Nexus 7004ðSite B 

vdc LAN  

limit - resource module - type f2  

allocate interface Ethernet 4/9 - 12 

exit  

vdc OTV  

limit - resource module - type m2xl  

allocate  interface Ethernet 3/1 - 23 

Configure Initial Switch Settings for Each VDC 

Run the Basic System Configuration Dialog utility to configure each VDC. 

Run switchto vdc <<vdc_name>>  to begin setup on the LAN and OTV VDCs on each switch: 

stlnexus7004 - 1# switchto vdc LAN  

 

         ----  System Admin Account Setup ----  

 

Do you want to enforce secure password standard (yes/no) [y]:  

 

  Enter the password for "admin":  

  Confirm the password for "admin":  

 

         ----  Basic System Configuration Dialog VDC: 2 -- --  

 

This setup utility will guide you through the basic configuration of  

the system. Setup configures only enough connectivity for management  

of the system.  

 

Please register Cisco Nexus7000 Family devices promptly with your  

supplier. Failure to register may affect response times for initial  

service calls. Nexus7000 devices must be registered to receive  

entitled support services.  

 

Press Enter at anytime to skip a dialog. Use ctrl - c at anytime  

to skip the remaining dialogs.  

 

Would you like to enter the basi c configuration dialog (yes/no): yes  

  Create another login account (yes/no) [n]:  

  Configure read - only SNMP community string (yes/no) [n]:  

  Configure read - write SNMP community string (yes/no) [n]:  

  Enter the switch name : <<var_site(A/B)_7K_(OTV/LAN)>>  

  Continue with Out - of - band (mgmt0) management configuration? (yes/no) [y]:  

    Mgmt0 IPv4 address : <<var_site(A/B)_7K_(OTV/LAN)_ip_address>>  

    Mgmt0 IPv4 netmask : <<var_oob - mgmt_mask>> 

  Configure the default gateway? (yes/no) [y]:  

    IPv4 address of  the default gateway : <<var_oob - mgmt_gateway>>  
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  Configure advanced IP options? (yes/no) [n]:  

  Enable the telnet service? (yes/no) [n]:  

  Enable the ssh service? (yes/no) [y]:  

    Type of ssh key you would like to generate (dsa/rsa) [rsa]:  

    Number of rsa key bits <1024 - 2048> [1024]:  

  Configure default interface layer (L3/L2) [L3]: L2  

  Configure default switchport interface state (shut/noshut) [shut]:  

 

The following configuration will be applied:  

  password strength - check  

  switchname A  

vrf context management  

ip route 0.0.0.0/0 <<var_oob - mgmt_gateway>>  

exit  

  no feature telnet  

  ssh key rsa 1024 force  

  feature ssh  

  system default switchport  

  system default switchport shutdown  

interface mgmt0  

ip address <<var_site(A/B)_7K_(OTV/LAN)_ip_address>>  <<var_oob - mgmt_mask>> 

no shutdown  

 

Would you like to edit the configuration? (yes/no) [n]:  

 

Use this configuration and save it? (yes/no) [y]:  

Configure LAN VDC 

To configure the LAN VDCs, run the following commands: 

Cisco Nexus 7004ðSite AðLAN VDC 

¶  From the admin VDC: 
switchto vdc LAN  

 

¶ From the LAN VDC: 
configure terminal  

feature lacp  

feature udld  

feature ospf  

 

spanning - tree port type edge bpduguard 

default spanning - tree port type edge 

bpdufilter default  

spanning - tree port type network default  

 

vlan  2000  

name OTV- VLAN 

vlan 3336  

name Packet - Ctrl - VLAN 

vlan 3337  

name VM- Traffic - VLAN 

vlan 3338  

name vMotion - VLAN 

vlan 3340  

name NFS- VLAN 

vlan 3341  

name iSCSI - A- VLAN 

vlan 3342  

name iSCSI - B- VLAN 

vlan 3343  

name IB - MGMT- VLAN 

 

interface Po10  

description <<var_siteB_7K>>  

exit  

Cisco Nexus 7004ðSite BðLAN VDC 

¶ From the admin VDC: 
switchto vdc LAN  

 

¶ From the LAN VDC: 
configure terminal  

feature lacp  

feature udld  

feature ospf  

 

spanning - tree port type edge bpduguard default 

spanning - tree port type edge bpdufilter default  

spanning - tree port type network default  

 

vlan 2000  

name OTV- VLAN 

vlan 3336  

name Packet - Ctrl - VLAN 

vlan 3337  

name VM- Traffic - VLAN 

vlan 3338  

name vMot ion - VLAN 

vlan 3340  

name NFS- VLAN 

vlan 3341  

name iSCSI - A- VLAN 

vlan 3342  

name iSCSI - B- VLAN 

vlan 3343  

name IB - MGMT- VLAN 

 

interface Po10  

description <<var_siteA_7K>>  

exit  

 



23 FlexPod Datacenter with NetApp MetroCluster © 2016 NetApp, Inc. All rights reserved. 

 

 

interface Eth4/11  

description <<var_siteB_7K:eth4/11>>  

exit  

interface Eth4/12  

description <<var_siteB_7K:eth4/12>>  

exit  

 

interface Eth4/11 - 12 

channel - group 10 mode active  

exit  

 

interface Po10  

no switchport  

mtu 9216  

ip address 198.18. 2.1/30  

ip router ospf 10 area 0.0.0.0  

no shutdown  

exit  

 

interface Ethernet4/9  

switchport mode trunk  

switchport trunk native vlan 2  

switchport trunk allowed vlan 

<<var_otv_vlan_id>>  

spanning - tree port type network  

mtu 9216  

no shutdown  

exit  

 

interface Ethernet4/10  

no switchport  

mtu 9216  

ip address 198.18.1.2/30  

ip router ospf 10 area 0.0.0.0  

no shutdown  

exit  

router ospf 1  

interface Eth4/11  

description <<var_siteA_7K:eth4/11>>  

exit  

interface Eth4/12  

description <<var_siteA_7K:eth4/12>>  

exit  

 

interface Eth4/11 - 12 

channel - group 10 mode active  

exit  

 

interface Po10  

no switchport  

mtu 9216  

ip address 198.18.2.2/30  

ip router ospf 10 area 0.0.0.0  

no shutdown  

exit  

 

interface Ethernet4/9  

switchport mode trunk  

switchport trunk native vlan 2  

switchport trunk allowed vlan 

<<var_otv_vlan_id>>  

spanning - tree port type network  

mtu 9216  

no shutdown  

exit  

 

interface Ethernet4/10  

no switchport  

mtu 9216  

ip address 198.18.3.1/30  

ip router ospf 10 area 0.0.0.0  

no shutdown  

ex it  

router ospf 10  

Configure the OTV VDC 

To configure the OTV VDCs, run the following commands: 

Cisco Nexus 7004ðSite AðOTV VDC 

¶ From the admin VDC, run: 
switchto vdc OTV  

 

¶ From the OTV VDC, run: 
configure terminal  

feature lacp  

feature otv  

feature ospf  

feature interface - vlan  

 

spanning - tree port type edge bpduguard 

default spanning - tree port type edge 

bpdufilter default  

spanning - tree port type network default  

 

vlan 2000  

name OTV- VLAN 

vlan 3336  

name Packet - Ctrl - VLAN 

vlan 3337  

name VM- Traffic - VLAN 

vlan 3338  

name vMotion - VLAN 

Cisco Nexus 7004ðSite BðOTV VDC 

¶ From the admin VDC, run: 
switchto vdc OTV  

 

¶ From the OTV VDC, run: 
configure terminal  

feature lacp  

feature otv  

feature ospf  

feature interface - vlan  

 

spanning - tree port type edge bpduguard 

default spanning - tree port type edge 

bpdufilter default  

spanning - tree port type network default  

 

vlan 2000  

name OTV- VLAN 

vlan 3336  

name Packet - Ctrl - VLAN 

vlan 3337  

name VM- Traffic - VLAN 

vlan 3338  

name vMotion - VLAN 
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vlan 3340  

name NFS- VLAN 

vlan 3341  

name iSCSI - A- VLAN 

vlan 3342  

name iSCSI - B- VLAN 

vlan 3343  

name IB - MGMT- VLAN 

 

interface port - channel9  

description Nexus_9K  

exit  

 

interface Ethernet3/1  

description << var_siteA_9K1 :eth1/47>>  

exit  

interface Ethernet3/2  

description << var_siteA_9K2 :eth1/47>>  

exit  

interface Ethernet3/3  

description << var_siteA_9K1 :eth1/48>>  

exit  

interface Ethernet3/4  

description << var_siteA_9K2 :eth1/48>>  

exit  

 

interface Ethernet3/1 - 4 

channel - group 9 mode active  

no shutdown  

exit  

 

interface Po9  

switchport  

switchport mode trunk  

switchport trunk native vlan 2  

switchport trunk allowed vlan 

3336,3337,3338,3340,3341,3342,3343  

spanning - tree port type network  

mtu 9216  

no shutdown  

 

interface Ethernet3/9  

description OTV L2 Interface  

switchport  

switchport mode trunk  

switchport trunk native vlan 2  

switchport trunk allowed vlan 

<<var_otv_vlan_id>>  

spanning - tree port type network  

mtu 9216  

no shutdown  

 

interface Ethernet3/10  

description OTV L3 Interface  

mtu 9216  

ip address 198.18.1.1/30  

ip  router ospf 10 area 0.0.0.0  

ip igmp version 3  

no shutdown  

 

interface Overlay10  

otv join - interface Ethernet3/10  

otv extend - vlan 

3336,3337,3338,3340,3341,3342,3343 otv 

adjacency - server unicast - only  

no otv suppress - arp - nd 

no shutdown  

 

router ospf 10  

otv  site - identifier 0x1  

otv site - vlan 2000  

vlan 3340  

name NFS- VLAN 

vlan 3341  

name iSCSI - A- VLAN 

vlan 3342  

name iSCSI - B- VLAN 

vlan 3343  

name IB - MGMT- VLAN 

 

interface port - channel9  

description Nexus_9K  

exit  

 

interface Ethernet3/1  

description << var_siteB_9K1 :eth1/47>>  

exit  

interface Ethernet3/2  

description < <var_siteB_9K2 :eth1/47>>  

exit  

interface Ethernet3/3  

description < <var_siteB_9K1 :eth1/48>>  

exit  

interface Ethernet3/4  

description < <var_siteB_9K2 :eth1/48>>  

exit  

 

interface Ethernet3/1 - 4 

channel - group 9 mode active  

no shutdown  

exit  

 

interface Po9  

switchport  

switchport mode trunk  

switchpo rt trunk native vlan 2  

switchport trunk allowed vlan 

3336,3337,3338,3340,3341,3342,3343  

spanning - tree port type network  

mtu 9216  

no shutdown  

 

interface Ethernet3/9  

description OTV L2 Interface  

switchport  

switchport mode trunk  

switchport trunk native vlan 2  

switchport trunk allowed vlan 

<<var_otv_vlan_id>>  

spanning - tree port type network  

mtu 9216  

no shutdown  

 

interface Ethernet3/10  

description OTV L3 Interface  

mtu 9216  

ip address 198.18.3.2/30  

ip router ospf 10 area 0.0.0.0  

ip igmp version 3  

no shutdown  

 

int erface Overlay10  

otv join - interface Ethernet3/10  

otv extend - vlan 

3336,3337,3338,3340,3341,3342,3343 otv use -

adjacency - server 198.18.1.1 unicast - only  

no otv suppress - arp - nd 

no shutdown  

 

router ospf 10  

otv site - identifier 0x2  

otv site - vlan 2000  
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Verify the OTV Setup 

To make sure that the OTV setup passes traffic between the sites, run the following commands: 

Cisco Nexus 7004ðSite AðOTV VDC 

stlnexus7004 - 1- OTV# ping 198.18.3.1  

PING 198.18.3.1 (198.18.3.1): 56 data bytes  

64 bytes from 198.18.3.1: icmp_seq=0 ttl =252 

time=0.958 ms  

64 bytes from 198.18.3.1: icmp_seq=1 ttl=252 

time=0.769 ms  

64 bytes from 198.18.3.1: icmp_seq=2 ttl=252 

time=0.899 ms  

64 bytes from 198.18.3.1: icmp_seq=3 ttl=252 

time=1.258 ms  

64 bytes from 198.18.3.1: icmp_seq=4 ttl=252 

time=1.128 ms  

 

---  198.18.3.1 ping statistics ---  

5 packets transmitted, 5 packets received, 

0.00% packet loss  

round - trip min/avg/max = 0.769/1.002/1.258 ms  

Cisco Nexus 7004ðSite BðOTV VDC 

stlnexus7004 - 2- OTV# ping 198.18.1.1  

PING 198.18.1.1 (198.18.1.1): 56 data bytes  

64 bytes from 198.18.1.1: icmp_seq=0 ttl=252 

time=1.009 ms  

64 bytes from 198.18.1.1: icmp_seq=1 ttl=252 

time=0.686 ms  

64 bytes from 198.18.1.1: icmp_seq=2 ttl=252 

time=0.71 ms  

64 bytes from 198.18.1.1: icmp_seq=3 ttl=252 

time=0.699 ms  

64 bytes from 198.18.1. 1: icmp_seq=4 ttl=252 

time=0.72 ms  

 

---  198.18.1.1 ping statistics ---  

5 packets transmitted, 5 packets received, 

0.00% packet loss  

round - trip min/avg/max = 0.686/0.764/1.009 ms  

stlnexus7004 - 1- OTV# show otv  

 

OTV Overlay Information  

Site Identifier 0000.0000.0001  

 

Overlay interface Overlay10  

 

 VPN name            : Overlay10  

 VPN state           : UP  

 Extended vlans      : 3336 - 3338 3340 - 3343 

(Total:7)  

 Join interface(s)   : Eth3/10 (198.18.1.1)  

 Site vlan           : 2000 (up)  

 AED- Capable         :  Yes 

 Capability          : Unicast - Only  

 Is Adjacency Server : Yes  

 Adjacency Server(s) : [None] / [None]  

stlnexus7004 - 2- OTV# show otv  

 

OTV Overlay Information  

Site Identifier 0000.0000.0002  

 

Overlay interface Overlay10  

 

 VPN name            : Overlay10  

 VPN state           : UP  

 Extended vlans      : 3336 - 3338 3340 - 3343 

(Total:7)  

 Join interface(s)   : Eth3/10 (198.18.3.1)  

 Site vlan           : 2000 (up)  

 AED- Capable         : Yes  

 Capability          : Unicast - Only  

 Is Adjacency Server : No  

 Adjacency Server(s) : 198.18.1.1 / [None]  

 

stlnexus7004 - 1- OTV# show otv vlan  

 

OTV Extended VLANs and Edge Device State 

Information (* -  AED) 

 

Legend:  

(NA) -  Non AED, (VD) -  Vlan Disabled, (OD) -  

Overlay Down  

(DH) -  Delete Holddown, (HW) -  HW: State Down  

 

VLAN   Auth. Edge Device                     

Vlan State       Overlay  

----    -----------------------------------    -

---------        -------  

 

3336*  stlnexus7004 - 1- OTV                    

active                  Overlay10  

3337*  stlnexus7004 - 1- OTV                    

active                  Overlay10  

3338*  stlnexus7004 - 1- OTV                    

active                  Overlay10  

3340*  stlnexus7004 - 1- OTV                    

active                  Overlay10  

3341*  stlnexus7004 - 1- OTV                    

active                  Overlay10  

3342*  stlnexus7004 - 1- OTV                    

active                  Overlay10  

stlnexus7004 - 2- OTV# show otv vlan  

 

OTV Extended VLANs and Edge Device Stat e 

Information (* -  AED) 

 

Legend:  

(NA) -  Non AED, (VD) -  Vlan Disabled, (OD) -  

Overlay Down  

(DH) -  Delete Holddown, (HW) -  HW: State Down  

 

VLAN   Auth. Edge Device                     

Vlan State       Overlay  

----    -----------------------------------    -

-- -------        -------  

 

3336*  stlnexus7004 - 2- OTV                    

active                  Overlay10  

3337*  stlnexus7004 - 2- OTV                    

active                  Overlay10  

3338*  stlnexus7004 - 2- OTV                    

active                  Overlay10  

3340*  stlnexus7004 - 2- OTV                    

active                  Overlay10  

3341*  stlnexus7004 - 2- OTV                    

active                  Overlay10  

3342*  stlnexus7004 - 2- OTV                    

active                  Overlay10  
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3343*  stlnexus7004 - 1- OTV                    

active                  Overlay10  

3343*  st lnexus7004 - 2- OTV                    

active                  Overlay10  

5.4 Set Shelf IDs 

Each shelf in the MetroCluster configuration requires a shelf ID unique to the FlexPod system. Power 

cycle each disk shelf after setting the shelf ID. 

5.5 Set Up ATTO FibreBridge 7500N 

1. To set up the FibreBridge controller, run the following commands on each FibreBridge controller:  

set DHCP mp1 disabled  

set ipaddress mp1 <<var_site ( A/B) _fibrebridge ( 1/2) _ip _address >> 

set ipsubnetmask mp1 <<var_ oob - mgmt_mask>> 

set ipgateway mp1 <<var_ oob - mgmt_gateway>>  

set fcconnmode 1 ptp  

set fcdatarate 1 16Gb  

set fcconnmode 2 ptp  

set fcdatarate 2 16Gb  

set SNMP enabled  

set bridgename <<var_site(A/B)_fibrebridge(1/2) >> 

sasportenable a  

sasportenable b  

fcportenable 1  

fcportenable 2  

saveconfiguratio n 

2. Save the configuration and restart the bridge. 

Restart is necessary....  

Do you wish to restart (y/n) ?y  

5.6 Set Up Cisco MDS 9396s 

Configure Cisco MDS 9396s Switches 

Set up each of the Cisco Nexus 9372 switches by running the Basic System Configuration Dialog. Use 

the default settings for all values except for the variables. 

         ----  Basic System Configuration Dialog ----  

 

This setup utility will guide you through the  basic configuration of  

the system. Setup configures only enough connectivity for management  

of the system.  

 

*Note: setup is mainly used for configuring the system initially,  

when no configuration is present. So setup always assumes system  

defaults and not  the current system configuration values.  

 

Press Enter at anytime to skip a dialog. Use ctrl - c at anytime  

to skip the remaining dialogs.  

 

Would you like to enter the basic configuration dialog (yes/no): yes  

Do you want to enforce secure password standard ( yes/no) [y]:   

  Create another login account (yes/no) [n]:   

  Configure read - only SNMP community string (yes/no) [n]: y  

    SNMP community string : public  

  Enter the switch name : <<var_ site(A/B)_ mds(1/ 2) >> 

  Continue with Out - of - band (mgmt0) management c onfiguration? (yes/no) [y]:   

    Mgmt0 IPv4 address : <<var_ site(A/B)_ mds(1/ 2) _ip _address >> 

    Mgmt0 IPv4 netmask : <<var_ oob - mgmt_mask>> 

  Configure the default gateway? (yes/no) [y]:   

    IPv4 address of the default gateway : <<var_ oob - mgmt_gateway>>  

  Configure advanced IP options? (yes/no) [n]:   
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  Enable the ssh service? (yes/no) [y]:   

    Type of ssh key you would like to generate (dsa/rsa) [rsa]:   

    Number of rsa key bits <1024 - 2048> [1024]:   

  Enable the telnet service? (yes/no) [n]:   

  Configure congestion/no_credit drop for fc interfaces? (yes/no)      [y]:   

  Enter the type of drop to configure congestion/no_credit drop? (con/no) [c]:   

    Enter milliseconds in multiples of 10 for congestion - drop for port mode F  

    in range (<100 - 500>/default), where default is 500.   [d]:   

 

    Congestion - drop for port mode E must be greater than or equal to  

    Congestion - drop for port mode F. Hence, Congestion drop for port  

    mode E will be set as default.  

 

  Enable the http - server? (yes/no) [y]:   

 Configure clock? (yes/no) [n]:   

 Configure timezone? (yes/no) [n]:   

 Configure summertime? (yes/no) [n]:   

  Configure the ntp server? (yes/no) [n]:   

  Configure default switchport interface state (shut/noshut) [shut]:  

  Configure default switchport trunk mode (on/off/auto) [on]:   

  Configure default switchport port mode F (yes/no) [n]:   

  Configure default zone policy (permit/deny) [deny]:   

  Enable full zoneset distribution? (yes/no) [n]: yes  

  Configure default zone mode (basic/enhanced) [basic]:   

 

The follow ing configuration will be applied:  

  password strength - check  

  snmp- server community public ro  

  switchname <<var_site(A/B)_mds(1/2)>>  

  interface mgmt0  

    ip address <<var_site(A/B)_mds(1/2)_ip_address>>  <<var_oob - mgmt_mask>> 

    no shutdown  

  ip default - gateway <<var_oob - mgmt_gateway>>  

  ssh key rsa 1024 force  

  feature ssh  

  no feature telnet  

  system timeout congestion - drop default mode F  

  system timeout congestion - drop default mode E  

  feature http - server  

  system default switchport shutdown  

  system  default switchport trunk mode on  

  no system default zone default - zone permit  

  system default zone distribute full  

  no system default zone mode enhanced  

 

Would you like to edit the configuration? (yes/no) [n]:   

 

Use this configuration and save it? (yes/ no) [y]:  

[########################################] 100%  

Copy complete.  
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Cisco License Requirements 

To use the Cisco MDS 9396s in a fabric MetroCluster system, the following licenses must be installed on 

the switches: 

¶ ENTERPRISE_PKG 

¶ PORT_ACTIVATION_PKG 

¶ FM_SERVER_PKG 

Run the show license usage  command to verify that these licenses are installed. 

Feature                      Ins  Lic   Status Expiry Date Comments  

                                 Count  

------------------------------------------------------- -------------------------  

FM_SERVER_PKG                 Yes   -    Unused never       -  

ENTERPRISE_PKG                Yes   -    In use never       -  

PORT_ACTIV_9396S_PKG          Yes  96   In use never       -  

----------------------------------------------- ---------------------------------  

Configure Point - to - Point Ports  

Configure the following settings on each switch port connected to the controller or FibreBridge controller. 

In this deployment, ports fc1/1-6 were connected to NetApp controllers and ports fc1/7 and fc1/8 were 

connected to the ATTO FibreBridge controllers. 

configure terminal  

interface fc1/1 - 8 

shut  

port - license acquire  

switchport mode F  

switchport speed 16000  

switchport rate - mode dedicated  

no shut  

end  

Configure Inter-Switch Link (ISL) Ports 

Each switch must connect to the other switch in the fabric through an ISL link. The ISL link should be a 

port channel consisting of one to four TE ports. Buffer-to-buffer credits should be allocated to the ISL for 

the proper distance. In this deployment, the ISL link is running at 16Gbps at a distance of 300km.  

Note: For more information about ISL configuration, refer to the MetroCluster Installation and 
Configuration Guide and the FlexPod Datacenter with NetApp MetroCluster Design Guide. 

To configure the ISL link, complete the following steps. 

1. Configure the other ports in the port group to use the minimum required number of buffer-to-buffer 
credits (BBCs), freeing up additional BBCs for the E-Port. For this deployment, ISL ports fc1/44 and 
fc1/96 were used. Other ports in the port groups were fc1/41-43 and fc1/93-96, respectively. 

configure terminal  

interface fc1/41  

swi tchport fcrxbbcredit 2  

exit  

interface fc1/42  

switchport fcrxbbcredit 2  

exit  

interface fc1/43  

switchport fcrxbbcredit 2  

exit  

interface fc1/93  

switchport fcrxbbcredit 2  

exit  

interface fc1/94  

switchport fcrxbbcredit 2  

exit  

interface fc1/95  

https://library.netapp.com/ecm/ecm_download_file/ecmlp2427456
https://library.netapp.com/ecm/ecm_download_file/ecmlp2427456
http://www.netapp.com/us/media/nva-0030-design.pdf
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switchport fcrxbbcredit 2  

exit  

2. Run the following commands to configure the E-Ports: 

configure terminal  

interface fc1/44,fc1/92  

switchport mode E  

switchport trunk allowed vsan 10  

switchport trunk allowed vsan add 20  

switchport speed 16000  

switchport rate - mode dedicate d 

switchport fec  

switchport fcrxbbcredit extended 3600  

channel - group 1  

no shutdown  

exit  

interface port - channel 1  

switchport trunk allowed vsan add 1  

exit  

copy run start  

Note: The MetroCluster best practice is to configure 1.5 times the minimum required number of BBCs. 
In this configuration, the ISLs were configured with 300km of distance at 16Gb. Therefore, we 
configured 300 * 8 * 1.5, or 3,600 BBCs. 

Configure VSANs 

Each fabric requires a virtual storage area network (VSAN) for the controllerôs FCVI ports and a separate 

VSAN for the storage initiator and target ports. To configure the VSANs, complete the following steps.  

1. Run the following commands on both switches in fabric 1 to configure FCVI VSAN: 

configure terminal  

vsan database  

vsan 10  

vsa n 10 name FCVI_1_10  

vsan 10 interface fc1/1  

vsan 10 interface fc1/4  

exit  

in - order - guarantee vsan 10  

vsan database  

vsan 10 loadbalancing src - dst - id  

exit  

qos enable  

qos class - map FCVI_1_10_Class match - any  

qos policy - map FCVI_1_10_Policy  

class FCVI_1_10_Class  

priority high  

exit  

exit  

qos service policy FCVI_1_10_Policy vsan 10  

end  

copy run start  

Note: Quality of service (QoS) zones are used to prioritize the FCVI traffic, which keeps the nodesô 
NVRAM in sync. 

2. Run the following commands on both switches in fabric 2 to configure FCVI VSAN: 

configure terminal  

vsan database  

vsan 30  

vsan 30 name FCVI_1_30  

vsan 30 interface fc1/1  

vsan 30 interface fc1/4  

exit  

in - order - guarantee vsan 30  

vsan database  

vsan 30 loadbalancing src - dst - id  
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exit  

qos enable  

qos class - map FCVI_1_30_Class match - any  

qos policy - map FCVI_1_30_Policy  

class FCVI_1_30_Class  

priority high  

exit  

exit  

qos service policy FCVI_1_30_Policy vsan 30  

end  

copy run start  

3. Run the following commands on both switches in fabric 1 to configure storage VSAN: 

config ure terminal  

vsan database  

vsan 20  

vsan 20 name STOR_1_20  

vsan 20 interface fc1/2  

vsan 20 interface fc1/3  

vsan 20 interface fc1/5  

vsan 20 interface fc1/6  

vsan 20 interface fc1/7  

vsan 20 interface fc1/8  

exit  

4. Run the following commands on both switches in fabric 2 to configure storage VSAN: 

configure terminal  

vsan database  

vsan 40  

vsan 40 name STOR_1_40  

vsan 40 interface fc1/2  

vsan 40 interface fc1/3  

vsan 40 interface fc1/5  

vsan 40 interface fc1/6  

vsan 40 interface fc1/7  

vsan 40 interface fc1/8  

exit  

Zone the Switches 

This deployment contains two ATTO 7500N FibreBridge controllers per site. Each FibreBridge controller 

has two FC target ports and is connected to both fabrics in the site. A zone must be created for each FC 

target port. 

Additionally, an FCVI zone must be created to allow the controllers to send FCVI traffic to each other. 

Figure 5 shows the connection details of one site of the MetroCluster system. 
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Figure 5) MetroCluster cabling diagram for a single site. 

 

Complete the following steps to zone the switches. For more information about the zoning options, see 

the FlexPod Datacenter with NetApp MetroCluster Design Guide. 

1. Get the WWN of each switch by running the show wwn switch  command. 

2. Run the following commands on both switches in fabric 1 to set the zone distribution parameters: 

configure terminal  

no system default zone  default - zone permit  

system default zone distribute full  

no zone default - zone permit vsan 10  

no zone default - zone permit vsan 20  

zoneset distribute full vsan 10  

zoneset distribute full vsan 20  

end  

copy running - config startup - config  

3. Run the following commands on both switches in fabric 2 to set the zone distribution parameters: 

configure terminal  

no system default zone default - zone permit  

system default zone distribute full  

no zone default - zone permit vsan 30  

http://www.netapp.com/us/media/nva-0030-design.pdf
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no zone default - zone permit vsan 40  

zoneset distr ibute full vsan 30  

zoneset distribute full vsan 40  

end  

copy running - config startup - config  

4. Create a zone for FCVI ports shown in Figure 6 by running the following commands on one switch in 
fabric 1: 

configure terminal  

zone name FCVI_1 vsan 10  

member interface fc1/1 swwn <<var_siteA_mds01_switch_wwn>>  

member interface fc1/4 swwn <<var_siteA_mds01_switch_wwn>>  

member interface fc1/1 swwn <<var_siteB_mds01_switch_wwn>>  

member interface fc1/4 swwn <<var_siteB_mds01_switch_wwn>>  

exit  

Figure 6) Ports for FCVI zone. 

 

5. Create zones for the four storage target ports: 

a. Run the following commands to create a zone for the ports shown in Figure 7. 

configure terminal  

zone name STOR_ci1_fc1 vsan 20  

member interface fc1/2 swwn <<var_siteA_mds01_switch_wwn>>  

member interface fc1/5 swwn <<var_siteA_mds01_switch_wwn>>  

member interface fc1/2  swwn <<var_siteB_mds01_switch_wwn>>  

member interface fc1/5 swwn <<var_siteB_mds01_switch_wwn>>  

member interface fc1/7 swwn <<var_siteA_mds01_switch_wwn>>  

exit  

Figure 7) Ports for storage zone #1. 

 

b. Run the following commands to create a zone for the ports shown in Figure 8. 

configure terminal  

zone name STOR_ci3_fc1 vsan 20  

member interface fc1/2 swwn <<var_siteA_mds01_switch_wwn>>  

member interf ace fc1/5 swwn <<var_siteA_mds01_switch_wwn>>  

member interface fc1/2 swwn <<var_siteB_mds01_switch_wwn>>  

member interface fc1/5 swwn <<var_siteB_mds01_switch_wwn>>  

member interface fc1/7 swwn <<var_siteB_mds01_switch_wwn>>  

exit  
































































































































































































































