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Abstract

Video surveillance solutions using NetApp® E-Series storage offer a highly scalable repository
for video recording. This guide offers best practices for deploying E-Series arrays into video
surveillance environments.
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Introduction

NetApp E-Series storage arrays provide performance, efficiency, reliability, and enterprise-class support
for large-scale video surveillance deployments.

All video surveillance management software shares the common feature of recording live video feeds to
storage for subsequent replay. This replay helps with forensic analysis or with investigation of people or
events that were within the field of view of a single camera or a group of cameras. These video feeds,
generated by hundreds or thousands of cameras, are typically configured to record continuously with
retention periods in the range of months to years.

Publication scope

This document provides architecture and deployment guidelines for video surveillance solutions to those
who sell, design, or implement such solutions based on NetApp E-Series storage. It describes the
comprehensive functional components that are required to build a video surveillance solution based on
NetApp E-Series storage that can reliably record video and archive video from recording servers. This
document identifies the major components and features of a video surveillance system.

Audience

This publication is intended for IT professionals who are responsible for integrating NetApp E-Series
storage systems into existing video surveillance deployments or who design and implement new video
surveillance deployments. This audience includes physical-security integrators, video surveillance
management software engineers, network and storage system engineers, and architects.

The content in this report is presented with the expectation that these professionals can use this
information, combined with their experience and supporting documents, to build an efficient, scalable, and
highly available system.

Targeted deployments

The targeted deployments for this introduction are large (200 cameras or more) video surveillance
installations with significant storage capacity requirements due to retention periods of at least 30 days or
the use of HD/megapixel-resolution cameras.

Solution Benefits

The E-Series architecture supports block-based protocols and can process real-time video applications
with high reliability, high performance, and high availability. For these reasons, E-Series is the preferred
choice for video surveillance solutions that are designed to use NetApp storage.

NetApp E-Series provides the following benefits for large-scale video surveillance deployments:
e Easy management and monitoring. The included NetApp SANtricity® System Manager software
provides a graphical representation of the E-Series storage, with an easy-to-use interface.

e Easy provisioning. SANtricity System Manager software performs all management tasks for the
array without taking the array offline.

e High availability. Dual controllers enable nondisruptive controller firmware upgrades, host multipath
support, and dual paths to expansion shelves.

e High performance. E-Series controllers offer an excellent price-to-performance ratio.

e Scalability. With just a couple mouse clicks, you can easily add or expand capacity when you add
more drives to your system. NetApp E5700 hybrid flash systems support up to 5.7PB of raw capacity
(using 12TB drives) in an efficient footprint. The entry-level E2800 systems support up to 2.1PB of
raw capacity (using 12TB drives).
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Drive health monitoring. E-Series systems provide proactive monitoring, background repair, and
extensive diagnostic features for drives.

T10 Standard data integrity and media scan. This scan detects and corrects data integrity issues
that the recording server receives or that are caused by hardware failures on the drives.

Data protection. E-Series systems support RAID levels 0, 1, 10, 3, 5, and 6 for volume groups and
for Dynamic Disk Pools (DDP).

Certified interoperability. E-Series systems are certified to be interoperable with multiple video
management software (VMS) providers.

Reference architecture

A typical video surveillance solution (VSS) with NetApp E-Series storage arrays consists of the following
main components:

IP cameras

Camera network

Management server or servers
Recording server or servers

Failover server or servers (optional)
Viewing client or clients

Storage network

NetApp E-Series storage array or arrays

Figure 1 shows these components in a standard configuration.

NetApp E-Series for video surveillance best practices guide © 2021 NetApp, Inc. All Rights Reserved.



Figure 1) Video surveillance architecture with VMS and NetApp E-Series arrays.
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Table 1 provides a brief explanation of each of these components.

Table 1) VSS components.

Component Description

IP cameras Provide audio and video streams for live viewing and for recording for later
playback by using the VMS.

IP network Enables communication among camera streams and various VMS
components.
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Component Description

Management server Acts as the central point for configuring all the VMS components.

Recording servers Are responsible for recording and playback of audio and video streams as
per the configuration that the management server dictates.

Failover servers Provide redundancy against recording server failures (optional).

Viewing clients Provide live viewing of camera streams or playback of recorded audio and

video by the recording servers.

Storage network Enables communication among the recording and failover servers and the
NetApp E-Series storage arrays. This network is typically iSCSI, but FC
and SAS protocols are also supported.

NetApp E-Series storage Provide highly available storage for video and audio files from the
arrays recording and failover servers.

Note: For detailed information about all the supported configurations and additional components, refer
to the specific VMS provider that you are using.

The following sections provide general guidelines on how to size and tune VSS components, especially
the NetApp E-Series storage arrays, for optimal results. You should use these guidelines along with the
VMS provider recommendations.

VSS storage sizing and selection guide

This section highlights various aspects of the VSS that affect its storage needs, along with example
estimation and model selection.

System requirements

The system requirements are specified in a request for proposal or a quote that is developed by either the
end customer or a physical-security integrator who is in contract with the end customer.

The physical-security integrator must work with the physical-security manager to accurately assess
specific requirements, including:

e Number, location, and type of cameras; resolution; frame rate; and so on

e Number of recording servers

¢ Number of cameras per recording server

e Virtualization requirements

e Video management software (VMS) type

e Continuous recording or record on motion

e Retention period and archiving requirements

o Failover design requirements

Note: To verify these requirements, the VMS provider’s sizer should be referenced.

NetApp E-Series storage sizing

Each recording server has specific storage needs that are based on the number and type of cameras and
the recording parameters that it must support. The following subsections provide guidelines on how to
estimate storage for one recording server, and you should follow them for all the recording servers in a
VSS.
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Storage estimation for live and archived recording

NetApp provides an online VSS storage capacity sizing tool that you can use along with the VMS
provider’s storage sizing tool.

Table 2 lists the parameters that you need for the NetApp VSS sizing tool.

Table 2) NetApp VSS sizing tool parameters.

Parameter
Camera group/number of cameras

Camera resolution
Compression type
Frames per second (FPS)

Motion activity

Bit rate

Recorded hours per day

Days to retain

Description

VSS site divided into camera groups, with the number of cameras
installed in each group; for example, parking lot, office space.

Average camera resolution of the camera group; for example,
1280x720, 1920x1080.

Average compression type of the camera group; for example,
H.264-30, H.265-20.

Average FPS of the camera group; for example, 15, 30

The likelihood that motion will occur in the field of view of the
camera group. For example, low (stairway, emergency exit), high
(intersection, subway).

Average bit rate of the camera group in Kbps (if known).
This parameter supersedes the resolution, compression type, FPS,
and motion activity parameters.

Average hours per day that the camera group will be recording; for
example, 12, 24.

Maximum number of days that the video will be saved for the
camera group, either under live recording, archived recording, or
both.

Figure 2 and Figure 3 show an example of a storage estimate for a parking lot camera group with the
following parameters:

Number of cameras: 25
Resolution: 1920x1080
Compression type: H.264-30
FPS: 20

Motion activity: below average

Recorded hours per day: 24
Days to retain: 30
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http://vss.netapp.com/video-storage-estimator/en-US/index.html#!/home

Figure 2) Parking lot camera group addition.

Add Camera Group

Group

Name @

Parking Lot

Number of Cameras @

- 25 +*

Camera Specifications

Bitrate (Kbps)

Resolution @

1920 x 1080 (Full HD)

Compression Type @

H.264-30 (Average Quality)

Frames per Second @

- 20 +

Motion Activity @

40% - Below Average

Retention Settings

Recorded Hours per Day @
- | 2 +

Days to Retain @

= | 30 +
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Figure 3) Storage estimate for parking lot camera group.

M NetApp | Video Surveillance Storage Estimator

Camera Groups X Provide feedback

s : . Recorded Days
" i
ame Cameras Resolution Compression Type Frames/Sec Motion Hours/Day to Retain

Parking Lot 25 1920 x 1080 (Full HD) H.264-30 (Average Quality) 20 405 - Below Average 24 30 ’ﬁ &

+ Add Camera Group

Required Storage Storage per Camera Throughput

23.01TiB* 0.93TiB* 72.63 Mbps®

Use the Fusion tool to create a compatible storage system. If you do not have access to Fusion, contact an E-Series video surveillance storage expert.
* The Video Surveillance Storage Estimator is a tool that provides an estimate of how much storage and throughput is required to ingest and store video data from an entered set of video cameras. Due to the many estimated variables

involved in this calculation, the values and product recommendations may differ from the actual results. For an in-depth analysis of your video data storage requirements, contact an E-Series video surveillan

ge expert

Figure 4 shows a storage estimation increase when a second camera group, called Office Space, is
added, with the following parameters:

¢ Number of cameras: 50

e Bit rate: 2000Kbps

e Recorded hours per day: 24

e Days to retain: 30

Figure 4) Storage estimate for two camera groups.

M NetApp | Video Surveillance Storage Estimator

Camera Groups *® Provide feedback

Recorded Days

Name Cameras Resolution Compression Type Frames/Sec Motion Bitrate (Kbps) Hours/Day to Retain Ed
Parking Lot 25 1920 x 1080 (Full HD) H.264-30 (Average Quality) 20 409 - Below Average 2905 24 30 ﬁ
Office Space 50 N/A N/A NfA NfA 2000 4 30 ﬁ

>

<

+A mera Group

Required Storage Storage per Camera Throughput

54.69 TiB* 0.73 TiB* 172.63 Mbps*

Use the Fusion tool to create a compatible storage system. If you do not have access to Fusion, contact an E-Series video surveillance storage expert.

cameras. Due to the many estimated variables

* The Video Surveillance Storage Estimator is a tool that provides an estimate of how much storage and throughput is required toingest and store video data from an entered set of vid

invotved in this calculation, the values and preduct recommendations may differ from the actual results. For an in-depth analysis of your video data storage requirements, contact an E-Series video surveillance storage expert.

Figure 5 shows additional camera groups and the final storage estimate for this example.
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Figure 5) Total storage estimate.

M NetApp | Video Surveillance Storage Estimator

Camera Groups ® Provide feedback

Name Cameras Resolution Compression Type Frames/Sec Motion Bitrate (Kbps) :'::r;?;:y E:::tain
Parking Lot 25 1920 x 1080 (Full HD) H.264-30 (Average Quality) 20 40% - Below Average 2905 24 30

Office Space 50 N/A NfA N/A N/A 2000 24 30
Manufacturing Floor 50 1920 x 1080 (Full HD) H.264-15 (High Quality) 30 60% - Above Average 7841 24 30
Shipping and Receiving 10 N/A NfA NfA N/A 4000 24 30

< >
+ Add Camera Groyp

Required Storage Storage per Camera Throughput
191.54 TiB* 1.42TiB* 604.63 Mbps*

Use the Fusion tool to create a compatible storage system. If you do not have access to Fusion, contact an E-Series video surveillance storage expert.

* The Video Surveillance Storage Estimator ks a tool that provides an estimate of how much storage and throughput is required to ingest and store video data from an entered set of video cameras. Due to the many estimated variables

involved in this calculation, the values and product recommendations may differ from the actual results. For an in-depth analysis of your video data storage requirements, contact an E-Series video surveillanc

Note: In addition to required storage, the throughput estimate also influences the optimal storage model
selection for a VSS. For more details, see the NetApp E-Series Storage Selection section.

Storage estimation for reserved capacity

When you define the retention period policy, you must consider the amount of reserved capacity. As a
best practice to prevent the “disk full” error condition, each volume that is attached to a recording server
should be maintained at approximately 80% utilization.

By using the storage estimate example from Figure 5, following is the reserved capacity estimate:

¢ Required storage: 192TiB
e Reserved storage: (192 x 0.2) = 38TiB

Storage estimation for the failover server volume

NetApp recommends that you size the volume for each failover server to retain a minimum of 3 to 5 days
of video from the recording server. To calculate the size of the failover server volume, divide the capacity
of the recording server volume by the site retention period and then multiply by the number of days to
retain during failover.

By using the storage estimate example from Figure 5, following is the failover server volume capacity
estimate:

e Required storage: 192TiB
e Reserved storage: [(192 / 30) x 5] = 32TiB

Sizing for archiving

The archiving process copies data from one location to another. Therefore, for every initial write, you
must read and then write the data again. Also, archiving typically runs on a schedule, so it must be able to
archive a day’s worth of data in less than a day. Many users choose to reduce the frame rate for the video
that they archive, which saves some percentage of the initial size of the video. Depending on the format,
it might be linear savings (MJPEG) or marginal savings (H.264). This approach reduces the amount of
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bandwidth that is required to archive on the target volume and reduces the amount of storage capacity
that is needed to reserve and to store the video.

Generally, you want to ensure that your archiving runs at no less than 1.5x the rate at which the initial
recording is providing new data. For example, if your system ingests 100MBps of video data, it should be
able to archive at 150MBps or more. This rate provides a margin of safety so that your video can be
successfully archived before the drive capacity runs out. If archiving never completes in a timely manner,
the VMS is eventually forced to delete data before the configured data expiration. To avoid drive
contention, NetApp also recommends that you archive to a different volume on a different DDP pool
instead of archiving to the live recording volume.

NetApp E-Series storage selection

NetApp offers various E-Series storage models that can match typical VSS price, performance, and
capacity needs. Following are some of the details of these models:

o [E2812, E2860, and E5760 are dual-controller arrays.

e 4TB, 8TB, 10TB, and 12TB NL-SAS HDDs are supported.

e Traditional RAID volume groups and (RAID 6—based) DDP pools are supported

Note: The “E-Series Storage Considerations” section provides the pros and cons of using DDP pools
over traditional RAID volume groups, as well as the optimal volume layout for recording and
failover servers.

Table 3 provides a reference for estimating the number of different capacity drives that are required with
DDP to satisfy specific usable capacity needs. You can use this table to extrapolate the additional number
of drives that you might need.

Table 3) DDP pool usable capacity versus number of drives.

Number of Drives | DDP (4TB) DDP (8TB) DDP (10TB DDP (12TB) DDP (18TB)
w/Encryption)

12 28.62TiB 56.31TiB 70.16TiB 84.2TiB 141.12TiB

24 62.95TiB 123.89TiB 154.34TiB 185.24TiB 282.25TiB

30 80.13TiB 157.67TiB 196.44TiB 235.76TiB 359.23TiB

48 130.08TiB 255.97TiB 318.9TiB 382.74TiB 583.2TiB

60 164.77TiB 324.23TiB 403.94TiB 484.8TiB 738.72TiB

90 248.6TiB 489.19TiB 609.45TiB 731.46TiB 1.09PiB

120 335.32TiB 659.83TiB 822.05TiB 986.62TiB 1.47PiB

180 502.98TiB 989.75TiB 1.2PiB 1.45PiB 2.2PiB

Table 4 provides a reference to determine the supported controller and expansion enclosure
combinations that can satisfy specific usable capacity needs in conjunction with Table 3.

Table 4) Supported controller and expansion enclosure combinations.

E2812 E2860 E5760
Form factor 2U/12 drives 4U/60 drives 4U/60 drives
Maximum drives 180 180 480
Controller shelf 1
Maximum expansion shelves
Total (maximum) number of drive 4

shelves
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Note: For a comprehensive list of storage options, go to Fusion (the NetApp storage sizing tool) or
contact an E-Series video surveillance storage expert. The Fusion tool considers the throughput
requirements of the solution in addition to capacity needs.

NetApp E-Series virtualization sizing

Virtualization is useful in deployments where resource utilization can be pooled and shared. It enables
your system to provision resources faster and requires fewer physical servers to manage, all in a
simplified interface. Your video surveillance deployment can use virtualization to scale compute, memory,
and storage to meet the demands of many types of expansions. For example, you can increase retention,
increase frame rate, and add cameras seamlessly.

NetApp E-Series systems are an excellent choice for the storage behind these virtual environments. E-
Series systems give you the option for hybrid storage. With a hybrid approach, virtual machines can use
high-performing SSDs and also satisfy VSS requirements with inexpensive, larger-capacity NL-SAS
HDDs, all within the same storage system.

This section considers sizing requirements for virtualized video surveillance deployments that differ from
bare-metal deployments. TR-4818 provides a comprehensive deployment guide for virtualized video
surveillance solutions.

Storage estimation for virtualization

Use flash media to meet the latency requirements of common virtual infrastructures such as the ESXi
virtual machine and the VMS application and OS. Because virtual machines are critical for the health of
your overall VSS deployment, NetApp recommends a RAID 6 dual-drive parity. NetApp E-Series storage
requires a minimum of five drives when you deploy RAID 6.

Table 5) Virtual machine common five-drive RAID 6 SSD usable capacities.

5x 800GB SSD 5x 1.6TB SSD

2.17TiB 4.35TiB
Virtual machine storage reduces the total usable capacities for VSS recording by a minimum of five
drives, depending on the capacity that is required for the virtual machines. Table 6 lists usable VSS

capacities for common deployments; these capacities include the reduction for common virtualization
required storage.

Table 6) DDP pool usable capacity for common virtualization.

Number of  DDP (4TB)  DDP (8TB) DDP (10TB  DDP (12TB) DDP (18TB)
Drives w/Encryption)

55 150.32TiB 295.79TiB 368.50TiB 442.28TiB 673.92 TiB
85 234.14TiB 460.75TiB 574.02TiB 688.93TiB 1.03 PiB
115 320.86TiB 631.39TiB 786.62TiB 944.09TiB 1.4 PiB

175 488.52TiB 961.31TiB 1.17PiB 1.40PiB 2.14 PiB

E-Series storage considerations

Each video recording server requires one or more volumes (LUNS) to be defined to the OS to archive
video files. To configure the E-Series storage array, use NetApp SANTtricity System Manager to allocate
individual hard drives to a disk pool or to a volume group.
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The minimum number of drives in a disk pool is 11, but the minimum number of drives for a volume group
depends on the RAID level. The maximum number of drives for RAID 5 or RAID 6 is 30. The limit for a
disk pool is the total population of drives in the array.

During the volume group definition step, you select the RAID level for all drives that are assigned to the
volume group. The supported levels of RAID 0, 1, 10, 3, 5, and 6 are for traditional volume groups, and
DDP uses RAID 6 stripes that are allocated over 10 of the drives in the pool.

Individual volumes (LUNS) are created and mapped to a host after you define the disk pool or volume
group. The performance and sizing requirements of your video recording server and your application
software determine the number of drives per volume group or per pool and the number of volumes per
group or per pool.

Workload

The performance of storage systems is characterized by 1/0O operations per second (IOPS) and by
throughput in megabytes per second. Network performance is measured in packets per second and the
throughput is measured in megabits per second.

When the storage array is used for small random I/O operations from multiple applications, it is important
to optimize IOPS. Also, in that use case, network packet-per-second performance is usually measured in
small (64-byte) packets.

Video surveillance deployments, however, are more concerned with throughput performance than with
IOPS. Network video cameras generate large IP packets to the recording servers and write relatively
large records to the storage array. Video ingress to the recording servers is over an IP network, and the
data rate is typically calculated in megabits per second (Mbps) for IP networks. Therefore, many of the
tables in this document list Mbps rather than megabytes per second (MBps).

Dynamic Disk Pools feature

To maintain a consistent level of performance even in the event of drive failure and reconstruction, the
Dynamic Disk Pools (DDP) feature is available on E-Series systems. The DDP feature minimizes the
performance drop during rebuild, and the rebuild completes more quickly than with a traditional RAID
rebuild. Because of the shorter rebuild time with DDP, your exposure to data loss from several drive
failures is minimized.

With DDP, you can also add capacity incrementally without having to create new volume groups. You can
define a single pool that includes all the drives in your system, or you can define multiple pools for your
system. A typical deployment has 30 to 60 drives per pool. Because of these factors, NetApp
recommends DDP as the optimal choice for video surveillance.

RAID levels

Although DDP is recommended for video surveillance deployments, RAID 5, RAID 6, or RAID 10 are
commonly deployed in the industry. The Nevada Gaming Commission standards, for example, specify
that the storage array must not lose data if a single component fails. Although RAID 6 and DDP provide
better fault tolerance because they can tolerate two simultaneous drive failures, RAID 5 is often deployed
instead because it costs less and still adheres to the standards. Also, if a VSS deployment uses
virtualization and the virtual machine storage resides externally, it likely needs a RAID deployment for an
all-flash volume group.

RAID 10 is typically used for optimal read performance when it is combined with SSDs. RAID 5 or RAID 6
are used for optimal write performance. On E-Series systems, you implement RAID 10 by selecting RAID
1 with four or more drives.

Some VMS vendors recommend a combination of RAID 10 and RAID 5 in gaming deployments, where a
high volume of forensic analysis occurs, and during the most recent minutes or hours of video archives.
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These designs use RAID 10 for the most recent archive, then, with the tiered storage feature, move video
to a RAID 5 volume group for the duration of the retention period.

This design consideration might not be required in environments that have infrequent forensic analysis or
where the performance level is such that the RAID 5 or RAID 6 volume group provides acceptable read
performance. The education market is one vertical in which archived video is reviewed only if an incident
(for example, vandalism or an altercation between students) warrants analysis of the video.

Note: When you work with RAID 5 and RAID 10 volume groups, which can handle only one drive
failure, you should consider allocating hot spares to reduce your risk of data loss if an additional
drive fails.

I/O characteristics

In many deployments, the video surveillance workload is characterized as exceeding a 90% write
workload. In these deployments, video is archived to drive either continuously or based on motion
detection and is not reviewed unless an incident occurs that requires analysis. The education market is
one example in which archives are viewed infrequently.

The write workload is typically a constant workload per volume (LUN) based on the number of cameras
per server.

The read workload is based on the frequency and the number of viewing stations that review archived
video. Most video management systems implement analysis tools that enable the operator to fast-forward
video. They also include features to intelligently search archived video for motion or for objects in a
particular area of the field of view of the camera. These search utilities might examine all archived video
between two time periods or every 10th frame. Also, video archives from multiple cameras can be time-of-
day synchronized and fast-forwarded.

This read workload might generate 1/0 requests at many times the rate that the video was originally
written to a drive. Write workload is relatively easy to characterize, but read workload is less predictable.

The architecture and configuration of the video management system also affect the workload to the
storage array. Systems that implement tiered storage schedule a copy from one volume or directory to
another at a recurring interval (such as hourly or daily). During the copy function, the IOPS of the storage
array might increase by a factor of 8 or more. This function generates both read and write I/O.

While examining workflow and performance data, video surveillance deployments must first measure the
baseline write performance and then consider the frequency that video is read or copied after the initial
write.

As an additional note, two types of SCSI offload are available: Windows offloaded data transfer (ODX)
and VMware XCOPY, which are both fully supported by NetApp E-Series controllers. If the OS and VMS
application both support these SCSI offload operations, then performance for activities such as archiving
between two volumes on the E-Series controller is increased over traditional read and write requests.

High availability

Real-time applications such as video provide a challenge for physical-security integrators. Any outage or
failure between a network video camera and the storage system means that the record of events is lost
and cannot be recovered. Implementation of high availability for video surveillance begins with
considering the camera placement, the network infrastructure, server and VMS redundancy, and the
storage array.

For critical areas, to maintain coverage if a single camera or access layer switch fails, you should
implement multiple cameras with overlapping fields of view. Multiple cameras that cover the critical area
must be connected to separate access layer switches with redundant uplinks to the core or distribution
layer switches. The IP network must implement high-availability network design principles, rapid
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convergence from link and switch failures, deterministic traffic recovery, and sufficient capacity to
adequately service traffic during failures.

VMS features that use local storage in the network video camera, failover recording servers, and a
redundant management server protect the availability of the video archives. Hypervisors such as VMware
ESXi have native support for link aggregation. For nonvirtual deployments, the Microsoft Failover Cluster
Virtual Adapter for Windows Server 2019 supports link aggregation.

The failover drivers are at the center of providing path failure recovery between the server and the
storage array. In general, failover drivers implement the following functions:

¢ Identify redundant 1/O paths.

¢ Reroute I/O to an alternate controller when the controller or data path fails.

o Check the state of the paths to a controller.

e Provide the status of the controller or bus.

For Windows, the failover drivers are a combination of Microsoft Multipath I/O (MPIO) and the NetApp
SANtricity Storage Manager host installation device-specific module (DSM). E-Series systems support the

native multipath feature of VMware ESXi. For more information, see the “Multipath I/O Device-Specific
Module Installation” section.

In addition to the reliability that pools and volume groups provide, E-Series arrays add an extra level of
high availability with their hardware. With redundant controllers, power supplies, ports, and fans, E-Series
arrays are built to withstand failure in the rare case that a failure occurs.

NetApp E-Series storage provisioning

The NetApp SANTtricity OS is extremely easy to use and is quite intuitive. The example that starts with
Figure 6 shows the process of creating a pool, creating volumes, and mapping those volumes. This
example uses an E2800 system with two drive shelves, totaling 180 12TB NL-SAS drives.

Figure 6 shows the home screen of SANtricity System Manager after you log in to the system from a web
browser.
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Figure 6) SANtricity System Manager home screen.
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To begin creating your pool, click the Storage tab to the left and then click the Pools & Volume Groups tile

as shown in Figure 7.
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Figure 7) Pools & Volume Groups tile.
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Next, click either the Create drop-down menu or the Create Pool button, shown in Figure 8.

Figure 8) Create a DDP pool.
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=
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© Create Pool

From here, you see a Create Pool dialog box as shown in Figure 9. You must nhame your DDP pool and
select the drives that you want to use for this pool. After you name your pool and select your drives, click
the Create button at the bottom right. Your pool has now been created, and you are ready to begin
creating your volumes.

18 NetApp E-Series for video surveillance best practices guide © 2021 NetApp, Inc. All Rights Reserved.



Figure 9) Name the pool and select drives for the pool.
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After you create your pool, the dialog box in Figure 10 appears. Here, you can see that the pool called
VMS_Pooll has 201152.00GiB free, so now you can create some volumes. Click the Create drop-down
menu, and click Volumes.
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Figure 10) Create a volume.
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On E-Series systems, be sure to create at least two volumes on each system. Having two volumes
enables both controllers in the E-Series array to actively contribute to the performance of the system.

Figure 11 shows the creation of two volumes on VMS_Pooll. These volumes are named VMS_Voll and
VMS_Vol2.
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Figure 11) Create a volume (continued).
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Figure 12 shows what the system configuration looks like after you have allocated all the storage on the

system.
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Figure 12) Example of final volume configuration.
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Note: Before you can create hosts as shown in the following example, you must perform some setup on
the attached server or servers. You can find those steps on the E-Series and SANtricity 11
Documentation Center under the software installation, configuration, and upgrade section for your
os.

Because iSCSI is used as the protocol in this example, Figure 13 and Figure 14 show where you
configure your iSCSI ports. To enable communication with the E-Series storage array, discovery from the
host side is required. To navigate to Configure iSCSI Ports (Figure 14), click the Settings tab and then
click the System tile as shown in Figure 13.
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Figure 13) iSCSI settings.
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In the System menu, scroll down to the iISCSI Settings section, which contains the Configure iSCSI Ports
link that is shown in Figure 14. From there, you can configure your IPs for the iSCSI ports.

Note:

Figure 14) iSCSI settings (continued).

Also outlined in Figure 14 is the target iSCSI Qualified Name (IQN). If you are connecting to
multiple E-Series storage arrays and need to differentiate between arrays, this setting might come
in handy.

iSCSI settings

Configure iISCSI Ports

Configure your ISCSI host connections on the storage array for I/0O connectivity.

Configure Authentication
Your iSCS| authentication method is currently set to no authentication

View/Edit Target Discovery Settings
Register your storage array's iISCSI information with an iSNS server and choose whether unnamed iSCSI discovery sessions are allowed.

View iSCSI Statistics
View the iSCSI statistics available on your storage array.

View/End iSCSI Sessions
View and/or end iSCSI sessions to force initiators off your storage array

[Target 1QN:ign 1993-07 com.nelapp:2552.1194810022.1.2]

Finally, after you create your volumes (and after you set up iSCSI sessions if you use the iISCSI protocol),
you can create hosts and map volumes to hosts. After you create your volumes, return to the home
screen, click the Storage tab on the left, then click the Hosts tile as shown in Figure 15.
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Figure 15) Create a host.
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After you click the Hosts tile, the dialog box in Figure 16 appears. Simply click Create Host.

Figure 16) Create a host (continued).
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In the following dialog box in Figure 17, you must provide a name for your host, select the OS, and select
the IQN of the host. After you have completed that information, click Create, then your host is available
for you to assign volumes to it.
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Figure 17) Host definitions.
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After you have defined the host, the dialog box in Figure 18 appears. Here, you click the Assign Volumes

button and assign the volumes that you created previously.

Figure 18) Assign volumes to the host.
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Figure 19 shows the Assign Volumes dialog box. Here, you see the volumes that you have created.
Check the boxes next to the volumes that you want to assign to the particular host that you selected in

Figure 18.
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Figure 19) Select volumes to assign.
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Finally, in Figure 20, you can see that VMS Host now has two volumes assigned to it. From the server
side, you can now use the volumes as storage.

Figure 20) Host with assigned volumes.
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Server considerations

This section focuses on recording and failover server requirements.

The recording server represents one or more instances of the hardware and software that are used to
record live video or to archive video to the storage array. The software can run on a physical machine or
as a guest on a virtual machine. The guest virtual machine must have the same virtual memory and
virtual CPU as specified by the video management system software requirements for a physical machine.

The number of networked video cameras per recording server and the resulting data rate are determined
by the architecture and best practices that are documented by your VMS provider. As a general principle,
and depending on your system hardware specifications, the amount of video that any individual server
can process ranges from 100Mbps to 600Mbps.
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Table 7 lists the general recording server characteristics that NetApp recommends.

Table 7) Recording server characteristics that NetApp recommends.

Characteristic Description

Form factor 1 RU for space savings

CPU Quad-core in the 2.0GHz to 2.9GHz frequency
range

RAM 8GB or higher

Network adapters Integrated Ethernet adapters and PCl-based quad-

port 1Gbps/10Gbps Ethernet for video ingress and,
optionally, IP SAN connectivity

Internal drives Dual RAID 1 (internal RAID controller) for a high-
availability boot drive

os Windows 2008 R2 or later

Recording volume file system NTFS (allocation unit size: 64KB)

Note: For the latest hardware and software requirements, go to your VMS provider’s website.

Multipath 1/0O device-specific module installation

As described in the “High Availability” section, NetApp E-Series arrays support multiple paths to the LUNs
from a server. To manage these paths, you must download the appropriate E-Series SANtricity Storage
Manager software from the NetApp Support site, and you must install the software on each server.

When you install the SANtricity Storage Manager software, use the Custom installation option and then
select the items that are shown in Figure 21. This step installs the host MPIO DSM and the utilities files. If
you are asked to start a background monitor process or agent, do not select this option, or select No.

Figure 21) E-Series SANtricity Storage Manager installation.
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Note: For more help, go to the E-Series and SANtricity 11 Documentation Center.
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E-Series LUN discovery and preparation

After the appropriate LUNs have been mapped to the recording server as shown in the “NetApp E-Series
Storage Provisioning” section, you should perform the following steps:

1. Navigate to:

C:\Program Files (x86)\Storage Manager\util

2. Runthe command sMdevices; it should list all the E-Series LUNs that are mapped to the server and
display various information, including the current and preferred controllers.

3. Use the information that SMdevices reports to help you in mapping E-Series LUNSs to drive letters in
the Windows Disk Management tool. The Windows Disk Management tool identifies an E-Series LUN
as a drive that must be initialized, formatted, and mapped to a drive letter before 1/O can be issued to
that drive. The tool is used to view and to set details, such as the configuration of drive type, volume
name, and allocation unit size. For video surveillance implementation, NetApp recommends an
allocation unit size of 64KB.

Note: For more information about Windows Disk Management, read the overview from Microsoft.

Networking considerations

The network infrastructure for video surveillance deployments must meet the following requirements:

e Provide sufficient available capacity (bandwidth) to transport video.
e Exhibit very low or no loss of IP video packets.

o Feature network latency that is within a suitable range for the transport protocol (TCP or User
Datagram Protocol [UDP]) of the video feed.

e Provide high availability through network redundancy and best practices in network design.
e Satisfy the network security and services requirements.

To meet the preceding requirements, for NetApp E-Series systems, NetApp recommends a 10Gb
Ethernet network at a minimum. The E2800 and the E5700 systems have two onboard host ports per
controller that support either 10Gb iSCSI or 16Gb FC. Figure 22 and Figure 23 show these host ports on
the top left of each controller.

For iSCSI deployments, the use of multiple Ethernet network interface cards (NICs) connecting to dual IP
SANSs also provides high availability to the E-Series controllers. For other protocols, such as FC or SAS
between the server and the E-Series controllers, dual-port host bus adapters (HBAs) provide redundant
paths to each controller.
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Figure 22) Back view of the E2800 controller.
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Figure 23) Back view of the E5700 controller.
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Traffic management

To maintain a high-performing network, use multiple NICs to separate the camera network, the client
network, and SANs. By separating these networks, you gain the following benefits:

e Increased performance. By separating the traffic, you eliminate the impact on recording
performance that a high load on a client network might have.

e Stability. With separated networks, interference on the client network does not affect the camera
network, which promotes predictable performance.

e Increased security. No accidental or intentional interference with camera operations occurs. By
isolating the camera network, you eliminate the possibility of devices sending information through the
internet without your knowledge or permission.
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¢ Improved management. Management is also easier because the load is independent to each
network. These independent loads make it easier to calculate and to measure the bandwidth usage
on each network.

Note: As a best practice, be sure to eliminate single points of failure. An example is to implement a
secondary SAN switch. If a switch fails, your recording servers have an additional path to
your NetApp E-Series storage and cameras can continue recording.

Where to find additional information

To learn more about the information that is described in this document, review the following documents
and/or websites:

¢ Video Management Systems Using VMware Virtualization with NetApp E-Series Storage
https://www.netapp.com/us/media/tr-4818.pdf

o NetApp E-Series Documentation Center
https://docs.netapp.com/ess-11/index.jsp

Version history

As an option, use the NetApp Table style to create a Version History table. Do not add a table number or
caption.

Version Date Document version history
Version 1.0 March 2020 Initial release of best practices guide.
Version 1.1 October 2021 Updated to add larger drive sizes.
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Refer to the Interoperability Matrix Tool (IMT) on the NetApp Support site to validate that the exact
product and feature versions described in this document are supported for your specific environment. The
NetApp IMT defines the product components and versions that can be used to construct configurations
that are supported by NetApp. Specific results depend on each customer’s installation in accordance with
published specifications.
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