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1 Executive Summary

NetApp® Validated Architectures (NVAs) describe systems and solutions that are designed, tested, and
documented to facilitate and improve customer deployments. These designs incorporate a wide range of
technologies and products into a portfolio of solutions that NetApp developed to address the business
needs of customers.

This document describes a reference architecture for Microsoft SQL Server 2014 with AlwaysOn
Availability Groups built on the All Flash FAS (AFF) FlexPod® model. This solution includes Cisco UCS
B200 M4 blade servers and NetApp AFF8080 EX storage arrays. The other major highlights of this
solution are the use of NetApp SnapCenter® enterprise software for application-integrated database
backup and recovery, VMware vSphere 6.0 virtualization, and Cisco Nexus 9000 Series switches for
client traffic.

This document also discusses design choices and best practices for this shared infrastructure platform.
These design considerations and recommendations are not limited to the specific components described
in this document and are also applicable to other versions.

1.1 FlexPod Program Benefits

FlexPod is a predesigned, best practice data center architecture built on the Cisco Unified Computing
System (Cisco UCS), the Cisco Nexus family of switches, and NetApp FAS and AFF storage systems.
FlexPod is a suitable platform for running various virtualization hypervisors as well as bare-metal
operating systems (OSs) and enterprise workloads. FlexPod delivers a baseline configuration and can
also be sized and optimized to accommodate many different use cases and requirements. Figure 1
depicts the component families of the FlexPod solution.

Figure 1) FlexPod component families.
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FlexPod provides a uniform approach to IT architecture, offering a well-characterized and documented
shared pool of resources for application workloads. FlexPod delivers operational efficiency and
consistency with the versatility to meet a variety of SLAs and IT initiatives, including the following:

e Application rollouts or migrations

e Business continuity and disaster recovery (DR)

e Desktop virtualization

e Cloud delivery models (public, private, and hybrid) and service models (laaS, PaaS, and SaaS)

e Asset consolidation and virtualization

o Data center consolidation and footprint reduction

Cisco and NetApp thoroughly validated and verified the FlexPod solution architecture and its many use
cases. In addition, they created a portfolio of detailed documentation, information, and references to
assist customers in transforming their data centers to this shared infrastructure model. This portfolio
includes, but is not limited to, the following items:

e Best practice architectural design

e Workload sizing and scaling guidance

¢ Implementation and deployment instructions

e Technical specifications (rules for what is and what is not a FlexPod configuration)

o Frequently asked questions (FAQSs)

e NVAs and Cisco Validated Designs (CVDs) that focus on a variety of use cases

Cisco and NetApp have also built a robust and experienced support team focused on FlexPod solutions,
including customer account and technical sales representatives, professional services personnel, and
technical support engineers. This support alliance provides customers and channel services partners with

direct access to technical experts who collaborate with cross vendors and have access to shared lab
resources to resolve potential issues.

FlexPod supports tight integration with virtualized and cloud infrastructures, making it the logical choice
for long-term investment. As a key FlexPod Cooperative Support partner, VMware provides the
virtualization hypervisor and management tools for this verified design with VMware vSphere and
VMware vCenter.

2 Solution Overview

The FlexPod architecture is designed to help manage infrastructure complexity with proven guidance and
measurable value. By introducing standardization, FlexPod helps customers mitigate the risk and
uncertainty intrinsic to planning, designing, and implementing a new data center infrastructure. The result
is a more predictable and adaptable architecture capable of meeting and exceeding IT demands.

This FlexPod design describes the deployment of Microsoft SQL Server 2014 with AlwaysOn Availability
Groups in a VMware vSphere virtualized environment. This AFF design demonstrates that, with the
addition of flash storage, FlexPod architectures can meet the most demanding performance requirements
and still deliver the values of a standardized shared infrastructure.

2.1 Target Audience

The intended audience of this document includes, but is not limited to, sales engineers, field consultants,
professional services personnel, IT managers, and partner engineers. It also includes customers who
want to take advantage of an infrastructure built to deliver high-performance and high-availability
database services.

8 FlexPod Datacenter with SQL Server AlwaysON Availability Groups and All Flash FAS © 2016 NetApp, Inc. All rights reserved.



2.2 Solution Technology

Traditionally, Microsoft SQL Server databases relied on Microsoft Windows clustering with shared storage
to achieve a high-availability (HA) configuration. Microsoft database technology has come a long way
since then and is now composed of highly efficient technology based on Windows Server 2012 R2 and
AlwaysOn Availability Groups.

This solution is based on SQL Server 2014 AlwaysOn Availability Groups implemented on Windows
Server 2012 R2 virtual machines (VMs). SQL Server instances are deployed as VMware vSphere VMs on
NetApp AFF storage arrays.

Figure 2 shows the high-level solution architecture, with the association between the primary and
secondary database replicas on separate storage.

Figure 2) High-level solution architecture.
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This design enables OLTP workloads to be serviced from the primary database replica while database
writes are synchronously committed to the secondary database server. The secondary replica provides
near-site disaster recovery and enhances the overall availability of the solution by providing database-
level failover. Because AlwaysOn replication enables readable database secondaries, the secondary
database replica can be used to offload backup and reporting jobs.

The secondary database replica is hosted on equivalent storage and compute resources to provide
consistent performance in the event of a failover. As part of NetApp integrated data management
capabilities, SnapCenter Server creates NetApp Snapshot® copies of secondary databases and creates
clones of databases for secondary processing or test and development activities.
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This solution uses NetApp AFF8080 EX storage arrays for both primary and secondary database copies.
Doing so provides the highest levels of performance for both copies during normal operations and failover
situations. When FCoE is used, LUNs are provisioned to ESXi servers to make vSphere Virtual Machine
File System (VMFS) datastores for SQL Server OS disks. In addition, separate dedicated LUNs are
provisioned to make datastores for each database. By using this technology, SQL Server 2014 databases
deliver excellent performance, and native application integration enables seamless backup, recovery, and
cloning.

Cisco UCS Fabric Interconnects (FI) and B-Series servers enhance this configuration by providing
flexibility and availability in the compute layer. Redundant hardware and software components eliminate
single points of failure and make sure that data traffic is uninterrupted in the event of a component failure.
Cisco UCS Service profiles ease deployment and maintenance activities by creating consistent
configurations that are easily updated and can be moved between physical blades as needed for
maintenance or upgrades.

Cisco Nexus 9000 switches act as the access layer for the primary and secondary database
environments. Cisco Nexus 9396PX switches are deployed in pairs, and the Cisco UCS Fabric
Interconnects are connected to virtual port channels for maximum availability. Cisco Nexus 9000 switches
provide 40Gb of switching capability and can participate in the Cisco Application Centric Infrastructure
(ACI). However, these switches do not support the FC or FCoE storage protocols. To enable FCoE in this
solution, storage controllers are connected directly to the Cisco UCS FI with redundant connections for
each controller.

When combined into a complete infrastructure, this solution delivers the following benefits:

e Tier 1 SQL Server 2014 database performance on a standardized, shared infrastructure

e Database-level availability by using a SQL Server AlwaysOn synchronous replica (near-site disaster
recovery)

e Integrated backup and recovery of SQL Server 2014 databases with NetApp SnapCenter
e Integrated cloning of databases for secondary processing or testing and development

o Hardware-level redundancy for all the major components by using Cisco UCS, Cisco Nexus, and
NetApp availability features

2.3 Use Case Summary

The FlexPod Datacenter, Microsoft SQL Server 2014, and NetApp AFF solution is designed to provide
enterprises with the performance, manageability, and reliability necessary for tier 1 application databases.
To this end, the following use cases were configured and tested in the lab to demonstrate the
performance and functionality of this design:

e SQL Server 2014 AlwaysOn Availability Groups with one primary database and one replica. This
configuration generates 150,000 to 200,000 IOPS with an average read latency below 1ms for a
typical OLTP workload while in a synchronized state. Secondary database copies run on separate
storage and compute resources that have capabilities equivalent to the primary.

o Failover of the SQL Server 2014 AlwaysOn Availability Groups to the secondary copy. This use case
demonstrates database resiliency and the comparable performance of the secondary copy in a
synchronized AG configuration under a typical OLTP workload.

e Backup and recovery of SQL Server 2014 databases with NetApp SnapCenter 1.1 and the
SnapCenter plug-ins for SQL Server. Backups are taken from the secondary database copy to offload
backup and validation processing from the primary infrastructure.

e Cloning of SQL Server 2014 databases with NetApp SnapCenter for use in application testing and
development environments.

e Failure testing of various infrastructure components while the environment is operating under a heavy
OLTP workload to verify the resiliency and reliability of the overall architecture.
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3 Technology Overview

3.1 FlexPod
FlexPod is a best practice data center architecture that includes three core components:

e Cisco Unified Computing System (Cisco UCS)
e Cisco Nexus switches
o NetApp FAS and AFF storage systems

These components are connected and configured according to best practices of both Cisco and NetApp
and provide the ideal platform for running various enterprise workloads with confidence. FlexPod can
scale up for greater performance and capacity (adding compute, network, or storage resources
individually as needed). FlexPod also can scale out for environments that need multiple consistent
deployments (rolling out additional FlexPod stacks). FlexPod delivers a baseline configuration and has
the flexibility to be sized and optimized to accommodate many different use cases.

Typically, the more scalable and flexible a solution is, the more difficult it becomes to maintain a single
unified architecture capable of offering the same features and functionality across each implementation.
This capability is one of the key benefits of FlexPod. Each of the component families shown in Figure 1
offers platform and resource options to scale the infrastructure up or down. These families do so
supporting the same features and functionality that are required under the configuration and connectivity
best practices of FlexPod.

FlexPod addresses four primary design principles: availability, scalability, flexibility, and manageability.
These architecture goals are as follows:

e Application availability. Makes sure that services are accessible and ready to use.

e Scalability. Addresses increasing demands with appropriate resources.

e Flexibility. Provides new services or recovers resources without infrastructure modification
requirements.

e Manageability. Facilitates efficient infrastructure operations through open standards and APIs.
For details about the specific products used in this validation and the design factors considered when

creating this reference architecture, refer to NVA-0025-DESIGN FlexPod Datacenter with SQL Server
AlwaysOn Availability Groups and AFF.

3.2 FlexPod: FCoE Direct-Connect Design

As noted previously, flexibility is a key design principle of FlexPod. The Cisco Nexus 9396PX switches
used in this design support 10GbE and 40GbE networking and Cisco ACI, but the switches do not
support FC or FCoE protocols. FlexPod can still support these protocols by connecting the Unified Target
Adapter ports on NetApp storage controllers directly to the Cisco UCS Fabric Interconnects. Doing so
applies the FC features of the Fls to provide name services and zoning capabilities to enable Cisco UCS
servers to boot from and access FC or FCoE storage without additional FC switches. Figure 3 shows the
basic topology of the direct-connect design.
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Figure 3) FCoE direct-connect topology.
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4 Technology Requirements

4.1 Hardware Requirements

Table 1 lists the hardware components required to implement the solution as tested. The hardware
components used in any implementation of this solution might vary based on customer requirements.

Table 1) Solution hardware requirements.

Hardware Configuration

Cisco UCS 6200 Series Fabric Interconnects 2x Cisco UCS 6248UP Fabric Interconnects
Includes Cisco UCS Manager

Cisco UCS B200 M4 2x Xeon E5-2690 CPU (12 cores/each 2.6Ghz)
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Hardware Configuration

128GB RAM/blade, 1 VIC 1340/blade
Cisco UCS 5108 chassis Includes 2x Cisco UCS-IOM 2204XP
Cisco Nexus 9396PX No expansion modules
NetApp AFF8080 EX No additional PCI cards
NetApp DS2246 disk shelves 2x disk shelves with 800GB SSDs

4.2 Software Requirements

Table 2 lists the software components required to implement the solution as tested. The software
components used in any implementation of the solution might vary based on customer requirements.

Table 2) Solution software requirements.

Software/Firmware Version

Compute

Cisco UCS Manager 2.2(5d)
Networking

Cisco Nexus 9396PX NX-OS software release 7.0(3)11(3)
Storage

NetApp clustered Data ONTAP® 8.3.1
NetApp Windows PowerShell toolkit 4.1.0
NetApp System Manager 8.3.1
NetApp Virtual Storage Console for VMware vSphere | 6.2
(VSC)

NetApp SnapCenter Server 1.1
SnapCenter Plug-In for Microsoft Windows 1.1
SnapCenter Plug-In for Microsoft SQL Server 1.1

VMware vSphere

VMware ESXi 6.0.0 3380124
VMware vCenter Server 6.0.0 2656761
VMware vSphere PowerCLI 6.0 release 3 build 3205540

Database Server

Microsoft Windows Server 2012 R2 Standard

Microsoft SQL Server SQL Server 2014 Service Pack 1 Enterprise Edition
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4.3 Configuration Guidelines

This document provides details for configuring a fully redundant, highly available configuration for a
FlexPod unit with clustered Data ONTAP storage. Therefore, reference is made to which component is
being configured with each step, either 01 or 02 or A and B. For example, node01 and node02 are used
to identify the two NetApp storage controllers that are provisioned with this document. Cisco Nexus A or
Cisco Nexus B identifies the pair of Cisco Nexus switches that are configured. The Cisco UCS Fabric
Interconnects are similarly configured. Also, this document details the steps for provisioning multiple
Cisco UCS hosts. These examples are identified as VM-Host-Infra-01 and VM-Host-Prod-02 to represent
infrastructure and production hosts deployed to each of the fabric interconnects in this document. Finally,
to indicate that you should include information pertinent to your environment in a given step, <text>
appears as part of the command structure. See the following example for the network port vlan

create command:

Usage:

network port vlan create ?

[-node] <nodename> Node

{ [-vlan—-name]

\ -port {<netport>|<ifgrp>}

[-vlan-id] <integer> }

Example:

{<netport>|<ifgrp>} VLAN Name

Associated Network Port

Network Switch VLAN Identifier

network port vlan -node <node0Ol> -vlan-name iOa-<vlan id>

This document is intended to enable you to fully configure the customer environment. In this process,
various steps require you to insert customer-specific naming conventions, IP addresses, and VLAN
schemes as well as to record appropriate MAC addresses. Table 3 describes the VLANs used during the
validation of this solution. Customers should use values appropriate to their environment for all
configuration variables.

Table 3) Required VLANS.
VLAN Purpose

VLAN Name

ID Used for Validation in
This Document

In-Band Mgmt VLAN for in-band management interfaces 113
Native VLAN to which untagged frames are assigned 2
vMotion VLAN for VMware vMotion 3173
VM-Traffic VLAN for production VM interfaces 3174

4.4 Physical Infrastructure

FlexPod Cabling

The information in this section is a reference for cabling the physical equipment in a FlexPod
environment. To simplify cabling requirements, the tables include both local and remote device and port

locations.

The tables in this section contain the details for the prescribed and supported configuration of the NetApp
AFF8080 running clustered Data ONTAP 8.3.1.

Note: For any modifications of this prescribed architecture, consult the NetApp Interoperability Matrix

Tool (IMT).
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This document assumes that out-of-band management ports are plugged into an existing management
infrastructure at the deployment site. These interfaces will be used in various configuration steps

The procedures in this document are based on the cabling as depicted below. Changes to the cabling
described here require changes to the deployment procedures that follow because specific port locations
are referenced.

The NetApp storage controller and disk shelves should be connected according to best practices for the
specific storage controller and disk shelves. For disk shelf cabling, refer to the Universal SAS and ACP

Cabling Guide.

In this document, the AFF8080 and Cisco UCS servers used to host one of the SQL replicas is referred to
as primary and the equipment used to host the other replica is referred to as secondary. Figure 4 shows
the connectivity between the primary NetApp AFF8080 and Cisco UCS 6248UP Fabric Interconnects and
the Cisco Nexus 9396PX network switches. The secondary AFF8080 and Cisco UCS are connected in an
identical configuration except for the Cisco Nexus switch ports, as noted in the illustrations and tables.

Figure 4) FlexPod cabling diagram.
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Tables 4 through 9 provide the details of all the connections in use. The secondary storage and Cisco
UCS systems use the same cabling as described in Tables 4 through 9 and Figure 4.
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Table 4) Cisco Nexus 9396-A cabling information.

Local Device Local Port  Connection Remote Device Remote
Port
Cisco Nexus 9396 A Eth1/1 10GbE Cisco UCS 6248UP FI A eth1/17
(primary replica)
Eth1/2 10GbE Cisco UCS 6248UP FI B eth1/17
(primary replica)
Eth1/15 10GbE NetApp AFF8080 EX controller 1 | eOe
(primary replica)
Eth1/16 10GbE NetApp AFF8080 EX Controller | eOe
2 (primary replica)
Eth1/17 10GbE Cisco UCS 6248UP FI A eth1/17
(secondary replica)
Eth1/18 10GbE Cisco UCS 6248UP FI B eth1/17
(secondary replica)
Eth1/31 10GbE NetApp AFF8080 EX Controller | eOe
1 (secondary replica)
Eth1/32 10GbE NetApp AFF8080 EX Controller | eOe
2 (secondary replica)
Eth1/47 10GbE Cisco Nexus 9396PX B Eth1/47
Eth1/48 10GbE Cisco Nexus 9396PX B Eth1/48
MGMTO GbE GbE management switch Any

Note: For devices requiring GbE connectivity, use the GbE copper SFP+s (GLC-T=).

Table 5) Cisco Nexus 9396-B cabling information.

Local Device Local Port Connection Remote Device Remote

Port

Cisco Nexus 9396 B Eth1/1 10GbE Cisco UCS 6248UP FI A 18
(primary replica)

Eth1/2 10GbE Cisco UCS 6248UP FI B 18
(primary replica)

Eth1/15 10GbE NetApp AFF8080 EX controller 1 | eOg
(primary replica)

Eth1/16 10GbE NetApp AFF8080 EX controller 2 | eOg
(primary replica)

Eth1/17 10GbE Cisco UCS 6248UP FI A 18
(secondary replica)

Eth1/18 10GbE Cisco UCS 6248UP FI B 18
(secondary replica)

Eth1/31 10GbE NetApp AFF8080 EX controller 1 | eOg
(secondary replica)
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Local Device Local Port  Connection Remote Device Remote
Port
Eth1/48 10GbE NetApp AFF8080 EX controller 2 | €0g
(secondary replica)
Any 10GbE Cisco Nexus 9396PX A Eth1/47
Eth1/48 10GbE Cisco Nexus 9396PX A
MGMTO GbE GbE management switch
Table 6) NetApp AFF8080 EX controller 1 cabling information.
Local Device Local Port  Connection Remote Device Remote
Port
NetApp controller 1 eOM 100MbE 100MbE management switch Any
Connections for secondary . .
replica noted in parentheses e0i GbE GbE management switch Any
eOP GbE SAS shelves ACP port
ela 10GbE NetApp AFF8080 EX controller 2 | eOa
eOb 10GbE NetApp AFF8080 EX controller 2 | eOb
eOc 10GbE NetApp AFF8080 EX controller 2 | eOc
e0d 10GbE NetApp AFF8080 EX controller 2 | eOd
Oe 10GbE Cisco Nexus 9396PX A Eth1/15
(eth1/31)
of 10GbE / Cisco UCS 6248UP FI A eth1/25
FCoE
0g 10GbE Cisco Nexus 9396PX B Eth1/15
(eth1/31)
Oh 10GbE / Cisco UCS 6248UP FI B eth1/25
FCoE

Note:

indicated by a wrench icon on the rear of the chassis.

Table 7) NetApp AFF8080 EX controller 2 cabling information.

Local Device

NetApp controller 2

Connections for secondary
replica noted in parentheses

When the term eOM is used, the physical Ethernet port to which the table refers is the port

Local Connection Remote Device Remote
Port Port
eOM 100MbE 100MbE management switch Any

e0i GbE GbE management switch Any

e0P GbE SAS shelves ACP port
ela 10GbE NetApp AFF8080 EX controller 1 | eOa

e0b 10GbE NetApp AFF8080 EX controller 1 | eOb
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Local Device Local Connection Remote Device Remote
Port Port
e0c 10GbE NetApp AFF8080 EX controller 1 | eOc
e0d 10GbE NetApp AFF8080 EX controller 1 | e0d
Oe 10GbE Cisco Nexus 9396PX A Eth1/16

(eth1/32)
of 10GbE / FCoE | Cisco UCS 6248UP FI A ethl/26
Og 10GbE Cisco Nexus 9396PX B Eth1/16
(eth1/32)
Oh 10GbE / FCoE | Cisco UCS 6248UP FI B ethl/26
Table 8) Cisco UCS6248 fabric interconnect A cabling information.

Local Device Local Connection Remote Device Remote
Port Port

Cisco UCS fabric Eth1/1 10GbE Cisco UCS Chassis 1 2204 FEX A | IOM 1/1

interconnect A ) )

Connections for secondary Eth1/2 10GbE Cisco UCS Chassis 1 2204 FEX A | IOM 1/2

replica noted in parentheses | gyy1/3 | 10GbE Cisco UCS Chassis 1 2204 FEX A | IOM 1/3
Eth1/4 10GbE Cisco UCS Chassis 1 2204 FEX A | IOM 1/4
Eth1/17 10GbE Cisco Nexus 9396PX A Eth1/1

(eth1/17)
Eth1/18 10GbE Cisco Nexus 9396PX B Eth1/1
(eth1/17)
Eth1/25 | 10GbE/ NetApp AFF8080 EX controller 1 eOf
FCoE
Eth1/26 10GbE / NetApp AFF8080 EX controller 2 eOf
FCoE
MGMTO GbE GbE management switch Any
L1 GbE Cisco UCS 6248UP FI B L1
L2 GbE Cisco UCS 6248UP FI B L2
Table 9) Cisco UCS6248 fabric interconnect B cabling information.

Local Device Local Connection Remote Device Remote
Port Port

Cisco UCS fabric Eth1/1 10GbE Cisco UCS Chassis 1 2204 FEXB | IOM 1/1

interconnect B ) -

Connections for secondary Eth1/2 10GbE Cisco UCS Chassis 1 2204 FEX B | IOM 1/2

replica noted in parentheses | pyn1/3 | 10GbE Cisco UCS Chassis 1 2204 FEXB | IOM 1/3
Eth1/4 10GbE Cisco UCS Chassis 1 2204 FEX B | IOM 1/4
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Local Device Local Connection Remote Device Remote

Port Port
Eth1/17 10GbE Cisco Nexus 9396PX A Eth1/2
(eth1/18)
Eth1/18 | 10GbE Cisco Nexus 9396PX B Eth1/2
(eth1/18)
Eth1/25 10GbE / NetApp AFF8080 EX controller 1 eOh
FCoE
Eth1/26 10GbE/ NetApp AFF8080 EX controller 2 eOh
FCoE
MGMTO | GbE GbE management switch Any
L1 GbE Cisco UCS 6248UP FI A L1
L2 GbE Cisco UCS 6248UP FI A L2

5 Network Switch Configuration

This section details the procedure for configuring the Cisco Nexus 9000s for use in a FlexPod
environment. Follow these steps precisely; failure to do so could result in an improper configuration.

5.1 Physical Connectivity

Follow the physical connectivity guidelines for FlexPod as covered in the section “FlexPod Cabling.”
5.2 Network Configuration Variables

Table 10 lists the variables used in the configuration of the Cisco Nexus 9396PX switches.

Table 10) Network configuration variables.

Variable Value

<<var_password>>

<<var_nexus_A_hostname>>

<<var_nexus_A_mgmt0_ip>>

<<var_nexus_A_mgmt0_netmask>>

<<var_nexus_A_mgmt0_gw>>

<<var_global_ntp_server_ip>>

<<var_nexus_B_hostname>>

<<var_nexus_B_mgmt0_ip>>

<<var_nexus_B_mgmt0_netmask>>

<<var_nexus_B_mgmt0_gw>>

<<var_ib-mgmt-vlan_gateway>>

<<var_ib-mgmt_vlan_id>>

<<var_native_vlan_id>>

<<var_vmotion_vlan_id>>

<<var_vm-traffic_vlan_id>>
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Variable Value

<<var_switch_a_ntp_ip>>

<<var_ib-mgmt_vlan_netmask_length>>

<<var_switch_b_ntp_ip>>

<<var_pri_ucs_6248_clustername>>

<<var_sec_ucs_6248 clustername>>

<<var_pri_node01>>

<<var_pri_node02>>

<<var_sec_node01>>

<<var_sec_node02>>

<<var_nexus_vpc_domain_id>>

5.3 FlexPod Cisco Nexus Base

The following procedures describe how to configure the Cisco Nexus switches for use in a base FlexPod
environment. This procedure assumes the use of Cisco Nexus 9000 7.0(3)I1(3).

Note: The following procedure includes the setup of NTP distribution on the in-band management
VLAN. The interface-vlan feature and ntp commands are used for this setup. This
procedure also assumes that the default VRF will be used to route the in-band management
VLAN.

Set Up Initial Configuration

Cisco Nexus 9396PX A
To set up the initial configuration for Cisco Nexus switch A, complete the following steps:
1. Configure the switch.

Note: On initial boot and connection to the serial or console port of the switch, the Cisco NX-OS setup
should automatically start and attempt to enter Power on Auto Provisioning.

Abort Power on Auto Provisioning and continue with normal setup? (yes/no) [n]: yes
Do you want to enforce secure password standard (yes/no): yes

Enter the password for "admin": <<var password>>

Confirm the password for "admin": <<var password>>

Would you like to enter the basic configuration dialog (yes/no): yes

Create another login account (yes/no) [n]: Enter

Configure read-only SNMP community string (yes/no) [n]: Enter

Configure read-write SNMP community string (yes/no) [n]: Enter

Enter the switch name: <<var nexus_A hostname>>

Continue with Out-of-band (mgmt0) management configuration? (yes/no) [y]: Enter
MgmtO IPv4 address: <<var nexus A mgmt0 ip>>

MgmtO IPv4 netmask: <<var nexus A mgmt0 netmask>>

Configure the default gateway? (yes/no) [y]: Enter

IPv4 address of the default gateway: <<var nexus A mgmtO_gw>>

Configure advanced IP options? (yes/no) [n]: Enter

Enable the telnet service? (yes/no) [n]: Enter

Enable the ssh service? (yes/no) [y]: Enter

Type of ssh key you would like to generate (dsa/rsa) [rsa]: Enter

Number of rsa key bits <1024-2048> [1024]: Enter

Configure the ntp server? (yes/no) [n]: y

NTP server IPv4 address: <<var_global ntp server ip>>

Configure default interface layer (L3/L2) [L2]: Enter

Configure default switchport interface state (shut/noshut) [noshut]: shut

Configure CoPP system profile (strict/moderate/lenient/dense/skip) [strict]: Enter
Would you like to edit the configuration? (yes/no) [n]: Enter
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2. Review the configuration summary before enabling the configuration.

Use this configuration and save it? (yes/no) [y]: Enter

Cisco Nexus 9396PX B
To set up the initial configuration for Cisco Nexus switch B, complete the following steps:
1. Configure the switch.

Note: On initial boot and connection to the serial or console port of the switch, the Cisco NX-OS setup
should automatically start and attempt to enter Power on Auto Provisioning.

Abort Power on Auto Provisioning and continue with normal setup? (yes/no) [n]: yes
Do you want to enforce secure password standard (yes/no): yes

Enter the password for "admin": <<var password>>

Confirm the password for "admin": <<var_ password>>

Would you like to enter the basic configuration dialog (yes/no): yes

Create another login account (yes/no) [n]: Enter

Configure read-only SNMP community string (yes/no) [n]: Enter

Configure read-write SNMP community string (yes/no) [n]: Enter

Enter the switch name: <<var nexus B hostname>>

Continue with Out-of-band (mgmt0O) management configuration? (yes/no) [y]: Enter
MgmtO IPv4 address: <<var_nexus_B mgmtO_ ip>>

MgmtO IPv4 netmask: <<var_nexus B mgmt(0_netmask>>

Configure the default gateway? (yes/no) [y]: Enter

IPv4 address of the default gateway: <<var nexus B mgmtO gw>>

Configure advanced IP options? (yes/no) [n]: Enter

Enable the telnet service? (yes/no) [n]: Enter

Enable the ssh service? (yes/no) [y]: Enter

Type of ssh key you would like to generate (dsa/rsa) [rsa]: Enter
Number of rsa key bits <1024-2048> [1024]: Enter
Configure the ntp server? (yes/no) [n]l: y

NTP server IPv4 address: <<var_global ntp_server ip>>
Configure default interface layer (L3/L2) [L2]: Enter
Configure default switchport interface state (shut/noshut) [noshut]: shut

Configure CoPP system profile (strict/moderate/lenient/dense/skip) [strict]:
Enter
Would you like to edit the configuration? (yes/no) [n]: Enter

2. Review the configuration summary before enabling the configuration.

Use this configuration and save it? (yes/no) [y]: Enter

6 FlexPod Cisco Nexus Switch Configuration

6.1 Enable Features

Cisco Nexus 9396PX A and Cisco Nexus 9396PX B
To license the Cisco Nexus switches, complete the following steps:

1. Login as admin.
2. Run the following commands:

config t

feature interface-vlan
feature lacp

feature vpc

feature 1ldp
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6.2 Set Global Configurations

Cisco Nexus 9396PX A and Cisco Nexus 9396PX B
To set global configurations, complete the following step on both switches:

1. Run the following commands to set global configurations:

spanning-tree port type network default

spanning-tree port type edge bpduguard default
spanning-tree port type edge bpdufilter default
port-channel load-balance src-dst l4port

ntp server <<var global ntp server ip>> use-vrf management
ntp master 3

ip route 0.0.0.0/0 <<var ib-mgmt-vlan gateway>>

copy run start

6.3 Create VLANSs

Cisco Nexus 9396PX A and Cisco Nexus 9396PX B
To create the necessary virtual LANs, complete the following step on both switches:

1. From the global configuration mode, run the following commands:

vlan <<var ib-mgmt vlan id>>
name IB-MGMT-VLAN

vlan <<var native vlan_id>>
name Native-VLAN

vlan <<var vmotion vlan id>>
name vMotion-VLAN

vlan <<var vm-traffic vlan_id>>
name VM-Traffic-VLAN

exit

6.4 Add NTP Distribution Interface

Cisco Nexus 9396PX A
1. From the global configuration mode, run the following commands:

ntp source <<var_switch_a ntp ip>>

interface Vlan<<var_ib-mgmt vlan_ id>>

ip address <<var switch a ntp ip>>/<<var ib-mgmt vlan netmask length>>
no shutdown

exit

Cisco Nexus 9396PX B
1. From the global configuration mode, run the following commands:

ntp source <<var_switch b ntp_ip>>

interface Vlan<<var ib-mgmt vlan id>>

ip address <<var switch b ntp ip>>/<<var ib-mgmt vlan netmask length>>
no shutdown

exit

6.5 Add Individual Port Descriptions for Troubleshooting

Cisco Nexus 9396PX A

To add individual port descriptions for troubleshooting activity and verification for switch A, complete the
following step:
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1. From the global configuration mode, run the following commands:

interface Ethl/1

description <<var_pri ucs_6248_ clustername>>-a:1/17
interface Ethl/2

description <<var pri ucs_6248 clustername>>-b:1/17
interface Ethl/15

description <<var_ pri node0l1>>:e0e

interface Ethl/16

description <<var pri node02>>:e0e

interface Ethl/17

description <<var_sec_ucs_6248 clustername>>-a:1/17
interface Ethl1/18

description <<var sec ucs 6248 clustername>>-b:1/17
interface Ethl/31

description <<var_ sec_node0Ol>>:e0e

interface Ethl/32

description <<var_sec node02>>:ele

interface Ethl/47

description <<var nexus_ B hostname>>:1/47

interface Ethl/48

description <<var nexus_B hostname>>:1/48

exit

Cisco Nexus 9396PX B

To add individual port descriptions for troubleshooting activity and verification for switch B, complete the
following step:

1. From the global configuration mode, run the following commands:

interface Ethl/1

description <<var_pri ucs_6248 clustername>>-a:1/18
interface Ethl/2

description <<var pri ucs 6248 clustername>>-b:1/18
interface Ethl/15

description <<var pri node01>>:e0g

interface Ethl/16

description <<var pri node02>>:e0g

interface Ethl/17

description <<var_sec_ucs_6248 clustername>>-a:1/18
interface Ethl/18

description <<var sec ucs_6248 clustername>>-b:1/18
interface Ethl/31

description <<var_sec_node0l1>>:e0g

interface Ethl/32

description <<var_sec node02>>:e0g

interface Ethl/47

description <<var_ nexus_ A hostname>>:1/47

interface Ethl/48

description <<var nexus_A hostname>>:1/48

exit

6.6 Create Port Channels

Cisco Nexus 9396PX A and Cisco Nexus 9396PX B
To create the necessary port channels between devices, complete the following step on both switches:

1. From the global configuration mode, run the following commands:

interface Pol0

description vPC peer-link

interface Ethl/47-48

channel-group 10 mode active

no shutdown

interface Poll

description <<var pri ucs 6248 clustername>>-a
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interface Ethl/1

channel-group 11 mode active
no shutdown

interface Pol2

description <<var_pri ucs 6248 clustername>>-b
interface Ethl/2

channel-group 12 mode active
no shutdown

interface Polb5

description <<var pri node01>>
interface Ethl/15
channel-group 15 mode active
no shutdown

interface Pol6

description <<var pri node02>>
interface Ethl/16
channel-group 16 mode active
no shutdown

interface Po2l

description <<var_sec_ucs_ 6248 clustername>>-a
interface Ethl/17
channel-group 21 mode active
no shutdown

interface Po22

description <<var sec_ucs_ 6248 clustername>>-b
interface Ethl/18
channel-group 22 mode active
no shutdown

interface Po25

description <<var_sec_node01>>
interface Ethl/31
channel-group 25 mode active
no shutdown

interface Po26

description <<var sec node02>>
interface Ethl/32
channel-group 26 mode active
no shutdown

exit

copy run start

6.7 Configure Port Channel Parameters

Cisco Nexus 9396PX A and Cisco Nexus 9396PX B
To configure port channel parameters, complete the following step on both switches:

1. From the global configuration mode, run the following commands:

interface Pol0

switchport mode trunk

switchport trunk native vlan 2

switchport trunk allowed vlan <<var ib-mgmt vlan id>>, <<var vmotion vlan id>>, <<var vm-
traffic vlan_id>>

spanning-tree port type network

interface Poll

switchport mode trunk

switchport trunk native wvlan 2

switchport trunk allowed vlan <<var_ib-mgmt vlan id>>, <<var_vmotion vlan_ id>>, <<var_vm-
traffic vlan_id>>

spanning-tree port type edge trunk

mtu 9216

interface Pol2

switchport mode trunk

switchport trunk native vlan 2

switchport trunk allowed vlan <<var ib-mgmt vlan id>>, <<var vmotion vlan id>>, <<var vm-
traffic vlan_id>>

spanning-tree port type edge trunk

mtu 9216
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interface Pol5
switchport mode trunk
switchport trunk native vlan 2

switchport trunk allowed vlan <<var ib-mgmt vlan id>>

spanning-tree port type edge trunk
mtu 9216

interface Pol6

switchport mode trunk

switchport trunk native wvlan 2

switchport trunk allowed vlan <<var ib-mgmt vlan id>>

spanning-tree port type edge trunk
mtu 9216

interface Po2l

switchport mode trunk

switchport trunk native vlan 2

switchport trunk allowed vlan <<var_ ib-mgmt vlan id>>, <<var vmotion vlan id>>, <<var vm-

traffic vlan_ id>>

spanning-tree port type edge trunk
mtu 9216

interface Po22

switchport mode trunk

switchport trunk native wvlan 2

switchport trunk allowed vlan <<var_ib-mgmt_vlan_id>>, <<var_vmotion_vlan_id>>, <<var_vm-

traffic vlan_id>>

spanning-tree port type edge trunk
mtu 9216

interface Po25

switchport mode trunk

switchport trunk native vlan 2

switchport trunk allowed vlan <<var ib-mgmt vlan id>>

spanning-tree port type edge trunk
mtu 9216

interface Po26

switchport mode trunk

switchport trunk native vlan 2

switchport trunk allowed vlan <<var_ ib-mgmt vlan id>>

spanning-tree port type edge trunk
mtu 9216

exit

copy run start

6.8 Configure Virtual Port Channels

Cisco Nexus 9396PX A

To configure virtual port channels (vPCs) for switch A, complete the following step:

1. From the global configuration mode, run the following commands:

vpc domain <<var_nexus_vpc_domain_id>>

role priority 10

peer-keepalive destination <<var_nexus B mgmtO_ip>> source <<var_nexus_A mgmtO_ip>>

peer-switch
peer—-gateway
auto-recovery
delay restore 150
interface Pol0
vpc peer-link
interface Poll
vpc 11
interface Pol2
vpc 12
interface Polb
vpc 15
interface Pol6
vpc 16
interface Po2l
vpc 21
interface Po22
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vpc 22
interface Po25
vpc 25
interface Po26
vpc 26

exit

copy run start

Cisco Nexus 9396PX B
To configure vPCs for switch B, complete the following step:

1. From the global configuration mode, run the following commands.

vpc domain <<var nexus_vpc_domain_id>>
role priority 20
peer-keepalive destination <<var_nexus A mgmtO_ip>> source <<var_nexus_B mgmtO_ip>>
peer-switch
peer—-gateway
auto-recovery
delay restore 150
interface Pol0
vpc peer-link
interface Poll
vpc 11

interface Pol2
vpc 12

interface Polb5
vpc 15

interface Pol6
vpc 16

interface Po2l
vpc 21

interface Po22
vpc 22

interface Po25
vpc 25

interface Po26
vpc 26

exit

copy run start

6.9 Uplink into Existing Network Infrastructure

Depending on the available network infrastructure, several methods and features can be used to uplink
the FlexPod environment. For an existing Cisco Nexus environment, NetApp recommends using vPCs to
uplink the Cisco Nexus 9396PX switches included in the FlexPod environment into the infrastructure. The
previously described procedures can be used to create an uplink vPC to the existing environment. Make
sure to run copy run start to save the configuration on each switch after the configuration is
completed.

7 Storage Configuration

7.1 NetApp Hardware Universe

The NetApp Hardware Universe (HWU) application provides supported hardware and software
components for any specific ONTAP version. The application provides configuration information for all of
the NetApp storage appliances supported by ONTAP software. It also provides a table of component
compatibilities.

Note: Confirm that the hardware and software components that you would like to use are supported
with the version of ONTAP that you plan to install by using the HWU application.

26 FlexPod Datacenter with SQL Server AlwaysON Availability Groups and All Flash FAS © 2016 NetApp, Inc. All rights reserved.
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1. Access the HWU application to view the System Configuration guides. Click the Platforms tab to view
the compatibility between different versions of ONTAP and the NetApp storage appliances with your
desired specifications.

2. Alternatively, to compare components by storage appliance, click Compare Storage Systems.
3. HWU also provides site requirement information, such as about:
— Site preparation
— System connectivity requirements
— Circuit breaker, power outlet balancing, system cabinet power cord plugs, and console pinout

requirements
7.2 Controllers

Follow the physical installation procedures for the controllers found in the AFF8000 series product
documentation at the NetApp Support site.

7.3 Disk Shelves

NetApp storage systems support a wide variety of disk shelves and disk drives. The complete list of disk
shelves that are supported by AFF80xx is available at the NetApp Support site.

When using SAS disk shelves with NetApp storage controllers, refer to the SAS Disk Shelves Universal
SAS and ACP Cabling Guide for cabling guidelines.

7.4 Clustered Data ONTAP 8.3.1

The following procedure documents the deployment of a single Data ONTAP cluster. For this reference
architecture, two clusters were deployed to host primary and secondary SQL replicas. After the primary
replica cluster is deployed, repeat this procedure to deploy the secondary cluster.

7.5 Complete the Configuration Worksheet

Before running the setup script, complete the cluster setup worksheet from the Clustered Data ONTAP
8.3 Software Setup Guide. You must have access to the NetApp Support site to open the cluster setup
worksheet.

Storage Configuration Variables
Table 11 lists the values that are required for configuration of the NetApp AFF8080 EX storage systems.

Table 11) Storage configuration variables.

Variable Value

<<var_node01l_mgmt_ip>>

<<var_node0l_mgmt_mask>>

<<var_node0l_mgmt_gateway>>

<<var_node02_mgmt_ip>>

<<var_node02_mgmt_mask>>

<<var_mgmt_gateway>>

<<var_url_boot_software>>

<<var_password>>

<<var_clustername>>

<<var_cluster_base_license_key>>
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Variable Value

<<var_clustermgmt_ip>>

<<var_clustermgmt_mask>>

<<var_clustermgmt_port>>

<<var_clustermgmt_gateway>>

<<var_fcp_license>>

<<var_dns_domain_name>>

<<var_nameserver_ip>>

<<var_node_location>>

<<var_node01>>

<<var_node02>>

<<var_node01_sp_ip>>

<<var_nodeOl_sp_mask>>

<<var_node0l_sp_gateway>>

<<var_node02_sp_ip>>

<<var_node02_sp_mask>>

<<var_node02_sp_gateway>>

<<var_timezone>>

<<var_snmp_contact>>

<<var_snmp_location>>

<<var_oncommand_server_fqdn>>

<<var_snmp_community>>

<<var_mailhost>>

<<var_storage_admin_email>>

<<var_cert_common_name>>

<<var_cert_country>>

<<var_cert_state>>

<<var_cert_locality>>

<<var_cert_org>>

<<var_cert_unit>>

<<var_cert_email>>

<<var_cert_days>>

<<var_infra_svm_mgmt_ip>>

<<var_infra_svm_mgmt_mask>>

<<var_infra_svm_mgmt_gateway>>

<<var_prod_svm_mgmt_ip>>

<<var_prod_svm_mgmt_mask>>

<<var_prod_svm_mgmt_gateway>>

Install ONTAP Nodes

Before running the setup script, review the configuration worksheets in the Clustered Data ONTAP 8.3
Software Setup Guide to learn about configuring ONTAP. Table 11 lists the information that you will need
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to configure two ONTAP nodes. Customize the cluster detail values with the information applicable to
your deployment.

Configure Node 01

To configure node 01, complete the following steps:

1. Connect to the storage system console port. You should see a Loader-A prompt. However, if the
storage system is in a reboot loop, press Ctrl-C to exit the autoboot loop when the following message
displays:

Starting AUTOBOOT press Ctrl-C to abort..

2. Allow the system to boot up.

autoboot

3. Press Ctrl-C when prompted.

Note: If Data ONTAP 8.3.1 is not the version of software being booted, continue with the following
steps to install new software. If Data ONTAP 8.3.1 is the version being booted, select option
8 and vy to reboot the node. Then continue with step 14.

To install new software, select option 7.

Enter y to perform an upgrade.

Select eOM for the network port you want to use for the download.
Enter y to reboot now.

Enter the IP address, netmask, and default gateway for eOM.
Enter the URL where the software can be found.

© ©® N o g s

Note: This web server should be pingable.

<<var_url boot_ software>>

10. Press Enter for the user name, indicating no user name.

Note: When installing new software, the system might perform firmware upgrades to the BIOS and
adapter cards, causing reboots and possible stops at the Loader-A prompt. If these actions
occur, the system might deviate from this procedure.

11. Press Ctrl-C when you see the boot menu message:

Press Ctrl-C for Boot Menu

12. Select option 4 for Clean Configuration and Initialize All Disks.
13. Enter y to zero disks, reset config, and install a new file system.
14. Enter y to erase all the data on the disks.

Note: The initialization and creation of the root volume can take 90 minutes or more to complete,
depending on the number of disks attached. After initialization is complete, the storage
system reboots. You can continue with the node 02 configuration while the disks for node 01
are zeroing.

Configure Node 02
To configure node 02, complete the following steps:

1. Connect to the storage system console port. You should see a Loader-A prompt. However, if the
storage system is in a reboot loop, press Ctrl-C to exit the autoboot loop when you see this message:

Starting AUTOBOOT press Ctrl-C to abort..

2. Allow the system to boot up.
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autoboot

3. Press Ctrl-C when prompted.

Note: If Data ONTAP 8.3.1 is not the version of software being booted, continue with the following
steps to install new software. If Data ONTAP 8.3.1 is the version being booted, select option
8 and y to reboot the node. Then continue with step 14.

To install new software, select option 7.

Enter y to perform an upgrade.

Enter eOM for the network port you want to use for the download.
Enter y to reboot now.

Enter the IP address, netmask, and default gateway for eOM.
Enter the URL where the software can be found.

© ©® N o g s

Note: This web server must be pingable.
10. Press Enter for the user name, indicating no user name.
11. Enter y to set the newly installed software as the default to be used for subsequent reboots.
12. Enter y to reboot the node.

Note: When installing new software, the system might perform firmware upgrades to the BIOS and
adapter cards, causing reboots and possible stops at the Loader-A prompt. If these actions
occur, the system might deviate from this procedure.

13. Press Ctrl-C when you see the boot message:

Press Ctrl-C for Boot Menu

14. Select option 4 for Clean Configuration and Initialize All Disks.
15. Enter y to zero disks, reset config, and install a new file system.
16. Enter y to erase all the data on the disks.

Note: The initialization and creation of the root volume can take 90 minutes or more to complete,
depending on the number of disks attached. When initialization is complete, the storage
system reboots.

Set Up Node

From a console port program attached to the storage controller A (node 01) console port, run the node
setup script. This script appears when Data ONTAP 8.3.1 boots on the node for the first time.

1. Follow the prompts to set up node 01:

Welcome to node setup.

You can enter the following commands at any time:
"help" or "?" - if you want to have a question clarified,
"back" - if you want to change previously answered questions, and
"exit" or "quit" - if you want to quit the setup wizard.
Any changes you made before quitting will be saved.

To accept a default or omit a question, do not enter a value.

This system will send event messages and weekly reports to NetApp Technical Support.

To disable this feature, enter "autosupport modify -support disable" within 24 hours.
Enabling AutoSupport can significantly speed problem determination and resolution should a
problem occur on your system.

For further information on AutoSupport, see:

http://support.netapp.com/autosupport/
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Type yes to confirm and continue {yes}: yes

Enter the node management interface port [eOM]: Enter

Enter the node management interface IP address: <<var_node0Ol mgmt_ ip>>

Enter the node management interface netmask: <<var node(0l mgmt mask>>

Enter the node management interface default gateway: <<var node0l mgmt gateway>>

A node management interface on port eOM with IP address <<var node0l mgmt ip>> has been created

This node has its management address assigned and is ready for cluster setup.

To complete cluster setup after all nodes are ready, download and run the System Setup utility
from the NetApp Support Site and use it to discover the configured nodes.

For System Setup, this node's management address is: <<var node0l mgmt ip>>.

Alternatively, you can use the "cluster setup" command to configure the cluster.

2. Press Enter and log in to the node with the admin user ID and no password.
3. Atthe node command prompt, enter the following commands to set HA mode for storage failover.

Note: If the node responds that the HA mode was already set, proceed to step 4.

::> storage failover modify -mode ha
Mode set to HA. Reboot node to activate HA.

::> system node reboot

Warning: Are you sure you want to reboot node "localhost"? {yln}: y

4. After reboot, set up the node with the preassigned values.

Welcome to node setup.

You can enter the following commands at any time:

"help" or "?" - if you want to have a question clarified,
"back" - if you want to change previously answered questions, and
"exit" or "quit" - if you want to quit the setup wizard.

Any changes you made before quitting will be saved.
To accept a default or omit a question, do not enter a value.
Enter the node management interface port [eOM]: Enter
Enter the node management interface IP address [<<var_node0Ol mgmt ip>>]: Enter
Enter the node management interface netmask [<<var node0l mgmt mask>>]: Enter
Enter the node management interface default gateway [<<var node0Ol mgmt gateway>>]: Enter

This node has its management address assigned and is ready for cluster setup.

To complete cluster setup after all nodes are ready, download and run the System Setup utility
from the NetApp Support Site and use it to discover the configured nodes.

For System Setup, this node's management address is: <<var node(0l mgmt ip>>.

Alternatively, you can use the "cluster setup" command to configure the cluster.

5. Log in to the node as the admin user with no password.
6. Repeat this procedure for storage cluster node 02.

Create Cluster on Node 01

In ONTAP, the first node in the cluster performs the cluster create operation. All other nodes perform a
cluster join operation. The first node in the cluster is considered node 01.

Run the cluster setup command to start the Cluster Setup wizard.

cluster setup

Welcome to the cluster setup wizard.

You can enter the following commands at any time:

"help" or "?" - if you want to have a question clarified,
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"back" - if you want to change previously answered questions, and

"exit" or "quit" - if you want to quit the cluster setup wizard.

Any changes you made before quitting will be saved.

You can return to cluster setup at any time by typing "cluster setup".

To accept a default or omit a question, do not enter a value.

Do you want to create a new cluster or join an existing cluster? {create, join}:

Note: If a login prompt appears instead of the Cluster Setup wizard, start the wizard by logging in with
the factory default settings and then enter the cluster setup command.

To create a cluster, complete the following steps:

Enter Create to create a new cluster:

2. Enter no for the single-node cluster option.
3. Enter no to configure a switchless cluster.
4. The system defaults are displayed. Enter yes to use the system defaults. Use the following prompts

to configure the cluster ports:

Existing cluster interface configuration found:

Port MTU IP Netmask

ela 9000 169.254.123.185 255.255.0.0

e0b 9000 169.254.116.155 255.255.0.0

elc 9000 169.254.142.211 255.255.0.0

e0d 9000 169.254.34.22 255.255.0.0

Do you want to use this configuration? {yes, no} [yes]: no

System Defaults:

Private cluster network ports [e0a,eOc].

Cluster port MTU values will be set to 9000.

Cluster interface IP addresses will be automatically generated.

Do you want to use these defaults? {yes, no} [yes]: yes

5. Complete the following steps to create a cluster:

Enter the cluster administrators (username “admin”) password: <<var_password>>
Retype the password: <<var_password>>

It can take several minutes to create cluster interfaces...

Step 1 of 5: Create a Cluster
You can type "back", "exit", or "help" at any question.

Enter the cluster name: <<var_clustername>>

Enter the cluster base license key: <<var_ cluster base license_ key>>
Creating cluster <<var_clustername>>

Enter an additional license key []:<<var_fcp_ license>>

Note: The cluster is created. Creation can take a few minutes.

Note: For this validated architecture, NetApp recommends installing license keys for NetApp
SnapRestore® data recovery software, NetApp FlexClone® data replication technology, and
the NetApp SnapManager® suite. In addition, install all required storage protocol licenses and
all licenses that came with the AFF bundle. After you finish entering the license keys, press
Enter.

Enter the cluster management interface port [ele]: e0i

Enter the cluster management interface IP address: <<var clustermgmt ip>>

Enter the cluster management interface netmask: <<var_ clustermgmt mask>>

Enter the cluster management interface default gateway: <<var_ clustermgmt gateway>>

6. Enter the DNS domain name.

Enter the DNS domain names:<<var dns domain name>>
Enter the name server IP addresses:<<var nameserver ip>>
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Note: If you have more than one name server IP address, separate the IP addresses with a
comma.

7. Set up the node.

Where is the controller located []:<<var_node location>>

Enter the node management interface port [eOM]: eOM

Enter the node management interface IP address [<<var node0l mgmt ip>>]: Enter

Enter the node management interface netmask [<<var node0l mgmt mask>>]: Enter

Enter the node management interface default gateway [<<var node0Ol mgmt gateway>>]: Enter

The node management interface has been modified to use port eOM with IP address
<<var_nodeOl mgmt ip>>.

This system will send event messages and weekly reports to NetApp Technical Support.

To disable this feature, enter "autosupport modify -support disable" within 24 hours.
Enabling AutoSupport can significantly speed problem determination and resolution should a
problem occur on your system.

For further information on AutoSupport, please see: http://support.netapp.com/autosupport/
Press enter to continue: Enter

Cluster "<<var_clustername>>" has been created.

To complete cluster setup, you must join each additional node to the cluster by running "cluster
setup" on each node.

Once all nodes have been joined to the cluster, see the Clustered Data ONTAP Software Setup Guide
for information about additional system configuration tasks. You can find the Software Setup
Guide on the NetApp Support Site.

To complete system configuration, you can use either OnCommand System Manager or the Data ONTAP
command-line interface.

To access OnCommand System Manager, point your web browser to the cluster management IP address
(<<var_clustermgmt_ ip>>).

To access the command-line interface, connect to the cluster management IP address (for example,
ssh admin@<<var clustermgmt ip>>).

<<var_clustername>>::>

Note: The node management interface can be on the same subnet as the cluster management
interface or it can be on a different subnet. In this document, we assumed that the node
management interface is on the same subnet.

Join Node 02 to Cluster

The first node in the cluster performs the cluster create operation. All other nodes perform a
cluster join operation. The first node in the cluster is considered node 01 and the node joining the
cluster in this example is node 02.

To join node 02 to the existing cluster, complete the following steps:

1. If prompted, enter admin in the login prompt.
2. Runthe cluster setup command to start the Cluster Setup wizard.

cluster setup

This node's storage failover partner is already a member of a cluster.
Storage failover partners must be members of the same cluster.
The cluster setup wizard will default to the cluster join dialog.

Welcome to the cluster setup wizard.
You can enter the following commands at any time:

"help" or "?" - if you want to have a question clarified,
"back" - if you want to change previously answered questions, and
"exit" or "quit" - if you want to quit the cluster setup wizard.

Any changes you made before quitting will be saved.

You can return to cluster setup at any time by typing "cluster setup".
To accept a default or omit a question, do not enter a value.

Do you want to create a new cluster or join an existing cluster?
{join}:
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Note: If a login prompt displays instead of the Cluster Setup wizard, start the wizard by logging in
using the factory default settings and then enter the cluster setup command.

3. Enter join to join a cluster:;

Data ONTAP detects the existing cluster and agrees to join the same cluster. Follow the prompts to
join the cluster.

Existing cluster interface configuration found:

Port MTU Ip Netmask

ela 9000 169.254.82.126 255.255.0.0

eOb 9000 169.254.70.118 255.255.0.0

elc 9000 169.254.112.77 255.255.0.0

e0d 9000 169.254.249.220 255.255.0.0

Do you want to use this configuration? {yes, no} [yes]: no

System Defaults:

Private cluster network ports [eOa,eOc].

Cluster port MTU values will be set to 9000.

Cluster interface IP addresses will be automatically generated.

Do you want to use these defaults? {yes, no} [yes]:Enter
It can take several minutes to create cluster interfaces...

5. Complete the following steps to join a cluster:

Step 1 of 3: Join an Existing Cluster
You can type "back", "exit", or "help" at any question.

Enter the name of the cluster you would like to join [<<var_clustername>>]:Enter
Joining cluster <<var_clustername>>

Starting cluster support services

This node has joined the cluster <<var_ clustername>>.

Step 2 of 3: Configure Storage Failover (SFO)
You can type "back", "exit", or "help" at any question.

SFO 1is enabled.
Step 3 of 3: Set Up the Node

You can type "back", "exit", or "help" at any question.

Notice: HA is configured in management.

Note: The node should find the cluster name. Joining the cluster can take a few minutes.

6. Set up the node.

Enter the node management interface port [eOM]: eOM

Enter the node management interface IP address [<<var_node02 mgmt ip>>]: Enter

Enter the node management interface netmask [<<var node02 mgmt mask>>]: Enter

Enter the node management interface default gateway [<<var node02 mgmt gateway>>]: Enter
The node management interface has been modified to use port eOM with IP address

<<var node(02 mgmt ip>>.

This system will send event messages and weekly reports to NetApp Technical Support.

To disable this feature, enter "autosupport modify -support disable" within 24 hours.
Enabling AutoSupport can significantly speed problem determination and resolution should a
problem occur on your system.

For further information on AutoSupport, please see: http://support.netapp.com/autosupport/
Press enter to continue: Enter

This node has been joined to cluster "<<var_ clustername>>".

To complete cluster setup, you must join each additional node to the cluster by running "cluster
setup" on each node.
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Once all nodes have been joined to the cluster, see the Clustered Data ONTAP Software Setup Guide
for information about additional system configuration tasks. You can find the Software Setup
Guide on the NetApp Support Site.

To complete system configuration, you can use either OnCommand System Manager or the Data ONTAP
command-line interface.

To access OnCommand System Manager, point your web browser to the cluster management IP address
(<<var_clustermgmt ip>>).

To access the command-line interface, connect to the cluster management IP address (for example,
ssh admin@<<var_ clustermgmt ip>>).

Note: The node management interface can be on the same subnet as the cluster management
interface or it can be on a different subnet. In this document, we assume that the node
management interface is on the same subnet.

7.6 Loginto the Cluster
To log in to the cluster, complete the following steps:

1. Open an SSH connection to either the cluster IP or host name.
2. Log in to the admin user with the password provided previously.

7.7 Zero All Spare Disks
1. To zero all spare disks in the cluster, run the following command:

disk zerospares

Note: Disk autoassign should have assigned half of the connected disks to each node in the HA
pair. If a different disk assignment is required, disk autoassignment must be disabled on both
nodes in the HA pair by running the disk option modify command. Spare disks can then
be moved from one node to another by running the disk removeowner and disk assign
commands.

7.8 Set Onboard Unified Target Adapter 2 Port Personality
To set the personality of the onboard Unified Target Adapter 2 (UTA2), complete the following steps:

1. Verify the Current Mode and Current Type properties of the ports by running the ucadmin show

command.
ucadmin show
Current Current Pending Pending Admin
Node Adapter Mode Type Mode Type Status
<<var_node(01>>
Oe cna target - - online
<<var_node01>>
0f cna target - - online
<<var_node(01>>
O0g cna target - - online
<<var_node01>>
Oh cna target - - online
<<var_node02>>
Oe cna target - - online
<<var_node02>>
0f cna target - - online
<<var_node02>>
O0g cna target - - online
<<var_node02>>
Oh cna target - - online

8 entries were displayed.
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2. Verify that the Current Mode and Current Type properties for all ports are set properly. All ports
should be set to mode cna. The port type for all protocols should be set to target. Change the port
personality by running the following command:

ucadmin modify -node <home node of the port> -adapter <port name> -mode {fc|cna} -type target

Note: The ports must be offline to run this command. To take an adapter offline, run the fcp
adapter modify —-node <home node of the port> -adapter <port name> -
state down command. Ports must be converted in pairs (for example, Oe and 0Of). After
conversion, a reboot is required and the ports must be brought back to the up state.

7.9 Set Auto-Revert on Cluster Management
To set the auto-revert parameter on the cluster management interface, complete the following step:
Note: A storage virtual machine (SVM) is referred to as a Vserver (or vserver) in the GUI and CLI.

1. Run the following command:

network interface modify -vserver <<var_ clustername>> -1if cluster mgmt —-auto-revert true

7.10 Set Up Management Broadcast Domain

By default, all network ports are included in the default broadcast domain. Ports used for data services
(for example, e0b, e0d, e0e, e0f, e0g, e0h, €0j, eOk, and e0l) should be removed from the default
broadcast domain, leaving just the management network ports (eOi and eOM).

1. To perform this task, run the following commands:

broadcast-domain remove-ports -broadcast-domain Default -ports <<var node(0l1>>:

ele,<<var node(0l1>>:e0f,<<var node0l>>:e0g,<<var node0l>>:e0h,<<var node0l1>>:e0j,<<var node01>>:e0
k,<<var node01>>:e0l,<<var node02>>:ele,<<var node02>>:e0f,<<var node02>>:e0g,<<var_node02>>:e0h,
<<var node(02>>:e0j,<<var _node(02>>:e0k,<<var node(02>>:e01l

broadcast-domain show

7.11 Set Up Service Processor Network Interface
1. To assign a static IPv4 address to the service processor on each node, run the following commands:

system service-processor network modify -node <<var node(0l>> -address-family IPv4 -enable true -
dhcp none -ip-address <<var_nodeOl sp ip>> -netmask <<var node0l sp mask>> -gateway
<<var_node0Ol sp_ gateway>>

system service-processor network modify —-node <<var node02>> -address-family IPv4 -enable true -
dhcp none -ip-address <<var_node02 sp ip>> -netmask <<var node02_ sp mask>> -gateway
<<var_node02_ sp_gateway>>

Note: The service processor IP addresses should be in the same subnet as the node management IP
addresses.

7.12 Create Aggregates

An aggregate containing the root volume is created during the ONTAP setup process.

To create data aggregates, complete the following steps:

1. Run the following commands:

aggr create -aggregate aggrl node(Ol -node <<var node(0l>> -diskcount 22
aggr create -aggregate aggrl node(02 -node <<var node(02>> -diskcount 22

Note: Retain at least one disk (select the largest disk) in the configuration as a spare. A best
practice is to have at least one spare for each disk type and size.
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Note: The aggregate cannot be created until disk zeroing completes. Run the aggr show
command to display aggregate creation status. Do not proceed until both aggrl nodel and
aggrl node2 are online.

2. Disable NetApp Snapshot copies for the two data aggregates recently created.

node run <<var node0Ol>> aggr options aggrl nodeOl nosnap on
node run <<var node02>> aggr options aggrl node02 nosnap on

3. Delete any existing Snapshot copies for the two data aggregates.

node run <<var node0Ol1>> snap delete -A -a —-f aggrl node0l
node run <<var node02>> snap delete -A -a —-f aggrl node02

4. Rename the root aggregate on node 01 to match the naming convention for this aggregate on node
02.

aggr show
aggr rename -aggregate aggr0 —newname <<var nodeOl rootaggrname>>

7.13 Verify Storage Failover
To confirm that storage failover is enabled, run the following commands for a failover pair:

1. Verify the status of storage failover.

storage failover show

Note: Both the nodes <<var node01>>and <<var node02>> must be capable of performing a
takeover. Continue with step 3 if the nodes are capable of performing a takeover.

2. Enable failover on one of the two nodes.

storage failover modify -node <<var_node0l1>> -enabled true

Note: Enabling failover on one node enables it for both nodes.
3. Verify the HA status for a two-node cluster.

Note: This step does not apply to clusters with more than two nodes.

cluster ha show

4. Skip step 5 and continue with step 6 if high availability is already configured.

5. Only enable HA mode for two-node clusters. Do not run this command for clusters with more than two
nodes because doing so causes problems with failover.

cluster ha modify -configured true
Do you want to continue? {yln}: y

6. Verify that hardware assist is correctly configured and, if needed, modify the partner IP address.

storage failover hwassist show
storage failover modify -hwassist-partner-ip <<var node02 mgmt ip>> -node <<var node01>>
storage failover modify -hwassist-partner-ip <<var_node0Ol mgmt ip>> -node <<var_ node02>>

7.14 Disable Flow Control on UTA2 Ports

NetApp recommends disabling flow control on all of the 10GbE and UTA2 ports that are connected to
external devices. To disable flow control, complete the following steps:

1. Run the following commands to configure node 01:

network port modify -node <<var node(0l1>> -port ele,e0f,elg,e0h -flowcontrol-admin none
Warning: Changing the network port settings will cause a several second interruption in carrier.
Do you want to continue? {yln}: y

2. Run the following commands to configure node 02:
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network port modify -node <<var node02>> -port eOe,e(0f,elg,e0h -flowcontrol-admin none

Warning: Changing the network port settings will cause a several second interruption in carrier.
Do you want to continue? {y|n}: y

network port show —-fields flowcontrol-admin

7.15 Configure NTP
To configure time synchronization on the cluster, complete the following steps:

1. Set the time zone for the cluster.

timezone <<var_ timezone>>

Note: For example, in the eastern United States, the time zone iS America/New York.

2. Set the date for the cluster.

date <ccyymmddhhmm.ss>

Note: The format for the date is
<[Century] [Year] [Month] [Day] [Hour] [Minute] . [Second]> (for example,
201309081735.17).

3. Configure the Network Time Protocol (NTP) servers for the cluster.

cluster time-service ntp server create -server <<var_switch_a ntp ip>>
cluster time-service ntp server create -server <<var_switch b ntp ip>>

7.16 Configure SNMP
To configure the Simple Network Management Protocol (SNMP), complete the following steps:

1. Configure basic SNMP information such as the location and contact. When polled, this information is
visible as the sysLocation and sysContact variables in SNMP.

snmp contact <<var_ snmp contact>>
snmp location “<<var_ snmp_ location>>"
snmp init 1

options snmp.enable on

2. Configure SNMP traps to send to remote hosts such as a DFM server or another fault management
system.

snmp traphost add <<var oncommand server fqgdn>>

Configure SNMPv1 Access

To configure SNMPv1 access, set the shared secret plain-text password (called a community).

snmp community add ro <<var_ snmp_community>>

Create SNMPv3 User

SNMPv3 requires that a user be defined and configured for authentication. To create and configure a
user for SNMPv3, complete the following steps:

1. Create a user called snmpv3user.

security login create -username snmpv3user -authmethod usm -application snmp

2. Enter the authoritative entity's engine ID and select md5 as the authentication protocol.
3. Runthe security snmpusers command to view the engine ID.
4. When prompted, enter an eight-character minimum-length password for the authentication protocol.
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5. Select des as the privacy protocol.
6. When prompted, enter an eight-character minimum-length password for the privacy protocol.

7.17 Configure AutoSupport
The NetApp AutoSupport® tool sends support summary information to NetApp through HTTPS.

1. To configure AutoSupport, run the following command:

system node autosupport modify -node * -state enable -mail-hosts <<var_mailhost>> -transport
https -support enable -noteto <<var_ storage_admin email>>

7.18 Enable Cisco Discovery Protocol

1. To enable the Cisco Discovery Protocol (CDP) on the NetApp storage controllers, run the following
command to enable CDP on ONTAP:

node run -node * options cdpd.enable on

Note: To be effective, CDP must also be enabled on directly connected networking equipment such as
switches and routers.

7.19 Create Interface Groups
1. To create the LACP interface groups for the 10GbE data interfaces, run the following commands:

ifgrp create -node <<var _node0Ol1>> -ifgrp al0a -distr-func port -mode multimode lacp
ifgrp add-port -node <<var node(0l1>> -ifgrp ala -port eOe
ifgrp add-port -node <<var node(Ol1>> -ifgrp ala -port eOg

ifgrp create -node <<var node02>> -ifgrp al0a -distr-func port -mode multimode lacp
ifgrp add-port -node <<var node(02>> -ifgrp ala -port eOe
ifgrp add-port -node <<var node(02>> -ifgrp ala -port eOg

ifgrp show

7.20 Create VLANSs
1. To create VLANS, create NFS VLAN ports and add them to the NFS broadcast domain.

network port modify -node <<var node0l1>> -port ala -mtu 9000
network port modify -node <<var node02>> -port ala -mtu 9000
network port vlan create —-node <<var node0l1l>> -vlan-name ala-<<var ib-mgmt vlan id>>
network port vlan create -node <<var_node02>> -vlan-name ala-<<var_ ib-mgmt vlan id>>

broadcast-domain add-ports -broadcast-domain Default -ports <<var_node0Ol>>:ala<<var_ib-
mgmt vlan id>>, <<var node02>>:ala-<<var_ ib-mgmt vlan id>>

7.21 Create Infrastructure Storage Virtual Machine
To create an infrastructure SVM, complete the following steps:

1. Runthe vserver create command.

vserver create -vserver Infra-SVM -rootvolume rootvol -aggregate aggrl node0Ol -rootvolume-
security-style unix

2. Select the SVM data protocols to configure, keeping only fcp.

vserver remove-protocols -vserver Infra-SVM -protocols cifs,nfs,ndmp

3. Add the two data aggregates to the infra-SVM aggregate list for the NetApp VSC.

vserver modify -vserver Infra-SVM -aggr-list aggrl nodeOl,aggrl node02

4. Enable and run the FCP protocol in the infra-SVM.
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fcp create -vserver Infra-SVM

7.22 Create Load-Sharing Mirrors of SVM Root Volume
To create a load-sharing mirror of an SVM root volume, complete the following steps:

1. Create a volume to be the load-sharing mirror of the infrastructure SVM root volume on each node.

volume create -vserver Infra-SVM -volume rootvol mOl -aggregate aggrl node0l -size 1GB —-type DP
volume create -vserver Infra-SVM -volume rootvol m02 -aggregate aggrl node02 -size 1GB —-type DP

2. Create a job schedule to update the root volume mirror relationships every 15 minutes.

job schedule interval create -name 15min -minutes 15

3. Create the mirroring relationships.

snapmirror create -source-path //Infra-SVM/rootvol -destination-path //Infra-SVM/rootvol m0l -
type LS -schedule 15min
snapmirror create -source-path //Infra-SVM/rootvol -destination-path //Infra-SVM/rootvol m02 -
type LS -schedule 15min

4. Initialize the mirroring relationship.

snapmirror initialize-ls-set -source-path //Infra-SVM/rootvol
snapmirror show

7.23 Configure HTTPS Access
To configure secure access to the storage controller, complete the following steps:

1. Increase the privilege level to access the certificate commands.

set -privilege diag
Do you want to continue? {yln}: y

2. Generally, a self-signed certificate is already in place. Verify the certificate and obtain parameters (for
example, <<serial number>>) by running the following command:

security certificate show

3. For each SVM shown, the certificate common name should match the DNS FQDN of the SVM.
Delete the four default certificates and replace them with either self-signed certificates or certificates
from a Certificate Authority (CA). To delete the default certificates, run the following command.

Use Tab Completion to select and delete each default certificate.

security certificate delete -vserver Infra-SVM -common-name Infra-SVM -ca Infra-SVM -type server
-serial <<serial number>>

Note: Deleting expired certificates before creating certificates is a best practice. Run the security
certificate delete command to delete expired certificates.

4. To generate and install self-signed certificates, run the following commands as one-time commands.
Generate a server certificate for the infra-SVM and the cluster SVM. Use Tab Completion to aid in the
completion of these commands.

security certificate create -common-name <<var cert common name>> -type
server -size 2048 -country <<var cert country>> -state <<var cert state>> -
locality <<var cert locality>> -organization <<var_ cert org>> -unit
<<var cert unit>> -email-addr <<var cert email>> -expire-days

<<var_cert days>> -protocol SSL -hash-function SHA256 -vserver Infra-SVM

5. To obtain the values for the parameters required in step 6 (<<var cert ca>> and
<<var cert serial>>),runthe security certificate show command.
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6. Enable each certificate that was just created by using the -server-enabled true and -client-
enabled false parameters. Use Tab Completion to aid in the completion of these commands.

security ssl modify -vserver <<var clustername>> -server-enabled true -client-enabled false -ca
<<var_cert ca>> -serial <<var_cert serial>> -common-name <<var_ cert common_name>>

7. Configure and enable SSL and HTTPS access and disable HTTP access.

system services web modify -external true -sslv3-enabled true

Warning: Modifying the cluster configuration will cause pending web service requests to be
interrupted as the web servers are restarted.

Do you want to continue {yl|n}: y

system services firewall policy delete -policy mgmt -service http -vserver <<var clustername>>

Note: Itis normal for some of these commands to return an error message stating that the entry
does not exist.

8. Change back to the normal admin privilege level and set up the system to allow SVM logs to be
available by web.

set -privilege admin
vserver services web modify —-name compat -vserver * -enabled true

7.24 Create FlexVol Volumes
To create a NetApp FlexVol® volume, complete the following steps:
1. Collect the following information:
— The volume name
— The volume size
— The aggregate on which the volume exists
2. To create a FlexVol volume, run the following commands:

volume create -vserver Infra-SVM -volume infra datastore 1 -aggregate aggrl node02 -size 500GB -
state online -space-guarantee none -percent-snapshot-space 0

volume create -vserver Infra-SVM -volume infra swap -aggregate aggrl node(Ol -size 100GB -state
online -space-guarantee none -percent-snapshot-space 0 -snapshot-policy none

volume create -vserver Infra-SVM -volume esxi boot -aggregate aggrl node(Ol -size 100GB -state
online -space-guarantee none -percent-snapshot-space 0

snapmirror update-ls-set -source-path //Infra-SVM/rootvol

7.25 Create Boot LUNs
1. To create boot LUNS, run the following commands:

lun create -vserver Infra-SVM -volume esxi boot -lun VM-Host-Infra-01 -size 15GB -ostype vmware -
space-reserve disabled
lun create -vserver Infra-SVM -volume esxi boot -lun VM-Host-Prod-01 -size 15GB -ostype vmware -
space-reserve disabled
lun create -vserver Infra-SVM -volume esxi boot -lun VM-Host-Prod-02 -size 15GB -ostype vmware -
space-reserve disabled
lun create -vserver Infra-SVM -volume esxi boot -lun VM-Host-Prod-03 -size 15GB -ostype vmware -
space-reserve disabled

7.26 Create Infrastructure LUNs
1. To create LUNSs for infrastructure VMs, run the following commands:

lun create -vserver Infra-SVM -volume infra datastore_1 -lun infra datastore_ 1 -size 500GB -
ostype vmware -space-reserve disabled

lun create -vserver Infra-SVM -volume infra swap -lun infra swap -size 100GB -ostype vmware -
space-reserve disabled
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Note: Volumes and LUNs created here are used for booting the ESXi servers and hosting infrastructure
virtual machines such as Virtual Center, Virtual Storage Console, and so on. Additional volumes
and LUNSs for production VMs and databases are created later in the deployment by using the
Virtual Storage Console.

7.27 Schedule Deduplication

Deduplication is enabled by default on NetApp All Flash FAS systems. To schedule deduplication,
complete the following steps:

1. After the volumes are created, assign a once-a-day dedupe schedule to esxi boot:

efficiency modify -vserver Infra-SVM -volume esxi boot -schedule sun-sat@0

2. Create the AlwaysOn Deduplication efficiency policy:

cron create -name Ilmin -minute
0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21,22,23,24,25,26,27,28,29,30,31,32,33,34,35
,36,37,38,39,40,41,42,43,44,45,46,47,48,48,50,51,52,53,54,55,56,57,58,59

efficiency policy create -vserver Infra-SVM -policy Always On Deduplication -type scheduled -
schedule Imin -gos-policy background -enabled true

3. Optionally, assign the AlwaysOn Deduplication policy to infra datastore 1:

efficiency modify -vserver Infra-SVM -volume infr datastore 1 -policy Always On Deduplication

Note: If you do not want to assign an AlwaysOn Deduplication policy to infra datastore 1,
assign the once-a-day deduplication schedule:

7.28 Create FCP LIFs

1. To create four FCP LIFs (two on each node) for each attached fabric interconnect, run the following
commands:

network interface create -vserver Infra-SVM -1lif infra fcpOla -role data -data-protocol fcp
home-node <<var node01>> -home-port 0f -status-admin up

network interface create -vserver Infra-SVM -1if infra fcpOlb -role data -data-protocol fcp
home-node <<var node0l1>> -home-port Oh -status-admin up

network interface create -vserver Infra-SVM -1if infra fcp0O2a -role data -data-protocol fcp
home-node <<var node(02>> -home-port 0Oe -status-admin up

network interface create -vserver Infra-SVM -1lif infra fcp0O2b -role data -data-protocol fcp -
home-node <<var node02>> -home-port Oh -status-admin up
network interface show

7.29 Add Infrastructure SVM Administrator

To add the infrastructure SVM administrator and SVM administration LIF in the out-of-band management
network, complete the following steps:

1. Run the following commands:

network interface create -vserver Infra-SVM -1if vsmgmt -role data -data-protocol none -home-node
<<var_node(02>> -home-port e0i —-address <<var_infra svm mgmt_ ip>> -netmask
<<var_infra_svm_mgmt mask>> -status-admin up -failover-policy broadcast-domain-wide -firewall-
policy mgmt —-auto-revert true

Note: The SVM management IP in this step should be in the same subnet as the storage cluster
management IP.

2. Create a default route to allow the SVM management interface to reach the outside world.

‘network route create -vserver Infra-SVM -destination 0.0.0.0/0 -gateway
| <<var infra svm_mgmt gateway>>
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network route show

3. Set a password for the SVM vsadmin user and unlock the user.

security login password -—-username vsadmin -vserver Infra-SVM
Enter a new password: <<var_password>>
Enter it again: <<var password>>

security login unlock -username vsadmin -vserver Infra-SVM

7.30 Create Production Storage Virtual Machine
To create an SVM for production workloads, complete the following steps:

1. Runthe vserver create command.

vserver create -vserver prod-SVM -rootvolume rootvol -aggregate aggrl node0l -rootvolume-
security-style unix

2. Select the SVM data protocols to configure, keeping fcp and nfs.

vserver remove-protocols -vserver Prod-SVM -protocols cifs,nfs,ndmp

3. Add the two data aggregates to the Prod-SVM aggregate list for NetApp VSC.

vserver modify -vserver Prod-SVM -aggr-list aggrl node0l,aggrl node02

4. Enable and run the FCP protocol in the Prod-SVM.

fcp create -vserver Prod-SVM

7.31 Create Load-Sharing Mirrors of SVM Root Volume
To create a load-sharing mirror of an SVM root volume, complete the following steps:

1. Create a volume to be the load-sharing mirror of the infrastructure SVM root volume on each node.

volume create -vserver Prod-SVM -volume rootvol mOl -aggregate aggrl node(Ol -size 1GB —-type DP
volume create -vserver Prod-SVM -volume rootvol m02 -aggregate aggrl node(02 -size 1GB —-type DP

2. Create a job schedule to update the root volume mirror relationships every 15 minutes.

job schedule interval create —-name 15min -minutes 15

3. Create the mirroring relationships.

snapmirror create -source-path //Prod-SVM/rootvol -destination-path //Prod-SVM/rootvol m0l -type
LS -schedule 15min
snapmirror create -source-path //Prod-SVM/rootvol -destination-path //Prod-SVM/rootvol m02 -type
LS -schedule 15min

4. Initialize the mirroring relationship.

snapmirror initialize-ls-set -source-path //Prod-SVM/rootvol
snapmirror show

7.32 Configure HTTPS Access
To configure secure access to the storage controller, complete the following steps:

1. Increase the privilege level to access the certificate commands.

set -privilege diag
Do you want to continue? {y|n}: y

2. Generally, a self-signed certificate is already in place. Verify the certificate and obtain parameters (for
example, <<serial number>>) by running the following command:

security certificate show
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For each SVM shown, the certificate common name should match the DNS FQDN of the SVM.
Delete the four default certificates and replace them with either self-signed certificates or certificates
from a Certificate Authority (CA). To delete the default certificates, run the following commands:

security certificate delete -vserver Prod-SVM -common-name Prod-SVM -ca Prod-SVM -type server -
serial <<serial number>>

Note: Deleting expired certificates before creating certificates is a best practice. Run the security
certificate delete command to delete expired certificates. In the following command,
use Tab Completion to select and delete each default certificate.

3. To generate and install self-signed certificates, run the following commands as one-time commands.
Generate a server certificate for the Prod-SVM and the cluster SVM. Use Tab Completion to aid in
the completion of these commands.

security certificate create -common-name <<var cert common name>> -type server -size 2048 -
country <<var cert country>> -state <<var cert state>> -locality <<var cert locality>> -
organization <<var_cert_org>> -unit <<var_cert_unit>> -email-addr <<var_cert_email>> -expire-days
<<var_ cert days>> -protocol SSL -hash-function SHA256 -vserver Prod-SVM

4. To obtain the values for the parameters required in step 5 (<<var cert ca>>and
<<var cert serial>>),runthe security certificate show command.

5. Enable each certificate that was just created by using the -server-enabled true and -client-
enabled false parameters. Use Tab Completion to aid in the completion of these commands.

security ssl modify -vserver <<var_ clustername>> -server-enabled true -client-enabled false -ca
<<var_ cert ca>> -serial <<var_cert serial>> -common-name <<var_ cert common_name>>

6. Configure and enable SSL and HTTPS access and disable HTTP access.

system services web modify -external true -sslv3-enabled true

Warning: Modifying the cluster configuration will cause pending web service requests to be
interrupted as the web servers are restarted.

Do you want to continue {yln}: y

system services firewall policy delete -policy mgmt -service http -vserver <<var_ clustername>>

Note: Itis normal for some of these commands to return an error message stating that the entry
does not exist.

7. Revert to the normal admin privilege level and set up the system to allow SVM logs to be available by
web.

set -privilege admin
vserver services web modify -name compat -vserver * -enabled true

7.33 Create FCP LIFs

1. Run the following commands to create four FCP LIFs (two on each node) for each attached fabric
interconnect:

network interface create -vserver Prod-SVM -1if prod fcpOla -role data -data-protocol fcp -home-
node <<var node0l1>> -home-port 0f -status-admin up

network interface create -vserver Prod-SVM -1lif prod fcpOlb -role data -data-protocol fcp -home-
node <<var_node0l1>> -home-port Oh -status-admin up

network interface create -vserver Prod-SVM -1lif prod fcp02a -role data -data-protocol fcp -home-
node <<var node02>> -home-port 0Oe -status-admin up

network interface create -vserver Prod-SVM -1if prod fcp02b -role data -data-protocol fcp -home-
node <<var node02>> -home-port Oh -status-admin up
network interface show
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7.34 Add Production SVM Administrator

To add the production SVM administrator and SVM administration LIF in the out-of-band management
network, complete the following steps:

1. Run the following commands:

network interface create -vserver Prod-SVM -1if vsmgmt -role data -data-protocol none -home-node
<<var_node(02>> -home-port e0i -address <<var prod_svm _mgmt_ ip>> -netmask
<<var_prod svm mgmt mask>> -status-admin up -failover-policy broadcast-domain-wide —-firewall-
policy mgmt -auto-revert true

Note: The SVM management IP in this step should be in the same subnet as the storage cluster
management IP.

2. Create a default route to allow the SVM management interface to reach the outside world.

network route create -vserver Prod-SVM -destination 0.0.0.0/0 —-gateway
<<var_prod_svm_mgmt_ gateway>>
network route show

3. Set a password for the SVM vsadmin user and unlock the user.

security login password -username vsadmin -vserver Prod-SVM
Enter a new password: <<var_ password>>
Enter it again: <<var_ password>>

security login unlock -username vsadmin -vserver Prod-SVM

8 Server Configuration

8.1 Cisco UCS Base Configuration

This FlexPod deployment shows configuration steps for the Cisco UCS 6248UP Fabric Interconnects in a
design that supports iISCSI and Fibre Channel direct-attached connectivity to the NetApp AFF.
Implementation of these protocols simultaneously should not be considered mandatory and the selection
of one or the other should be acceptable depending on your environment and preferences.

Configuration steps are referenced for both fabric interconnects and are called out by the specific model
where steps differ.

Note: The following procedure documents the deployment of a single Cisco UCS compute cluster. For
this reference architecture, two clusters were deployed to host primary and secondary SQL
replicas. After the primary replica cluster is deployed, repeat this procedure to deploy the
secondary cluster.

8.2 Cisco UCS Configuration Variables

Table 12 lists the values that are required for configuration of the Cisco UCS servers.

Table 12) Cisco UCS configuration variables

Variable ‘ Value

<<var_password>>

<<var_ucs_clustername>>

<<var_ucsa_mgmt_ip>>

<<var_ucsa_mgmt_mask>>

<<var_ucsa_mgmt_gateway>>

<<var_ucs_cluster_ip>>
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Variable ‘ Value

<<var_nameserver_ip>>

<<var_dns_domain_name>>

<<var_ucsb_mgmt_ip>>

<<var_vm_host_infra_01_wwpnl>>

<<var_vm_host_infra_01_wwpn2>>

<<var_vm_host_prod_01_wwpnl>>

<<var_vm_host_prod_01_wwpn2>>

<<var_vm_host_prod_02_wwpnl>>

<<var_vm_host_prod_02_wwpn2>>

<<var_vm_host_prod_03_wwpnl>>

<<var_vm_host_prod_03_wwpn2>>

8.3 Perform Initial Setup of Cisco UCS 6248UP Fabric Interconnects for FlexPod
Environments

This section provides detailed procedures for configuring the Cisco Unified Computing System (Cisco
UCS) for use in a FlexPod environment. The steps are necessary to provision the Cisco B-Series servers
and should be followed precisely to avoid improper configuration.

Cisco UCS 6248UP A

To configure the Cisco UCS for use in a FlexPod environment, complete the following steps:

1. Connect to the console port on the first Cisco UCS 6248UP fabric interconnect.

Enter the configuration method: console

Enter the setup mode; setup newly or restore from backup. (setup/restore)? setup
You have chosen to setup a new fabric interconnect? Continue? (y/n): y

Enforce strong passwords? (y/n) [yl: y

Enter the password for "admin": <<var_ password>>
Enter the same password for "admin": <<var password>>
Is this fabric interconnect part of a cluster (select
Which switch fabric (A|B): A

Enter the system name: <<var_ ucs_clustername>>
Physical switch MgmtO IPv4 address: <<var_ucsa mgmt_ ip>>

Physical switch MgmtO IPv4 netmask: <<var_ ucsa mgmt mask>>

IPv4 address of the default gateway: <<var_ucsa_mgmt_gateway>>

Cluster IPv4 address: <<var_ucs_cluster ip>>

Configure DNS Server IPv4 address? (yes/no) [nol: y

DNS IPv4 address: <<var nameserver ip>>

Configure the default domain name? y

Default domain name: <<var_dns_domain name>>

Join centralized management environment (UCS Central)? (yes/no) [n]: Enter

Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes

no' for standalone)? (yes/no) [n]: y

2. Wait for the login prompt to make sure that the configuration has been saved.

Cisco UCS 6248UP B
To configure the Cisco UCS for use in a FlexPod environment, complete the following steps:

1. Connect to the console port on the second Cisco UCS 6248UP fabric interconnect.

Enter the configuration method: console

Installer has detected the presence of a peer Fabric interconnect. This Fabric interconnect
will be added to the cluster. Continue (y|n)? y

Enter the admin password for the peer fabric interconnect: <<var password>>

Physical switch MgmtO IPv4 address: <<var_ucsb _mgmt ip>>
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\ Apply and save the configuration (select 'no' if you want to re-enter)?
‘ (yes/no) : y

2. Wait for the login prompt to make sure that the configuration has been saved.
3. Repeat the previous steps for the 6248 fabric interconnects.

8.4 Cisco UCS Setup

Log in to Cisco UCS Manager

To log in to the Cisco UCS environment, complete the following steps:

1. Open a web browser and navigate to the Cisco UCS fabric interconnect cluster address.
Click the Launch UCS Manager link to download the Cisco UCS Manager software.

If prompted to accept security certificates, accept as necessary.

When prompted, enter admin as the user name and enter the administrative password.

o r~ DN

Click Login to log in to Cisco UCS Manager.

Upgrade Cisco UCS Manager Software to Version 2.2(5d)

This document assumes the use of Cisco UCS 2.2(5d). To upgrade the Cisco UCS Manager software
and the Cisco UCS Fabric Interconnect software to version 2.2(5d), refer to Cisco UCS Manager Install
and Upgrade Guides.

Set Anonymous Reporting
To set up anonymous reporting, complete the following step:

1. Inthe Anonymous Reporting page, select whether to send anonymous data to Cisco for improving its
future products.

Add Block of IP Addresses for KVM Access

To create a block of IP addresses for in band server Keyboard, Video, Mouse (KVM) access in the Cisco
UCS environment, complete the following steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.

2. Select Pools > root > IP Pools.

3. Right-click IP Pool ext-mgmt and select Create Block of IPv4 Addresses.
4

Enter the starting IP address of the block and the number of IP addresses required, and the subnet
and gateway information.

A Create Block of IPvd Addresses X

Create a Block of IPv4 Addresses

From :1182.166.156.101 Size |12 sl
SubnetMask ° 1255 255 2550 Default Gateway :[192.166.156.1 |

Primary DNS :p.000 Secondary DNS :0.0.0.0

OK | | Cancel
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5. Click OK to create the block.
6. Click OK in the confirmation message.

Synchronize Cisco UCS to NTP
To synchronize the Cisco UCS environment to the NTP server, complete the following steps:

1. In Cisco UCS Manager, click the Admin tab in the Navigation pane.
2. Select All > Timezone Management.

Al VM Storage Admin ¥ > General Events
Fitter: [ Time Zane Management . Actions Properties
~ ] Time Zone Management &) Add NTP Server Time Zone :[calNew_York (Eastern Time| v

NIP Servers | America/Miazatlan (Mountain Time - S Baja, Nayari, Sinaloa) E

wExport ¢ Americalienomines (Central Time - Michigan - Dickinson, Gogebic, lion & Menominge Gounties)

Mame | America/Merida (Central Time - Campeche, Yueatan)
Americafiexica_City (Central Time - most locations)
AmericaMiguelon
AmericalMoncton (Atlantic Time - New Brunswick)
Americabareney (Mexican Central Time - Coahulla, Durange, Nueve Leon, Tamaulipas away fram US burder)J
Americaontesiden
AmericaiMontreal (Eastern Time - Qusbec - most locations)
AmericaMamsenat
Americalassau
Americaftiew_York (Easter Time)
Americaflipigon (Eastern Time - Ontaio & Quebec - places that did net observe DST 1967-1973)
Americaftiome {Alaska Time - west Alaska)
Americaftiorenha (Atlantic islands)
Americatiorth_Dakota/Center (Central Time - Notth Dakota - Oliver County)

g D (_Salem (Central Time - North Dakota - Marton County (except Mandan areal Bl

America/Ojinaga (US Mountain Time - Chihuahua near US barder)
3 Logged in as admin@192.168.156.50 AmericalPanama =P

In the Properties pane, select the appropriate time zone in the Timezone menu.
Click Save Changes and then click OK.

Click Add NTP Server.

Enter <<var_ switch a ntp ip>> and click OK.

o 0k w

A add MTP Server X

Add NTP Server

MTP Server : 192.168.156.13

| OK | | Cancel

7. Click Add NTP Server.
8. Enter <<var switch b ntp ip>>and click OK.
9. Click OK.

Edit Chassis Discovery Policy

Setting the discovery policy simplifies the addition of B-Series Cisco UCS chassis and of additional fabric
extenders for further C-Series connectivity. To modify the chassis discovery policy, complete the following
steps:

1. In Cisco UCS Manager, click the Equipment tab in the navigation pane and select Equipment from
the list on the left.
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2. Inthe right pane, click the Policies tab.

3. Under Global Policies, set the Chassis/FEX Discovery Policy to match the number of uplink ports that
are cabled between the chassis or fabric extenders (FEXs) and the fabric interconnects.

4. Set the Link Grouping Preference to Port Channel.

A ucs5248UP - Unfoed Comp. X

€« (< https://192.168.156.50/app/3_1_1h/index.html# g
Fault Summary Q T New v | [ Options | 0 | e Actvites |3 Find | @ Ext |
il 0 0 0 £E Equipment &% Equipment

4 Equipment Servers LAN » »|| &% Main Topology View 1 Fabric Interconnects < Servers & Thermal % Decommissioned iy Firmware Management & Policies % Faults

Fiter: [ Al | Global Policies Autoconfig Policles Server inheritance Follcies Server Discovery Policies SEL Policy Power Groups

ChassisIFEX Discovery Policy

» w4 Chassis

» @ Rack-Mounts Action :2 Link

> Fabric Infarconnects Link Grouping Preference [0 None (@) Port Channel

Rack Server Discovery Policy

Action :[@ ) ate O User Acknowledged

Scrub Policy :[<notset [ ¥]

Rack Management Connection Policy

Action :[@ Auto Acknowledged () User Acknowledged
Power Policy
Redundancy :|O Non Redundant @ N+1 O Grid

MAC Address Table Aging

Aging Time :|O Never (&) Mode Default O other

Global Power Allocation Policy
Aliocation Method | Manual Elade Level Cap (@ Policy Driven Chassis Group Cap

Firmware Auto Sync Server Policy

Sync State - |@ No Actons O User Acknowledge

Giobal Power Profiling Policy info Policy

Profile Power Action : (@ Disabled ) Enabled

5. Click Save Changes.
6. Click OK.

Enable FC Switching

To use direct-attached Fibre Channel or FCoE connectivity, the fabric interconnects need to be placed in
Fibre Channel switching mode by completing the following steps:

1. In Cisco UCS Manager, click the Equipment tab in the pane.
2. Expand Fabric Interconnects and select either fabric interconnect.

Note: Step 3 reboots both Cisco UCS Fabric Interconnects. If any servers run on this system, shut them
down before you execute this step.

3. Inthe Actions pane, select Set FC Switching Mode. Click Yes and then OK.
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A 632160 - Unified G- X Y

& C' B bwps://192.168.156.12/app/3_1_1h/index.html# =
Fault Summary Q New v | ./ Optons © | /1, Pending Activites | 3 Fing | [G]Ext
0 0 0 4 3 Fabeic Interconnects » I Fabric Interconnect B (primary) & Fabric interconnect B (primary)
< Equipment servers LAN » /| General Physical Ports Fans PSUs Physical Dispiay FSM Faults Events Neighbors Stabistics
Fitter: [ Fabric Interconnects
= Fault Summary Physical Display
R Fabric Interconnects %
bk rcomectA sbarine ® vV A A
0 0 0 0
~@Fans
» @8 Fan Moduse 1
v @ Fan 2 St M Up W Admin Down M Fail B Link Down
y@BFan
V@ Fan Overall Status - ¢ Operable Properties

xed Module DeEMLS 10K Name ‘B
Ethernet Mode End Host

FC Mode : Switch

w4 Ethernet Ports Proguct Name :Cisco UCS 6332 16UP

Vendor *Clsco Systems, inc. Bi _F1.633216UP
Admin Evac Mode :Off ik 2w
Oper Evac Mode - Off Revision :0 Senal - SAL194TTLME

Available Memory 28483 (GB) Total M
T vtal Memory 31,375 (GB)
Locator LED 2

» Part Details

» Local Storage Information

» Access

» High Availability Details

» VLAN Port Count

» FC Zone Count

Firmware

Bootloader Version v1.0.0(0831/2015)
. Kemel Version -5.0(3)N2{3.11h)
System Version -5.0(3)N2(3.11h)
Package Version - 3.4(1hJA

£D Startup Kemel Version *5.0{3)N2(3.11h)
Activate Status Ready

Startup System Version - 5.0(3)N2(3.11h)
Activate Status Ready

& Logged in as admin@192.168.156.12 System Time: 2016-05-24T14:53

4. After the fabric interconnects have rebooted, log back into Cisco UCS Manager.
5. Expand Fabric Interconnects on the Equipment tab.
6. Select each fabric interconnect and verify under Status that the FC mode is now Switch.

Enable FCoE Storage Ports

To enable FCoE ports, complete the following steps:

1.

2.
3.
4

o o

E

In Cisco UCS Manager, click the Equipment tab in the navigation pane.
Select Equipment > Fabric Interconnects > Fabric Interconnect A (primary) > Fixed Module.
Expand Ethernet Ports.

Select the ports that are connected to the FCoE ports on the storage controllers (ports 25 and 26),
right-click them, and select Configure as FCoE Storage Port. Click Yes to confirm.

Select Equipment > Fabric Interconnects > Fabric Interconnect B (subordinate) > Fixed Module.
Expand Ethernet Ports.

Select ports that are connected to the FCoE ports on the storage controllers (ports 25 and 26), right-
click them, and select Configure as FCoE Storage Port. Click Yes to confirm.

nable Server and Uplink Ports

To enable server and uplink ports, complete the following steps:

1.
2.

In Cisco UCS Manager, click the Equipment tab in the navigation pane.
Select Equipment > Fabric Interconnects > Fabric Interconnect A (primary) > Fixed Module.
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Expand Ethernet Ports.

Select the ports that are connected to the chassis (ports 1-4), right-click them, and select Configure

as Server Port.
Click Yes to confirm the server ports and click OK.

Verify that the ports connected to the chassis are now configured as server ports.
Select ports 17 and 18 that are connected to the Cisco Nexus switches, right-click them, and select

Configure as Uplink Port.

ol
cisco

A Cisco Unified Computing System Manager - sqlpriucs =1 (IEL -
Fault Summa 4
WV A A » @ ) New v| ¥ gpunns| [} ‘ | [@) Exit
0 1 1 0 >> BB Equipment » B8 Fabric Interconnects » B Fabric Interconnect A (primary) » 8888 Fixed Modue + —if] Ethemnet Ports il Ethernet Ports
Ethernet Ports
[ v [ san [ wm | admn Storage
Erie = &, Filter| = Export|icz Print|1FRole: [ Al [ Unconfigured [] Network [] Server [w] FCoE Upink [ Unified Uplink [v] Appliance Storage [] FCoE Storage [w] Unified Storage. ] Maritor
Filter: Al = Slot Portd  MAC IfRole IfType Overal Status Administrative State
= 1 1 S4:7FEE:TBI4E:88  [Server Physical 1 U 1 Enabled ~
e = ‘ 1 2 54:7F:EE:7B:46:89  [Server Physical T up 1+ Enabled
E E@ Equipment A 1 3 54:7F:EE:7B:4E:8A  [Server Physical T Up + Enabled
-8 Chassis 1 4 S47FEE:TBIESE  [Server Physical T Up 1 Enabled
-8 Radk- Mounts 1 5 54:7F:EE:78:46:8C  |Unconfigured Physical U Sfo Not Present ¥ Disabled
| e servers 1 6 Unconfigured Physical 7 Sfo Not Present 4 Disabled
38 Fabric Interconnects 1 7 S47FEE:TB:4E:SE |Unconfigured Physical |7 Sfp NotPresent ¥ Disabled
- 3 Fabric Intercornect A (arimary) 1 8 S4:7F:EE:7B:4E:8F  |Unconfigured Physical |\ Sfp Not Present 1 Disabled
- B2 Fixed Module 1 s 54:7FEE:TB: 4690 |Unconfigured Physical |7 Sfp Not Present 4 Disabled
ER JEthernet ports | 1 10 54:7F:EE:7B:4E:91  |Unconfigured Physical  |\J 5fp Not Present ¥ Disabled
=l Port 1 =| [ 1 S4TFEETB:4E:92  |Unconfigured Physical [\ 5f Not Present 4 Disabled
g ﬂ Port 2 1 12 54:7F:EE:78:46:93  |Unconfigured Physical U Sfo Not Present ¥ Disabled
-~ Port 3
1 13 S54:7FEETB:4E:94  |Unconfigured Physical |7 Sfp Not Present ¥ Disabled
- Port4
ﬂ Port s 1 14 S4:7FEE:7B:4E:95  |Unconfigured Physical |/ Sfp NotPresent ¥ Disabled
1 15 S4:7F:EE:7B:4E:96  |Unconfigured Physical Sf Not Present 1 Disabled
M rorts g ¥
Wport7 1 15 54:7F:EE:TB:4E:97  |Unconfigured Physical |7 Sfp Not Present 4 Disabled
W rorts 1 17 S4TREETR4ES8  Network Physical T U 1 Enabled
-~ Port9 1 18 SHTFEETRESD  |Network Physical ) 1 Enabled
-l Port 10 1 19 54:7F:EE:7B:4E:94  |Unconfigured Physical W Sfo Not Present 1 Disabled
-l Port 11 1 20 54:7F:EE:7B:46:98  |Unconfigured Physical W7 5% Not Present ¥ Disabled
- ﬂ E”: E 1 21 4.7 iEE:7B:4E:9C  |Unconfigured Physical |\ 5% Not Prasent ¥ Disabled
o
ot 12 1 22 S47FEE:7B:4E:90  |Unconfigured Physical |\ 5f Not Present 4 Disabled
i port 15 1 23 S54:7F:EE:Bi4E:9E |Unconfigured Physical |7 Sfp Not Present 1 Disabled
—rort 15 1 24 S54:7FEE:TB:4E:9F  |Unconfigured Physcal |/ Sfp Not Present ¥ Disabled
=l Port 17 1 25 S4TFEETB:4E:AD |Feoe Storage Physical T U 1 Enabled
-~ Port 18 1 26 S4:7F:EE:7B:4E:A1  |Feoe Storage Physical T Up 1 Enabled
-l Port 18 1 27 54:7F:EE: TB:4E:A2  |Unconfigured Physical 7 Sfo Not Present 4 Disabled
A rort20 1 28 54:7FEE:7B:4E:A3  |Unconfigured Physical W Sfo Not Present ¥ Disabled
ﬂ E“’ti 1 29 54:7FiEE:7B:4E:A4  |Unconfigured physical W Sfo Not Present ¥ Disabled
o
@port 2 1 30 54:7F:EE:7B:4E:A5 |Unconfigured Physical |7 Sfp Not Present 1 Disabled
il Port 24 1 31 54:7FEE:TB:4E:A6 |Unconfigured Physical |7 Sfp Not Present ¥ Disabled
. 1 32 S4:7FEE:7B:4E:A7  |Unconfigured Physical Sfo Not Present ¥ Disabled
=l Port 25
- Port 26
W Port 27
-l Port 23 v
=l Port 29
—lll Port 30 v Save Changes Reset Values
< m >

3 Logged in s admin@192. 168.201.20 ‘ ‘ ‘

System Time: 2016-10-11720:32

8.
9.
10.
11.

12.
13.

14.

Click Yes to confirm uplink ports and click OK.

Select Equipment > Fabric Interconnects > Fabric Interconnect B (subordinate) > Fixed Module.

Expand Ethernet Ports.

Select the ports that are connected to the chassis (ports 1-4), right-click them, and select Configure

as Server Port.
Click Yes to confirm server ports and click OK.

Select ports 17 and 18 that are connected to the Cisco Nexus switches, right-click them, and select

Configure as Uplink Port.
Click Yes to confirm the uplink ports and click OK.

Acknowledge Cisco UCS Chassis and FEX

To acknowledge all Cisco UCS chassis, complete the following steps:

1.
2.
3.
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In Cisco UCS Manager, click the Equipment tab in the pane.
Expand Chassis and select each chassis that is listed.
Right-click each chassis and select Acknowledge Chassis.
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A ucs-6248UP - Unified Comp X

€« C | [ https://192.168.156.50/app/3_1_1h/inds

html# =

Fault Summary @ Newv | [ Options © | /1 Penaing Actvities | 33 Fina | (@ Exit
0 0 ) 0 Chassis s Chassis 1 Wy Chassis 1
4 Equipment Servers LAN » » /|4 General Servers Service Profiles 10 Modules Fans PSUs Hybrid Dispiay Siots Installed Firm b »
Fiter: [ Chassis -
Fault Summary Physical Display
vy Chassis
R oo e Y 4=

Status.
Overall Status : ¢ Operable

» Status Details

Actions

Properties

D 1
ProductName Cisco UCS 5108
Vendor :Cisco Systems Inc PID -N20.C6508

Serial FOX1635H03Z
Locator LED : @
User Label

» Part Details
» Power State Details
» Connection Details

» Power Control Details

4. Click Yes and then click OK to complete acknowledging the chassis.

Create Uplink Port Channels to Cisco Nexus Switches

To configure the necessary port channels out of the Cisco UCS environment, complete the following
steps:

1. In Cisco UCS Manager, click the LAN tab in the pane.

Note: In this procedure, two port channels are created: one from fabric A to both Cisco Nexus switches
and one from fabric B to both Cisco Nexus switches.

Under LAN > LAN Cloud, expand the fabric A tree.
Right-click Port Channels and select Create Port Channel.
Enter 11 as the unique ID of the port channel.

Enter vPC-11-Nexus as the name of the port channel.
Click Next.

Select the following ports to be added to the port channel:
— SlotID 1 and port 17

— Slot ID 1 and port 18

8. Click >> to add the ports to the port channel.

9. Click Finish to create the port channel.

10. Click OK.

11. In the pane, under LAN > LAN Cloud, expand the fabric B tree.
12. Right-click Port Channels and select Create Port Channel.
13. Enter 12 as the unique ID of the port channel.

No g~ v

14. Enter vPC-12-Nexus as the name of the port channel.
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15.
16.

17.
18.
19.

Click Next.

Select the following ports to be added to the port channel:
— SlotID 1 and port 17

— SlotID 1 and port 18

Click >> to add the ports to the port channel.

Click Finish to create the port channel.

Click OK.

Create a WWNN Pool for FCoE Boot

To configure the necessary WWNN pool for the Cisco UCS environment, complete the following steps in
Cisco UCS Manager.

1.
2.
3.

© © N o O A

Select the SAN tab on the left.
Select Pools > root.

Right-click WWNN Pools under the root organization and select Create WWNN Pool to create the
WWNN pool.

Enter WWNN_Pool for the name of the WWNN pool.

Optional: Enter a description for the WWNN pool.

Select Sequential for Assignment Order.

Click Next.

Click Add.

Modify the From field as necessary for the UCS environment.

Note: Modifications of the WWN block and the WWPN and MAC addresses can convey identifying

information for the Cisco UCS domain. Within the From field in our example, the sixth octet was
changed from 00 to 91 to represent identifying information for this being in building 1 on the first
floor. The seventh octet was changed from 00 to 10 to represent our first UCS domain.

Note: Also, when having multiple adjacent Cisco UCS domains, it is important that these blocks, the

10

WWN, WWPN, and MAC, hold differing values between each set.

. Specify a size of the WWNN block sufficient to support the available server resources.

-y Create WWN Block -
Create WWN Block

-

From: 20:00:00:25:85:11:10:00 Size: ZD| m
(0] 0

To ensure uniqueness of WWNs in the SAN fabric, you are strongly
encouraged to use the following WWHN prefix:
20:00:00:25:b5nocomor

11

. Click OK.

Create WWPN Pools

To configure the necessary WWPN pools for the Cisco UCS environment, complete the following steps:

1.

53

In Cisco UCS Manager, click the SAN tab in the Navigation pane.
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2. Select Pools > root.
In this procedure, two WWPN pools are created, one for each switching fabric.

Right-click WWPN Pools under the root organization and select Create WWPN Pool to create the
WWPN pool.

Enter WWPN_Pool A as the name of the WWPN pool.

AW

Optional: Enter a description for the WWPN pool.
Select Sequential for Assignment Order.

Click Next.

Click Add.

10. Specify a starting WWPN.

Note: For the FlexPod solution, NetApp recommends placing 02 in the next-to-last octet of the starting
WWPN to identify the WWPNSs as fabric A addresses. Merging this with the pattern we used for
the WWNN we see a WWPN block starting with 20:00:00:25:B5:11:1A:00.

© ©® N o O

11. Specify a size for the WWPN pool that is sufficient to support the available blade or server resources.
12. Click OK.

13. Click Finish.

14. In the confirmation message, click OK.

15. Right-click WWPN Pools under the root organization and select Create WWPN Pool to create the
WWPN pool.

16. Enter WWPN_Pool B as the name of the WWPN pool.
17. Optional: Enter a description for the WWPN pool.

18. Select Sequential for Assignment Order.

19. Click Next.

20. Click Add.

21. Specify a starting WWPN.

Note: For the FlexPod solution, NetApp recommends placing 0B in the next-to-last octet of the starting
WWPN to identify the WWPNs as fabric A addresses. Merging this with the pattern we used for
the WWNN we see a WWPN block starting with 20:00:00:25:B5:11:1AB:00.

22. Specify a size for the WWPN address pool that is sufficient to support the available blade or server
resources.

23. Click OK.
24. Click Finish.
25. In the confirmation message, click OK.

Create VSANSs

To configure the necessary virtual SANs (VSANS) for the Cisco UCS environment, complete the following
steps:

1. In Cisco UCS Manager, click the SAN tab in the Navigation pane.
Note: In this procedure, two VSANS are created.

2. Select SAN > SAN Cloud.

3. Right-click VSANs and select Create VSAN.

4. Enter VSAN A as the name of the VSAN to be used for fabric A.
5. Select Enabled for FC Zoning.
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6. Select Fabric A.

7. Enter a unigue VSAN ID and a corresponding FCoE VLAN ID. NetApp recommends using the same
ID for both parameters and using something other than 1.

A Create VSAN X
Create VSAN

Name : VSAN_A
FC Zoning Settings

FC Zoning :|(0) Disabled (s) Enabled

Do NOT enable local zoning if fabric interconnect is connectad to an upstream FCFCoE switch

(O Common/Glabal (@) Fabric A Fabric B(C) Both Fabrics Configured Differently

You are creating a local VSAN in fabric A that maps to ANLAN can be used to carry FCoE traffic and can be mapped to this
aVSAN ID that exists only in fabric A. WSAN.
Enter the VSAN 1D that maps to this VSAN. Enter the VLAN 1D that maps to this VSAN.
VSANID : 101 FCoEVLAN :| 101
OK | | Cancel

8. Click OK and then click OK again.

9. Under SAN Cloud, right-click VSANs and select Create VSAN.
10. Enter VSAN B as the name of the VSAN to be used for fabric B.
11. Select Enabled for FC Zoning.

12. Select Fabric B.

13. Enter a unique VSAN ID and a corresponding FCoE VLAN ID. NetApp recommends using the same
ID for both parameters and using something other than 1.
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A Create VSAN X

Create VSAN

Name :|VSAN_B
FC Zoning Settings

FC Zoning :|O Disabled (s) Enabled

Do NOT enable local zoning if fabric interconnect is connectad to an upstream FCFCoE switch

(O Ccommon/Global O Fabric A(®) Fabric B() Both Fabrics Configured Differently

You are creating a local WYSAN in fabric B that maps to ANVLAN can be used to carry FCoE fraffic and can be mapped to this
aVSAN |D that exists only in fabric B. VSAN.
Enter the VSAN ID that maps to this VSAN. Enter the VLAN ID that maps to this VSAN.
VSANID : 102 FCoEVLAN : 102
oK | Cancel
14. Click OK and then click OK again.
15. Under Storage Cloud, right-click VSANs and select Create Storage VSAN.
16. Enter VSAN_ A as the name of the VSAN to be used for fabric A.
17. Select Enabled for FC Zoning.
18. Select Fabric A.
19. Enter the same unique VSAN ID and corresponding FCoE VLAN ID that you entered for fabric A
previously.
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A Create Storage VSAN X

Create Storage VSAN

Name :|VSAN_A
FC Zoning Settings

FC Zoning :|O Disabled (s) Enabled

Do NOT enable local zoning if fabric Interconnect Is connected to an upstream FC/FCOE switch

(O Common/Global & Fabric AQ) Fabric B(O Both Fabrics Configured Differently

You are creating a local VSAN in fabric A that maps to AVLAN can be used to carry FCoE traffic and can be mapped to this
a VSAN ID that exists only in fabric A. VSAN
Enter the VSAN ID that maps to this VSAN. Enter the VLAN ID that maps to this VSAN
VSANID : 101 FCoEVLAN : 101|
OK | | Cancel
20. Click OK and then click OK again.
21. Under Storage Cloud, right-click VSANs and select Create Storage VSAN.
22. Enter VSAN B as the name of the VSAN to be used for fabric B.
23. Select Enabled for FC Zoning.
24. Select Fabric B.
25. Enter the same unique VSAN ID and corresponding FCoE VLAN ID that you entered for fabric B
previously.
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A Create Storage VSAN X
Create Storage VSAN

Name :|VSAN_B
FC Zoning Settings

FC Zoning :|O Disabled (s) Enabled
Do NOT enable local zoning if fabric interconnect is connected to an upstream FC/FCOE switch

(O CommoniGlobal O Fabric A(®) Fabric B Both Fabrics Configured Differently

You are creating a local VSAN in fabric B that maps to AVLAN can be used to carry FCoE ftraffic and can be mapped to this
a VSAN ID that exists only in fabric B VSAN
Enter the VSAN ID that maps to this VSAN. Enter the VLAN ID that maps to this VSAN
VSANID : 102 FCoE VLAN : 102
OK.| | Cancel »

26. Click OK and then click OK again.

Assign VSANSs to FCoE Storage Ports

To assign the necessary VSANSs to the FC storage ports for the Cisco UCS environment, complete the
following steps:

In Cisco UCS Manager, click the SAN tab in the Navigation pane.

Select SAN > Storage Cloud.

Expand Fabric A and Storage FCoE Interfaces.

Right-click FC Interface 1/25 and select Storage FCoE Interface.

Set the User Label to the storage controller name and port to which this interface is connected.
Select VSAN A (101) as the VSAN.

o gk whN P
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A

Properties for: FC Interface 1/1

SlotID

Network Type
Role
Port

Fill Pattern

San

Storage

O ldle @ Arbf

OK Apply Cancel || Help

Set the User Label to the storage controller name and port to which this interface is connected.

General Faults Events
Actions Properties
D :1
-_l_:i.b e Interface FabricID :A
User Label :| clus-01:0e
Port Type :Physical
Transport Type :Fc
Locale :External
VSAN :[ibric Alvsan VSAN_A (101) v |
Fabric Afvsan VSAN_A (101)
Fabric Dual/vsan default (1)
7. Click OK.
8. Expand Fabric A and Storage FCoE Interfaces.
9. Right-click FC Interface 1/26 and select Storage FCoE Interface.
10.
11. Select VSAN A (101) as the VSAN.

A Properties for: FC Interface 1/2

SlotID

Network Type
Role
Port

Fill Pattern

San
Storage
-A

O Idie @ Arpf

oK Apply | | Cancel Help

Set the User Label to the storage controller name and port to which this interface is connected.

General Faults Events
Actions Properties
D :2
=8 Disable Interface FabricID :A
User Label : clus-02:0e
Port Type :Physical
Transport Type :Fc
Locale :External
VSAN :[ibric Avsan VSAN_A (101) v |
Fabric A/vsan VSAN_A (101)
Fabric Dual/vsan default (1)
12. Click OK.
13. Expand Fabric B and Storage FCoE Interfaces.
14. Right-click FCoE Interface 1/25 and select Storage FCoE Interface.
15.
16. Select VSAN B (102) as the VSAN.
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A Properties for: FC Interface 1/1 (clus-01:0f)

General Faults Events

Actions Properties

D

Fabric ID
User Labe
Port Type
Transport Type

Locale

VSAN

17. Click OK.

1

B
clus-01:0f
Physical

Fc

External

|1bric BAsan VSAN_B (102

Fabric B/vsan VSAN_B (102)

Fabric Dual/vsan default (1)

SlotID

Network Type

Role

Port :sys/sw

Fill Pattern

18. Expand Fabric B and Storage FCoE Interfaces.
19. Right-click FCoE Interface 1/26 and select Storage FCoE Interface.

2

B
clus-02:0f
Physical

Fc

External

20.
21. Select VSAN B (102) as the VSAN.
A Properties for: FC Interface 1/2
General Faults Events
Actions Properties
D
-.’E':‘ sable Interface Fabric ID
User Label
Port Type
Transport Type
Locale
VSAN

22. Click OK.

[ibric BAvsan VSAN_B (102

Fabric B/vsan VSAN_B (102)

Fabric Dual/vsan default (1)

SlotID

Network Type

Role

San
Storage
vitch-B/slot-1/switch-fc/port-1

O ldle @) Arbf

oK Cancel || Help

Set the User Label to the storage controller name and port to which this interface is connected.

San

Storage

Port :sys/switch-B/slot-1/switch-fc/port-2

Fill Pattern

O ldie @ Arbf

OK Apply Cancel Help

Create Storage Connection Policies for FC Zoning

To create storage connection policies for the fc zoning, complete the following steps:

1. In Cisco UCS Manager, click the SAN tab in the Navigation pane.
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Select Policies > root.

Right-click Storage Connection Policies and select Create Storage Connection Policy.
Enter Fabric-2A as the name of the policy.

Select the Single Initiator Multiple Targets Zoning Type.

Click the plus sign on the right to add a zoning target.

Enter the WWPN for infra fcp0la from the storage cluster. You can obtain this WWPN by logging
into the storage cluster CLI and entering the network interface show -vserver Infra-SVM
command.

8. Select Path A and VSAN_A.

'Acumscmm x

N o g kMo

Create FC Target Endpoint @

WWPN @ 2005002098504 86 |

Description :|

Path :(®A OB

Select VSAN <[ vSAN VSAN_A (101) | ¥ Create VSAN Create Storage VSAN

(o) [(concel ]

9. Click OK.
10. Repeat steps 7 through 9 for all fabric A target endpoints:
— Infra_fcpOla
— Infra_fcp02a
— Prod_fcpOla
—  Prod_fcp02a
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11. Click OK and then click OK again.

12. Right-click Storage Connection Policies and select Create Storage Connection Policy.

13. Enter Fabric-B as the name of the policy.
14. Select the Single Initiator Multiple Targets Zoning Type.
15. Click the plus sign on the right to add a zoning target.

16. Enter the WWPN infra fcp01lb from the storage cluster. This WWPN can be obtained by logging
into the storage cluster CLI and entering the network interface show -vserver Infra-SVM

command.
17. Select Path B and VSAN_B.
A Create FC Target Endpoint X

Create FC Target Endpoint

WWPN | 2006:00:a098:50:4286 |

Description |

Path :|(OA®B

SelectVSAN :[VSANVSAN_B(102) | v | EH Create VSAN Create Storage VSAN

(o ] (cancel |

18. Click OK.
19. Repeat this process for all fabric A WWPN targets:
— infra_ fcpOla
— infra_ fcp0Z2a
— prod fcplla
— prod fcpl0Z2a

2, Filter | Export|izz Print

WWPN
20:08:00:A0:98:67:73:9D
20:06:00:A0:98:67:73:9D
20:03:00:A0:98:67:73:9D
20:01:00:A0:98:67:73:9D
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20.

Click OK and then click OK again.

Create VHBA Templates

To create the necessary virtual host bus adapter (vHBA) templates for the Cisco UCS environment,
complete the following steps:

© © N O~ WDNPRE

10.

In Cisco UCS Manager, click the SAN tab in the Navigation pane.
Select Policies > root.

Right-click vHBA Templates and select Create vHBA Template.
Enter vHBA Template A as the vHBA template name.

Keep Fabric A selected.

Select VSAN_A.

Leave Initial Template as the template type.

Select WWPN_Pool A asthe WWPN pool.

Click OK to create the vHBA template.

Click OK.

A Create vHBA Template X

Create vHBA Template

Name : vHBA_Template_A
Description :
FabricID :|®A OB
Select VSAN |WVSAN_A v | Bl Create VSAN
Template Type :|(®) Initial Template () Updating Template

Max Data Field Size :| 2048

WWPN Pool :[WWPN_Pool_A{32/32) [ ¥]

QoS Policy :|<notset= ¥

Pin Group :|<not set= v

Stats Threshold Policy :| default| ¥ |

11.
12.
13.
14.
15.
16.
17.
18.

OK Cancel

Right-click vHBA Templates and select Create vHBA Template.
Enter vHBA Template B as the vHBA template name.

Select Fabric B as the fabric ID.

Select VSAN_B.

Leave Initial Template as the template type.

Select WWPN_Pool B as the WWPN pool.

Click OK to create the vHBA template.

Click OK.
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A Create vHBA Template X

Create VHBA Template

Name : vHBA_Template_B
Description :
FabricID :[OA (@B
SelectVSAN | VSAN_B v | B Create vsan
Template Type :|(®) Initial Template O Updating Template

Max Data Field Size ;| 2048

WWPN Pool [ WWPN_Pool_B(32/32) | 7|

QoS Policy :|=notset= v

Pin Group | <naot set= v

Stats Tnreshold Paolicy | default ¥ |

Ok, Cancel

Create SAN Connectivity Policy

To configure the necessary Infrastructure SAN Connectivity Policy, complete the following steps:

1. In Cisco UCS Manager, click the SAN tab in the Navigation pane.

2. Select SAN > Policies > root.

3. Right-click SAN Connectivity Policies and select Create SAN Connectivity Policy.
4. Enter Infra-SAN-Policy as the name of the policy.

5. Select the previously created WWNN_Pool for the WWNN assignment.
6. Click the Add button at the bottom to add a vHBA.

7. Inthe Create VHBA dialog box, enter Fabric-A as the name of the vHBA.
8. Select the Use VHBA Template checkbox.

9. From the vHBA Template list, select vVHBA_Template_A.

10. From the Adapter Policy list, select VMWare.

11. Click OK.

12. Click the Add button at the bottom to add a second vHBA.

13. In the Create VHBA dialog box, enter Fabric-B as the name of the vHBA.
14. Select the Use vHBA Template checkbox.

15. From the vHBA Template list, select vHBA_Template_B.

16. From the Adapter Policy list, select VMWare.

17. Click OK.
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A, Create SAN Connectivity Policy

Create SAN Connectivity Policy

Name | Infra-SAN-Policy

Description :

A sarver is identified on a SAN by its World Wide Node Name (WWNN). Specify how the system should assign a WWNN to the server associated

with this profile
World Wide Node Name

WWNN Assignment: WWINN_Pool(32/32 v

Create WWNN Poo

Tha WWNN will be assigned from the selected pool
The availableftotal WWNNs are displayed after the pool name.

Name WWPN

» “ByHBA Fabric-B Derived
» =l 1B Fabric-A Derived
te [ Add
OK.| [.Cancel
18. Click OK to create the SAN Connectivity Policy.

19.
20.
21.
22.
23.
24,
25.

Click OK to confirm creation.

Right-click the Infra-SAN-Policy and select Create vVHBA Initiator Group.

Enter Fabric-A for the name and select the Fabric-A VHBA.

Select the Fabric-A Storage Connection Policy and click OK.
Right-click the Infra-SAN-Policy and select Create VHBA Initiator Group.

Enter Fabric-B for the name and select the Fabric-B vHBA.

Select the Fabric-B Storage Connection Policy and click OK.

Create MAC Address Pools

To configure the necessary MAC address pools for the Cisco UCS environment, complete the following
steps:

1.
2.

Note:

3.

© N o g A
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In Cisco UCS Manager, click the LAN tab in the Navigation pane.

Select Pools > root.

In this procedure, two MAC address pools are created, one for each switching fabric.

Right-click MAC Pools under the root organization and select Create MAC Pool to create the MAC

address pool.
Enter MAC_Pool_ A as the name of the MAC pool.
Optional: Enter a description for the MAC pool.

Select Sequential as the option for Assignment Order.

Click Next.
Click Add.
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9. Specify a starting MAC address.

Note: For the FlexPod solution, NetApp recommends placing 02 in the next-to-last octet of the starting
MAC address to identify the MAC addresses as fabric A addresses. In our example, we have
carried forward in our example of also embedding the extra building, floor, and Cisco UCS
domain number information, giving us 00:25:B5:91:1A:00 as our first MAC address.

10. Specify a size for the MAC address pool that is sufficient to support the available blade or server
resources.

11. Click OK.
12. Click Finish.
13. In the confirmation message, click OK.

14. Right-click MAC Pools under the root organization and select Create MAC Pool to create the MAC
address pool.

15. Enter MAC Pool B as the name of the MAC pool.
16. Optional: Enter a description for the MAC pool.
17. Click Next.

18. Click Add.

19. Specify a starting MAC address.

Note: For the FlexPod solution, NetApp recommends placing 0B in the next-to-last octet of the starting
MAC address to identify all the MAC addresses in this pool as fabric B addresses. Once again,
we have carried forward in our example of also embedding the extra building, floor, and Cisco
UCS domain number information, giving us 00:25:B5:91:1B:00 as our first MAC address.

20. Specify a size for the MAC address pool that is sufficient to support the available blade or server
resources.

21. Click OK.
22. Click Finish.
23. In the confirmation message, click OK.

Create UUID Suffix Pool

To configure the necessary universally unique identifier (UUID) suffix pool for the Cisco UCS
environment, complete the following steps:

In Cisco UCS Manager, click the Servers tab in the Navigation pane.
Select Pools > root.

Right-click UUID Suffix Pools and select Create UUID Suffix Pool.
Enter UUID Pool as the name of the UUID suffix pool.

Optional: Enter a description for the UUID suffix pool.

Keep the prefix at the derived option.

Select Sequential for Assignment Order.

Click Next.

Click Add to add a block of UUIDs.

10. Keep the From field at the default setting.

11. Specify a size for the UUID block that is sufficient to support the available blade or server resources.

© N OO~ OWDNPRE
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A Create a Block of UUID Suffixes X

Create a Block of UUID Suffixes

From:| 0000-000000000001 Size :|32 —

| OK Cancel

12. Click OK.
13. Click Finish.
14. Click OK.

Create VLANS

To configure the necessary virtual local area networks (VLANS) for the Cisco UCS environment, complete
the following steps:

1. In Cisco UCS Manager, click the LAN tab in the Navigation pane.

Note: In this procedure, four uniqgue VLANS are created. See Table 3 for a list of VLANSs required for this
solution.

Select LAN > LAN Cloud.

Right-click VLANs and select Create VLANS.

Enter Native-VLAN as the name of the VLAN to be used as the native VLAN.
Keep the Common/Global option selected for the scope of the VLAN.

Enter the native VLAN ID.

Keep Sharing Type as None.

Click OK and then click OK again.

A Create VLANs X

© N o gk wbd

Create VLANs

WVLAN Name/Prefix :| Native-VLAN
Multicast Policy Name :[ =notset= | Kl Create Multicast Policy

® Common/Global O Fabric A Fabric B Both Fabrics Configured Differently

You are creating global VLANs that map to the same VLAN IDs in all available fabrics.
Enter the range of VLAN IDs.(e.g. "2009-2019", "29,35 40-45", "23", "23,34-457)

VLANIDs :| 2

Sharing Type : (@ None O Primary O Isolated O Community

Check Overlap OK Cancel
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10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.

Expand the list of VLANS in the navigation pane, right-click the newly created Native-VLAN, and
select Set as Native VLAN.

Click Yes and then click OK.

Right-click VLANs and select Create VLANS.

Enter IB-Mgmt as the name of the VLAN to use for management traffic.
Keep the Common/Global option selected for the scope of the VLAN.
Enter the in-band management VLAN ID.

Keep Sharing Type as None.

Click OK and then click OK again.

Right-click VLANs and select Create VLANS.

Enter Infra-NFS as the name of the VLAN to use for NFS.

Keep the Common/Global option selected for the scope of the VLAN.
Enter the NFS VLAN ID.

Keep Sharing Type as None.

Click OK and then click OK again.

Right-click VLANs and select Create VLANS.

Enter vMotion as the name of the VLAN to be used for vMotion.
Keep the Common/Global option selected for the scope of the VLAN.
Enter the vMotion VLAN ID.

Keep Sharing Type as None.

Click OK and then click OK again.

Right-click VLANs and select Create VLANS.

Enter vM-Traffic as the name of the VLAN to be used for VM Traffic.
Keep the Common/Global option selected for the scope of the VLAN.
Enter the VM-Traffic VLAN ID.

Keep Sharing Type as None.

Click OK and then click OK again.

Create Host Firmware Package

Firmware management policies allow the administrator to select the corresponding packages for a given
server configuration. These policies often include packages for adapter, BIOS, board controller, FC
adapters, host bus adapter (HBA) option ROM, and storage controller properties.

To create a firmware management policy for a given server configuration in the Cisco UCS environment,
complete the following steps:

No ok owdhpE
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In Cisco UCS Manager, click the Servers tab in the Navigation pane.
Select Policies > root.

Expand Host Firmware Packages.

Select Default.

In the Actions pane, select Modify Package Versions.

Select the version 3.1(1h) for Blade Package and for Rack Package.

Leave M-Series Package as <not set> and leave Excluded Components with only Local Disk
selected.
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A Modify Package Versions

Blade Package :|3.1(1h)B

Rack Package :|31(1h)C

M-Series Package :| =notset=

Excluded Components:

Adapter

HostNIC

ciMc

Board Controller
Flex Flash Controller
BIOS

FSU

Storage Controller

Host NIC Option ROM
GPUs
FC Adapters

V| Local Disk

Storage Controller Onboard Device Cpld

8. Click OK to modify the host firmware package.

Set Jumbo Frames in Cisco UCS Fabric

To configure jumbo frames and enable quality of service in the Cisco UCS fabric, complete the following

steps:

S e o A

Click OK.
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In Cisco UCS Manager, click the LAN tab in the Navigation pane.
Select LAN > LAN Cloud > QoS System Class.

In the right pane, click the General tab.

On the Best Effort row, enter 9216 in the box under the MTU column.
Click Save Changes in the bottom of the window.
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Create Local Disk Configuration Policy (Optional)

A local disk configuration for the Cisco UCS environment is necessary if the servers in the environment
do not have a local disk.

Note: This policy should not be used on servers that contain local disks.

To create a local disk configuration policy, complete the following steps:

In Cisco UCS Manager, click the Servers tab in the Navigation pane.

Select Policies > root.

Right-click Local Disk Config Policies and select Create Local Disk Configuration Policy.
Enter SAN-Boot as the local disk configuration policy name.

Change the mode to No Local Storage.

Click OK to create the local disk configuration policy.

S e o A
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A Create Local Disk Configuration Policy X

Create Local Disk Configuration Policy

Name :| SAN-Boot
Description :

Mode :|No Local Storage v
FlexFlash
FlexFlash State :|(8) Disable O Enable

If FlexFlash State is disabled, SD cards will become unavailable immediately.
Flease ensure SD cards are not in use before disabling the FlexFlash State.

FlexFlash RAID Reporting State :|(8) Disable O Enable

0K Cancel

7. Click OK.

Create Network Control Policy for Cisco Discovery Protocol

To create a network control policy that enables Cisco Discovery Protocol (CDP) on virtual network ports,
complete the following steps:

In Cisco UCS Manager, click the LAN tab in the Navigation pane.

Select Policies > root.

Right-click Network Control Policies and select Create Network Control Policy.
Enter Enable CDP as the policy name.

For CDP, select the Enabled option.

Click OK to create the network control policy.

S e o A
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A Create Network Control Policy X

Create Network Control Policy

Name : Enable_CDP -
Description :
CDP :|( Disabled (o) Enabled
MAC Register Mode :|(®) Only Native Vian O All Host Vians

Action on Uplink Fail :|(® Link Down O Warning
MAC Security

Forge :|® Allow O Deny
LLDP v
(oK | [ Cancel
7. Click OK.

Create Power Control Policy

To create a power control policy for the Cisco UCS environment, complete the following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Policies > root.
3. Right-click Power Control Policies and select Create Power Control Policy.
4. Enter No-Power-Cap as the power control policy name.
5. Change the power capping setting to No Cap.
6. Click OK to create the power control policy.
7. Click OK.
A Create Power Control Policy X
Create Power Control Policy
Name : No-Power-Cap
Description :
Fan Speed Policy : Any v
Power Capping
If you choose cap, the server is allocated a certain amount of power based on its priority
within its power group. Priority values range from 1 to 10, with 1 being the highest priority. If
you choose no-cap. the server is exempt from all power capping.
(®No Cap O cap
Cisco UCS Manager only enforces power capping when the servers in a power group require
more power than is currently available. With sufficient power, all servers run at full capacity
regardless of their priority.
((oKk.] [ Cancel.
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Create Server BIOS Policy

To create a server BIOS policy for the Cisco UCS environment, complete the following steps:

Select Policies > root.

N o oM DNhE

In Cisco UCS Manager, click the Servers tab in the Navigation pane.

Right-click BIOS Policies and select Create BIOS Policy.
Enter vM-Host-Infra as the BIOS policy name.
Change the Quiet Boot setting to Disabled.

Change Consistent Device Naming to Enabled.

Click Finish to create the BIOS policy.

A Create BIOS Poiicy

Create BI0S Policy Main
1.¥ Main

2. Iprocessor

3 J Intel Directed 10

4. IRas Memory

5. Jserial port

6. Juse

7. Jdpca

8 Jopr

9. JL0M and PCie Slots
10. I rrusted

Name

Description

Reboot on BIOS Settings Change
Quiet Boot

Post Efror Pause

Resume Ac On Power Loss

Front Panel Lockout

Consistent Device Naming

VM-Host-Infra

@ disabied O enabied () Platform Default
(O disabled O enabled (¢) Platform Default
O stay-off O last-state () reset (3) Platform Default
(O disabled O enabled (8) Platiorm Default

(O disabled () enabled O Platform Default

Unified Computing System Manager ‘

Cancal,.

8. Click OK.

Create VNIC/VHBA Placement Policy for Virtual Machine Infrastructure Hosts

To create a VNIC/VHBA placement policy for the infrastructure hosts, complete the following steps:

Select Policies > root.

o0k~ wbdPE
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In Cisco UCS Manager, click the Servers tab in the Navigation pane.

Enter vM-Host-Infra as the name of the placement policy.
Click 1 and select Assigned Only.
Click OK and then click OK again.
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Right-click vNIC/VHBA Placement Policies and select Create Placement Policy.
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& Create Placement Policy

Create Placement Policy

Name : VM-Host-Infra

Virtual Slot Mapping Scheme : @ Round Robin () Linear Ordered

& Filter = Bport (S Print Ohw
Virtual Slot Selection Preference
1 Assigned Only
2 All
3 All
4 Al
[fok ) (Lcancel )

Update the Default Maintenance Policy

To update the default Maintenance Policy, complete the following steps:
1. In Cisco UCS Manager, click the Servers tab in the Navigation pane.
Select Policies > root.

Select Maintenance Policies > default.

Change the Reboot Policy to User Ack.
Optional: Click Next Boot to delegate maintenance windows to server owners.

A vcs6248UP - Unified Comp: X

« e https://192.168.156.50/app/3_1_1h/index.html# =

ok~ wDn

Fault Summary Q@ ©) @ Newv ||/ Options | @ @ | /4 Pending Activiies | 8 Find | [@ Exit |
0 M o 0 5 Policies oot~ 5 Maintenance Policies ~ & default & detat
4 Eauipment Servers LAN b 2 Main Events
Finer: [Polices [ G
* 5 Policies Name “default
gy oot & Descripton
» 55 Adapter Policies 2 Show Policy Usge
& Owner Local

» & BI0S Defauits
» & BIOS Folicies Reboot Policy /O Immediate @ User Ack () Timer Autornatic

» £ Host Firmware Packages

» 55 IPMI Access Frofiles

VM Management Policies
£ Local Disk Config Poiicies
~ §8 Maintenance Policies

Janagement Fimware Packages
remory Poiicy

ower Contol Policies

Policies

erial aver LAN Policies

» & server Fool Folicies

» 5 SsrverPool Polcy Qualifcations

» £ Thresnold Pelicies
» § iSCSI Auhentication Profies

NICNHBA Placement Policies
i, Sub-Organizations

Save Changes | [ Reset Values

& Loggea i as aaming 192.168.156.50 System Time: 2016.05.20116:07
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6. Click Save Changes.
7. Click OK to accept the change.

Create VNIC Templates

To create multiple virtual network interface card (vNIC) templates for the Cisco UCS environment,
complete the following steps. A total of four vNIC templates are created.

Note: The same infra-VLANs were used on both the infrastructure (Infra) and production (Prod) hosts
deployed in this environment. If the production networks differ in the VLANs used for
infrastructure networks, different vNIC templates should be created for each.

Create Data vNICs

In Cisco UCS Manager, click the LAN tab in the Navigation pane.
Select Policies > root.

Right-click vNIC Templates and select Create vNIC Template.
Enter vNIC Template A as the vNIC template name.

Keep Fabric A selected.

Do not select the Enable Failover checkbox.

Under Target, make sure that the VM checkbox is not selected.
Select Updating Template as the template type.

Under VLANS, select the checkboxes for IB-MGMT, Infra-NFS, Native-VLAN, VM-Traffic,
and vMotion VLANS.

© 0o N gk wDdhR
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A Create vNIC Template X

Create vNIC Template

Name : vNIC_Template_A

Description :
Fabric ID : (&) FabricA (O FabricB Enable Failover
Target
|v| Adapter
VM
Warning

If VM is selected, a port profile by the same name will be created.
If a port profile of the same name exists, and updating template is selected, it will be overwritten

Template Type : | Initial Template @ Updating Template

VLANS
& Filter = Export S Print ;L.—:.; -
Select Name Native VLAN
= getaunt O
| = ig-mgmt O
vl = infra.NFs O M
OK | | Cancel

10. Set Native-VLAN as the native VLAN.
11. For MTU, enter 9000.

12. In the MAC Pool list, select MAC Pool A.
13. In the Network Control Policy list, select Enable CDP.
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A Create vNIC Template

Create vNIC Template

Template Type

:|O Initial Template (8) Updating Template

VLANs
& Filtter = Bport (S Print LCiv
Select Name Native VLAN
adefault O
(vl =l i-mgmt @)
[v] =l infra-NFs ‘u'
SliscsiavLAN ~
=liscsiB.VLAN O
[v] =l native vLAN ©
[v] =l vm-Traffic O
v =l ymotion O
ER Create VLAN
CDN Source @ vNIC Name () User Defined
MTU :| 5000
MAC Pool :[MAC_Pool_A(32/32) | ¥
QoS Policy :[<notset=| ¥
Network Control Policy :[Enable_CDP | ¥
Pin Group :|=notset=
Stats Threshold Policy :[default]| ¥
Connection Policies
(®) Dynamic vNIC ) usNIC O VMQ
Dynamic vNIC Connection Policy | <notset= ¥
| OK | | Cancel

14. Click OK to create the vNIC template.
15. Click OK.

Repeat the following equivalent steps for vNIC_Template_B:

In the Navigation pane, select the LAN tab.

Select Policies > root.

Right-click vNIC Templates and select Create vNIC Template.
Enter vNIC Template B as the vNIC template name.

Select Fabric B.

Do not select the Enable Failover checkbox.

Under Target, make sure that the VM checkbox is not selected.
Select Updating Template as the template type.

Under VLANS, select the checkboxes for IB-MGMT, INFRA-NFS,
VLANS.

© o N gk wdPR

7 FlexPod Datacenter with SQL Server AlwaysON Availability Groups and All Flash FAS

Native-VLAN, and vMotion
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A Create VNIC Template X

Create vNIC Template

Name : vNIC_Template_B =

Description
FabriciD : (O Fabric A (8) Fabric B Enable Failover
Target
(v Adapter
VM
Warning

If VM is selected, a port profile by the same name will be created.
Ifa port profile of the same name exists, and updating template is selected, it will be overwritten

Template Type :|C) Initial Template () Updating Template

VLANs
& Filter = Bport (S Print S
Select Name Ngtive VLAN
= default O
=lig-mgmt O
=l intra-NFs Q \
[ OK | | Cancel |

10. Set default as the native VLAN.

11. Select vNIC Name for the CDN source.

12. For MTU, enter 9000.

13. In the MAC Pool list, select MAC Pool B.

14. In the Network Control Policy list, select Enable CDP.
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A& Create vNIC Template

Create vNIC Template

Template Type :|C) Initial Template (s) Updating Template

VLANS
& Filter = Bport S Print Giv
Select Name Mative VLAN
5 default Q
[+ =l ip.mgmt O
¥ =l infra-NFs o
SiscsiAVLAN &
=liscsLBVLAN O
[v] =l Native-VLAN O
[v] =l vm.Trarfic O
[v] =l ymotion O
ER Create VLAN

CDN Source @ vNIC Name () User Defined
MTU :| 9000

MAC Pool :[MAC_Pool_B(32/32) ¥
QoS Policy :[<notset=| ¥
Network Control Policy :[Enable_CDP | ¥

Pin Group | =not set= v

Stats Threshold Policy :[default| ¥

Connection Policies

(® Dynamic vNIC O usNIC O VMQ

Dymamic vNIC Connection Policy | <notset=| ¥

| OK | | Cancel

15. Click OK to create the vNIC template.
16. Click OK.

Create LAN Connectivity Policy

To configure the necessary infrastructure LAN connectivity policy, complete the following steps:

Select LAN > Policies > root.

Enter Infra-LAN-Policy as the name of the policy.
Click the upper Add button to add a vNIC.

Select the Use vNIC Template checkbox.

From the vNIC Template list, select vNIC_Template A.
From the Adapter Policy list, select VMWare.

10. Click OK to add this vNIC to the policy.

© N o ks wDhPR
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In Cisco UCS Manager, click the LAN tab in the Navigation pane.

Right-click LAN Connectivity Policies and select Create LAN Connectivity Policy.

In the Create vNIC dialog box, enter 00-Infra-2A as the name of the vNIC.
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A Create vNIC

Create vNIC

Name :| 00-Infra-A

Use vNIC Template ;¥

E¥ Create vNIC Template

VNIC Template :[=notset=| ¥]

<not set>

Adapter Perform
Adaple  i5cs) Template_A B Create Ethemet Adapter Palicy

iSCSI_Template_B

vNIC_Template_A

vNIC_Template_B

11. Click the upper Add button to add another vNIC to the policy.

12. In the Create VNIC box, enter vNIC-01-Infra-B as the name of the vNIC.
13. Select the Use vNIC Template checkbox.

14. From the vNIC Template list, select vNIC_Template_B.

15. From the Adapter Policy list, select VMWare.

16. Click OK to add the vNIC to the policy.

A Create vNIC

Create vNIC

Name :| 01dnfra-B

Use vNIC Template ¥

E3 Create vNIC Template

VNIC Template :[<notset=[¥]

<not set>

Adapter Perform
AGBDIE  iSCS| Template A I} Create Ethernet Adapter Policy

iSCSI_Template B

vNIC_Template_A

vNIC_Template_B

Create vMedia Policy for VMware ESXi 6.0 Ulb Install Boot

When setting up Data ONTAP, an HTTP web server is required for hosting NetApp Data ONTAP as well
as the VMware software. The vMedia policy created here will map VMware ESXi 6.0ulb I1SO to the Cisco

UCS server to boot the ESXi installation. To create this policy, complete the following steps:

1. In Cisco UCS Manager, select the Servers tab.

Select Policies > root.

Right-click vMedia Policies and select Create vMedia Policy.

Name the policy ESXi-6.0U1lb-HTTP.

Enter Mounts Cisco Custom ISO for ESXi 6.0U1b in the Description field.
Click Add.

Name the mount ESXi-6.0U1b-HTTP.

Select the CDD device type.

Select the HTTP protocol.

10. Enter the IP address of the web server.

© ©® N o ok wDd
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Note: Because DNS server IPs were not entered into the KVM IP previously, you must enter the IP of
the web server instead of the host name pool.

11. Enter Vmware-ESXi-6.0.0-3380124-Custom-Cisco-6.0.1.2.iso as the remote file name.
12. Enter the web server path to the ISO file in the Remote Path field.

A& Create vMedia Mount X

Create vMedia Mount

Name : ESXi-6.0U1b-HTTP
Description :
Device Type :|(® COD (O HDD
Protocol :|Q NFS O CIFS @ HTTP O HTTPS
Hostname/P Address :| 192.168.156.150
Image Name Variable :|(s) None () Service Profile Name
Remote File :| Vmware-ESXi-6.0.0-3380124-Custom-Cisco-5.0.1.2.is¢
Remote Path | /software/vSphere/
Username :

FPassword :

| OK | | Cancel

13. Click OK to create the vMedia Mount.
14. Click OK and then click OK again to complete creating the vMedia policy.

Note: You can use the vMedia service profile template to install the ESXi host for any new servers
added to the Cisco UCS environment. On first boot, the host will boot into the ESXi installer.
After ESXi is installed, the vMedia will not be referenced as long as the boot disk is
accessible.

Create Boot Policies (FCoE Boot)

This procedure applies to a Cisco UCS environment in which each controller has two FCoE connections,
one to each fabric interconnect. This setup provides a total of four paths and redundant connections
between servers and storage.

Table 13) Boot LIF configuration.

6248UP Fabric A 6248UP Fabric B

AFF Cluster Node 1 LIF infra_fcpOla infra_fcpOlb
AFF Cluster Node 2 LIF infra_fcp02a infra_fcp02b

To create boot policies for the Cisco UCS environment, complete the following steps:
1. In Cisco UCS Manager, click the Servers tab in the Navigation pane.

Select Policies > root.

Right-click Boot Policies and select Create Boot Policy.

Enter Boot-FC-A as the name of the boot policy.

a s~ D

Optional: Enter a description for the boot policy.
Note: Do not select the Reboot on Boot Order Change checkbox.

o

Keep the Reboot on Boot Order Change option cleared.
Expand the Local Devices drop-down menu and select Add Remote CD/DVD.
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8. Expand the vHBAs drop-down menu and select Add SAN Boot.

9. Inthe Add SAN Boot dialog box, enter Fabric-A in the vHBA field.

10. Confirm that Primary is selected for the Type option.

A Add SAN Boot X

Add SAN Boot

vHBA :| Fabric-A

Type :|(® Primary O Secondary

0K Cancel

11. Click OK to add the SAN boot initiator.

12. From the vHBA drop-down menu, select Add SAN Boot Target.
13. Keep 0 as the value for the boot target LUN.

14. Enter the WWPN for fcp 1if01la.

Note: To obtain this information, log in to the storage cluster and run the network interface show

command.
15. Select Primary for the SAN boot target type.

A Add SAN Boot Target X

Add SAN Boot Target

Boot Target LUN : 0

Boot Target WWPN

Type :|(® Primary () Secondary

OK Cancel

16. Click OK to add the SAN boot target.

17. From the vHBA drop-down menu, select Add SAN Boot Target.
18. Enter 0 as the value for Boot Target LUN.

19. Enter the WWPN for fcp 1if02a.

20. Click OK to add the SAN boot target.

21. From the vHBA drop-down menu, select Add SAN Boot.
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22.

23.
24,
25.
26.
27.

In the Add SAN Boot dialog box, enter Fabric-B in the vHBA box.

The SAN boot type should automatically be set to Secondary and the Type option should be

unavailable.

Click OK to add the SAN boot initiator.

From the vHBA drop-down menu, select Add SAN Boot Target.
Keep 0 as the value for Boot Target LUN.

Enter the WWPN for fcp 1if01lb.

Select Primary for the SAN boot target type.

A Add SAN Boot Target X

Add SAN Boot Target

Boot Target WWPN @ 20:06:00:a0:98.5b:4a:86

Boot Target LUN : 0

Type :|(®) Primary O Secondary

28.
29.
30.
31.
32.

83

Click OK to add the SAN boot target.

From the vHBA drop-down menu, select Add SAN Boot Target.
Keep 0 as the value for Boot Target LUN.

Enter the WWPN for fcp 1if02b.

Click OK to add the SAN boot target.
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A Create Boot Policy

Create Boot Policy

Name

Description

Reboot on Boot Order Change :

Enforce vNICAHBA/ISCSI Name
Boot Mode
WARNINGS:

Boot-FC-A

v

(® Legacy O Uefi

The type (primary/secondary) does notindicate a boot order presence.
The effective order of boot devices within the same device class (LAN/Storage/iSCSI) is determined by PCle bus scan order.
If Enforce vNIC/VHBA/iSC Sl Name is selected and the vNICAHBA/SCSI does not exist, a config error will be reported.

Ifitis not selected, the vNICS/VHBAS are selected if they exist, otherwise the vNIC/VHBA with the lowest PCle bus scan order is used.

» Local Devices

» VNICs

v vHBAs

» iSCSI vNICs

» CIMC Mounted vMedia

Boot Order
= = inter = Export

Name
\& Remote CU/LVD

Vi 5 San
v =] SAN Primary
=l sAN TargetP...
=l sAN Target s
v =] sAN secondary
=l saN Target P
=l saN Target s

(&3 Print
Order a | VNICNHB..
2
Fabric-A
Fabric-B

Type

Primary
Primary
Secondary
Secondary
Primary

Secondary

Ghv
WWN LUN Name
20:05:00:A0:98:5B:4A:86 0
20:07:00:A0:98:5B:4A:86 0
20:06:00:A0:98:5B:4A:86 0
20:08:00:A0:98:5B:4A:86 0
»
OK | [ Cancel

33. Click OK, then click OK again to create the boot policy.

Create Service Profile Template (FCoE Boot)

In this procedure, one service profile template for infrastructure ESXi hosts is created for fabric A boot.

To create the service profile template, complete the following steps:
1.
2.
3.

Template wizard.

configured to boot from storage node 1 on fabric A.

Select the Updating Template option.

84

Under UUID, select UUID_Pool as the UUID pool.
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In Cisco UCS Manager, click the Servers tab in the Navigation pane.
Select Service Profile Templates > root.
Right-click root and select Create Service Profile Template to open the Create Service Profile

Enter VM-Host-Prod-FC-A as the name of the service profile template. This service profile template is
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A Create Service Profile Template X

Unified Computing System Manager

Creste senvice Pronie empizie l@NLify Service Profile Template &
You must enter a name for the service profile template and specify the template type. You can also specify how a UUID will be assigned to this template and

1. ¥ Identify Service enter a descriprion.

Profile Template
Name :| VM-Host-Prod-FC-A

2. ¥ Storage Provisioning

3, ¥ Networking The template will be created in the following organization. lis name must be unigue within this organization.

4. ¥'SAN Connectivity Where -org-root

5, ¥ Zoning The template will be created in the following organization. lts name must be unigue within this organization

6. ¥ vNIC/vHBA Placement Type :|O Initial Template () Updating Template

7. ¥ vMedia Policy Specify how the UUID will be assigned to the server associated with the service generated by this template,
uiD

8

J server Boot Order
9 a Maintenance Policy

10. Jserver Assignment UUID Assignment: UUID_Pool(§1/64) [+]
11. J operational Policies

The UUID will be assigned from the selected pool.
The availablenotal UUIDs are displayed after the pool name

Optionally enter a description for the profile. The description can contain information about when and where the service profile should be used

<Prev | [ Next> | [Finish | [ Cancel |

7. Click Next.

Configure Storage Provisioning

1. If you have servers with no physical disks, click the Local Disk Configuration Policy and select SAN-
Boot Local Storage Policy. Otherwise, select the default local storage policy.

2. Click Next.

Configure Networking Options

1. Keep the default setting for Dynamic vNIC Connection Policy.

2. Selectthe Use Connectivity Policy option to configure the LAN connectivity.
3. Select Infra-LAN-Policy from the LAN Connectivity Policy drop-down list.

4. Click Next.

Configure Storage Options

1. Selectthe Use Connectivity Policy option for the How Would You Like to Configure SAN
Connectivity? field.

2. Selectthe Infra-SAN-Policy option from the SAN Connectivity Policy drop-down list.
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A Create Service Profile Template X

Unified Computing System Manager

|Create Service Profile Template

1. ¥ Identify Sarvice Profile
Template

2. V' Storage Provisioning
3. ¥ Networking

4. ¥ SAN Connectivity

5. J Zoning

[ jVNleVHBA Placement
7 ijed\a Palicy

8. I server Boot Order

g B} Maintenance Policy
10. 1 server Assignment
1 JOpemt\onaI Policies

SAN Connectivity o

Optionally specify disk policies and SAN configuration information.

How would you like to configure SAN connectivity?

O simple O Expert(C) No vHBAs a) Use Connectivity Palicy
SAN Connecivily Policy :[<notset-[7] Create SAN Connectivity Policy

<not set>

Infra-SAN-Policy

[<Prev ] [Next> ] [(Finish | [ Cancel

3. Click Next.

Configure Zoning Options
1. Set no zoning options and click Next.

Configure vNIC/HBA Placement
1. Inthe Select Placement list, leave the placement policy as Let System Perform Placement.

2. Click Next.

Configure vMedia Policy
1. From the vMedia Policy drop-down list, select ESXi-6.0U1lb-HTTP.

2. Click Next.

Configure Server Boot Order
1. Select Boot-FC-A for the boot policy.
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A Create Service Profile Template

n

Create Service Profile Template

1. ¥ Identify Service Profile
Template

2. ¥ Storage Provisioning

3. ¥ Networking

4. Y'SAN Connectivity

5. ¥ Zoning

6. Y VNIC/VHBA Placement

7. ¥ vMedia Policy

8. ¥ Server Boot Order

Q. B Maintenance Policy
10. | Server Assignment
1. —‘Opefaﬁonal Policies

fied Computing S

em Manager

Server Boot Order ©
Optionally specify the boot policy for this service profile template.

Select a boot policy.
Boot Policy{ Boot-FC-A | ¥ Create Boot Policy

Name :Boot-FC-A
Description :
Reboot on Boot Order Change :No
Enforce vNICVHBA/ASCSIName :Yes
BootMode :Legacy
WARNINGS:
The type (primary/secondary) does not indicate a boot order presence.
The effective order of boot devices within the same device class (LAN/Storage/iSCSI) is determined by PCle bus scan order.

If Enforce vNIC/VHBA/SC SI Name is selected and the vNICVHBA/ASCSI does not exist, a config error will be reported.
Ifitis not selected. the VNICSWHBAS are selected if they exist, otherwise the vNICVHBA with the lowest PCle bus scan order is used.

Boot Order
& = @ Fiter wExport g Print

Name Order V... | Type WWN a [ L. |st.|B.. |B. D...
® cIvc Mounted CODVD 3 N
@ Remote cODVD 1

vSlsan 2

+3 SAN Primary V... Primary
= | SAN Target Primary Primary 20:00:00:A0:98:58:4A:86 0
=1 SAN Target Secondary Secondary 20:02:00:A0:98:58:4A:86 0
v gsAN Secondary v... Secondary
E | SAN Target Primary Primary 20:01:00:A0:98:58:4A:86 0

=4 -~ .
Create iSCSI vNIC Set iSCSI Boot Parameters Set Uefi Boot Parameters

((<Prev. | (Next> ] [Finish | [ Cancel

2. Click Next to continue to the next section.

Configure Maintenance Policy
1. Change the maintenance policy to Default.

A Create Service Profile Template X

nified Computing System Manager

|Create Service Profile Template

v Identify Service Profile
Template
«Sbmage Provisioning
v Networking
¥ SAN Connectivity
‘«"chfng
v ¥NIC/vHBA Placement
¥ vMedia Policy
. ¥ Server Boot Order

9. ¥ Maintenance Policy
10. d Server Assignment
1. douemt\onal Policies

B R e g ) LY

Maintenance Policy @
Specify how disruptive changes such as reboots, network interruptions, and firmware upgrades should be applied to the server associated with this service
profile.

« Maintenance Policy
Select a maintenance policy to include with this service profile or create a new maintenance policy that will be accessible to all service profiles.

Maintenance Policy] default [ ¥ | Create Maintenance Policy

Name :default
Description :
Reboot Policy :User Ack
Config. Trigger State :On Next Boot

<Prev | [[Next> ] [Finish | [ Cancel ]

2. Click Next.
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Configure Server Assignment
To configure the server assignment, complete the following steps:

1. From the Pool Assignment list, select Infra_Pool.
Optional: Select a server pool qualification policy.

Select UCS-Broadwell for the server pool qualification.

a kr~ wn

Select Down as the power state to be applied when the profile is associated with the server.

Leave Firmware Management as is because it will use the default from the Host Firmware list.

A Create Service Profile Template

X

Unified Computing System Manager

(Create Service Profile Template Server Assignment

Optionally specify a server pool for this service profile template.

e

1. ¥ Identify Service Profile

You can select a server pool you want to associate with this service profile template.

Template

2. ¥ Storage Provisioning Pool Assignment{infra_Pool 7] Create Server Pool

3. ¥ Networking

4. v/'SAN Connectivity i‘allne;:én;?;\rrerstale 1o be applied when this profile is associated
5. ¥ Zonin -

T Q Up @ Down

7. ¥ vMedia Policy

8. v Server Boot Order

9. ¥ Maintenance Policy
10. ¥ Server Assignment The service profile template will be associated with one of the servers in the selected poal.

1 JOperatmnal Policies
Server Pool Qualification :| UCS-Broadwell | ¥

Restrict Migration :

¥ Firmware Management (BIOS, Disk Controller, Adapter)

Otherwise the system uses the firmware already installed on the associated server.

Host Firmware Package]| Select (Default policy used by default) | ¥

Create Host Firmware Package

If desired, you can specify an additional server pool policy qualification that the selected server must meet. To do so, selectthe gualification from the list.

If you select a host firmware policy for this service profile, the profile will update the firmware on the server that it is associated with

| <Prev | | Mext> | | Finish | | Cancel

6. Click Next.

Configure Operational Policies
To configure the operational policies, complete the following steps:
1. From the BIOS Policy list, select VM-Host-Infra.

2. Expand Power Control Policy Configuration and select No-Power-Cap from the Power Control Policy

list.
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A Create Service Profile Template X

Unified Computing System Manager

|(Create Service Profile Template Operational Policies 7

Optionally specify information that affects how the system operates.

1. ¥ Identify Service Profile

Template w BIOS Configuration
2. ¥'Storage Provisioning X . . § §
3. v Networking If you want to override the default BIOS settings, select a BIOS policy that will be associated with this service profile
. ¥ Netw
4, ¥ SAN Connectivity BIOS Policy °|VM-Host-Infra ¥
5. ¥ Zoning q »

6. v vNIC/vHBA Placement
7. ¥ vMedia Policy

8. ¥ Server Boot Order

9. ¥ Maintenance Policy

» External IPMI Management Configuration

10\ Sefver Aasgnment » Management IP Address

11. ¥ Operational Policies
» Monitoring Configuration (Thresholds)

~ Power Control Policy Configuration

Power control policy determines power allocation for a server in a given power group.

Power Control Policy :| No-Power-Cap | ¥ Create Power Control Policy

» Scrub Policy

» KVM Management Policy

[L<Prev ] | Next> | [[Finish | [ Cancel

3. Click Finish to create the service profile template.
4. Click OK in the confirmation message.

Create Service Profiles

To create service profiles from the service profile template, complete the following steps:

1. Select Service Profile Templates > root > Service Template VM-Host-Infra-A.
2. Right-click VM-Host-Infra-A and select Create Service Profiles from Template.
3. Enter vM-Host-Infra-0 as the service profile prefix.

4. Enter 1 for Name Suffix Starting Number.

5. Enter 1 for Number of Instances.

6. Click OK to create the service profile.

A Create Senvice Profiles From Template X

Create Service Profiles From Template .

Naming Prefix - VM-Host-Infra-0
MName Suffix Starting Number :| 1

Number of Instances :| 1

OK | [ Cancel |

7. Click OK in the confirmation message.

8. Select Service Profile Templates > root > Service Template VM-Host-Infra-A.
9. Right-click VM-Host-Infra-A and select Create Service Profiles from Template.

10. Enter VvM-Host-Prod-0 as the service profile prefix.
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11. Enter 1 for Name Suffix Starting Number.
12. Enter 1 for Number of Instances.

13. Click OK to create the service profile.

14. Click OK in the confirmation message.

8.5 Add More Servers to FlexPod Unit

Additional server pools, service profile templates, and service profiles can be created in the respective
organizations to add more servers to the FlexPod unit. All other pools and policies are at the root level
and can be shared among the organizations.

Gather Necessary Information

After the Cisco UCS service profiles are created, each infrastructure blade in the environment has a
unique configuration. To proceed with the FlexPod deployment, specific information must be gathered
from each Cisco UCS blade and from the NetApp controllers. Insert the required information into Table 14
and Table 15.

Table 14) Storage target WWPNSs.

Vserver Target: WWPN (FC)

Infra-SVM

Prod-SVM

Note: To obtain the FC WWPN, run the fcp show command on the storage cluster management
interface.

Table 15) Host initiator WWPNSs.

Cisco UCS Service Profile Name  Initiator: WWPNSs (FC) Variables

VM-Host-Infra-01 <<var_vm_host_infra_01_wwpnl>> and
<<var_vm_host_infra_01_wwpn2>>

VM-Host-Prod-01 <<var_vm_host_prod_01_wwpnl>> and
<<var_vm_host_prod_01_wwpn2>>

VM-Host-Prod-02 <<var_vm_host_prod_02_wwpnl>>and
<<var_vm_host_prod_02_wwpn2>>

VM-Host-Prod-03 <<var_vm_host_prod_03_wwpnl>> and
<<var_vm_host_prod_03_wwpn2>>

Note: To obtain the FC vHBA WWPN information in the Cisco UCS Manager GUI, go to Servers >
Service Profiles > root. Click each service profile and then click the Storage tab and the vHBAs
tab on the right. The WWPNSs are displayed in the table at the bottom of the page.

9 Storage Configuration—Infrastructure LUNs and Igroups

9.1 Clustered Data ONTAP Storage Setup
Create Infrastructure Igroups

1. To create infrastructure igroups, run the following commands from the cluster management node
SSH connection:
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igroup create -vserver Infra-SVM -igroup VM-Host-Infra-01 -protocol fc -ostype vmware -initiator
<<var_vm host infra 01 wwpnl>>, <<var vm host infra 01 wwpn2>>

igroup create -vserver Infra-SVM -igroup VM-Host-Prod-01 -protocol fc -ostype vmware -initiator
<<var_vm_host prod 0l wwpnl>>, <<var_vm host prod 01 wwpn2>>

igroup create -vserver Infra-SVM -igroup VM-Host-Prod-02 -protocol fc -ostype vmware —-initiator
<<var_vm host prod 02 wwpnl>>, <<var vm host prod 02 wwpn2>>

igroup create -vserver Infra-SVM —-igroup VM-Host-Prod-03 -protocol fc -ostype vmware —-initiator
<<var_vm host prod 03 wwpnl>>, <<var vm host prod 03 wwpn2>>

igroup create -vserver Infra-SVM -igroup Infra-Hosts -protocol fc -ostype vmware —-initiator
<<var_vm_host infra 01 wwpnl>>, <<var vm_host infra 01 wwpn2>>, <<var_ vm_host prod 01 wwpnl>>,
<<var_vm host prod 01 wwpn2>>, <<var_vm host prod 02 wwpnl>>, <<var vm host prod 02 wwpn2>>,
<<var_vm_host prod 03 wwpnl>>, <<var_vm host prod 03 wwpn2>>

Note: Use the values listed in Table 16 for the WWPN.

To view the igroups just created, run the igroup show command.

Map Boot LUNs to Hosts

1. To map boot LUNS to hosts, run the following commands from the storage cluster management SSH
connection:

lun map -vserver Infra-SVM -volume esxi boot -lun VM-Host-Infra-01 -igroup VM-Host-Infra-01 -lun-
id 0

lun map -vserver Infra-SVM -volume esxi boot -lun VM-Host-Prod-01 -igroup VM-Host-Prod-01 -lun-id
0

lun map -vserver Infra-SVM -volume esxi boot -lun VM-Host-Prod-02 -igroup VM-Host-Prod-02 -lun-id
0

lun map -vserver Infra-SVM -volume esxi boot -lun VM-Host-Prod-03 -igroup VM-Host-Prod-03 -lun-id
0

Map Infrastructure LUNs to Hosts

1. To map infrastructure LUNSs to hosts, run the following commands from the storage cluster
management SSH connection:

lun map -vserver Infra-SVM -volume infra datastore 1 -lun infra datastore 1 -igroup infra-hosts -
lun-id 1
lun map -vserver Infra-SVM -volume infra swap —lun infra swap —-igroup infra-hosts -lun-id 2

Create Production Igroups

1. To create production igroups, run the following commands from the cluster management node SSH
connection:

igroup create -vserver prod-SVM -igroup prod-hosts -protocol fc -ostype vmware -initiator
<<var_vm_host prod 01 wwpnl>>, <<var_ vm host prod 0l wwpn2>>, <<var_vm host prod 02 wwpnl>>,
<<var_vm host prod 02 wwpn2>>, <<var vm host prod 03 wwpnl>>, <<var vm host prod 03 wwpn2>>

Map Production LUNs to Hosts

1. To map production LUNS to hosts, run the following commands from the storage cluster management
SSH connection:

lun map -vserver prod-SVM -volume prod datastore 1 -lun prod datastore 1 -igroup prod-hosts -lun-
id 3
lun map -vserver prod-SVM -volume prod swap —lun prod swap —igroup prod-hosts —lun-id 4
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10 VMware vSphere 6.0 U1 Setup

10.1 VMware ESXi 6.0

This section provides detailed instructions for installing VMware ESXi 6.0 in an environment. After the
procedures are completed, two booted ESXi hosts will be provisioned.

Several methods exist for installing ESXi in a VMware environment. These procedures focus on how to
use the built-in keyboard, video, mouse (KVM) console and virtual media features in Cisco UCS Manager
to map remote installation media to individual servers and connect to their boot LUNSs.

VMware vSphere Configuration Variables
Table 16 lists the values that are required for the installation and configuration of VMware vSphere.

Table 16) VMware configuration variables.

Variable Value

<<var_vm_host_infra_01_ip>>

<<var_vm_host_prod_01_ip>>

<<var_vm_host_prod_02_ip>>

<<var_vm_host_prod_03_ip>>

<<var_vmotion_vlan_ip_host_01>>

<<var_vmotion_vlan_ip_host_02>>

<<var_vmotion_vlan_ip_host_03>>

<<var_vmotion_vlan_ip_host_04>>

<<var_vcenter_ip>>

<<var_vcenter fqdn>>

<<var_vcenter_subnet_mask>>

<<var_vcenter_gateway>>

Download Cisco Custom Image for ESXi 6.0 Ul
1. Go to the VMware login page.

2. Enter your e-mail or customer number and the password and click Log In.
3. Download CiscoCustomimage6.0 Ulb.
4. Save the image to your destination folder.

Note: This ESXi 6.0 U1lb Cisco custom image includes updates for the fNIC and eNIC drivers. The
versions that are part of this image are eNIC: 2.3.0.6 and fNIC: 1.6.0.24.

Log in to Cisco UCS Fabric Interconnect

Cisco UCS Manager

The IP KVM enables the administrator to begin the installation of the OS through remote media. You
need to log in to the UCS environment to run the IP KVM.

To log in to the Cisco UCS environment, complete the following steps:

1. Open a web browser and enter the IP address for the Cisco UCS cluster address. This step launches
the Cisco UCS Manager application.

2. To download the Cisco UCS Manager software, click the Launch UCS Manager link.
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If prompted to accept security certificates, accept as necessary.

When prompted, enter admin as the user name and enter the administrative password.
To log in to Cisco UCS Manager, click Login.

From the main menu, click the Servers tab.

Select Servers > Service Profiles > root > VM-Host-Infra-01.

Right-click VM-Host-Infra-01 and select KVM Console.

If prompted to accept an unencrypted KVM session, accept as necessary.

10. Select Servers > Service Profiles > root > VM-Host-Prod-02.

11. Right-click VM-Host-Prod-02 and select KVM Console.

12. If prompted to accept an unencrypted KVM session, accept as necessary.

© © N O Ou M w

Set Up VMware ESXi Installation

ESXi Hosts VM-Host-Infra-01 and VM-Host-Prod-01, -02, and -03

Note: Skip this procedure if using vMedia policies. The I1SO file will already be connected to the KVM.
To prepare the server for the OS installation, complete the following steps on each ESXi host:

In the KVM window, click Virtual Media.

Click Activate Virtual Devices.

If prompted to accept an unencrypted KVM session, accept as necessary.

Click Virtual Media and select Map CD/DVD.

Browse to the ESXi installer ISO image file and click Open.

Click Map Device.

Click the KVM tab to monitor the server boot.
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Boot the server by selecting Boot Server and clicking OK. Click OK again.
Install ESXi

ESXi Hosts VM-Host-Infra-01 and VM-Host-Prod-01, -02, and -03
To install VMware ESXi to the FC-bootable LUN of the hosts, complete the following steps on each host:

1. Onreboot, the machine detects the presence of the ESXi installation media. Select the ESXi installer
from the boot menu displayed.

2. After the installer is loaded, press Enter to continue with the installation.
3. Read and accept the end-user license agreement (EULA). Press F11 to accept and continue.

Select the LUN that was previously set up as the installation disk for ESXi and press Enter to
continue with the installation.

5. Select the appropriate keyboard layout and press Enter.
6. Enter and confirm the root password and press Enter.

7. The installer issues a warning that the selected disk will be repartitioned. Press F11 to continue with
the installation.

8. After the installation is complete, click the Virtual Media tab and clear the v" mark next to the ESXi
installation media. Click Yes.

Note: The ESXi installation image must be unmapped to make sure that the server reboots into ESXi
and not into the installer.

9. From the KVM tab, press Enter to reboot the server.
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Set Up Management Networking for ESXi Hosts

Adding a management network for each VMware host is necessary for managing the host. To add a
management network for the VMware hosts, complete the following steps on each ESXi host:

After the server reboots, press F2 to customize the system.

Log in as root, enter the corresponding password, and press Enter to log in.

Select the Configure the Management Network option and press Enter.

Select the VLAN (Optional) option and press Enter.

Enter the <<var ib mgmt vlan_id>> and press Enter.

Select the Network Adapters option, select vmnic04, and press Enter.

From the Configure Management Network menu, select IP Configuration and press Enter.
Select the Set Static IP Address and Network Configuration option by using the space bar.
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Enter the appropriate IP address for managing the ESXi host: <<var vm host infra 01 ip>>,
<<var_vm_host prod 01 ip>>,<<var vm host prod 02 ip>>,
<<var_vm _host prod 03 ip>>.

10. Enter the subnet mask for the ESXi host.

11. Enter the default gateway for the ESXi host.

12. Press Enter to accept the changes to the IP configuration.

13. Select the IPv6 Configuration option and press Enter.

14. Using the space bar, select Disable IPv6 (restart required) and press Enter.
15. Select the DNS Configuration option and press Enter.

Note: Because the IP address is assigned manually, the DNS information must also be entered
manually.

16. Enter the IP address of the primary DNS server.

17. Optional: Enter the IP address of the secondary DNS server.

18. Enter the fully qualified domain name (FQDN) for the ESXi host.
19. Press Enter to accept the changes to the DNS configuration.
20. Press Esc to exit the Configure Management Network submenu.
21. Press Y to confirm the changes and return to the main menu.

22. Select Test Management Network to verify that the management network is set up correctly. Press
Enter.

23. Press Enter to run the test.
24. Press Enter to exit the window.
25. Press Esc to log out of the VMware console.

Download VMware vSphere Client
To download VMware vSphere Client, complete the following steps:

1. Open a web browser on the management workstation and navigate to the vM-Host-Infra-01
management IP address.

2. Download and install vSphere Client.

Note: This application is downloaded from the VMware website. Internet access is required on the
management workstation.
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Configure ESXi Host Networking

To set up the VMKernel ports and the virtual switches on the ESXi hosts, complete the following steps on
all hosts:
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17.
18.
19.
20.

21.
22.
23.

24,
25.
26.
27.
28.
29.
30.
31.

32.
33.
34.
35.

Log in to vSphere Client.

From vSphere Client, select the host in the inventory.

Click the Configuration tab.

In the Hardware pane, click Networking.

On the right side of vSwitch0, click Properties.

On the Network Adapters tab, click Add.

Select the vmnicl checkbox and click Next.

Click Next to accept the default failover order configuration, then click Finish.
In the Ports tab, select the vSwitch configuration and click Edit.

. From the General tab, change the MTU to 9000.

. Click OK.

. Select the Management Network configuration and click Edit.

. Change the network label to VMkernel-MGMT and select the Management Traffic checkbox.

. Click OK to finalize the edits for the management network.

. Select the VM Network configuration and click Edit.

. Change the network label to MGMT Network and enter <<var ib-mgmt vlan id>>inthe VLAN

ID (Optional) field.

Click OK to finalize the edits for VM Network.
Click Add to create a vMotion VMkernel port.
Select the VMkernel option and click Next.

Change the network label to VMkernel-vMotion and enter <<var vmotion vlan_ id>>inthe
VLAN ID (Optional) field.

Select the checkbox to enable vMotion on this port.
Click Next.

Enter the IP address <<var_ vmotion vlan ip host 01>> and the subnet mask
<<var_ vmotion vlan ip mask>> for the vMotion VLAN interface for VM-Host-Prod-01.

To continue with the vMotion VMkernel creation, click Next.

To finalize the creation of the vMotion VMkernel interface, click Finish.
Select the VMkernel-vMotion configuration and click Edit.

Change the MTU to 9000.

Click OK to finalize the edits for the VMkernel-vMotion network.

Click Add to create the VM traffic network.

Select the Virtual Machine option and click Next.

Change the network label to vM-Traffic and enter <<var vm-traffic vlan_ id>>inthe
VLAN ID (Optional) field.

Click Next and then click Finish to create the virtual network.

To finalize the ESXi host networking setup, close the dialog box.
Repeat this process for each ESXi host.

Networking for the ESXi host should be similar to the following example:
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View: | vSphere Standard Switch

Networking

Standard Switch: vSwitcho Remove... Properties...
Virtual Machine Port G — - Physical Adapters

L3 WM-Traffic o BB vmnicl 10000 Full &3
VLAN ID: 3295 o B vmnico 10000 Full | §3

L3 MGMT Network
VLAN ID: 3296
L3 WMkernel-vMotion
vkl : 192.168.94.41 | VLAN ID: 329
L3 VMkernel-MGMT
vmk( : 192,168.201.41 | VLAN ID: 3296
fe@::225:h5ff:fe11:1a00

PR PP

Mount Infrastructure Datastores
To mount the required datastores, complete the following steps on each ESXi host:

From vSphere Client, select the host in the inventory.
Click the Configuration tab and select Storage in the Hardware pane.
From the Datastores area, click Add Storage to open the Add Storage wizard.
Select Disk/LUN and click Next.
Select LUN 1 (500GB) and click Next.
Click Next to accept the default partitioning.
Enter infra datastore_1 as the name for the datastore and click Next.
Click Next to accept the partition sizing.
Click Finish to create the datastore.
. From the Datastores area, click Add Storage to open the Add Storage wizard.
. Select Disk/LUN and click Next.
. Select LUN 2 (100GB) and click Next
. Click Next to accept the default partitioning.
. Enter infra swap as the name for the datastore and click Next.
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. Click Next to accept the partition sizing.
. Click Finish to create the datastore.

N
~N o

. After the datastores are created on one host, use the Refresh option on the Storage page to discover
the datastores on the remaining hosts.

View: |Datastores Devices

Datastores
Identification + | Device Drive Type Capacity Free | Type Last Update Hardware Acceleratior
@ datastorel NETAPP Fibre Ch... Non-53D 7.50 GB 6.66 GB VMF55 10/12/2016 11:02:51 ... Supported
@ infra_datastore 1 NETAPP Fibre Ch.. Non-530 500,00 GB  499.05 GB VMFS5 10/12/2016 11:02:51 ... Supported
B infra_svap NETAPF Fibre Ch... Non-550 99,75 GB 98.80 GB VMFSS 10/12/2016 11:02:51...  Supported

Install VMware Drivers for the Cisco Virtual Interface Card

Download and extract the following VMware Cisco Virtual Interface Card (VIC) drivers to the management
workstation:
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e fNIC driver version 1.6.0.25
e eNIC driver version 2.3.0.7
All ESXi Hosts

To install VMware VIC drivers on the ESXi hosts, complete the following steps:
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©

10.

11.

From vSphere Client, select the host in the inventory.

Click the Summary tab to view the environment summary.

Click Enter Maintenance Mode within the Commands section of the Summary tab.
Click Yes for any dialog box presented.

From Resources > Storage, right-click infra_datastore_1 and select Browse Datastore.
Click the fourth button and select Upload File.

Navigate to the saved location for the downloaded VIC drivers and select fnic_driver_1.6.0.25-
3741467.zip.

Click Open and then Yes to upload the file to infra_datastore_1.
Click the fourth button and select Upload File.

Navigate to the saved location for the downloaded VIC drivers and select ESXi60-enic-2.3.0.7-
3642661.zip.

Click Open and then Yes to upload the file to infra_datastore_1.

12. After the files are uploaded to the shared datastore, all hosts can access the files.
13. Within vSphere Client, select the Configuration tab and click Security Profile within the Software

section.
esxi-4.vikings.cisco.com VMwar
Hardware Security Profile

Procassors Services Refresh Properties.
SNMP Server

Memory
PC/SC Smart Card Dagman

Storage Load-Based Teaming Daemon

Networking vSphereHigh Availzbility Agent

Storage Adapters £5 Shell

Network Adapters X.0rg Server

addvanced Settings VMuiare vCenter Agent
NTP Daemon

Power Management Active Directory Service
VProbe Daemon

Software ssH
Licensed Features Syslog Server
Time Configuration Direct Console UT
- CIM Server
ONS 2nd Rautia Firewall Refresh Properties..
Authentication Services
Incoming Connections

Power Management vSphere Web Client 902,443 (TC2) All

vir hine Star tup/Shutdonn cMsLP 427 (UDP,TCF) Al

Virtual Machine Swapfile Location Fault Tolerance §100,8200,8300 (TCP,UDP) Al

» Security Profile NFC 902 (TCP) Al

Host Cache Configuration DNS Client 53 (UOP) Al
DVSSyne 8301,8302 (UDF) Al

System Resource Reservation ceh Server 2(1c7) il

Agent VM Settings MIKV-L3-Ctrl 4785 (UDF) All

Advanced Settings CIM Secure Server 5988 (TCF) Al
DHCP Client 63 (UDP) Al
vMotion 8000 (TCF) Al
SNMP Server 151 (UDP) Al
Virtual SAN Clustering Service  12345,23451,12321 (UDP) Al
NIKV-L3-VNService 15995 (UDF) Al
CIM Server 5388 (TCF) Al
vsanvp 8080 (TCF) Al
vSphere Web Access 80 (TCP) Al
Virtual SAN Transport 2233 (TCF) Al

Outgoing Connections

cmMsLp 427 (UDP.TCRY Al

14. Click Properties under the Services section at the top.

15. Select ESXi Shell and click Options.
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(=) Services Properties (O]

Remote Access

By default, remote dients are prevented from accessing services on this host, and local dients are prevented from
accessing services on remote hosts.

Unless configured otherwise, daemons will start automatically.

Label

SNMP Server

PC/SCSmart Card Daemon
Load-Based Teaming Dasmon
wSphere High Availability Agent

| Daemaon
Stopped
Stopped
Running
Stopped

ESXi Shell Stopped
X.0rg Server Stopped
WMware vCenterAgent Running
NTP Daemon Stopped
Active Directory Serviee Stopped
VProbe Daemon Stopped
S5H Stopped =l
—Service Properties

General

Service: SNMP Server

Package Information: esx-base

This VIB contains all of the base functionality of vSphere ESXi.
Options...
OK | Cancel |

16. Select Start Automatically If Any Ports Are Open and Stop When All Ports Are Closed within the

Startup Policy section.

17. Click Start and then OK.
18. Select SSH and click Options.
19. Select Start Automatically If Any Ports Are Open and Stop When All Ports Are Closed within the

Startup Policy section.

20. Click Start and then OK.

21. Click OK to exit from the Service Properties configuration window.

Note: Enabling SSH can be considered optional if the VMware vSphere Remote CLlI is installed and

used.

22. Connect to each ESXi host through SSH from a shell connection or Putty terminal.

23. Log in as root with the password specified for <<var password>>.

24. Run the following commands on each host:

esxcli software vib update

3642682.zip

-d /vmfs/volumes/datastore/fnic _driver 1.6.0.25-offline_bundle-

esxcli software vib install -d /vmfs/volumes/datastore/ESXi60-enic-2.3.0.7-offline bundle-

3642661.zip

25. Reboot each host after both commands have been run.

Configure NTP on ESXi Hosts

To configure Network Time Protocol (NTP) on the ESXi hosts, complete the following steps on each host:

1. From vSphere Client, select the host in the inventory.
2. Click the Configuration tab.
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Click Time Configuration in the Software pane.

Click Properties at the upper-right side of the window.

At the bottom of the Time Configuration dialog box, click Options.

In the NTP Daemon (ntpd) Options dialog box, complete the following steps:

o 0 A~ w

a. Click General in the left pane and select Start and Stop with Host.
b. Click NTP Settings in the left pane and click Add.

7. Inthe Add NTP Server dialog box, enter <<var switch a ntp ip>> as the IP address of the
NTP server and click OK.

8. Click Add.

In the Add NTP Server dialog box, enter <<var switch b ntp ip>> asthe IP address of the
NTP server and click OK.

10. In the NTP Daemon Options dialog box, select the Restart NTP Service to Apply Changes checkbox
and click OK.

11. In the Time Configuration dialog box, complete the following steps:
a. Selectthe NTP Client Enabled checkbox and click OK.
b. Verify that the clock is now set to approximately the correct time.

Note: The NTP server time might vary slightly from the host time.

Move VM Swap File Location
To move the VM swap file location, complete the following steps on each ESXi host:

From the vSphere Client, select the host in the inventory.

To enable configurations, click the Configuration tab.

Click Virtual Machine Swapfile Location in the Software pane.
Click Edit at the upper-right side of the window.

Select Store the Swapfile in a Swapfile Datastore Selected Below.

o ok wnN R

Select the infra_ swap datastore in which to house the swap files.
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If,J Wirtual Machine Swapfile Location @

Swapfile Lacation

¢~ Store the swapfile in the same directory as the virtual machine.
This is a recommended opkion,

{* Store the swapfile in a swapfile datastore selected below,
i, This option could degrade vMotion performance For the affected virtual machines.

Marme Capacity | Prowvisioned Free  Type Thin Provis
[datastarel] 250GE  599.00 ME 1.92 @B WMF3 Supparked
[infra_datastor. ., 500.00 @B 5.90 MEB 433,99 38 MF3 Supporked
[infra_swap] 100.00 @B 156.00 K& 100.00 @B MF3 Supporked
4 mr 3

ok | Cancel Help

7. Click OK to finalize moving the swap file location.

10.2 VMware vCenter 6.0

The procedures in the following subsections provide detailed instructions for installing the VMware
vCenter 6.0 U1b server appliance in an environment. After the procedures are completed, a VMware
vCenter Server will be configured.

Install the Client Integration Plug-In
To install the client integration plug-in, complete the following steps:

1. Download the .iso installer for the vCenter Server Appliance and Client Integration Plug-in.

2. Mount the ISO image to the Windows VM or physical server on which you want to install the Client
Integration Plug-In to deploy the vCenter server appliance.

3. Inthe software installer directory, navigate to the VCSA directory and double-click VMware-
ClientintegrationPlugin-6.0.0.exe. The Client Integration Plug-in installation wizard appears.

On the Welcome page, click Next.

Read and accept the terms in the EULA and click Next.
Click Next.

Click Install.

N o g A

Building the VMware vCenter Server Appliance
To build the VMware vCenter virtual machine, complete the following steps:

1. Inthe software installer directory, double-click vcsa-setup.html.
2. Allow the plug-in to run on the browser when prompted.
3. Onthe Home page, click Install to start the vCenter Server Appliance Deployment wizard.
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Read and accept the license agreement and click Next.

In the Connect to Target Server page, enter the ESXi host name, user name, and password.
Click Yes to accept the certificate.

In the Set Up Virtual Machine page, enter the appliance name and password details.

© N o g A

In the Select Deployment Type page, select Install vCenter Server with an Embedded Platform
Services Controller. Click Next

9. Inthe Set Up Single Sign-On page, select Create a New SSO Domain. Enter the SSO password,
domain, and site name. Click Next.

10. In the Select appliance size page, select the appliance size; for example, Tiny (up to 10 hosts, 100
VMs). Click Next.

11. In the Select Datastore page, select infra_datastore_1 and click Next.
12. In the Configure Database page, select Use an Embedded Database. Click Next.
13. In the Network Settings page, configure the settings as follows:
a. Choose a network: MGMT-Network
IP address family: IPV4
Network type: static
Network address: <<var vcenter ip>>

System name: <<var vcenter fqgdn>>

-~ ® oo o

Subnet mask: <<var vcenter subnet mask>>

Network gateway: <<var vcenter gateway>>

° o«

Network DNS servers: <<var nameserver ip>>
i. Configure time sync: Use NTP servers
j- (Optional): Enable SSH

[ vMware vCenter Server Appliance Deployment
+ 1 End User License Agreement Network Settings
Configure network seftings for this deployment -~
+ 2 Connect to target server
3 Setup virtual machine Choose a natwork: Management Network o
+ 4 Select deployment type
« 5 Setup Single Sign-on IP address family: |Pud
+ 06 Select appliance size
+ 7 Select datastore Network type: static
+ B Configure database
9 Network Settings Network address: 10.1.156.100
System name [FQDN or IP ve.vikings.cisco.com o
address]:
Subnet mask: 255.255.255.0
MNetwork gateway 10.1.156.1
Network DNS Servers 192.168.156.9
(separated by commas)
Configure time sync: (O Synchronize appliance time with ESXi host v
(@) |lsm NTP servars (Senarated by commas)
Back Next Finis Cancel

14. Review the configuration and click Finish.
15. The vCenter appliance installation takes a few minutes to complete.
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Setting Up VMware vCenter Server

N o ok wDNPE

above it.

Using a web browser, navigate to https://<<var_vcenter_ip>.
Click Log in to vSphere Web Client.

Click OK if the Launch Application window appears.

Log in using the Single Sign-On user name and password created during vCenter installation.
Navigate to vCenter Inventory Lists on the left pane.
Under Resources, click Datacenters in the left plane.
To create a data center, click the left-most icon in the center pane that has a green plus symbol

8. Type FlexPod DC inthe Datacenter Name field. Select the vCenter Name/IP option and click OK.

9. Right-click the data center FlexPod_DC in the list in the center pane. Click New Cluster.

10. Name the cluster FlexPod Management.

11. Select the DRS checkbox and retain the default values.
12. Select the vSphere HA checkbox and retain the default values.

%J New Cluster

2 M

Mame
Location

~ DRS
Autarnation Level
higration Threshaold
~ wSphere HA

Host Monitaring
~ Admission Control

Admission Caontral Status

Folicy

 Whi Monitaring
W Maonitaring Status

honitoring Sensitivity

» EVC

» Wirtual SAN

FlexPod_tManagement

FlexPod_DC
[ Turn CN

Fully automated -

Consenative ——

Apgressive
[ Turn ON

[] Enable hast monitoring

Admission control will prevent powering on s that violate availability
constraints

[ Enable admission control

Specifythe type of the policy that admission control should enforce

») Host failures cluster tolerates: |1

-

Fercentage of cluster resources reserved as failover spare capacity:

Disabled v
Cverrides forindividual Vs can be set from the W Owverrides page
from Manage Settings area.
Low ——————" High
Disable -
[ Turn ON

oK Cancel

13. Click OK to create the cluster.
14. On the left pane, double-click FlexPod_DC.

15. Click Clusters.
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(&) wsphere web Client

€ & C | &b /fvefvsphere-client/espitextensionlde30vephere.core.datacenter related%h3BoontextP30com vimware.core. model 95

vmware: vSphere Web Client  #= Adr PHERE Local ~ | Help ~ | (CYEEER
Mavigator X [ FlexPod_DC | Actions ~ |—=' 3 Alarms X x |
4 Datacenters Lo) Gefting Started  Summary  Monitor  Manage “Relaledohiecls | ‘ AT | Mew (1) Acknowl..
oo 56 [« ] Top Level cnjects [Ellsiers | Hosts [ vinual Machines | Wi Templates in Folders [ 13 + | @ esxzuikings isco corn
op Level Objec usters | Hos al Machines ‘emplates in Folders | 1
[ Top Level Objects 7] Metwork uplink redundancy lost
B Clusters (1] W E D W % ® | Hdns- [ (Q Filter -
@ Hosts 2 Name 1 & Awailable CRL (GHz) fuwailable Memany (GB)
G Vitual Wachines BB | & Fierod_menagernent 96,62 GHz 237.05 GB
WM Templates in Folde... m
58 vapps [ 0]
B Datastores m
B Datastore Clusters [ o]
g Networks m
Distributed Switches )
£ Distributed Port Groups [0
| # \Work In Progress X
Clusters
ﬁ FlexPod_Management
4 i v
H 10bjects [g ~
Recent Tasks X x
Task Name Target Status Initiator Queued Far Star Time Completiy
Rescan HBA D esyil wikings.cisco... v Completed VSFPHERE LOCALWL. Bms 12972015 242088 . 1002972
Add Internet SGSI send targets D esiil vikings cisco +  Completed VSPHERE LOGALW. 4ms  10/23/2015 3:43:48 1002872
Add Internet SCSI send targets Q esxil vikings cisco +  Completed VSPHERE LOCALW 4ms  10028/2015 3:48:36 1002872
Add Internet SCS| send targets E| esxil vikings.cisco " Completed YSPHERE LOCALL. Sms  10020/2015 3:40:25 1002872
Add Internet SCS| send targets E| esxil vkings.cisco... v Completed YSPHERE LD CAL. Sms  1W2W2015 34812 102802
4 i »
My Tasks - Tasks Filter = More Tasks

16. Under the Clusters pane, right-click FlexPod_Management and select Settings.

17. Select Configuration > General from the list on the left and select Edit to the right of General.
18. Select Datastore Specified by Host and click OK.

19. Under the Clusters pane, right-click FlexPod_Management and click Add Host.

103 FlexPod Datacenter with SQL Server AlwaysON Availability Groups and All Flash FAS © 2016 NetApp, Inc. All rights reserved.



(&) wsphere web Client

L o C | &b /fve/vsphere-client/?espitextensionld30vsphare core.datacentar related%a 3Boontext2e30com vimware.core.model 357 | S

vmware® vSphere Web Client  ft= Adrinistrator@vsPHERE LOCAL = Q_Search
Mavigator X [qFlexPod DC | Aciions = =" 3 Alarms K x
4 Datacenters fo) Gefting Started  Summary  Monitor  Manage ‘ Related Objects ‘ AT | Mew (1) Acknowl..
i [ 4] Top Level Objects [[Clusters | Hosts [ Virtual Machines | WM Templates in Folders | ] 7 sl i
4 | Top Level Objec usiers | Hos al Machines emplates in Folders | 1z »

[ Top Level Objects e : L Metwork uplink redundancy lost

@ custers W9 B B % D | Gt [ (o Filer -

@ Hosts Wame 1 affuzilable CRU (&Hz) Awailable Memary (3B}

(0 Virtual Machines

WM Templates in Folde...

8 vApps

A Datastores

B9 Datastore Clusters

Q Networks

@ Distributed Switches

£, Distributed Port Groups (I

ﬁ FlexPod_Management 9662 GHz 23705 GR

o # Work In Progress 1 3
E;
7 -
— J Actions - FlexPod_Management
& B AddHost.
) FIE’PUE @, Move Hosts into Cluster..
e Wirtual hachine 3
Mew vAnp »
# Mew Resource Pool...
¥ Deploy OVF Template...
Restore Resource Pool Tree..
Storage »
1 3
Host Profiles 3 10bjects [+
Edit Default WM Compatibility... |
Recent 75 Assion License.. l L
F
Task Name Seftings Status Initiator Queued For Start Time Completi
Rescan HB  pove To.. o v Complated VSPHERE.LOCALL Bms  10/2002015 34850 . 10/2072
Add Infernel Rename. co... ¥ Completed WSPHERE.LOCALY, 4ms 10292015 3:40:48 . 1072002
Add Internet Tags »Eoo. ¥ Completed WEPHERE LOCALIL. 4ms 10292015 34936 . 1002972
AddIntemel oy Permission.. 0. ¥ Completed YEPHERE LOGALNL Sms 106202015 348.25 . 1012072
Add Internet Alarms p 0. ¥ Completed WVEPHERE LOCALIL. Sms  TN202015 24812 1002002
“ _ X Delete L i v
iy Tasks ;I [ Mare Tasks

AllvRealize Orchestrator plugin Actions  »

gy

20. In the Host field, enter either the IP address or the host name of one of the VMware ESXi hosts. Click
Next.

21. Type root as the user name and the root password. Click Next to continue.

22. Click Yes to accept the certificate.

23. Review the host details and click Next to continue.

24. Assign a license and click Next to continue.

25. Click Next to continue.

26. Click Next to continue.

27. Review the configuration parameters. Then click Finish to add the host.

28. Repeat steps 21 through 29 to add the remaining VMware ESXi hosts to the cluster.

11 FlexPod Management Tools Setup

11.1 Management Tools Configuration Variables

Table 17 lists the values that are required for installation of the FlexPod management tools.
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Table 17) FlexPod management tools configuration variables.

Variable Value

<<var_oncommand_server_ip>>

<<var_oncommand_server_mask>>

<<var_oncommand_server_gateway>>

<<var_oncommand_pm_ip>>

<<var_oncommand_pm_mask>>

<<var_oncommand_pm_gateway>>

12 NetApp Virtual Storage Console 6.2P1 Deployment Procedure

This section describes the deployment procedures for the NetApp VSC.

12.1 Virtual Storage Console 6.2P1 Preinstallation Considerations
The following licenses are required for VSC on storage systems that run clustered Data ONTAP 8.3.1:

e Protocol licenses (NFS and FCP)

e NetApp FlexClone (for provisioning and cloning only)
o NetApp SnapRestore (for backup and recovery)

e NetApp SnapManager suite

12.2 Install Virtual Storage Console 6.2P1
To install the VSC 6.2P1 software, complete the following steps:

1. Build a VSC VM with Windows Server 2012 R2, 4GB RAM, two CPUs, and one virtual network
interface in the <<var ib mgmt vlan id>> VLAN. The virtual network interface should be a
VMXNET 3 adapter.

2. Bring up the VM, install VMware Tools, assign IP addresses, and join the machine to the Active
Directory domain.

3. Activate Adobe Flash Player in Windows Server 2012 R2 by installing Desktop Experience under the
User Interfaces and Infrastructure feature on the VM.

4. Install all Windows updates on the VM.

5. Log in to the VSC VM as FlexPod admin user.

6. Download the x64 version of the Virtual Storage Console 6.2P1 from the NetApp Support site.

7. From the VMware Console, right-click the VSC .exe file downloaded in step 6 and select Run As
Administrator.

8. Select the appropriate language and click OK.

9. On the Installation Wizard Welcome page, click Next.
Note: Review and accept the terms and click Next.

10. The Backup and Recovery capability requires an extra license.
11. Click Next to accept the default installation location.

12. Click Install.

13. After the installation completes, click Finish to exit the installer.
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12.3 Register VSC with vCenter Server
To register the VSC with the vCenter Server, complete the following steps:

1. A browser window with the registration URL opens automatically when the installation phase is
complete. If the URL does not open automatically, open https://localhost:8143/Register.html in
Internet Explorer.

2. Click Continue to This Website (Not Recommended).

3. Inthe Plug-in Service Information section, select the local IP address that the vCenter Server uses to
access the VSC server from the drop-down list.

4. Inthe vCenter Server Information section, enter the host name or IP address, user name (FlexPod
admin user or root), and user password for the vCenter Server. Click Register to complete the
registration.

5. After successful registration, the storage controllers are discovered automatically.
Note: The storage discovery process might take some time.

12.4 Discover and Add Storage Resources

To discover storage resources for the Monitoring and Host Configuration and the Provisioning and
Cloning capabilities, complete the following steps:

1. Using vSphere Web Client, log in to the vCenter Server as FlexPod admin user or root. If vSphere
Web Client was previously opened, close it and then reopen it.

2. Inthe Home screen, click the Home tab and click Virtual Storage Console.
3. Select Storage Systems. Under the Objects tab, click Actions > Modify.

4. Inthe IP Address/Hostname field, enter the storage cluster management IP. Enter admin for the user
name and the admin password for the password. Confirm that Use SSL to Connect to This Storage
System is selected. Click OK.

5. Click OK to accept the controller privileges.

12.5 Optimal Storage Settings for ESXi Hosts

VSC allows the automated configuration of storage-related settings for all ESXi hosts that are connected
to NetApp storage controllers. To use these settings, complete the following steps:

1. From the Home screen, click vCenter > Hosts and Clusters. For each ESXi host, right-click and select
NetApp VSC > Set Recommended Values for These Hosts.

I NetApp Recommended Settings X

|Z| HBAICMA Adapter Settings
Sets the recommended HBA timeout settings for NetApp storage systems.

[W] MPIO Settings

Configures preferred paths for MetApp storage systems. Determines which of the available paths are
optimized paths (as opposed to non-optimized paths that traverse the interconnect cable), and sets the
preferred path to one ofthose paths.

[ MFS Settings
Sets the recommended NFS Heartbeat settings for Met4pp storage systems.

OK Cancel

2. Check the settings that are to be applied to the selected vSphere hosts. Click OK to apply the
settings. This functionality sets values for HBAs and CNAs, sets appropriate paths and path-selection
plug-ins, and verifies appropriate settings for software-based 1/0 (NFS).

3. Click OK.
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4. For each host for which settings were adjusted in the previous step, place the host in maintenance
mode, reboot the host, and exit maintenance mode.

12.6 VSC 6.2P1 Backup and Recovery

Prerequisites

Before you use the backup and recovery capability to schedule backups and restore your datastores,
VMs, or virtual disk files, you must confirm that the storage systems that contain the datastores and VMs
for which you are creating backups have valid storage credentials.

Note: If you plan to use the snapmirror update option, add all the destination storage systems with
valid storage credentials.

Backup and Recovery Configuration
To set up backup and recovery using VSC 6.2P1, complete the following steps:
1. From the Home screen, select the Home tab and click Storage.

2. On the left, expand the Datacenter and select Datastores.

3. Right-click the datastore that you want to back up. Select NetApp VSC > Backup > Schedule Backup
Job.

Note: If you prefer a one-time backup, then select Backup Now instead of Schedule Backup.
4. Type a backup job name and description and click Next.

Note: If you want to create a VMware snapshot for each backup, select Perform VMware
Consistency Snapshot in the Options pane.

In the Options page, select the options to include in the backup and click Next.
In the Spanned Entities page, click Next.
In the Scripts page, select one or more backup scripts if available and click Next.
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In the Schedule and Retention page, Select the hourly, daily, weekly, or monthly schedule for this
backup job and click Next.

9. Inthe Credentials and Alerts page, use the default vCenter credentials or enter the user name and
password for vCenter Server and click Next.

10. Specify backup retention details as per the requirements. Enter an e-mail address for receiving e-mail
alerts. You can add multiple e-mail addresses by using semicolons to separate the addresses. Click
Next.

11. Review the Summary page and click Finish. If you want to run the job immediately, select the Run
Job Now option and then click Finish.

12. Click OK when notified about the successful backup.

13. On the storage cluster interface, you can disable automatic Snapshot copies of the volume by
entering this command:

volume modify -volume infra datastore 1 -snapshot-policy none

14. To delete any existing automatic Snapshot copies that were created on the volume, enter this
command:

volume snapshot show -volume infra datastore 1
volume snapshot delete -volume infra datastore 1 -vserver Infra-SVM -snapshot <snapshot name>

Note: You can use the wildcard character (*) in snapshot names in the previous command.
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13 NetApp OnCommand Unified Manager 6.3P4 Deployment
Procedure

This section describes the deployment procedures for NetApp OnCommand® Unified Manager.
13.1 OnCommand Unified Manager 6.3P4

OnCommand Unified Manager OVF Deployment
To install OnCommand Unified Manager, complete the following steps.

Note: Download and review the OnCommand Unified Manager Installation and Setup Guide.

1. Download OnCommand Unified Manager version 6.3P2 (OnCommandUnifiedManager-6.3P2.ova).

2. Login to vSphere Web Client. Go to vCenter > VMs and Templates.
3. Atthe top of the center pane, select Actions > Deploy OVF Template.

vmware® vSphere Web Client  #= U | Administrator@VSPHERELOCAL ~ | Help
Navigator X _A fvl1-vec.fvl.rtp.netapp.com Actions =
4 Home 9 Summary | Monitor Manage Related Objects
@ 1CE| 8 Q fvli-ve.fvl.rip.netapp.com GPU FREE: 188.41 GHz |
W — ) )
Virtual Machines: 34
vFIexF’nd (5 Actions - fell-ve. fulrtp.netapp.com l HI :: achines: s USED: 2.50 GHz CAPACITY: 181.80 GHz
osts:
W o Mew Datacenter. MEMORY FREE: 428,57 GB
» i infra £ Mew Folder... USED: £2.08 GB CAPACITY: 511.88 GB
» § 10M8 3 peploy OVF Template.. STORAGE FREE: 402 TB
» Bl 10Me

Export System Logs. USED: 215.89 GB CAPACITY: 4.24 TB

[Fg Assign License
! O |~ Version Information
Settings E

Tag Category Desciption Version 6.00

Tags 4 isti
This listis empty. Build 2656761

Add Permission
Alarms

4. Browse the .ova file that was downloaded locally. Click Open to select the file. Click Next to proceed
with the selected file.

Select Accept Extra Configuration Options and click Next.

Review the deployment details and click Next.

Read and accept the EULA and then click Next.

Enter the name of the VM and select the FlexPod_DC folder to contain it. Click Next.
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Select FlexPod_Management within the FlexPod_DC data center as the destination compute
resource pool to host the VM. Click Next.

10. Select infra_datastore_1 as the storage target for the VM and select Thin Provision as the virtual disk
format. Click Next.

11. Select IB-MGMT-VLAN as the destination network for the nat source network. Click Next.

12. In the Customize template page, enter the host name, IP address, network mask, gateway, and
primary and secondary DNS fields. Click Next.

13. Clear the Power On After Deployment checkbox.

14. Review the configuration details and click Finish to deploy the VM with the provided configuration
information.

15. In the left pane, select vCenter > Virtual Machines. After the OVF deployment is complete, right-click
the newly created VM and select Edit Settings.
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51 OnCi 1 Unified M:

ger - Edit Settings ~ * (Z)

| Wirtual Hardware | Wi Options | SDRS Rules | vApp Options |

~ | cPU (« |- @ .
Cores per Socket |2—|v| Sockets: 2
CPLU Hot Plug ["] Enable CPU Hot Add
Reservation | 4786 |v| [wHz |~
Lirnit | 4788 |~ [mz |-]
Shares |W|v| -
CPUID Mask | Expose the NAHD flag to guest | | Advanced..
Hardware virtualization @

Ferformance counters

HT Sharing | Any |v|
CPUIMNLU | Automatic |v|
Yirtualization

ES¥i can automatically determine if a vitual machine should use
hardware suppart far virtualization based onthe processor type
and the virtual machine. However, far some workloads,
overriding the automatic selection can provide hetter
perfarmance.

Mote: If a selected setfting is not supported by the host or conflicts
with existing vitual machine settings, the setting is ignored and
the "Automatic selection is used.

Mew device: | |
-

Compatibility, ESXESK 4.0 and later (M version 7) [o]74 Cancel

16. Size the VM’s CPU and memory parameters according to the OnCommand Unified Manager 6.3
Installation and Setup Guide.

17. Click OK to accept the changes.
18. Right-click the VM in the left-hand pane and click Power On.

OnCommand Unified Manager Basic Setup
To set up OnCommand Unified Manager, complete the following steps:

1. Selectthe VM in the left-hand pane. In the center pane, select Launch Remote Console.

2. Inthe VMRC window, select VMRC > Manage > Install VMware Tools. VMware Tools will install in
the VM.

3. Setup OnCommand Unified Manager by answering the following questions in the console window:

Geographic area: <<Enter the number corresponding to your time zone>>
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Performing setup of UMware Tools. This may take a few minutes.
Please wait
UMware Tools installation/upgrade complete

Configuring timezone...

Configuring tzdata

the geographic area in which you live. Subsequent configuration
) wWwill narrow this down by presenting a list of cities, representing th
> zones in which they are located.

Africa 6. Asia 11. System U timezones
America 7. Atlantic Ocean 12. US

Antarctica 8. Europe 13. None of the above
Australia 9. Indian Ocean

Arctic Ocean 18. Pacific Ocean

Geographic area:

These commands complete the network configuration checks, generate SSL certificates for HTTPS,
and start the OnCommand Unified Manager services.

4. To create a Maintenance User account, run the following commands:

Note: The maintenance user manages and maintains the settings on the OnCommand Unified
Manager virtual appliance.

Username : admin
Enter new UNIX password: <<var_password>>
Retype new UNIX password: <<var password>>

OnCommand Unified Manager

System IP addre

18.29.128.178

Log in to OnCommand Unified Manager in a web browser by using

https:7718.29.128.178/

https:/7ocum.ciscorobo.com/

> maintenance console should be used when the web interface is not available
normal usage of OnCommand Unified Manager, use the web interface.

ocum login:

5. Using a web browser, navigate to OnCommand Unified Manager with the following link:
https://<<var_ oncommand server ip>>.

Log in using the maintenance user account credentials.
Select Yes to enable AutoSupport capabilities.
Click Continue.
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Enter the NTP server IP address <<var switch a ntp ip>>.

10. Enter the storage admin e-mail address <<var storage admin email>>.
11. Enter the SMTP server host name and click Save.

12. Click Add Cluster.

110 FlexPod Datacenter with SQL Server AlwaysON Availability Groups and All Flash FAS © 2016 NetApp, Inc. All rights reserved.




13. Provide the cluster management IP address, user hame, password, protocol, and port. Click Add.
14. Click Yes to trust the certificate from the controller.
Note: The Cluster Add operation might take a couple of minutes.

15. After the cluster is added, you can access it by clicking the Storage tab and selecting Clusters.

NetApp OnCommand Unified Manager

Dashboard Events Storage ~ Protection - Jobs Reports All
Filters Clusters €&
Status Clear L I X - b Reiresh List
D 0 Critical |:| * ¥ Cluster ¥ Communicati... ¥ Hest Name or IP Address YOS Version
ical
0@ e 0 @ nisw Good 172207010 831
[ 4i Waming
[ @@ Normal
‘Communication Clear
Status
[ Goed

[] Mot Reschable

13.2 OnCommand Performance Manager 2.0

OnCommand Performance Manager OVF Deployment
To install OnCommand Performance Manager, complete the following steps:

1. Download and review the OnCommand Performance Manager 2.0 Installation and Administration
Guide for VMware Virtual Appliances.

2. Download OnCommand Performance Manager version 2.0 (OnCommandPerformanceManager-
netapp-2.0.0.0va).

3. Log in to vSphere Web Client. Select Home > VMs and Templates.
4. Atthe top of the center pane, click Actions > Deploy OVF Template.
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. ¥ Delete
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5. Browse to the OnCommandPerformanceManager-netapp-2.0.0.ova file that was downloaded
locally. Click Open to select the file. Click Next to proceed with the selected file.

Review the details and click Next.
Read and accept the EULA and then click Next.
Enter the name of the VM and select the FlexPod_DC folder to hold the VM. Click Next.

Select FlexPod_Management within the FlexPod_DC data center as the destination compute
resource pool to host the VM. Click Next.

10. In the Select storage space, select infra_datastore_1 as the storage target for the VM. Select Thin
Provision as the virtual disk format and click Next.

11. Select IB—MGMT-VLAN as the destination network for the nat source network. Click Next.

12. Enter the host name, IP address, network mask, gateway, primary DNS, and secondary DNS. Click
Next.

13. Deselect Power On After Deployment.

14. Review the configuration details. Click Finish to begin deploying the VM with the provided
configuration details.
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15. In the left pane, navigate to Home > Hosts and Clusters. Expand the FlexPod Management cluster
and select the newly created OnCommand Performance Manager VM. After OVF deployment is
complete, right-click the newly created VM and select Edit Settings.

16. Expand the CPU options.
a. The minimum required CPU reservation is 9572MHz. Determine the CPU frequency of the host.
b. Set the required number of CPUs (9572 / CPU frequency of the host).

c. Setthe number of cores per socket where the socket number on the right matches the number of
CPU sockets in the host. For example, if a host has two CPUs operating at a speed of 1999MHz,
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then the VM requires six virtual CPUs (9572 / 1999 = 4.79 — rounded to 6 virtual CPUs). If the
host has two physical CPU sockets, then set three cores per socket.

Note: For detailed information, see OnCommand Performance Manager 2.0 Installation and
Administration Guide for VMware Virtual Appliances.

1 OnCommand Performance Manager - Edit Settings

Wirtual Hardware | "M Cplions

~ [ *cPU
Cores per SocKet (*)
CPLU Hot Plug
Reservation
Lirnit
Shares
CRUID Mask
Hardware viftualization

Ferfarmance counters

CPLUMML
Virtualization

» W WMemory

MNew device:

SDRS Rules | wApp Options
6 MK NE
3 - | Sockets: 2

Enable CPLU Hot Add

9572 - | | MHz -
9572 - | | MHz -
Mormal -

Expose the MDD flag to guest -
Autornatic -

ESXi can autormatically determine if a wirtual machine should use
hardware support for vitualization based on the processor type
and the wirtual machine. However, for some workloads,
overriding the automatic selection can provide hetter

perfarmance.

Mote: If a selected setting is not supported by the host or conflicts
with existing virtual machine settings, the setting is ionored and

the "Automatic” selection is used.

12288 | | MB -

Compatibility: ESXIESKi 4.0 and later {W'M version 7)

17. Click OK to accept the changes.
18. Right-click the VM in the left-hand pane and click Power On.

2
Advanced...
)
Ok Cancel

OnCommand Performance Manager Basic Setup

To set up OnCommand Performance Manager, complete the following steps:

1. Selectthe VM in the left-hand pane. In the center pane, select Launch Remote Console.

2. In the VMware Remote Console window, select VMRC > Manage > Install VMware Tools. VMware
Tools installs in the VM.

3. Set up OnCommand Performance Manager by answering the following questions in the console

window:

Geographic area: <<Enter your geographic location>>
Time zone: <<Select the city or region corresponding to your time zone>>

These commands complete the network configuration checks, generate SSL certificates, and start

OnCommand Performance Manager services.

4. To create a maintenance user account, run the following commands:

Note: The maintenance user manages and maintains the settings on the OnCommand
Performance Manager virtual appliance.
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Username : admin
Enter new UNIX password: <<var password>>
Retype new UNIX password: <<var_ password>>

5. Using a web browser, navigate to OnCommand Performance Manager using the URL https://
<<var oncommand pm ip>>.

6. Log in using the maintenance user account (admin) credentials.

7. Enter a maintenance user e-mail address, SMTP mail server information, and the NTP server IP
address. Click Save.

8. Select the Yes option to enable AutoSupport capabilities. Click Save.

9. Click Save and go to the next step to not change the admin password.

10. Enter the storage cluster host name or IP address, the storage cluster admin user name, and the
storage cluster admin password. Click Add Cluster and then click Save and Complete Configuration.
It can take up to 15 minutes for the cluster to be visible in OnCommand Performance Manager.

NetApp OnCommand Performance Manager Help + | Administration | admin = | Sign Out
Dashboard Events Storage v Configuration « Type: Al w  Search all Storage Objects Search All

All Clusters in Your Environment & Lastupdated: 01:33 M, 13 Oct
Cluster: fvl1-stcl
Latency 10PS 48.7 MBps <1 Disk Utilization 1% Node Utilization 2%

v | (v | v ] V] v v

SVMs volumes LUNs Nodes SVMs Nodes SVMs Aggregates Nodes

11. After the cluster is added, it can be accessed by clicking Administration > Manage Data Sources.

NetApp OnCommand Performance Manager Help ~ | Administration | admin~ | Sign Out
Dashboard Events Storage »  Configuration ~ Type: Al «  Search all Storage Objects Search All
Management Manage Data Sources ©
Users 4 Add | # Edit | X Remove
Name Host Name or IP A Protocol Port User Name Status Status Message
Setup QO Mi-sud 172.20.70.10 HTTPS 443 admin Normal

Authentication
AutoSupport
Emall

HTTPS Certificate
Metwork

NTP Server

Link OnCommand Performance Manager to OnCommand Unified Manager

To link OnCommand Performance Manager to OnCommand Unified Manager, complete the following
steps:

1. Using a web browser, navigate to OnCommand Unified Manager using the URL https://
<<var oncommand server ip>>.Log in with the maintenance user ID and password set up
previously.

2. In the OnCommand Unified Manager web interface, select Administration > Manage Users to set up
an Event Publication user.

3. Click Add to add a user.

4. Leave Type set to Local User. Use eventpub as the name and enter and confirm a password. Enter

an e-mail address for this user and set Role to Event Publisher. Click Add.
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5. In the OnCommand Performance Manager console window, log into the CLI with the maintenance
user (admin) defined previously.

6. Enter 5 to select Unified Manager Connection.

| fl]nl:ommand Performance Manager - ¥Mware Remote Console H=]

YMRE - = &.ﬁ &

For regular system operation and usage, use the UI.

ocpM login: admin

Linux OnCommand 3.2.0-4-amd64 #1 3MP Debian 3.2.68-1+deb7ul x86_64
OnCommand Performance Manager Maintenance Console
Version 1 2.8.8
System ID : BcdelB672-Baf5-446b-8eBB-45deefB76778

Status ¢ Runming

Menu

Network Configuration
System Configuration
Support-sDiagnostics
Unified Manager Connection
External Data Provider
Backup-Restore

Exit

Enter your choice: 5_

Enter 2 to Add / Modify Unified Manager Server Connection.
Enter y to continue.
Enter the OnCommand Unified Manager FQDN or IP address.
10. Click Enter to accept the default port 443.
11. Enter y to accept the Unified Manager security certificate.
12. Enter eventpub for Event Publisher User Name.
13. Enter the eventpub password.
14. Enter y to accept the entered settings.
15. Press any key to continue.

16. Exit the OnCommand Performance Manager console. OnCommand Performance Manager events
now appear in the OnCommand Unified Manager Dashboard.

14 SQL Server Virtual Machine Deployment and Configuration

This section documents the deployment procedure for the SQL Server virtual machines to be used in a
SQL Server failover cluster instance. This procedure creates a single AlwaysOn Availability Group.
Repeat these procedures as necessary to provision the required number of SQL Servers and Availability
Groups.

The configuration created in this procedure is the bare minimum necessary to operate SQL Server 2014
AlwaysOn Availability Groups. Customer implementations should be sized and configured based on
actual database and application requirements.

This solution is based on separate compute and storage resources for primary and secondary SQL
database replicas. Each pair of SQL Servers should be configured using one SQL Server VM from the
primary infrastructure and one SQL Server VM from the secondary infrastructure.
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14.1 Deploy Production Datastores

Dedicated storage should be created to host production virtual machine boot disks as well as SQL data.
To create the necessary datastores, complete the following steps:

1.

2.
3.
4

Log in to vSphere Web Client.
Select Hosts and Clusters.
Right-click the SQL-PRI cluster and select NetApp VSC > Provision Datastore.

Enter prod datastore 1 as the datastore name. Select VMFS for the datastore type and
FC/FCoE for the VMFS protocol. Click Next.

In the Storage system page, make sure that the sglpri storage system is selected. Select prod-
SVM from the SVM drop-down list and click Next.

In the Details page, select Thin Provision and enter 500GB for the size. Leave the Create New
Volume box selected and choose an appropriate aggregate. Click Next.

Review the details and click Finish to provision the datastore.

Repeat steps 1 through 7 to provision a datastore on the secondary storage system for secondary
SQL replicas.

Repeat steps 1 through 7 to provision the following datastores for each SQL database. These
datastores should be sized based on the database requirements and will be hosted on the primary
and secondary storage systems as appropriate. Database instances should also be balanced across
controllers within each storage system, with all LUNs for each database on the same controller.

— <dbO1-primary>_data

— <db01-primary>_log

— <dbO1-primary>_tempdb

—  <dbO1-primary>_snapinfo

— <db0O1-secondary>_data

— <db01-secondary>_log

— <db01-secondary>_tempdb
<db01-secondary>_snapinfo

14.2 Create Virtual Machines

Create two virtual machines for use with primary and secondary SQL replicas. For optimal performance
and availability, each pair of virtual SQL Servers should consist of one VM from the primary infrastructure
and one from the secondary.

Solution validation testing was performed using VMs with 12 vCPUs and 8GB RAM to maximize use of
both storage and compute resources. Production virtual machines should be sized based on database
requirements and include CPU and memory headroom for SnapCenter operations.

14.3 Install Windows Server 2012 R2

1.
2.
3.

Use vSphere Web Client to open a remote console session to the VM.
Map the Windows Server 2012 R2 ISO to the virtual CD-ROM device of the VM.

Power on the VM and install the OS using the best practices as outlined by Microsoft at
https://technet.microsoft.com/en-us/library/jj134246(v=ws.11).aspx.

Update the latest Windows patches, making sure that Microsoft KB2887595 is applied.
Add the server to your Active Directory domain.
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14.4 Install Windows Failover Clustering

This section describes the steps to install the Windows Failover Cluster on the two virtual machines that
will host the SQL Server failover cluster instance later.

To install Windows Failover Clustering on each of the VMs, complete the following steps:

1. Start Windows Server Manager and select Add Roles and Features from the Dashboard page. Use
the Add Roles and Features wizard to add the Failover Clustering feature and accept the additional
tools to be installed. No other roles or features are required at this time.

2. After the feature installation completes, start the Failover Cluster Manager from the Tools menu of the
Windows Server Manager.

3. Select Validate Configuration from the Actions pane on the right.

4, Enter the host names of all SQL Servers to be included in the cluster and add them to the select
servers list. Click Next.

5. Leave the Run All Tests option selected and click Next.

6. Review the report created by the Validate a Configuration wizard.

i Validate a Configuration Wizard -
:%? Confirmation

Before You Begin ‘You are ready to start validation.

Select Servers ora Please confirm that the following settings are comect:

Cluster

Testing Options Servers to Test ~

Test Selection

SiteA-SQL1.sglsolutions.com

m SiteA-SQL2.sqlsolutions.com

Validating Tests Selected by the User Category
Summary List Fibre Channel Host Bus Adapters Inventory

7.

List iISCSI Host Bus Adapters Inventory
List SAS Host Bus Adapters Inventory

List BIOS Information Inventory
1ic# Ermasi iranPnant Waria hlae Thuantans

To continue. click Next

< Previous || Next > | | Cancel

Storage and network warnings are expected at this point in the validation. Database storage disks
and the cluster file share witness are created in later steps. Network connectivity is sufficient for basic
setup, with redundancy provided by the infrastructure. Additional network interfaces can be
configured as needed for customer-specific SQL application requirements.

Close the Configuration Validation wizard.

14.5 Create Windows Failover Cluster

To create a Windows failover cluster, complete the following steps:

1.
2.

In the Create Cluster wizard, click Next on the Before You Begin page.

In the Access Point for Administering the Cluster page, enter the cluster name, select the appropriate
network, provide the cluster IP address, and click Next.

In the Confirmation page, verify the cluster details and click Next. Because storage will be added
later, the Add All Eligible Storage to the Cluster option should be deselected.

The Creating New Cluster page displays the progress of the cluster installation.

After the cluster is successfully created, the Summary page displays the summary of the cluster
configuration details. The Summary page displays the warning that An appropriate disk was
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not found for configuring disk witness. This warning can be ignored because a file
share witness will be configured later.

k) Create Cluster Wizard 1

Summary

You have successfully completed the Create Cluster Wizard

Cluster: Win2012R2VM-Cluster
Node: SiteA-SQL2.sqlsolutions.com
2w Custe Node: SiteA-SQL1.sqlsolutions.com

m 1P Address: b trarstvatk
Warnings

An appropriate disk was not found for configuring disk witness. The cluster is not
configured with a quorum witness. As a best practice, configure a quorum witness

to help achieve the highest availability of the cluster. v

To view the report created by the wizard, cick View Repont [ View Report
To close this wizard, chick Finish

5. Click Finish.

You can view the cluster configuration details by connecting to the newly created cluster from the
Failover Cluster Manager window on the VMs.

= Failover Cluster Manager M

File Action View Help

PYEIER

& Failover Cluster Manager
4 55 Win2012R2VM-Cluster.sqlsq Sonrch

Actions

B Roles v/| | Nodes -
jﬂ Nodes Name Status Assigned Vote Current Vote Information 5} Add Node...
b |y Storage 2 sieAsaLl @ ¥ i View ,
i Networks 2L SteA-SQL2 @ U 1 0
c ® Up
Cluster Events - = |ci] Refresh
H Hep

14.6 Configure File Share Witness

The Windows failover cluster will be configured using the File Share majority quorum model. The cluster
is configured so that only production VMs participate in cluster voting. This approach makes sure that the
failure of a DR virtual machine does not affect the cluster status.

To configure the File Share Witness, complete the following steps:

1. Inthe Failover Cluster Manager page, navigate to Failover Cluster Manager > <Cluster Name>.

2. Right-click the cluster and select More Actions > Configure Custom Quorum Settings. The Configure
Cluster Quorum wizard opens.

3. Click Next on the Before You Begin page.

4. In the Select Quorum Configuration Option page, choose the Select the Quorum Witness option and
click Next.

5. Inthe Select Quorum Witness page, select the Configure a File Share Witness option and click OK.

6. Inthe Configure File Share Witness page, specify the file share that will be used by the file share
witness resource and click Next.

7. Inthe Confirmation page, verify the configuration details and click Next.
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The Summary displays the summary of quorum settings that are configured for the cluster.
8. Click Finish.

14.7 Add Data Disks to the Virtual Machine

Datastores for database storage were created in the section “Deploy Production Datastores.” To allocate
these datastores to the SQL Server VMs, complete the following steps:

1. Log in to vSphere Web Client.
2. Right-click the SQL Server VM and select Edit Settings.
3. Click the New Device drop-down list at the bottom of the page, select New Hard Disk, and click Add.
4. Expand the New Hard Disk object and enter the following values:
a. Enter the hard disk size.
b. Select the appropriate datastore.
c. Select Thin Provisioned.

5. Repeat steps 3 and 4 for each disk to be added. Each SQL VM should be provisioned with four
dedicated disks for database storage in addition to the operating system disk (C:\).

6. Mount and format the disks in the SQL Server. Table 18 shows the provisioned disks and mount
points for each.

Table 18) SQL Server disks and mount points.

VMDK Name Description Disk Type  Location
System Databases
SQL_Server_x_System.vmdk SQL Se“’ef system Y
database disk (C:\MSSQL\System)
Temp Database
SQL_Server_x_TempDB.vmdk S.QL Server temp database Fixed P
disk (C:\MSSQL\TempDB)
Data files
SQL_Server_x_Data.vmdk S.QL Server database data Fixed
disk (C:\MSSQL\Data)
Logs
SQL_Server_x_Log.vmdk S.QL Server database log Fixed 9
disk (C:\MSSQL\Log)
Snaplnfo for SnapCenter
SQL_Server_x_Snaplnfo.vmdk S'napCenter 1.1 Snapinfo log Fixed P P
directory (C:\MSSQL\SnaplInfo)

14.8 Install the SQL Server 2014 Software

This section describes the procedure to create a SQL Server cluster instance. This procedure needs to
be completed first on one SQL Server VM; the second SQL Server node should then be added to the
cluster.

To complete the installation of SQL Server 2014 on each VM and create a SQL Server cluster, complete
the following steps:

1. Mount the SQL Server ISO image to the VM.
a. Log in to vSphere Web Client.
b. Right-click the VM and select Edit Settings.
c. Expand the CD/DVD obiject, select Datastore 1SO file, and select the Connected checkbox.
d

Browse to the datastore containing the SQL Server 2014 ISO file and select the ISO image to
mount.
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e. Click OK to complete the CD/DVD configuration.

2. Inside the virtual machine, double-click the CDROM drive to open the SQL Server Installation Center.

3. Select the Installation link on the left, then select New SQL Server Stand-alone Installation or Add
Features to an Existing Installation to start the SQL Server 2014 Setup wizard.

4. In the Product Key page, enter the product key and click Next.

5. Read and accept the EULA and click Next.

6. Optional: The Microsoft Update page appears next if the Microsoft Update checkbox in Control
Panel\All Control Panel Items\Windows Update\Change settings is not selected. Selecting the
Microsoft Update option will change the computer settings to include the latest updates for Microsoft
Windows and SQL Server 2014.

7. On the Product Updates page, the latest available SQL Server product updates are displayed. If no
product updates are discovered, SQL Server Setup does not display this page and auto advances to
the Install Setup Files page.

8. Review the Install Rules test results and click Next to continue.

9. Inthe Setup Role page, select SQL Server Feature Installation.

10. Select the Database Engine Services and Management tools for installation. You can install
additional features as required.

11. The Feature Rule page displays the rule executions and will automatically advance if all rules pass.
Remediate any failures before continuing.

12. In the Instance Configuration page, specify the SQL Server network name and the instance ID and
click Next.

13. In the Server Configuration page, specify the service accounts and collation configuration details and
click Next.

« SQL Server 2014 Setup (==
Server Configuration
Specify the service accounts and collation configuration.
Product Key Service Accounts Collation
License Terms
Global Rules =
Microsoft Update Service Account Name Password Startup Type
Install Setup Files SQL Server Agent sql-aff\Administrator LLTTTTT Manual v
Install Rules | ||| SQL Server Database Engine sql-aff\Administrator sssceed Automatic |V
Setup Role SQL Server Browser NT AUTHORITY\LOCAL ... | Disabled v
Feature Selection

Feature Rules
Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install
Installation Progress
I

Complete

‘ < Back Next > ‘ Cancel I l Help

14.

120

In the Database Engine Configuration page, specify the database engine authentication security
mode, administrators, and data directory details. In the Data Directory tab, make sure that the root
directory and the temp database directory are set appropriately.
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5 SQL Server 2014 Setup [= [ = [

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

Product Key Server Configuration | Data Directories | FILESTREAM
License Terms

fy 8 fi A
Global Rules Specify the authentication mode and administrators for the Database Engine.

Microsoft Update Authentication Mode
Install Setup Files Windows authentication mode
Install Rules 3

(® Mixed Mode (SQL Server authentication and Windows authentication)
Setup Role

Feature Selection Specify the password for the SQL Server system administrator (sa) account.

Feature Rules Enter password: [e00sceses [
|

Instance Configuration

: fi esssceee
Server Configuration ot passwont | ° |

Database Engine Configuration Specify SQL Server administrators

Feature Configuration Rules

|
SQL Server administrators
Ready to Install have unrestricted access

to the Database Engine.
I Add Current U:r I[ Add... l Remove

\ <Back ] Next > | Cancel H Help ‘

Installation Progress

Complete

15. The Feature Configuration Rules automatically run the feature configuration rules. Verify the output
and click Next.

16. In the Ready to Install page, verify the installation options and click Install to begin the SQL Server
Failover Cluster installation.

17. After the installation is complete, verify the installation summary and click Close to close the wizard.
Repeat the process on the other nodes in the Availability Group.

14.9 Create AlwaysOn Availability Group

This section describes the procedure to create an AlwaysOn Availability Group (AG). The steps to follow
are outlined at https://blogs.technet.microsoft.com/arnabm/2016/05/14/step-by-step-configuration-
manager-site-database-hosted-on-sqgl-server-alwayson-availability-group/.

Enable AlwaysOn Availability Groups on Each SQL Server
Open the SQL Server Configuration Manager.

Double-click SQL Server (MSSQLSERVER) Service to open Properties.
Open the AlwaysOn Availability Groups tab.

Select the Enable AlwaysOn Availability Groups option.

Click OK.

Restart the service.

S o o

Prepare All Servers for AlwaysOn Availability Group

1. Add the computer account of the primary site server to the administrator’'s group on each SQL Server.
2. Add the Installation account to the administrators group on each SQL Server.

3. Add the Installation account to the sysadmin role on each SQL Server.

Note: Make sure that the database to be used for the Availability Group has Recovery Mode set to Full.
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Create and Configure the AlwaysOn Availability Group

1. Open SQL Management Studio.

2. Right-click AlwaysOn High Availability and select New Availability Group Wizard.
3. Enter the Availability Group name.
4

Select the database to use for the AG after making sure that the database meets prerequisites. Click
Next.

Add Replicas and make sure that they are all set to Synchronous Commit and Readable Secondary.
Set the Automatic Failover based on the requirements of your environment.

Click the Endpoints tab and verify that the servers are participating in the AG.
Click the Listener tab and create an Availability Group Listener. Click Next.

o

On the Select Your Data Synchronization preference, click Next to complete validation.

© © N o

Confirm selections and click Finish.
The wizard performs a backup and then a restore on your replica servers.
10. Validate the Availability Group in SQL Management Studio.

15 NetApp SnapCenter

SnapCenter includes the SnapCenter Server and the SnapCenter Plug-ins Package for Windows (which
includes the SnapCenter Plug-in for Microsoft SQL Server and the SnapCenter Plug-in for Microsoft
Windows). SnapCenter also includes the SnapCenter Plug-ins Package for Linux (which includes the
SnapCenter Plug-in for Oracle Database and the SnapCenter Plug-in for UNIX). In addition, SnapCenter
interacts with VSC to support database backup, restore, recovery, and cloning on Raw Device Mappings
(RDMs) and Virtual Machine Disks (VMDKSs).

15.1 Install and Configure SnapCenter 1.1

This section describes the installation and configuration of SnapCenter 1.1. You can find detailed
information at http://mysupport.netapp.com/NOW/download/software/snapcenter/1.1/.

Download SnapCenter 1.1 from
http://mysupport.netapp.com/NOW/download/software/snapcenter/1.1/download.shtml.

Create a Windows Server 2012R2 VM, making sure that the VM has available a minimum of 4 CPU
cores, 16GB of RAM, and 20GB of space. Although these requirements are more than the minimum
requirements detailed in the installation guide, these elements provide a more responsive SnapCenter
environment.

The installation in this environment was performed by following the instructions on page 27 of the
SnapCenter Software 1.1 Installation and Setup Guide.

Install SnapCenter 1.1

1. Make sure that all prerequisites detailed in the SnapCenter Software 1.1 Installation and Setup Guide
are met.

2. Double-click SnapCenterl.l.exe.
3. Click Next on the Welcome to SnapCenter 1.1 wizard page.

4. On the Network Load Balancing page, leave the settings at the default unless you want to enable a
high-availability installation of SC1.1.

5. Set the SnapCenter service credentials.

6. Choose to install SQLExpress or to use an existing version of Microsoft SQL Server for the
SnapCenter 1.1 database repository.
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7. Click Install to begin installation.

Configure SnapCenter 1.1

This section describes the configuration of SnapCenter 1.1 as outlined on page 28 of the SnapCenter
Software 1.1 Installation and Setup Guide.

1. Log into SnapCenter using the domain admin credentials that were used while setting up SnapCenter
1.1.

2. Click Hosts and then click Add.

3. Inthe Host section, enter the host name of one of the servers in the AlwaysOn Availability Group and
select Add All the Hosts in the Cluster. Click Next.

4. In the Discover Plug-ins section, no plug-ins will be found. Click Next.

5. In the Plug-ins section, select SnapCenter Plug-ins 1.1 for Windows Package. Select Microsoft
Windows and Microsoft SQL Server. Make sure that Run As Name is selected and the licensing
model is set to per-storage systems. Click Next.

6. Validate the installation parameters and click Finish to install the SnapCenter 1.1 agents on the
servers in the Availability Group.

7. To monitor the installation, click Monitor, select the installation job, and click Details.

frware & sglathadministrator  SnapCenteradmin

] Status Mame Start date End date Owner

|h77' 4 Packags Installation on host =gi-zerver-1.5gl-af fip.netapp com A7II016 53308 P /72016 53548 PAL SOUAFRAdminiztratar P

1.5qkaff.rtp netapp.com 4772016 53253 P 40772016 5:33:04 PM SQUAFRAdmIn:

1591 aft rip.netapp com' 477201652813 M 44772016 5.28.22 PM SQUAFRAdmIng

Backup of dataset sql5_backup’ with policy ‘policy_1 4772016 45301 PM 44772016 45333 PM SQUAFPAGmInIStraton

Configure SVM Connection Settings
1. In SnapCenter, click Settings > New.

2. Enter the SVM name and login credentials. Select the communications protocol and the preferred IP
address if it is different from the DNS name of your SVM. Click OK.

Configure Host Plug-Ins
1. In SnapCenter, click Hosts in the left-hand pane. Select the cluster and click Configure Plug-In.

& salaMadminstiator  SnapCenterAdmin (O Sign Oul

40 for Microsoft Windows. SnapCen

lug an for Micrasoft SQU Secver Windows @ Configure log directory

L6 N pwD
H
°

SnapCenter Plugns Package @ Running

attrtp netapp.com 1.1 for Windows

2. Inthe Log Directory section, click Browse and locate the Snaplinfo directory. Repeat for all members
of the AlwaysOn Availability Group and then click Next.

3. Inthe Verification Server section, select the verification server and click Next.
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4. In the Summary section, validate the configuration and click Finish.

Inventory Databases

1. In SnapCenter, click Inventory in the left-hand pane. Select the host server to be configured and
select the type of resource to be added to the SnapCenter inventory. Repeat for all servers.

Create a Dataset for Backup
1. In SnapCenter, click Datasets from the left-hand pane. Click New and then select Backup Dataset.

2. Assign a name, policy, and backup credentials to the dataset and then click Next.

3. Set Resource Type to Availability Groups. Select Availability Group Resources in the left window and
click the arrow in the middle to move it to the Selected Resources window on the right. Click Next.

4. Select the verification server and then click Next.
5. Set the notification setting to meet the requirements of your environment. Then click Next.
6. Review your settings and select Finish to create the backup dataset.

16 Solution Verification

This reference architecture is based on a standard FlexPod infrastructure hosting Microsoft SQL Server
2014 databases. Cisco Nexus 9396PX switches in NX-OS mode connect the Cisco UCS compute nodes
and NetApp storage arrays to the Ethernet network for client and NAS storage access. The storage
arrays are connected directly to the Cisco UCS Fabric Interconnects for FCoE storage access. Cisco
UCS B200-M4 blades running VMware vSphere ESXi 6.0 host Microsoft Windows Server 2012 VMs and
use dedicated FCoE LUNSs for individual database instances. Specific details of the configuration can be
found in the section “Technology Requirements.”

To provide enterprise-class performance, management, and reliability, this solution was verified with the
following test cases:

e The performance of the primary databases was validated with the Microsoft TPC-E toolkit and the
TPC-E workload configured for Microsoft SQL Server 2014 AlwaysOn Availability Groups. Successful
validation required that the primary Microsoft SQL Server 2014 databases deliver 150,000 to 200,000
I/O operations per second with an average read latency below 1ms.

¢ Performance of the secondary database configuration was validated after failover from the primary
database instance. Successful validation required that the primary Microsoft SQL Server 2014
databases deliver 150,000 to 200,000 I/O operations per second with an average read latency below
1ms.

e SnapCenter was used to create application-integrated Snapshot copies of secondary database
instances at the same time that primary instances were in operation.

e SnapCenter was used to recover databases from Snapshot copies after intentionally introduced
database corruption.
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— SnapCenter was used to clone databases and to mount to alternate servers for validation or
test/dev purposes.

e The infrastructure was subjected to several hardware resiliency tests while under the same workload
used for performance validation. This step was taken to make sure that the workload would continue
to run during the following failure and maintenance scenarios:

— Disconnection of an FCoE link between the storage array and the fabric interconnect

— Disconnection of a 10GbE link between the storage array and the fabric interconnect

— Failover of each storage controller and subsequent takeover by the partner controller

— Reboot of the primary fabric interconnect
During solution testing, Cisco UCS blade servers hosted the infrastructure and SQL Server 2014 VMs.
The database and infrastructure servers were hosted on discrete compute resources so that the workload
to the NetApp AFF system could be precisely measured. Separating production VMs from the
infrastructure VMs is a NetApp and industry best practice because noisy neighbors or bully VMs can

affect the infrastructure. This result can have a negative effect on all users, applications, and performance
results.

Detailed results for the validation testing can be found in NVA-0025-DESIGN: FlexPod Datacenter with
SOL Server AlwaysOn Availability Groups and AFF.

16.1 Performance Validation

The performance requirement for this solution was the delivery of 150,000 to 200,000 IOPS with
submillisecond read latency using SQL Server 2014 in an Availability Group configuration. The following
sections describe the methodology and design considerations used to test the AFF8080 EX running a
standard SQL Server workload.

Database Configuration

For this validation, a total of six 2.5TB databases hosted the simulated OLTP environment. Each storage
system controller had a single data aggregate of 22 800GB SSDs, as shown in Table 19. Databases were
balanced across the controllers by placing odd-numbered SQL Servers on controller 1 and even-
numbered servers on controller 2.

The database layout shown in Table 19 was repeated for each of the six SQL Server databases. For
each SQL Server database, the data files, log files, and tempdb were each contained in a separate LUN
within a separate volume. LUNs were allocated to the vSphere ESXi hosts and formatted as vSphere
datastores by using VMFS. Virtual disks were then allocated to each SQL Server VM and formatted with
default settings.

Table 19) Database LUN and volume configuration.

LUN Name Datastore VMDK  File Name File Size
Name Size

Ivol/sglX_data/sqlX_data sqlX_data 2.5TB | MSSQL_tpce_root.mdf | 8MB
Fixed_1.ndf 5MB
Growing_1.ndf 580GB
Growing_2.ndf 580GB
Growing_3.ndf 580GB
Growing_3.ndf 580GB
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LUN Name Datastore VMDK File Name File Size

Name Size
Scaling_1.ndf 20GB
Scaling_2.ndf 20GB
Scaling_3.ndf 20GB
Scaling_4.ndf 20GB
Ivol/sglX_log/sqlX_log sqlX_log 500GB | TPCE_Log.Idf 200GB
Ivol/sglX_tempdb/sqlX_tempdb | sqlX_tempdb | 300GB | tempdev0l.mdf 8MB
tempdev02.ndf 10GB
tempdev03.ndf 10GB
tempdev04.ndf 10GB
tempdev05.ndf 10GB
tempdev06.ndf 10GB
tempdev07.ndf 10GB
tempdev08.ndf 10GB

Test Methodology

For this validation, the Microsoft TPC-E toolkit was used to generate an industry-standard OLTP
warehouse transaction workload against the SQL Server 2014 test configuration. This process generated
a workload of approximately 90% reads and 10% writes against the SQL Server databases in the test
configuration. The goal of these tests was not to measure the maximum performance of the configuration.
Instead, the goal was to validate that the performance available at an acceptable read latency of
approximately 1ms was within the limits specified for the solution of 150,000 to 200,000 IOPS.

For these tests, a total of six SQL Server 2014 VMs were hosted on three ESXi servers. Each ESXi
server was connected through FCoE to the AFF8080 EX storage array, as shown in Figure 3. Four LUNs
were provisioned for each database server and formatted as VMFS datastores. Then a VMDK was
provisioned from each datastore to the appropriate SQL Server VM. Each server created a database of
2.6TB total capacity, for a total size requirement of 16TB across all six primary SQL Server databases.

With these six SQL Server databases and the Microsoft TPC-E load generator, performance of the
standalone databases was measured under successively heavier workloads until the read latency as
observed by the database server exceeded 1ms. Then the workload was reduced until the read latency
was under 1ms, and this configuration was used for all use-case testing. Each performance test was run
for a total of 2.5 hours so that a steady state was achieved. The IOPS and latency results reported are
the aggregate across all six primary or secondary database servers.

Microsoft performance-monitoring tools captured IOPS and latency data from each of the six SQL Server
database servers. This step made sure that the observed performance met the validation requirements
described previously for each of the tested configurations.

Test Results

The results of the testing are listed in Table 20. In all cases, the performance observed at the database
level met or exceeded the requirements set for validation. That performance demonstrates that a SQL
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Server environment based on FlexPod can deliver enterprise-class throughput and latencies for the most
demanding applications when configured as an Availability Group.

Table 20 shows the performance of the six primary databases configured in AlwaysOn Availability Groups
and the secondary databases running after failover from the primary replica while still in a synchronized
state.

Table 20) Validated database performance.

AG Nominal After AG Failover

IOPS 211,789 205,776

Read latency 0.97ms 0.94ms

In addition to the performance data described previously, we observed VM, ESXi host, and storage
controller CPU utilization during the testing. In all test configurations, we observed CPU use between
60% and 65% on the database server instances and storage controllers and 70% on ESXi hosts. This
use indicates that this specific configuration was well balanced between compute and storage resources.
Both resources had adequate headroom to handle additional workloads.

16.2 SnapCenter Validation

To demonstrate the data management capabilities of this solution, NetApp SnapCenter created Snapshot
copies of running databases, recovered databases after simulated corruption, and cloned databases for
data verification or test/dev purposes.

SnapCenter 1.1 Prerequisites

SnapCenter operations on each SQL Server require memory beyond the requirements of the SQL
database instances. For SnapCenter processes to operate efficiently, allocate 4GB of memory to each
SQL Server and to the memory requirements of the databases.

SnapCenter Server requires at least two vCPUs and 8GB RAM. Additional CPU and memory resources
can improve performance depending on workload and job schedules.

All Microsoft Windows servers should have current patch updates applied. Specifically, Microsoft
KB2887595 must be applied for successful operation.

Database Backup

For this solution validation, backups were performed against both primary and secondary replicas of the
availability group to verify the functionality of both sites. SnapCenter 1.1 does not currently support one-
button backup of individual availability group databases. To back up a database in an Availability Group,
create a backup dataset that includes one or more databases in the Availability Group. The backup
operations can then be performed using the backup dataset.

Database Cloning

Cloning of databases provides a means to rapidly provision a copy of production data for further
processing in analytics, test, or development environments. SnapCenter 1.1 can create clones from either
the active database or an existing backup set. For validation purposes, clones were created using both
methods.

Database Restore

SnapCenter 1.1 requires that a corrupted database be removed from the Availability Group before
proceeding with the restore operation. After the database is removed from the AG configuration,
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SnapCenter restores the database using the NORECOVERY option, which restores the data files but
does not replay any existing log files. When the storage recovery is complete, the database logs from the
surviving database instance are replayed to synchronize the restored copy and rejoin the restored
database replica to the Availability Group.

16.3 Resiliency Validation

We then demonstrated the enterprise-class resiliency of this FlexPod solution. To do so, we induced
various failure scenarios into the system while the database servers and storage were subjected to the
identical workloads used for performance validation. The goal was to subject the FlexPod infrastructure to
a heavy workload and measure the effect of the specific failure scenario on the overall performance and
stability of the system. To pass each of these tests, the database and storage had to continue to serve
I/O during the event. Some of these tests were extremely disruptive. Therefore, minimal drops in overall
performance were considered acceptable as long as the overall system functioned nominally and
performance returned to prefailure levels after the failure was corrected.

Link Failure Tests

These tests intentionally disconnected and then reconnected a single FCoE and 10GbE link in the
environment while under a heavy OLTP workload of approximately 200,000 IOPS. The workload was
allowed to run for 5 minutes to make sure of a steady state before introducing the first failure. The
workload was then allowed to run for 10 minutes between each failure before the failure was corrected.

Because primary storage access in this solution uses FCoE, there is a brief drop in IOPS when the FCoE
link is disconnected. After the host multipath driver activates alternate paths, the observed throughput
returns to nominal values in less than 30 seconds.

No noticeable performance impact was observed during removal or replacement of the 10GbE link. In this
solution, 10GbE is used for synchronous replication of the SQL Server databases in the AlwaysOn
Availability Group. Although the link failure might have affected latency of the replication, the effect was
not enough to lower the overall throughput of the primary database.

Storage Controller Failover Tests

These tests intentionally induced a catastrophic failure in the one controller of the AFF8080 EX storage
system while under the 200,000 IOPS OLTP workload. The result of this failure is that the surviving
storage controller is required to service the entire workload previously handled by both.

For these tests, the following methodology was used:

1. The OLTP workload was started and allowed to run on both controllers for 10 minutes.

2. With the forced failover of controller 2, controller 1 services the entire workload. During this time,
controller 2 reboots to a preoperational state and then enters a wait period. After the wait period, the
system starts an automatic giveback and controller 2 resumes normal operations approximately 15
minutes later.

3. The workload was allowed to run for 10 minutes on both controllers again to ensure nominal
operation.

4. Controller 1 was failed over; controller 2 then serviced the entire workload. Controller 1 resumed
operation approximately 15 minutes later.

5. The workload was allowed to run for another 10 minutes again to ensure nominal operation.
The following results were observed:

6. There was a noticeable reduction in IOPS at the moment each controller went offline. This reduction
in IOPS is the result of host failover driver timeout values and represents the time necessary for the
host to recognize the path failure and redirect I/O to the surviving controller. 1/0O did not stop
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completely because half of the database instances were not affected by each controller failure and so
did not need to wait for path failover timeouts.

7. The performance recovered when the controller was offline but was on average roughly 10% lower
than when both controllers were online. Storage controller CPU utilization was approximately 90%,
with latencies less than 10% higher than those during normal operations.

8. After restoring each controller, performance quickly returned to prefailure levels.

Cisco UCS Fabric Interconnect Failover Test

This test intentionally rebooted the primary Cisco UCS fabric interconnect while it ran the 200,000 IOPS
OLTP workload. During the failure, all I/O was forced to traverse the secondary fabric interconnect. For
this test, the workload was allowed to run for five minutes at a steady state before the fabric interconnect
was rebooted. During this test, a brief drop in IOPS occurred before a quick recovery to prefailure levels
was observed and there was no apparent effect when the fabric interconnect resumed operation.

17 Conclusion

FlexPod Datacenter is the optimal infrastructure foundation on which to deploy Microsoft SQL Server
2014. Cisco and NetApp created a platform that is both flexible and scalable for multiple use cases and
designs. The flexibility and scalability of FlexPod enable you to start out with a right-sized infrastructure
that can grow with and adapt to your evolving business requirements. The system can grow from single
SQL Server deployments to consolidated database farms.

In the verification tests of this reference architecture, the total IOPS and latency as measured at the
database met performance expectations. The NetApp FlexPod Datacenter configuration with AFF
reached over 200,000 combined IOPS and read latencies of less than 1ms while averaging 60% CPU
utilization during most operations. In addition, this verification demonstrated that the solution as
documented could maintain these performance levels even in the event of a storage, host, or network
failure.
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