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Abstract

NetApp® and Modzy have partnered together to deliver a new way of applying artificial
intelligence (Al) and machine learning (ML) at scale to any type of data, including imagery,
audio, text and tables. This white paper offers guidelines for customers to take Al/ML projects
from planning to deploying and scaling production workloads. The NetApp StorageGRID®-
Modzy integration allows organizations to bring Al/ML analysis, powered by Modzy, to data
securely stored in StorageGRID®. The solution enables customers to accelerate the secure
analysis and processing of data, at-scale, with faster speeds and lower latency and costs,
ultimately producing high value Al-generated insights.
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Executive summary

Extracting value from data requires the use of analytics, ML and Al to distill insights from raw information.
However, turning that data and those insights into a competitive differentiator that can drive business
value means that Al and ML must operate at massive scale with explainable models that can also be
trusted by humans. NetApp and Modzy have partnered together to deliver a new way of applying Al and
ML at scale to any type of data, including imagery, audio, text and tables. The NetApp StorageGRID®
and Modzy integration delivers secure Al-enabled analysis at speed and scale on-premises, in the cloud,
and everywhere in between. By bringing Al-enabled processing directly to data stored in NetApp
StorageGRID’s secure data storage solution in a hybrid cloud configuration, organizations can accelerate
Al-enabled processing of large volumes of data at faster speeds and lower costs, generating high value
insights with low latency, and reduce the need for unnecessary data transfer.

Solution overview

NetApp StorageGRID

NetApp StorageGRID is an enterprise grade software-defined object storage that natively talks S3 API.
StorageGRID is a software defined solution that can be deployed on NetApp’s purpose-built appliance,
VMware based environments as well as bare metal environments. Within a single namespace
StorageGRID can span across 16 sites within a single GRID. StorageGRID’s intelligent policy-driven data
management delivers industry-leading innovations such as automated lifecycle management to store,
secure, and preserve data cost effectively over long periods, seamlessly moving data between on-
premises and public cloud storage to optimize its availability, protection, performance, and cost.
StorageGRID supports a wide range of use cases across public, private, hybrid or multi-cloud
environments.

StorageGRID is composed of globally distributed, redundant, heterogeneous nodes, which can be
integrated with both existing and next-generation Al/ML applications (Figure 1).

Figure 1: NetApp StorageGRID for globally distributed AI/ML applications.
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Some of the advantages of the StorageGRID system include the following:
o Deploy multiple StorageGRID sites to access data from any location between data centers and the
cloud through a single namespace that easily scales to hundreds of petabytes.

e Provide flexibility to deploy and centrally manage across infrastructures NetApp’s purpose-built
appliance, VMWare based environments and Bare Metal platforms.

e Provide unmatched durability with fifteen-nines of durability leveraging layered Erasure Coding (EC).

e Enable more hybrid multi-cloud capabilities with validated integrations into Amazon S3 Glacier and
Azure Blob.

e Meet regulatory obligations and facilitate compliance through tamper-proof data retention, without
proprietary APls or vendor lock-in.

For more details you may refer to StorageGRID documentation and NetApp Al Solutions resources.

Modzy MLOps platform

Modzy is an MLOps platform for deploying, integrating, running, and monitoring Al models at scale,
providing the missing link between the lab and production Al. With APl connections for popular model
training tools, data management solutions, CI/CD pipelines, and enterprise applications, Modzy provides
an open and flexible solution that fits within an organization’s existing tech stack. Modzy can be deployed
to any combination of infrastructure — in the cloud, on-premises, hybrid, at the edge, meaning that Al
models can be run and managed anywhere.

Modzy turns ML/AI models into APl endpoints that can be integrated anywhere, with automated
monitoring and governance to manage the full lifecycle of the models (Figure 2).

Figure 2: Modzy platform for production Al.
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MLOps powered by NetApp and Modzy

The NetApp StorageGRID®-Modzy integration powers a central, secure solution to unify, govern, and
analyze data for accelerated Al workloads. With flexible deployment options for cloud, on-premises, or
edge deployments, organizations can quickly process and analyze data where it’s collected, yielding fast
results with low latency. With fast processing and features for model monitoring, explainability and drift
detection, the integrated solution powers fast, Al-enabled analysis of data at scale, with results users can
trust. By centralizing data management and Al-analysis, the integration also enables a data-centric
retraining loop to update and keep models accurate, while ensuring data and models remain secure.
Ultimately, the integration provides organizations with the ability to process Al workloads where data is
stored, generating insights quickly, securely, with low latency at lower cost and without the need for
unnecessary data transfer.
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Modzy uses the information provided in the request to authenticate and request the specified file or files,
which are then copied into Modzy from StorageGRID. Modzy processes the inputs from StorageGRID
and saves the results (Figure 3).

Figure 3: Modzy MLOps with NetApp StorageGRID for Al at scale
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Large-scale Al processing

StorageGRID and Modzy enable large-scale batch processing of data through Al models, with high-
quality results generated at lower cost. Modzy powers Al-enabled processing for any type of data stored
in StorageGRID, and the integrated solution provides the most value in processing unstructured assets
such as images, videos, audio files, documents, and other binary data formats.

The NetApp StorageGRID-Modzy integration unlocks parallelized inference at a massive scale by
supporting batch processing, GPU acceleration, and dynamic queues. Data stored in StorageGRID
buckets on-premises can be processed through ML models in 10s of milliseconds. This equates to
processing 10s of thousands of images per minute on a single NVIDIA A100 GPU, through advanced Al
models such as image classification, object detection, image segmentation, and object tracking (Figure
4).

Figure 4: NetApp StorageGRID-Modzy integration.
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Hybrid deployment options

Accelerated Al analysis with StorageGRID and Modzy can be run nearly anywhere. Deploying
StorageGRID and Modzy together generates significant costs savings and speeds up inference for Al
processing by reducing unnecessary data transfer. StorageGRID supports on-premises and hybrid cloud
object storage, ensuring that data is securely stored wherever it is needed. Modzy also offers cloud and
on-premises deployment options, making it possible to co-locate Al processing with the large volumes of
unstructured data stored in StorageGRID. Modzy Edge can also be used to support hybrid cloud
deployments. Modzy can be centrally installed in AWS, Azure, or on-premises adjacent to a StorageGRID
installation, thus enabling customers to run edge nodes co-located with other buckets in another public
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cloud or remote data centers. This offering ensures that Al inference happens as close to the data as
possible, reducing the need for unnecessary data transfer.

Model management and monitoring

A major component of any MLOps solution is streamlined deployment, integration, and management of
ML/AI models. Modzy provides organizations with a central location for all models to be deployed, run,
and monitored, with explainability and drift detection, ensuring model performance remains robust.
Organizations can deploy and execute their own custom-built models, open-source or commercial
models, or pre-trained models from Modzy’s marketplace to analyze data stored in StorageGRID. Model
background information, like model architecture, training data, expected performance, and version history
is documented, enabling model sharing and reuse amongst teams. From there, all model performance
data is tracked, with the ability to see all job results, history and model performance details, like
explainability for model results and drift detection. This enables full transparency and auditability for all Al-
enabled predictions generated.

Explainability

Explainable Al solutions attempt to show how Al models make decisions in terms that humans
understand, translating the process Al uses to transform data into real insights and value; this enables
transparency and insight into the “why” behind model predictions.

Modzy makes it easy to add explainability to pipelines by adding the Al explainability code directly into a
model container and flagging in the API request to turn on explainability; this includes support for Modzy’s
patent-pending explainability solution, or for popular open-source solutions like LIME or SHAP. Today,
ML engineers rarely incorporate Al explainability solutions into their workflows because of integration
challenges, and because they can significantly slow down the Al pipeline. Simplifying the process to
integrate explainability into Al pipelines improves transparency and increases confidence and trust in Al-
enabled decisions (Figure 5). For more information you may also refer to the following tech talk: Beyond
LIME and SHAP: The fastest approach to Al Explainability.

Figure 5 Explainability for Al model predictions.
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Drift detection

Machine learning models require careful monitoring and constant tuning to maintain peak performance.
These measurements are often referred to as “model drift” as models drift away from accurate predictions
over time. Modzy offers drift detection for computer vision and natural language processing, allowing data
scientists to evaluate model performance against production data in real time. Data scientists can also
examine the data associated with the greatest drift and find those data assets in StorageGRID for future
analysis and review. Monitoring model drift is a central element to ensuring model performance evolves
alongside changes in production data. For more information, please visit Data Drift Detection.

6 MLOps powered by NetApp and Modzy © 2022 NetApp, Inc. All rights reserved.


https://shap.readthedocs.io/en/latest/
https://www.modzy.com/webinars/nvidia-gtc-2020-explainability/
https://www.modzy.com/webinars/nvidia-gtc-2020-explainability/
https://www.modzy.com/blog/data-drift-detection/

Data-centric model retraining

The NetApp StorageGRID®-Modzy integration can be used to create a data-centric model retraining
workflow to update and improve models over time, reducing data labelling efforts and data transfer costs.
StorageGRID provides an ideal data store for data-centric applications that use Al for advanced features
such as computer vision or natural language processing. The architecture of a model retraining workflow
starts with simultaneously sending production input files to both StorageGRID and Modzy. StorageGRID
permanently saves these data assets for reuse in the future, while Modzy generates Al-powered
predictions. Data inputs and Al outputs are named using a common reference so they can be mapped
together in the future. When a model needs to be retrained, such as when it appears to be drifting, model
predictions are imported from Modzy to a data labelling tool while a reference to the raw input is imported
from StorageGRID. After re-labelling the incorrect predictions, a new model can be trained directly from
the production data stored in StorageGRID. After retraining, the new and improved model can be
deployed to production in just a few minutes, restarting the cycle. This approach reduces data labelling
efforts, reduces data transfer costs, and accelerates the development of new models (Figure 6).

Figure 6: Data-centric Al model retraining.
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Al security

The NetApp StorageGRID®-Modzy integration ensures that organizations meet the most stringent Al
security requirements, while maintaining the flexibility to build and evolve their Al tech stacks over time.
With a DISA-compliant open-source Al/ML model container specification, organizations can securely
package models trained in any training tool or framework for production deployment. Modzy meets
FISMA-moderate security controls and offers optional adversarial defense features that ensure models
remain robust. For more information on Modzy’s security features, please refer to the Modzy security
overview white paper.

Security is particularly important for NetApp StorageGRID® because many types of rich content data that
are well suited for object storage are also sensitive in nature and subject to regulations and compliance.
StorageGRID® provides various features like S3 object lock, WORM compliance, encryption,
Ransomware protection for cloud backups, and various other features within the product to help
customers comply with regulations like SEC Rule 17a-4(f) or FINRA Rule 4511(c). For more information
please refer to security features in StorageGRID and Ransomware protection for StorageGRID.

Solution technology
Hardware requirements

A minimal on-premises Modzy deployment requires three servers with the following configuration (high-
availability setups might require more):
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Table 1) Hardware requirements.

Operating system VCPUS RAM (GIB) COUNT
UBUNTU 20.04 LTS 8 32 3 (or more)

Cloud formation templates are available for both AWS and Azure deployments.

For minimum installation requirements, please refer to Modzy minimum requirements documentation.

Software requirements

Modzy requires Kubernetes, S3-compliant object storage, and a PostgreSQL database. Modzy used
StorageGRID 11.6 for this integration, testing and validation. However, the software components for
StorageGRID® used in any implementation of a solution might vary based on customer requirements.

For platform specific software requirements please refer to StorageGRID documentation.

Real-world applications

Document scanning

The NetApp StorageGRID®-Modzy integration powers a simple and fast solution for processing
documents, text files, and scanned PDFs. By storing these assets in StorageGRID, they can be
processed through one or more natural language processing models such as optical character
recognition (to extract text from images), language translation, and entity extraction. These results can be
used to quickly find information embedded in documents that would otherwise take hours or days for
humans to scan.

Satellite imagery processing

StorageGRID® and Modzy provide an excellent solution for satellite imagery applications such as
environmental monitoring, economic activity detection, and global security. While StorageGRID provides
an ideal environment for storing and hosting raw satellite imagery in the cloud or on-premises, Modzy has
dozens of pre-trained models designed specifically for processing geospatial data such as overhead
object tracking, geospatial image-registration, and infrastructure health monitoring. Modzy’s integration
with StorageGRID makes it possible to process huge volumes of satellite data either before or after
storage.

Conclusion

By leveraging the NetApp StorageGRID®-Modzy integration, validated by the NetApp Al solutions and
the Modzy team, organizations can accelerate the secure analysis of their data at-scale using Al and ML.
By co-locating Al and ML processing with secure data storage, organizations reduce security risks from
unnecessary data transfers, have lower costs and latency because of faster processing, and unlock
insights hidden in data from Al-enabled analysis of data at-scale. By adopting an MLOps approach to Al
management, users gain features for model monitoring, explainability and drift detection, all in service of
generating results they can trust for various use-cases ranging from general object detection in imagery
to geospatial analysis for ArcGIS and more. This also enables a data-centric model retraining loop to
update and keep models accurate, while ensuring data and models remain secure. With flexible
deployment options the NetApp StorageGRID®-Modzy integration can be run nearly anywhere, still while
keeping security at the forefront for our customers.

To get started with this solution or if you have any questions, please reach out to the NetApp Al team at
ng-ai-inquiry@netapp.com or the Modzy team at info@modzy.com.
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