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Abstract

This configuration guide provides the steps to configure NetApp® StorageGRID® as a primary
storage target with Veritas Enterprise Vault. It also describes how to configure StorageGRID
for site failover in a disaster recovery (DR) scenario.
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Reference architecture

StorageGRID provides an on-premises, S3-compatible cloud backup target for Veritas Enterprise Vault.

Figure 1 illustrates the Veritas Enterprise Vault and StorageGRID architecture.

Figure 1) Veritas Enterprise Vault and StorageGRID architecture.
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Basic configuration

This configuration guide is based on StorageGRID 11.5 and Enterprise Vault 14.1. For write once, read
many (WORM) mode storage using S3 Object Lock, StorageGRID 11.6 and Enterprise Vault 14.2.2 was
used. For more detailed information about these guidelines, see the StorageGRID 11.6 Documentation
page or contact a StorageGRID expert.

Prerequisites

Before you configure StorageGRID with Veritas Enterprise Vault, verify the following prerequisites:

StorageGRID 11.5+ is installed.
Note: For WORM storage (Object Lock), StorageGRID 11.6 is required.

Veritas Enterprise Vault 14.1+ is installed.
Note: For WORM storage (Object Lock), Enterprise Vault version 14.2.2 is required.

Vault store groups and a vault store has been created.

For more information, see the Veritas Enterprise Vault Administration Guide.

A StorageGRID tenant, access key, secret key and bucket have been created.

A StorageGRID load balancer endpoint has been created (either HTTP or HTTPS).

If using a self-signed certificate, add the StorageGRID self-signed CA certificate to the Enterprise
Vault Servers. For more information, see this Veritas Knowledge Base article.
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Update and apply the latest Enterprise Vault configuration file to enable supported storage solutions
such as NetApp StorageGRID. For more information, see this Veritas Knowledge Base article.

Configure StorageGRID with Veritas Enterprise Vault

To configure StorageGRID with Veritas Enterprise Vault, compete the following steps:

1. Launch the Enterprise Vault Administration console.

@ Enterprise Vault

'@- File Action View Favortes Tools Window Help - &
e nmolE e Breloagpiza®

[ Console Root

MName
(@) Enterprise Vault

I} Directory on SCEVSite
o Enterprise Vault Online

2. Create a new vault store partition in the appropriate vault store. Expand the Vault Store Groups folder
and then the appropriate vault store. Right-click Partition and select New > Partition.
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@ Entesprise Vault

@ File Action View Favorites Tools Window Help
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@

- & X

[0 Console Root
w @ Enterprise Vault
~ g} Directory on SCEVSite
> € Status (2 Critical)
v @ SCevsite
> @ Targets
> £ Client Access
» & Policies
> [ Enterprise Vault Servers
> B Archives
~ (5 Vault Store Groups
v o FSAVSG
» I Fsavs2
> 1 FSAVS3
v I FSAVSPerfl
(3) Petitinns
@ Sr New
> [ Indexing
> [Ejg Personal Stor
> % Extensions
© Enterprise Vault Onli

Refresh

Help

MName Description
(@) Partitions Standard Vault Store partitions
@ Smart Partitions

Mew Window from Here

Smart Partitions store only the items that match the tags assigned to them.

Create a new Partition

3. Follow the New Partition creation wizard. From the Storage Type drop-down menu, select NetApp
StorageGRID (S3). Click Next.

Mew Partition

VERITAS

Enterprise Vault can create a Vault Store Partition on various types of

storage. Click Help for more mformation.

Storage type:

NetApp StorageGRID (53)

Storage description:

x

storage,

NetApp StorageGRID - enterprise grade 53 compatible object

For essential information regarding the support of these devices, see

the Enterprise Vault Compatibility Charts.

o [z ] [ conal |

Help

4. Leave the Store Data in WORM Mode Using S3 Object Lock option unchecked. Click Next.
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Mew Partition x

How do you want Enterprise Vault to store data in the Netapp
StorageGRID (53) bucket?

Click Help for more information

VERITAS

<o e | res

On the connection settings page, provide the following information:
— Access key ID
Secret access key

Service host name: Ensure to include the load balancer endpoint (LBE) port configured in
StorageGRID (such as https://<hostname>:<LBE_port>).

Bucket name: Name of the precreated target bucket. Veritas Enterprise Vault does not create the
bucket.

— Bucket region: us-east-1 is the default value.
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Mew Partition x

Metipp StorageGRID (53) connection settings

p

Setting Value ~

£ Access key ID SKAZXHHI50B932...

£ Bucket access type Path

£ Bucket name object-lock-exam...

£~ Bucket region us-east-1

£ Log level Mo logging

A% Read chunk size (MEB) 5 "
Reset Al Test Modify

Description

VERITAS Enter the geographical region where the bucket is created,

<o ot | [ e

6. To verify the connection to the StorageGRID bucket, click Test. Verify that the connection test was
successful. Click OK and then Next.

Metipp StorageGRID (53) connection settings

Setting Value 2
% Access key ID SKAZXHHIS0B932...

Enterprise Vault X

o MNetApp StorageGRID (53) connection test succeeded.

VER _ ! _

< Back Mext = Cancel Help

7. StorageGRID does not support the S3 replication parameter. To protect your objects, StorageGRID
uses Information Lifecycle Management (ILM) rules to specify data protection schemes — multiple
copies or erasure coding. Select the When Archived Files Exist on the Storage Option and click Next.
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Mew Partition X

Enterprise Vault secures the archived items in the 53-compliant
storage at the configured scan interval.

() When archived files are replicated on the storage

®) When archived fles exist on the storage

Configure partition scan interval to 60 = | minutes

-

VERITAS

<ssk concd | [ veb

8. Verify the information on the summary page and click Finish.

Mew Partition x

You have now entered all the information reguired to create the new
Vault Store Partition:

Yault Store Partition ~

Mame: storagegrid

Description: Partition of Vault Store FSAVSPerf

Storage: NetApp StorageGRID (53)

Service host name: https: /fsge060-gd 1.sgdemo.neta

Budket name: object-dock-example

Bucket region: us-east-1

Bucket access type: Path

Storage dass: 53 Standard ]

VERITAS < z

Click Finish to areate the new Partition.

<k [TEwn7] | conce Heo

9. After the new vault store partition has been successfully created, you can archive, restore, and
search data in Enterprise Vault with StorageGRID as the primary storage.
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New Partition X

The new Vault Store Partition has been successfully areated and is
ready for use.

VERITAS

o

StorageGRID Object Lock configuration (optional)

Prerequisites

For WORM storage, StorageGRID uses S3 Object Lock to retain objects for compliance. This requires
StorageGRID 11.6, where S3 Object Lock default bucket retention was introduced. Enterprise Vault also
requires version 14.2.2

Configure StorageGRID S3 Object Lock default bucket retention

To configure the StorageGRID S3 Object Lock default bucket retention, complete the following steps:

1. In StorageGRID Tenant Manager, create a bucket and click Continue
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Create bucket

o Enter details

Enter bucket details

Enter the bucket's name and select the bucket's region.

Bucket name @

object-lock-exampld

Region @

us-gast-1

2. Select the Enable S3 Object Lock option and click Create Bucket.
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Create bucket

@ Enter details Manz_a%e object settings

Manage object settings optional

Object versioning

Enable object versioning if you want to store every version of each object in this bucket. You can then retrieve previous versions of an

object as needed.

o Object versioning has been enabled automatically because this bucket has 53 Object Lock enabled.

Enable object versioning

53 Object Lock

S3 Object Lock allows you to specify retention and legal hold settings for the objects ingested into a bucket. If you want to use S3 Object
Lock, you must enable this setting when you create the bucket. You cannot add or disable S3 Object Lock after a bucket is created.

If S3 Object Lock is enabled, object versioning is enabled for the bucket automatically and cannot be suspended.

Enable $3 Object Lock

Previous Create bucket

3. After the bucket is created, select the bucket to view the bucket options. Expand the S3 Object Lock
drop-down option.
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Buckets > object-lock-example

Overview A
Name: object-lock-example

Region: us-east-1

53 Object Lock: Enabled

Date created: 2022-06-24 14:44:54 PDT

View bucket contents in Experimental 53 Console [

Bucket options Bucket access Platform services
Consistency level Read-after-new-write (default) v
Last access time updates Disabled )
Object versioning Enabled v
S3 Object Lock Enabled ~

53 Object Lack allows you to specify retention and legal hold settings for the objects ingested into a bucket. If you want to use 53 Object Lock, you must enable this setting when you create the bucket. You cannot enable or
disable 53 Object Lock after a bucket is created.

o After 53 Object Lock is enabled for a bucket, you can't disable it. You also can't suspend object versioning for the bucket.

S3 Object Lock

Enabled

Default retention @

@ Disable

Enable

4. Under Default Retention, select Enable and set a default retention period of 1 day. Click Save
Changes.
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S3 Object Lock Enabled

53 Object Lock allows you to specify retention and legal hold settings for the objects ingested into a bucket. If you want to use 53 Object Lock, you must enable this setting when you create the bucket. You cannot enable or

disable S3 Object Lock after a bucket is created.

@ After 53 Object Lock is enabled for a bucket, you can't disable it. You also can't suspend object versioning for the bucket.

53 Object Lock

Enabled

Default retention @

Disable

@ Enable

Default retention mode

Compliance
No users can overwrite or delete protected object versions during the retention period

Default retention period @

1 Days v

The bucket is now ready to be used by Enterprise Vault to store WORM data.

Configure Enterprise Vault

To configure Enterprise Vault, complete the following steps:

1.

Repeat steps 1-3 in the “Basic configuration” section, but this time select the Store data in WORM
Mode Using S3 Object Lock option. Click Next.

Mew Partition x

How do you want Enterprise Vault to store data in the Netapp
StorageGRID (53) bucket?

[+“]5tore data in WORM mode using 53 Object Lodk!

Click Help for more information

VERITAS

< Back [dext = Cancel Help
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2. When entering your S3 Bucket connection settings, make sure you are entering the name of an S3
bucket that has the S3 Object Lock Default retention enabled.

3. Test the connection to verify the settings.

StorageGRID site failover configuration (optional)

Itis a common for a StorageGRID architecture deployment to be multisite. Sites can either be active-
active or active-passive for DR. In a DR scenario, make sure that Veritas Enterprise Vault can maintain
connection to its primary storage (StorageGRID) and continue to ingest and retrieve data during a site
failure. This section provides high-level configuration guidance for a two-site, active-passive deployment.
For detailed information about these guidelines, see the StorageGRID 11.6 Documentation page or
contact a StorageGRID expert.

Prerequisites
Before you configure StorageGRID site failover, verify the following prerequisites:

e There is a two-site StorageGRID deployment; for example, SITE1 and SITE2.

e An admin node running the load balancer service or a gateway node, at each site, for load balancing
has been created.

e A StorageGRID load balancer endpoint has been created.

Configure StorageGRID site failover
To configure StorageGRID site failover, complete the followings steps:

1. To ensure connectivity to StorageGRID during site failures, configure a high-availability (HA) group.
From StorageGRID Grid Manager Interface (GMI), click Configuration, High Availability Groups, and +
Create.

Create High Availability Group
High Availability Group
Name
Description

Interfaces

Select interfaces to include in the HA group. All interfaces must be in the same network subnet

Select Interfaces

Virtual IP Addresses

Select interfaces before assigning virtual IP addresses.

2. Enter the required information. Click Select Interfaces and include both SITE1 and SITE2’s network
interfaces where SITE1 (the primary site) is the preferred master. Assign a virtual IP address within
the same subnet. Click Save.
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High Availability Group

Interfaces

Selact Interfaces

Displaying 2 interfaces

Virtual IP Addresses

Name sita1-HA

Dascription site1-HA

Node Name Interface
SITE1-ADMA eth2
SITE2-ADM1 eth2

Edit High Availability Group 'site1-HA'

IPv4 Subnet

05.0/24
05.0/24

Select interfaces to nclude in the HA group. All inferfaces must be in the same network subnet
group

Preferred Master

-

Virtual IP Subnet 10.193.205 0/24. All vitual IP addresses must be within this subnel. There must be at
least 1 and no more than 10 virtual |P addresses

Virtual IP Address 1 -205 43

+

| omen 5]

3. This virtual IP (VIP) address should be associated to the S3 host name used during Veritas
Enterprise Vault ’s partition configuration. The VIP address resolves traffic to SITE1—and during
SITEL1 failure, the VIP address transparently reroutes traffic to SITE2.

4. Make sure the data is replicated to both SITE1 and SITE2. That way if SITE1 fails, the object data is
still available from SITE2. This is done by first configuring the storage pools.

From StorageGRID GMI, click ILM, Storage Pools, and then + Create. Follow the wizard to create two
storage pools: one for SITE1 and another for SITE2.

Storage pools are logical groupings of nodes used to define object placement

Storage Pool Details - site1

Nodes Included ILM Usage

Number of Nodes: 4
Storage Grade: All Storage Nodes

Node Name
SITE1-S3
SITE1-S4
SITE1-S2
SITE1-81

Site Name
SITEA
SITE1
SITE1
SITE1

Used (%) @ 1t
0.449%
0.401%
0.393%
0.312%
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Storage Pool Details - site2

Nodes Included ILM Usage

Number of Nodes: 4
Storage Grade: All Storage Nodes

Node Name
SITE2-52
SITE2-51
SITE2-S3
SITE2-54

Site Name
SITE2
SITE2
SITE2
SITE2

Used (%) ©
0.382%
0.417%
0.434%
0.323%

i}

5. From StorageGRID GMI, click ILM, Rules, and then + Create. Follow the wizard to create an ILM rule

specifying one copy to be stored per site with an ingest behavior of Balanced.

1 copy per site
es

6. Add the ILM rule into an ILM policy and activate the policy.

Matches all objects.

1 copy per site
Balanced
Ingest Time

Trigger

This configuration results in the following outcome:
a. Avirtual S3 endpoint IP where SITEL1 is the primary and SITEZ2 is the secondary endpoint. If

SITEL1 fails, the VIP fails over to SITE2.

D

[j—’

b. When archived data is sent from Veritas Enterprise Vault, StorageGRID ensures one copy is
stored in SITE1 and another DR copy is stored in SITE2. If SITE1 fails, Enterprise Vault

continues to ingest and retrieve from SITE2.

Note: Both of these configurations are transparent to Veritas Enterprise Vault. The S3 endpoint,
bucket name, access keys, and so on are the same. There is ho need to reconfigure the S3

connection settings on the Veritas Enterprise Vault partition.

Where to find additional information

To learn more about the information that is described in this document, review the following documents
and/or websites:
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StorageGRID documentation resources
https://www.netapp.com/data-storage/storagegrid/documentation/

Veritas Enterprise Vault Product Documentation

https://www.veritas.com/support/en _US/article.100049763
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Version history

Version

Version 1.0
Version 1.1
Version 1.2

Date

September 2021
December 2021
July 2022

Document version history

Initial release.

Added a KB article pertaining to self-signed certificates.
Added the Object Lock configuration for WORM storage.
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Refer to the Interoperability Matrix Tool (IMT) on the NetApp Support site to validate that the exact
product and feature versions described in this document are supported for your specific environment. The
NetApp IMT defines the product components and versions that can be used to construct configurations
that are supported by NetApp. Specific results depend on each customer’s installation in accordance with
published specifications.
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