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of data breaches at of pharma companies have
pharmaceutical companies are suffered phishing attacks, and
the result of malicious activity this is rising as their employees

continue to work remotely
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Handling sensitive data needs an expert touch

. With the list of data privacy laws, such as GDPR and the California Consumer
Privacy Act (CCPA) only growing, so do the challenges of remaining compliant.

This, coupled with the ongoing internal and external cyber threats, piles on the

pressure to guarantee critical data is secure and sensitive data is kept private.
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average data breach cost,

the pharma industry appears
fourth on the list of the most
expensive data breaches
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NetApp gives you the tough tools
to keep your data safe

We can help connect and protect your clinical data wherever it lives. Our industry-
leading software includes over 30 advanced data security features that help you enhance
data confidentiality, integrity, and availability to support continued drug discovery and
development. We also strengthen your company’s overall security stance by protecting
your data from ransomware attacks and creating a Zero Trust perimeter around your
organization’s data — no matter where it’s stored.

Proactive protection

M/ Our Active 1Q and Cloud Insights solutions let you monitor data access to spot

Q anomalies, take proactive steps to prevent ransomware, and design an end-to-
end framework for data protection and security. And with our privacy-by-default
approach, your data privacy and compliance teams have constant control and
can ensure your sensitive data is only stored where it needs to be.

Improved uptime

We offer you constant data protection, replication, and continuous availability ;
on AWS, Azure, and Google Cloud in hybrid environments. Our ONTAP Snap S
technologies can speed data recovery time to seconds, meaning no clinical

downtime and no lost revenue.

Enhanced encryption

> We’ll protect your data at rest from a technical and security point with high-level
encryption. And for your data in-flight, our FPolicy component will help meet even
the most stringent national security requirements.
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Ready to protect Roche’s critical data?
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https://www.linkedin.com/company/netapp/
https://twitter.com/NetAppEMEA
https://www.youtube.com/user/NetAppTV
https://www.netapp.com/industries/healthcare/

	Button 36: 


