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ABSTRACT

We propose Glitz, a system to integrate multiple file sereeief-
ation regimes. NFS version 4 is a significant advance over pri
versions of NFS, in particular specifying how NFS clienta cav-
igate a large, multi-server namespace whose constituets ipay

be replicated or moved while in use, as specified by NFS server
This capability is essentially the same as that of previagstsiduted

file systems such as AFS [7]. Sophisticated as this NFS dapabi

ity is, it does not address the larger problem of building ables
system atop this basic capability. Multiple single-arebitire solu-
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server while still in use, again while retaining their planehe dis-
tributed namespace. In short, the NFS client-server pobtoow
specified how NFS servers could project this advanced bliged
file system function to their clients. Using NFS version 4a i$et
of NFS servers had an inter-server namespace to projectprand
could replicate those file systems and/or migrate them frermes
to server, the NFS protocol was now strong enough so that &%/ N
client anywhere would be able to take advantage of the fonsti
provided by that set of NFS servers.

Several mutually-incompatible schemes arose for manageme

tions have been proposed, but each of these is based on an arch of multiple servers. The IETF made initial efforts at “sente

tecture for server federation that does not easily admigrothem-
bers [3,16, 18]. Glitz allows those multiple-server fedienas to
interoperate and collaborate in a vendor-independenidasie
give a history of file system federation efforts as well as taitkd
tour of Glitz and its benefits for vendors.

Categories and Subject Descriptors
D.4.3 [Software]: Operating Systems-Bistributed file systems
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1. INTRODUCTION

With NFS version 4, NFS allowed servers to provide an arbiyra
large namespace constructed of separate file systems,tiptiyen
on separate file servers, that all NFS clients would renderuni-
form way. Moreover, these separate file systems could be- repl
cated onto multiple servers while retaining their placeha dis-
tributed namespace. They could also be migrated from seover
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server protocols” that have since stalled. Zhang and Hoaeypno-
posed a scheme very close to that of AFS for the management of a
namespace [18]. IBM, in its Glamour project, developed a&suh

for projecting a single namespace and replicating and riigrahe
content of file systems [16]. NetAfp Data ONTAF® operating in
cluster mode provided an analogous scheme within a singsterl

and sought to expose details of the scheme across the pubc N
protocols [3]. All of these efforts have resulted in a Fetiedlaile
Systems open community to bring this multi-scheme interaten
discussion into the public for wide participation.

The remainder of this paper proceeds as follows. In Sectiwa 2
provide a short history on federated namespaces leading tiget
current state of affairs. Following that, in Section 3 wepde an
overview of the Glitz protocol. Finally we conclude in Sexcti4.

2. FEDERATED NAMESPACE HISTORY

Individual networked file systems have existed for many year
most broadly using SMB on Windows platforms and NFS every-
where else. As soon as a file server for either of these prtstoco
is outgrown, and the server cannot be expanded, file serveinad
istrators confront the problem of integrating additionesources.
This is done most simply by adding a file server and having the
file server clients connect to the additional server, ugualla dis-
tinct point in the clients’ namespace. While it is easy toghase
new file servers, updating many clients to connect to thetimoail
servers is not a scalable solution. Several schemes haendor
automating this process, some driven from the client sidesame
from the server.

In NFS (versions 2 and 3), file systems on the server side are
treated independently [1, 15]. With NFS versions 2 and &nt$
are responsible for mounting whichever file systems fromcivéver
servers they want, constructing their own local clientesigmes-



paces out of the collection of exported file systems avaglétdm
available NFS servers. Part of the reason for treating eqpbreed
file system independently is that some aspects of NFS acoess ¢
trol are controlled by per-file-system export options, sis itmpor-
tant that access to a parent file system not inadvertentht gicess
to a child file system.

With NFS versions 2 and 3, the chores of managing the local
namespaces of collections of clients, particularly in theefof a
growing pool of NFS servers, have been tedious and errarepro
Generally, different automounters have evolved for hejpilients
manage their NFS server mounts [2,14]. These tools allogv sit
administrators to control how an NFS client will mount filessy
tems from NFS servers; in some incarnations, they guide tibw d
ferent NFS clients can mount independent collections ofsfjie
tems. These schemes usenaunt mapfor directing a client to
mount certain remote file systems. The simplest form usesa fil
local to the client as the source of mount map informationyeno
complex schemes communicate this information over the ortw
as a network-accessible NIS map or an LDAP map. Different ven
dors have implemented different versions of such schemtwin
NFS clients, which complicates client management in nudtidor
installations.

Windows clients and servers have traditionally used the/eSer
Message Block (SMB) protocol for remote file access, rathant
the NFS protocol. Like NFS versions 2 and 3 clients, early SMB
client-server installations allowed clients to indepamttiechoose

were specified by the AFS servers; an AFS client would not make
decisions about which volume went where.

This server-specified AFS volume mounting worked as follows
AFS volumes were independent file systems with a root dirgcto
They were created and given a unique alphabetic name by an ad-
ministrative command. When creating an AFS volume, an entry
was made in the AFS site’s Volume Location DataBase (VLDB), a
replicated database accessible over a network accesplrotdne
entry for the volume contained the volume name and a listof it
locations; the database was indexed by volume name. If tiat v
ume was to be mounted as a subdirectory of a parent volume, the
administrator would issue another administrative commtancte-
ate a mount point, which was an object in a directory in theptar
volume that contained the name of the volume to be mounted. Th
AFS client, encountering this mount point object, wouldsahthe
site’s VLDB to determine where the servers were that held éind
instance of the (possibly replicated) volume; it would tlvemtact
one of those servers to learn about the contents of that Ak@&neo
and continue navigating a path name.

An example will help illustrate this mechanism. Supposé tha
the AFS root volumeroot . afs contains the patftuser. The AFS
client at this site would conventionally mount tleot .afs vol-
ume on the local directorycmu, so the pathgcmu and/cmu/user
were accessible from that AFS client machine. Suppose tHg AF
administrator creates the AFS volumiger . cfe on server machine
server2. This creates the given AFS volume as an empty disect

the server file systems that were to be mounted and accessed reand creates a VLDB entry with a volume nameuskr . cfe and

motely, requiring each SMB client to be configured and madage
independently when the set of servers changed. In 1996 osbér
released SMB changes designed to simplify this manageraknt,
lowing one SMB server to redirect SMB clients to another SMB
server's export point with the MS-Dfs facility [9]. WindowsT 4.0
servers could export a Dfs root volume that clients woulddniee
mount individually, but which could then link to file serviE®n
other servers. The administrator for the Dfs root machindatore-
ate a junction point in the exported file namespace thateettd
SMB clients to a point within another file server. This techno
ogy has grown with further Windows releases, but they shiage t
property that an object in the file namespace of one servectir
clients to continue interpreting file path names at anotleeves.
This technology dramatically simplifies how clients are iaged:
instead of each client having to be configured to be awareraése

a location of server2. The administrator then can create anto
point for this volume from an AFS client, directing the AFSlvo
umeuser.cfe to be mounted at a client-visible path name; sup-
pose that this path is given @smu/user/cfe. The mount point is
a special object in theoot . afs volume, created as a new object
namedcfe in the /user directory within theroot.afs volume,
with data naming thaser.cfe volume. When any AFS client
at the site then explores the narhemu/user/cfe, it will navigate
theroot .afs volume to reach thécmu/user/cfe object, observ-
ing that it is to be interpreted as an AFS mount point objeatill
then learn the volume nameer . cfe from the mount point object,
consult the site’s VLDB to learn where the volume is locataut]
then it will consult server2 to determine the actual contnthe
user.cfe volume, which at this point is still an empty directory.
One might imagine that the VLDB concept is extraneous to the

namespace changes, those namespace changes happen by the &FS design, and that an AFS mount point might simply name the

ministrator’s operation on a parent file server, and cliéasn the
new configuration directly from the server.

The AFS distributed file system initially projected a singénes-
pace for a site, then expanded its namespace to addresarsites!
the world [7,17]. As it progressed beyond experimentalustat
it used a scheme that had been popularized by NFS: the divisio
of the namespace into disjoint connected sub-trees (liparate
server-side file systems), connecting the sub-trees withtso Un-
like NFS'’s client-side mounts, in which any client could moany
file system anywhere, AFS used server-directed mounts. [ldmd c
mounted the site’s root file system (called a volume in AF8Y a
then other AFS volumes were logically mounted on specifit lea
objects in that root volume. Volumes could be located on aR$A
server, and read-only instances of them could be replidatdokt-
ter availability and load balancing. The logical AFS volumeunts

AFS volume and its server. But this would be to remove an impor
tant piece of functionality. As already mentioned, reatitdhFS
volumes can be replicated; they can also be moved from onerser
to another, even while they are in use. Generally, volumeh wi
many mount points are replicated to enhance the availabiithe
sub-volumes. If one of these sub-volumes is moved from onese
to another, the published location of that sub-volume mesti>
dated. If the location were to be given in the AFS mount pagelf,
then all the AFS mount points in each of the replicas of thepar
volume would need to be updated. But with the VLDB architec-
ture, only the single location of the moved AFS volume wittfie
VLDB needs to be updated. Similar considerations applyafshb-
volume itself is replicated: rather than having to add the replica
location to its mount point in all replicas of its parent vale, we
can add the new replica location to the volume’s entry in th®B.



The previous example illustrated an early form of the AF8-sit
wide namespace. Later forms could encompass multiple gites
tentially scattered across the world. This form was basedhen
concept of thecellular mount pointin which the AFS mount point

describe any inter-file system reference. Any protocol thaild
support such a mechanism could be leveraged to make it appear
that an inter-server file system reference has resulted &qrior
file system migration. This capability has been enhanceldaméew

contained not only the name of the AFS volume to be mounted but NFS 4.1 draft (currently an IETF draft).

also the name of the AFS cell, or installation, in which theyea
AFS volume existed. This construction relied on two configian
files stored locally on each client: tiee11ServDB file, containing
mappings from cell names to the addresses of their VLDB sgrve
and theThisCell file, naming the local cell, whossot . afs vol-
ume was initially to be mounted, conventionally on the wtakisn
directory /afs. In general, ifforeign.org was the name of an
AFS cell other than the local ongafs/foreign.org was housed
in the local site’'sroot .afs volume as a cellular mount point for
the AFS volumeroot.cell in the cellforeign.org. The client
encountering this name would then consultdta1ServDB data
to learn the VLDB servers foforeign.org, then consult those
servers for the location of itsoot . ce11 volume, finally mounting
that volume’s root directory in the client patlafs/foreign.org.
Thus, AFS achieved a multi-organizational namespacef beifed
on each organization having a special mount point in evengrot
organization’sroot . afs AFS volume, as well as every AFS client
machine having an entry describing the location of eachrozga
tion’s VLDB servers in it<ellServDB file.

NFS 4, being a network protocol specification, does not ticta
how a parent file server is to know whag_location attributes
should be returned to a client. A naive implementation, fane-
ple, might store the actual file system location (e.g., semene
and path) as data in a parent file system. As noted above, lthoug
such a scheme would work for creating a collection of file syst
that refer to each other, but it would complicate file systemgraz
tion, particularly if file system replication were suppattas well.
IBM Research’s Glamour project defined a scheme atop NFS 4 tha
used database functionality comparable to AFS’s VLDB asén i
rection mechanism: the NFS file server itself observed seide
objects that contained a database key, which the file seyokslup
in the installation’s database via the LDAP protocol. Thtalase
entry contains server addresses and parameters, whicheared-
turned to the NFS 4 client & _location attributes.

Glamour initially anticipated that other file servers, agtias
NFS 4 servers but not with Glamour extensions, could be refer
enced in the Glamour-projected namespace [16]. Essemntéail
entry could be made in the Glamour fileset location databiase t

DCE/DFS reused the AFS inter-volume single-site scheme, in referred to a file system on a non-Glamour file server: all titeye

which the AFS volume was renamed to be the DCE/DFS fileset,

and the AFS VLDB renamed as the DCE/DFS Fileset Location

would need to contain is the file server's name or IP addreds an
the name of the server’s file system. Tie location attributes

DataBase, or FLDB [8]. The global namespace was provided by would cause an NFS 4 client to mount the non-Glamour file sys-

a different scheme, cellular mount points were eliminatadtead,

the root directory was conventionally named., and hames un-
der that directory were interpreted as DNS domain names a0(X.
names. In either case, the given organization registry wasudted

to determine the location of a DCE name server for the named or
ganization, which would then contain a referral object direg a
DCE/DFS client to the FLDB server addresses for that orgdita.
The DCE/DFS client looked up the reserved fileset name . dfs

and then proceeded as with AFS.

NetApp Data ONTAP operating in Cluster-Mode uses a similar
inter-volume structure within a single cluster [3]. It retsithe AFS
terminology of volume and VLDB but not the implementatiornel
volumes reside on D-blades or on combinations of them. Tiee-in
volume link is called a junction, but itis interpreted by theblades,
which act as proxies for remote clients, redirecting retgiés the
appropriate D-blades. The junction does not contain a keyhi®
VLDB; rather its file identity itself serves as a key. BecaNeApp
Data ONTAP operating in Cluster-Mode serves protocols sagh
NFS versions 2 and 3, for which clients cannot accept rdfgrra
the N-blade serves as a proxy for all requests, even for remet
blades. NFS version 4 allows some of this function to be peréal
by advanced NFS clients.

The IETF’s NFS 4.0, first specified in 1999, introduced intoSNF
the possibility that an NFS file server could support a msgtiver
namespace, intending at first to support only Replicatiah it
gration [12]. An NFS 4.0 server can return an error code foame
lookup operation and can direct, with the_location attribute of
the looked-up name, the client to continue its pathnameuatiah
with a different file system on another server. This aspedhef
protocol, initially crafted to support file system migratiacan also

tem in the Glamour-exported distributed file space. Usiigtdch-
nique, a Glamour federation could be said to span both Glamou
and non-Glamour file servers, albeit in an asymmetric wayl Al
file systems in the distributed namespace need to be prestmg i
Glamour fileset location database. Such a system is mortebrit
than an all-Glamour scheme. If the location of a Glamour dil¢a
fileset, or NFS file system, hosted on a Glamour file servergpwer
to change, the Glamour fileset location database would bategg

if, for example, a fileset replica were created, its locationld be
recorded in the database as an alternative for the NFS cligunt

a non-Glamour fileset might be moved to a server with a new net-
work address or to a different mount point within the non+Gdaur
server, and it would require a special effort to update thesét's
location in the Glamour database. Clearly, managing Glamsu
sources was simpler than managing non-Glamour resourais un
this scheme.

These multiple schemes for managing multiple file servenrewe
quickly balkanizing a territory that customers would prefe stay
open. Administrators in the business of building a multiveefed-
eration do not want to buy it all from one vendor and then bekstu
with that vendor forever. They would much prefer to be able to
buy parts from different vendors, perhaps at different spand to
use those parts in a single coordinated multi-server fileesygor
their organization. The goal of the open Federated File edyst
project and protocols is to allow them to do so. Multiple vend
multi-server architectures can coordinate with each othesugh
the Fed-FS protocols and provide a common service.

3. THE GLITZ PROTOCOL

Glitz is the name of the NetApp project originally devised as



a means of reconciling the IBM Glamour file system federation
scheme and NetApp Data ONTAP operating in Cluster-Mode. Af-
ter initial joint work between NetApp and IBM toward that enee
have gone public with an open protocol-development effalted
Federated File Systems, but in this paper the result isrezfein

as Glitz. The open discussion group is intended to allowessrv
and server collaboration schemes from all vendors to iptnate.

It was announced on the IETF’s NFSv4 working group mailisg li
and at a Birds-of-a-Feather session at the 2007 USENIX FABT c
ference.

3.1 Glitz Protocol Requirements

The first phase of the Glitz project was to organize a crossloe
group of people interested in federated file systems basdd-&v4
and work with that group to define a set of requirements forda fe
erated file system protocol.

The first task was to agree on some basic assumptions and termi
nology. A fundamental step was settling on a definition okfed
tion and agreeing that it is essential to the success of theqwl.
What we mean by federation is that different parts of theesyst
may be administered independently, with no centralizetiaity
(beyond what is already necessary to provide shared infictsre
services, such as DNS and IP routing). Joining a Glitz federa
tion does not require giving up control of one’s servers dreot
resources—it requires only adherence to the protocol.

A corollary of the principle of federation is that the owner o
administrator of a resource (such as an NFS server) retaintsat
over that resource. For example, the information about eliee
volumes owned by a specific administrator are located isrothed
by that administrator. The administrator of a cluster of/ees can
migrate a volume from one server in the cluster to anothenaut
the cooperation (or even acquiescence) of any other adnaitts
and clients accessing that volume will discover that thewa has
been migrated without any assistance from their adminstsa

A federation is composed of federation members. Functignal
each federation member consists of a set of services andlitizg-p
ples of the administrators of those services. In more cdéadezms,

a federation member usually consists of a set of serversharsls-
tem administrators of those servers.

3.2 Requirements Overview

The most important requirement—both in terms of the viapili
of the protocol and the impact it has on the design—is thatigtm
be possible to use the Glitz protocols without any modifaratio
clients [10]. Glitz must require no changes to the NFSv4qurok
A goal related to this requirement is that the protocols nemsail
only minor modifications to the servers.

The second key requirement is that a client should requiligtlas
a priori knowledge about the implementation, general structure, or
composition of the federation as possible. Ideally, thertlshould
be able to discover a root of the global namespace withouioixp
configuration {; e. via a simple discovery process) or by a minimal
configuration {. e. specifying an NSDB node location or an explicit
FSL), if the local network does not support discovery.

We require that there exist some mechanism that allows all of
the entities that participate in the federation protocolsnutually
authenticate, either as principals or by roles. Note thtitaization
is accorded to a principal in the context of federation membe

an administrator with root privileges within one federatimember
might not (and usually will not) have any administrativevpeges
in the context of any other federation member.

We assume that all entities execute the protocols correctty
in good faith, or have well-defined and detectable failurarab-
teristics. The behavior of the federation is undefined indhse of
Byzantine behavior among the entities in the federation.

We also explicitly assume that all of the federation members
share some common infrastructure, such as DNS and IP routing
We assume that federation members can express the network lo
cation of any service they wish to make accessible to othaerfe
ation members via globally meaningful and unambiguous @ech
nisms (such as DNS names). These mechanisms need not be per-
sistent. For example, if one federation member informs faarot
that a particular volume is hosted on server moog.netapp.das
reasonable to expect that this information is correct aradblgsfor
some period time extending into the future, but there is nargu
antee that this response will always be correct, or evensiyaer
moog .netapp . com Will continue to exist or have a DNS entry.

3.3 Terms and Definitions

Current server collections that provide a shared namespsice
ally do so by means of a service that maps file system names to fil
system locations. We refer to this server as a namespacbkasata
service (NSDB). In some distributed file systems, this senis
embodied as a volume location database (VLDB), and may be im-
plemented by LDAP, NIS, or any number of other mechanisms.

The basic building blocks of the namespacefaesetsandjunc-
tions A fileset is the abstraction of a file system. The fileset ab-
straction implies very little about how the fileset is implemed,
although in the simplest case a fileset can be implementedhby a
exported file system. A fileset is a directory tree that maytaion
ordinary files and directories. A fileset may also containa type
of object, called a junction, which is a reference to anofteset.

A junction is a link from a path in a fileset to an object in aresth
fileset.

Each fileset has a globally unique fileset name (FSN) thatid us
as the identifier of the fileset. If a fileset is replicatedntiaé repli-
cas have the same FSN. If a fileset is migrated from one sevver t
another, the FSN remains the same. Each implementatiere@ch
replica) of a given fileset is specified by a fileset locatio8I(

The NSDB is a federated service. Rather than a monolithicBISD
that manages all of the namespace information for the efetiter-
ation, the NSDB service is partitioned so that each adnmitise
domain (or set of allied servers) has its own NSDB serviceimse,
called an NSDB node, that is responsible for providing arithtive
information about filesets hosted by those servers. Figateovs
two members of a federation.

The primary purpose of the NSDB service is to provide a map-
ping between FSNs and FSLs. Junctions only record the FSieof t
target fileset, not the FSLs of instances of that fileset. Tavisl of
indirection is necessary to satisfy the requirements offaiion; if
a fileset is migrated from one location to another, the fiesen-
taining junctions that refer to the migrated fileset do nach& be
changed. The only changes that are required are confineceto th
local administrative domain—migration of the fileset ifsahd the
update to mapping from the FSN of that fileset to its new FSL.

Each FSN has two components: a junction key and an NSDB lo-
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| Server | | | Server | | Figure 2: The three Glitz client/server protocols: NFS
I I | server/NSDB, Admin/NFS server, and Admin/NSDB.
\ Federation 1 /l \ Federation 2 /l

the NSDB, but the administrator does not make these chariges v
the NSDB.

It is not the intent of the federation to guarantee hamespace
sistency across all client views. Since different partsheftames-
pace may be administered by different entities, it is pdeditat a

Figure 1. Federation overview showing two independent ad-
ministrative domains.

cation. The junction key is a UUID that is used to globallyritify client could be accessing a stale area of the namespace eutloyg
the fileset. The NSDB location is an identifier for the NSDB@od ~ one entity because a part of the namespace above it, mangged b
responsible for the authoritative information about thesft. In- another entity, has changed.

formation about an FSN may be cached or replicated across mor It should be possible, using a system that implements tiee-int
than one NSDB node, but only the NSDB node named by an FSN faces, to share a common namespace across all the files@rvers

is treated as the definitive source of information about BH&i. the federation. It should also be possible for differensgierers in
Note that the NSDB location is not a literal locatidn€. an IP the federation to project different namespaces and enéiblesto

address and port number), but is an identifier used to finddirect traverse them.

NSDB node instance. This identifier is typically a DNS naméolvh There are three types of entities that participate in théz®id-

is resolved to an SRV record for the NSDB service, which imtur ~ €ration protocols: NFSv4 servers, NSDB servers, and adtnéni

resolves to the IP location of the instance(s) of the NSDB [6] tors. The administrators send requests to the NFSv4 seamerthe

In contrast to most contemporary peer-to-peer servicesclwh ~ NSDB servers in order to manage the namespace, and the NFSv4

strive to make services location-oblivious €. any node can host ~ Servers use the NSDB servers in order to resolve the cureat |

any object), the administrative requirements of federatice much tion of filesets. These three types of interaction defineettmeb-
easier to satisfy if the location of the authoritative codyeach protocols, which we describe in more detail in the next secti
object—such as the mapping between an FSN and its FSLs—isHow the protocols fit together is illustrated in Figure 2.

known a priori. Contemporary peer-to-peer services makg ve Since the NSDB is a directory service, it makes sense to imple
weak assumptions about the reliability, availability, @ntegrity ment it on top of an existing directory service, such as LDAF||

of each node in the system, and must cope with problems such astDAP already supports security and replication for fauletance
churn [5]. Our basic assumptions are very different: we mmsu  and availability, and therefore the NSDB can be implemegtily

that NSDB nodes are long-lived, maintained diligently, andsid- as an ordinary LDAP service. .
ered part of the core infrastructure of each federation menibn The current draft specifies that the protocol that the adstriator
par with DNS servers, border gateway routers, mail servams, uses to create or destroy junctions on the server is not SXQ(EI'I

NFSv4 servers). Although it is not mandated by the protoitw, LDAP, but rather in ONC/RPC [13]. Like LDAP, ONC/RPC has
best practice is to implement each NSDB node as a faultaoter ~ already been extended with standardized security meahaniso

replicated service (rather than a single server). This mékerac- that these administrative tasks can be done securely. URR@Q
tical to encode an NSDB location as part of the FSN. on the server is a natural fit, because the NFS protocols direede

It is important to note that the Glitz protocols are used &nte, using the same mgghani_sms and therefore we are not Int_ﬂ!ﬂUCI
manage, organize, and report information about the impheation onerous new administrative chores, such as setting up amtt ma

of the namespace, but are not used to manipulate the unutgrlyi taining both secure RPC and secure LDAP for the same service.
fileset implementations. For example, the NSDB is used wktra  (Since the NFS server must communicate with the NSDB in order
the mapping between FSNs and FSLs, not control the actuas.FSL to perform junction resolution, the NFS server must be an EDA
Adding a new FSN to FSL mapping does not create a new instanceclient, but this is a relatively small burden compared wehuiring

of the fileset, nor does changing a mapping cause a fileset-to mi that the NFS server must also be an LDAP server.)

grate, nor does removing a FSL from a mapping delete a reftica

is the responsibility of the administrator to ensure that etmanges 3.4 Querying and Updating the NSDB
to the implementation of the namespace are recorded clyriact The contents of the NSDB define most of the aspects of thelgloba



namespace. Changes to the set of filesets, their propesti¢ise
location(s) of their implementations must be reflected bgnges

to the contents of the NSDB. There are several tables andinggpp
maintained by the NSDB, and the contents for each NSDB node
can be edited by the administrator of that node. These ieclud

e The mapping from FSNs to FSLs. This mapping is used by
the NFS servers to perform FSN resolution.

e The list of FSNs managed by this node. Knowing the set of
FSNs managed by a node is useful to the administrator (or
more likely, the tools used by the administrator) in order to
build a catalog of all filesets under administration.

e The mapping from FSNs to annotations.
e The mapping from FSLs to annotations.

Each object in the NSDB may be annotated to provide extra in-
formation that may be helpful the servers or the administgatFor
example, an FSN may be given an annotation describing ifsoger
(e. g.“Dan’s home directory” or “Snapshot of the Pathfinder work
area on April 12th, 2008"). Descriptive annotations are metes-
sary for the correct execution of the protocol, but can bg veeful
to the administrator.

Each annotation is a name/value tuple, and there are opesati
for inserting, deleting, modifying, or searching annasas. In the
initial draft, the names and interpretations of annotatioere left
completely up to the administrator, but there is ongoingusion
about codifying some of the annotation names and the irgtpr
tion of their values so that they can be used to representiatdn
information (such as mount options, owner, creator, andlairat-
tributes).

3.5 Creating, Deleting, and Updating Junctions

While the NSDB is responsible for keeping track of filesetd an
their properties, the file servers are responsible forisgpaind main-
taining the junctions that stitch together these filesetstime names-
pace.

There is a considerable diversity of opinion about what ftinen
server should export to the administrator. We begin withszak-
sion of the interface as it exists in the proposal as of 2008, a
then describe some of the proposed alternatives and thedoffad
between them.

The basic methods the interface must provide are:

e Create a junction from a given location in the local names-
pace of a fileset hosted on the server to an arbitrary FSN.

e Delete a junction from a given location in the local names-

pace, removing the corresponding name from the namespace.

Despite the apparent simplicity of these interfaces, tieneuch
more detail that must be provided. One of the problems is ww t
specify the local pathname. Defining an object in terms qgbéth-
name can lead to confusion on an NFS server, because the sam
filesets may appear in more than one namespace, and the séime pa
name in two different namespaces may name objects in differe
filesets. For example, the NFSv4 pseudo file system prestents,
clients, a namespace constructed from the file systems texply
a server. This exported hamespace may overlap or conflibttiwi

local namespace (and there has even been a proposal thata ser
may present different clients different pseudo file systamesking
paths in the pseudo file system even more difficult to reasontab

The current proposal is that it must be possible to speciydh
cation in terms of a server-local pathname. Since thesesath
generally not visible outside the server, this implies ttreg ad-
ministrator must have direct access to the server file systeth
its namespace, but this assumption does not seem unreésbrab
cause this operation also requires the ability to modifyrelets of
the namespace.

The current proposal also permits a path location to be Bpdci
in terms of the pseudo file system (or relative to an expou}, b
this functionality is not required. If the location is spiéeil in this
manner, a flag is setin the request to ensure that the setegiets
the pathname in the appropriate context.

The second issue is how the administrator learns the valtresof
FSN to add. We assume that the administrator discovers the FS
either directly from another administrator or by browsimgaLigh
the contents of an NSDB node (which presumes knowledge about
which NSDB node to browse).

An important aspect of these interfaces is that there Is kitror
checking; it is possible to create a junction that refersnd=8N
that does not yet exist or that is not implemented by any adues
FSL. This is useful, however, because it permits the nanoesiza
be constructed (or reconstructed, in the case of disasteveey) in
an arbitrary order. The administrator can verify whetheF&N is
valid (i. e. actually is known to the given NSDB node, and has valid,
available FSLs) when the junction is created (or at any @aler
instant in time), but there is no guarantee that validityl wdld at
any later pointin time.

In an earlier draft of the protocol, the administrator cogleery
a file server to discover the FSN of any client-visible file@éther
visible in the global namespace, or as an export). The agsump
was that the administrator would learn, through some meshan
the export host and path for some FSN, learn the FSN for thett ho
and path from the host, and then construct the junction. $erese,
given an FSL, the administrator could ask the server nameldein
FSL for the FSN implemented by that FSL. This has a certain el-
egance (all the administrator needs to see are human-ieasgh
resentations of FSLs), but this convenience comes at a tigh ¢
First, this increases the amount of information that theesemust
maintain, and the degree to which the server must be modified i
order to support Glitz. More importantly, it increases thenier
of methods that each server must support. In the current, dralfy
servers that host filesets that contains junctions needdjoostithis
part of the protocol at all—it is possible for a standard, @itz
server to implement a fileset that serves as a leaf of the names
pace. Since such servers never need to resolve a junctian-or
swer queries about what FSNs they host, they can be impleaient
using unmodified, legacy NFSv4 servers. This is particylprac-
tical because it means that an administrator can createesafied
file system from a mix of Glitz-aware and Glitz-oblivious gers;
it is not necessary upgrade all of the servers in order to Uge.G

She analogous capability of Glamour was a weakness becanese i

quired a vendor-specific federation mechanism, but Gligmdp an
open protocol, could be implemented on anyone’s system.



4. CONCLUSION

We have described Glitz, a collection of protocols thattjgial-
low NFS file server collaborations to interoperate. This kvbas
led to a deep collaboration in the Federated-FS effort withie
NFSv4 working group of the IETF, within which three RFCs are
expected to be published, allowing not only namespaceratieg,
but also the management of file system replication and magrat
in a vendor independent fashion. We also expect that thgriate
tion scheme will support Microsoft’s CIFS [9] file system fwools,
allowing organizations the ability to share complex, intendor
namespaces and server administration schemes for the tbehefi
both their NFS and their CIFS clients.
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