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Abstract

This document describes how to set up an SAP infrastructure and configure SAP Landscape
Management (LaMa) to leverage NetApp® storage features with NetApp Storage Services
Connector (SSC) or the extensibility of SAP LaMa.
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1 Introduction

SAP Landscape Management enables SAP system administrators to automate SAP system operations,
including end-to-end SAP system copy and refresh operations. SAP LaMa is one of the few SAP software
products with which infrastructure providers such as NetApp can integrate their products. With such
integration, you can use the value added by NetApp from within the SAP LaMa GUI.

NetApp offers the NetApp Storage Services Connector (SSC), which allows SAP LaMa to directly access
technologies such as NetApp FlexClone® and NetApp SnapMirror® data replication. These technologies
help minimize storage use and shorten the time required to create SAP system clones and copies.

These values are available to customers who run their own on-premises data center or private cloud.
They are also available to customers planning a hybrid cloud solution by integrating public cloud
providers such as Amazon Web Services (AWS) or Microsoft Azure into their overall data center concept.
SAP LaMa, together with NetApp SSC, can bridge the gap between on-premises systems and the cloud
by defining clear data ownership and providing the tools to move systems seamlessly between clouds.

With the help of the rich set of extensibility features in SAP LaMa, NetApp customers can directly
integrate storage-based backups. They can also relocate SAP systems from on the premises into the
cloud using a customer-defined system management function. For example, the NetApp Cloud Sync
service can be integrated into SAP LaMa to clone SAP development or sandbox systems from any data
center using any storage into the cloud and back again.

The purpose of this document is to provide NetApp customers with a deeper understanding of the overall
system architecture. It also provides guidelines for using the extensibility of SAP LaMa together with
NetApp storage solutions to optimize data center operations.

2 System Architecture

From an administrator's perspective, SAP LaMa is the central tool that communicates with storage and
the physical layer or the virtualization layer. In addition to creating SAP system copies and clones, SAP
LaMa provides extensive monitoring capabilities and controls for SAP system interaction (start, stop,
relocate, and so on). For more information about these features, see the SAP LaMa help page.

2.1 Architecture Overview

SAP LaMa can be used to manage SAP systems that run on any kind of infrastructure that supports SAP
applications, including the following:
e Standard physical servers in an on-premises data center

e Cloudlike infrastructure that uses converged systems such as the FlexPod® platform, the Cisco and
NetApp data center solution, or the new NFLEX® Converged Infrastructure from Fujitsu and NetApp

e Virtual environments such as VMware, Hyper-V, and Linux KVM
e Cloud infrastructures such as AWS and Microsoft Azure

You must meet the following prerequisites to manage SAP systems with SAP LaMa:

e SAP LaMa must communicate with SAP Host Agent running on the physical or virtual host. SAP Host
Agent is installed automatically during SAP system installation. However, it can be configured
manually to include hosts in SAP LaMa management that do not run SAP software, such as web
servers.

e To communicate with NetApp storage systems, SAP LaMa must communicate with NetApp SSC. For
more information about NetApp SSC, see the NetApp SSC for SAP L aMa site.

¢ In cloudlike multitenant environments, SAP LaMa must be able to reach all systems by using host
names with DNS name resolution. This requirement also applies if SAP LaMa extends beyond data
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center boundaries by integrating external systems hosted at a service provider or in a public cloud
extension.

e To use all SAP LaMa features, install systems following adaptive design principles (see Adaptive
Design at SAP Community Network). However, a classically installed SAP system can benefit from
the central management functions in SAP LaMa.

Figure 1 shows a typical on-premises data center setup. SAP LaMa can integrate any SAP system,
including classical NetWeaver-based SAP systems and SAP HANA running on all supported operating
systems (for example, Linux, and UNIX using NFS attached storage).

Figure 1) SAP LaMa system landscape.
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2.2 SAP Landscape Management Storage Adapter and NetApp Storage Services
Connector

To communicate with storage subsystems, SAP LaMa has a defined storage adapter. With this API, SAP
defines all storage-related operations, such as copy or clone, on a generic level. Hardware vendors can
implement these API calls to make their storage features available from within SAP LaMa workflows.
NetApp Storage Services Connector

The NetApp implementation of the SAP storage adapter is the NetApp SSC. Communication between
SAP LaMa and NetApp SSC is established through a Simple Object Access Protocol (SOAP) interface.

The communication partners are the following:
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o NetApp SSC version 4.0, an executable that must be installed on a Linux host that is accessible by
SAP LaMa and is able to connect to all NetApp storage systems integrated into SAP LaMa

e The SAP LaMa storage API specific to NetApp delivered with SAP LaMa as of version 3.0 SP4
Note: In previous versions of SAP LaMa, both parts of the storage adapter have been delivered by

NetApp. For more details about the installation and version differences, see the NetApp SSC
for SAP LaMa site.

Figure 2) SAP LaMa storage adapter.
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In addition to the storage calls through NetApp SSC, SAP LaMa must also communicate with the hosts to
mount newly provisioned or cloned volumes. For this communication, SAP uses its own SAP Host Agent.
This Host Agent then mounts or unmounts volumes if an SAP instance starts or stops. The SAP Host
Agent provides all required functionality for Network File System (NFS)—attached volumes.

Adaptive Computing Enabled

SAP has developed adaptive computing to separate the operating system (OS) from the SAP installation,
making it possible to move an installed SAP system from one host to another. This feature allows you to
perform the following tasks:

e Change the host type (CPU and memory)

e Patch the OS without affecting the running SAP system

e Move from a virtualized to a physical host and vice versa

You can perform these functions without changing the configuration or reinstalling the SAP system.
These options dramatically improve the manageability of an SAP system. They also enable you to easily
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move from physical to virtual or even from on premises to a cloudlike infrastructure such as AWS or
Azure.

Figure 3) Adaptive design principles.
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To understand the differences with a standard installation, we must consider the OS changes occurring
during an SAP installation. When an SAP system is installed on a host, users, groups, services, and file
systems are created. In addition, many configuration options, such as the host name and IP address, are
stored in configuration files and the SAP database. These configuration items make it very difficult to
move an SAP system from the original installation host to another more powerful host. If the system is not
installed in an adaptive-enabled manner, these items also make it difficult to change the host for OS
maintenance and patching.

An adaptive-enabled installation has the following features:

e A centralized user management system such as the Lightweight Directory Access Protocol (LDAP) or
Microsoft Active Directory.

e Centralized storage instead of local disks. For example, all SAP-specific files and data must be
separated from the local host disks.

e Use of virtual host names to address the instance. Instead of installing an SAP system onto a host by
using its physical host name and IP address, every SAP service has its own set of virtual host names
and IP addresses.

If an SAP application is relocated from one host to another, the SAP storage is moved (unmounted or
mounted) to the new host, and the virtual IP addresses are relocated to the new host. The SAP client
traffic still connects to the relocated virtual host names and IP addresses, and, from a networking
perspective, the relocated SAP system remains unchanged.

NetApp strongly recommends adaptive-enabled installations for SAP systems.

2.3 SAP Landscape Management Extensibility

Over the years, SAP has included many options to extend the built-in functionality of SAP LaMa with
customer-specific functions. In addition, SAP allows customers to add more options to the GUI of SAP
LaMa. Figure 4 depicts some of the available extensibility options.
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Figure 4) SAP LaMa extensibility.
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This document demonstrates how to use the custom provisioning process to implement a one-click
system migration process into the cloud using NetApp Cloud Sync as a service.

3 SAP Landscape Management and NetApp: The Perfect
Combination

SAP LaMa enables automated copying and cloning of SAP systems. See the chapter “SAP Landscape
Management Use Cases” for a detailed discussion about SAP LaMa use cases. SAP has recently
extended the built-in features of SAP LaMa to support not only on-premises data centers but also private
and public clouds.

The expanded functionality of SAP LaMa is a perfect match for the NetApp Data Fabric strategy.
Customers can use an enterprise-grade platform for homogeneous and unified data access and
management for any cloud provider. SAP LaMa takes care of all SAP system and compute-specific steps,
while NetApp makes customer data available wherever the customer needs to run the SAP system. For
an in-depth discussion about NetApp hybrid cloud solutions for SAP LaMa, see the chapter “SAP LaMa in
a Hybrid Cloud” and the chapter “Enhancing SAP LaMa with One-Click Cloud Migration.”

Independent of which cloud or on-premises data center customers use to run their SAP systems, SAP
LaMa offers IT departments and administrators IT as a service in a flexible, managed, secure, and cost-
efficient manner. However, the use of these SAP LaMa features also creates several challenges at the
storage layer. For example, space requirements might increase, and fast data copy and cloning, high I/O
loads, and so on might also occur.

The following sections outline how these challenges can be overcome by using NetApp shared storage to
minimize the costs for such infrastructure and the time required to perform these processes. With the help
of the NetApp Data Fabric, the instructions found in the following sections are valid not only in a classic
data center, but also in private and public clouds.
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Landscape Management



Manage Growing Storage Demands

SAP production systems can grow to virtually any arbitrary size, with most systems exhibiting space
requirements in the range of hundreds of gigabytes to several terabytes. Production systems typically
show a growth trend and thus require additional space. In addition to production systems, test and
development systems typically also require significant space. In many cases, multiple test or development
systems are needed at the same time. For example, in a 2TB production system, each test system might
take up an additional 2TB of space. Data centers typically possess substantial energy consumption for
hardware and cooling, a lack of floor space, and low budgets. Building or renting additional data centers
is often not economically feasible. Therefore, it is highly desirable to store data as efficiently as possible.

NetApp FlexClone technology provides space-efficient volume clones directly at the file system level and
is completely transparent to the user. To create SAP system copies and clones, FlexClone uses
Snapshot™ copies, which can be created in a few seconds without interrupting source system operation.
Because the data is not copied but rather is referenced in place, the amount of storage required is limited
to data that is changed at the source and the target system. This process significantly decreases the disk
space needed for SAP system copies and clones. Consequently, existing storage can be used much
more efficiently, thus saving additional hardware and operational costs.

Given the scenario of one production and five development or test systems created from the original
production system, the total space requirement in a traditional system would be six times the space
required by the production system alone. With NetApp, however, because an untouched FlexClone
volume is created with negligible cost, the total space consumption for the six systems would still be
about the size of the production system itself. Even if the development or test systems differ from the
parent system over time, the space savings are still significant.

Multitenancy

Larger enterprises often use infrastructure for more than one customer or project team such that different
tenants must be isolated from one another on all relevant layers, including storage. NetApp supports this
practice by virtualizing storage management with defined storage virtual machines (SVMs). Instead of
managing individual nodes of a NetApp cluster, the management and control unit from a consumer point
of view is a single SVM. Therefore, all infrastructure objects, such as users, volumes, and networks, are
defined by and bound to the scope of an SVM.

Nondisruptive Operation

With NetApp ONTAP® software, customers can perform storage maintenance, hardware lifecycle
operations, and software upgrades without interrupting their SAP systems.

Efficient Cloning and Point-in-Time Copying of SAP Systems

Clones or copies of SAP systems are usually required in testing environments. Creating clones of SAP
production systems can be time-consuming because of their large size. NetApp FlexClone helps to
significantly shorten this process. Instead of first reading and then copying the data, thereby allocating
new blocks on the disks, FlexClone references already existing blocks of the parent as read only.
Therefore, new blocks are allocated only when data is changed or written. When using SAP LaMa for
SAP system copying in combination with NetApp shared storage, FlexClone volumes are created
whenever possible, minimizing space and time consumption.

One Unified API and Operating System

NetApp ONTAP provides a single APl and operating system, independent of the NetApp controller model.
Therefore, only a single integration into SAP LaMa is required and maintained.

9 Integrating NetApp ONTAP Systems with SAP © 2018 NetApp, Inc. All rights reserved.
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Addressing Large and Multisite Environments

NetApp ONTAP supports seamless migration of data from a storage controller within one cluster to a
storage controller within the same cluster. By using NetApp SnapMirror, ONTAP also supports data
migration between two different NetApp clusters separated by long distances. For example, data can be
migrated to a different NetApp cluster in the same data center or even to a remote data center at a
different site. After the initial baseline transfer has been completed, only differences between the data on
the source site and the destination site must be transferred.

Figure 5) Multisite environments.
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4 SAP Landscape Management Use Cases

4.1 Overview

SAP basis administrators must often deal with tasks such as SAP system clone, SAP system copy, and
SAP system refresh. This section provides an overview of the business scenarios, technical workflows,
and challenges of these use cases.

SAP System Clone

This use case addresses the problem of creating one or more clones of a running or predefined SAP
system. An exact duplicate of an SAP system is referred to as an SAP system clone. The data and
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configuration of this new system are identical to those of the original system, including, for example, the
system ID (SID), network connections, clients, and so on.

To prevent interference between the parents and clones, SAP system clones must be isolated. SAP
LaMa isolates the cloned system from the rest of the landscape by using firewall rules at the OS level.

The ability to clone SAP systems is beneficial in development, test, and upgrade scenarios. For example,
before a new component upgrade is applied to a production system, the component can first be tested in
a cloned environment to verify functional expectations without altering the original system. Downtime can
therefore be minimized when applying the changes to the production system. SAP system clones can
also be used for testing the disaster recovery strategy. In case of a logical corruption of a productive
system, an SAP system clone, based on an older system backup that was taken before the corruption
occurred, can help to recreate the corrupted data or tables.

SAP System Copy*

This use case addresses the provision of one or more SAP instances with individual configurations and
SIDs.

In contrast to an SAP system clone, an SAP system copy is a clone of an existing SAP system with
additional postprocessing to the clone with SAP LaMa. Postprocessing changes the clone’s properties,
including the SAP SID and virtual host names. This process allows the system to run in an SAP
landscape without interfering with the parent system. In this case, no network fence is required.

Copying an existing system (for example, a template system) can be used to instantiate new systems for
customers. Usually, manual postprocessing alone can take several hours or days. Automating this
process lowers costs significantly and is also more accurate than applying the changes manually.

SAP System Refresh

A system refresh is a special use case of a SAP system copy. It addresses the scenario in which a
customer wants to refresh, for example, the QA system with new data from the production system but
wants to keep the QA system’s identity and part of its configuration. This process is typically known as a
QA refresh.

Figure 6 depicts a comparison of the workflow items from different SAP LaMa use cases. The word clone
indicates that NetApp technology is being used to streamline the process.

! Throughout this document, we focus on homogeneous SAP system copies in which neither the operating
system nor the database is changed.
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Figure 6) SAP LaMa system clone, copy, and refresh.
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Time Analysis for System Copy and Clone
In general, the time required to create an SAP system copy or clone can be divided into three parts:

e The time required to restore the backup to the target system.
e The time required to perform OS-specific postprocessing.

e The time required to perform database-specific and SAP application postprocessing. This step is only
required in the case of an SAP system copy or refresh.

A restore of the backup to the target system and OS-specific postprocessing must be performed in each
of these cases. Database-specific and SAP postprocessing depend upon the customer’'s SAP
environment and must only be performed in the case of an SAP system copy. Some customers can finish
database-specific and SAP postprocessing in a few hours, but other users might need several days to
accomplish this task.

In a conventional system copy or clone process, the data is first backed up and then restored, which
takes a great deal of time. If an online backup is used, there is no downtime for the source system.
However, the performance of the source system might be affected during the backup. Because of the
large number of logs that must be applied, the time required to recover the database and make it
consistent is greatly increased, possibly adding hours to the system copy or clone process. If an offline
backup is used, the source system is shut down, resulting in a loss of productivity.

Figure 7 through Figure 10 depict the differences in the time spent creating an SAP system clone or copy.
Figure 7 and Figure 9 show the use of NetApp shared storage and SAP LaMa, and Figure 8 and Figure
10 depict the time spent using conventional approaches.
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Figure 7) SAP system clone: NetApp approach with SAP LaMa.
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Figure 9) SAP system copy: NetApp approach with SAP LaMa.
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All of the steps up to the point at which the SAP system can be started on the target host can be
accomplished in a few minutes by using SAP LaMa in combination with NetApp shared storage. In
comparison, the traditional approaches take significantly longer. In the case of an SAP system copy, SAP
postprocessing must be performed in the traditional manner. The same is true for the NetApp with SAP

LaMa approach, but this process is fully automated when deploying SAP LaMa.

Terminology and Storage Technology Variations

To benefit from the use cases described in this section, the underlying storage architecture and the
source and target for the storage system must be known. Specifically, in the more complex environment
shown in Figure 5, copying an SAP system might result in different storage cloning and mirroring
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processes. To clarify these differences, this section explains any copy and clone variations and maps the
NetApp terminology with terminology used in the SAP LaMa cloning wizards. It also explains the results
of these variations with regard to copy time and storage space consumption.

Figure 11 shows different technical scenarios for cloning a volume by using storage technology. The
setup is similar to Figure 5, but it focuses more on the storage architecture.

Figure 11) Technical cloning variations.
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HA PAIR
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Peering
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5
agorl aggr2 agor3 aggr4 aggrl

NetApp Cluster — Primary Site NetApp Cluster — Secondary Site

—>FlexClonell ———> SnapMirrorf

The primary site cluster is shown with two high-availability pairs (HA pairs) and a total of four aggregates:
aggrl through aggr4. Data is accessed through two SVMs: SVMa and SVMb. In this example, aggr3 is
assigned to SVMb, and the other aggregates are assigned to SVMa.

On the NetApp cluster secondary site, only one HA pair, with a single aggregate and a single SVM, is
configured.

This document presents two different methods for creating a storage-based copy of the volume Data
Vol ABC to Data Vol CPY

e The copy stays on the same aggregate and SVM. This process is the most space- and time-
efficient process. Based on a consistent Snapshot copy on the source volume, the new Data vol
CPYvolume is created as a FlexClone copy. The new volume is available within seconds with almost
no initial extra space requirements.
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The copy moves to a different aggregate within the same SVM or to a different SVM. Changing
between aggregates requires that you copy the full dataset between the volumes hosted on the
aggregates. This process, accomplished by SnapMirror technology, consumes time and additional
space.

If the use case repeats the copy process, such as for an SAP system refresh, NetApp recommends
preconfiguring any NetApp SnapVault® or SnapMirror relationships to transfer Snapshot copies
automatically to the target volume. The advantage of this synchronization is that subsequent copies
only transfer the changes between Snapshot copies and are thus time-efficient again. In this case,
the new volume is created by using a FlexClone copy from a Snapshot copy on the target aggregate.

If the volume belongs to a different SVM on the same cluster, then those two SVMs must be peered,
and a relationship must be set up to mirror volumes between the peered SVMs. If the target SVM
belongs to a different storage cluster, then the two clusters must be peered as well.

Terminology Mapping SAP LaMa and NetApp Storage

To understand SAP LaMa workflows and any implications on the storage side, this section maps SAP
LaMa terminology with the proper NetApp terms.

In SAP LaMa, every SAP system is configured with all of its relevant mount data, including export paths
for NFS or LUNSs for block access. During an SAP LaMa system clone or copy, the storage manager (in
this case, NetApp SSC) is responsible for mapping these SAP-specific configurations to the physical
volumes on the storage system. Based on this mapping, the correct storage objects are identified, and
the copy and clone operations are executed on these storage objects.

Table 1 maps SAP LaMa and NetApp terminology.

Table 1) SAP LaMa and NetApp terminology.
SAP LaMa

Storage system

‘ NetApp ONTAP

Data logical interface (LIF, NAS) of an SVM. As part of
the SSC configuration, one or more SVMs can be
configured so that the SSC can manage all storage objects
controlled by the SVMs. As part of this configuration for a
single SVM, the IP addresses or host names of the relevant
data LIF for data export must be specified.

Data LIFs are used to connect the SAP host to the storage
objects.

Storage pool

Aggregate. Each volume is hosted by a single aggregate.
FlexClone copies (fast volume cloning based on Snapshot
copies) are possible only when source and target volumes
are in the same aggregate.

Name (or volume name)

Volume name

Snapshot. With SAP LaMa, application-
consistent snapshots can be initiated. SAP
LaMa maintains a list of snapshots by using a
specific naming schema.

Snapshot copy. On the NetApp side, a Snapshot copy is
created by using an SAP LaMa-specific naming schema.

External backup or snapshot

External backup or Snapshot copy. A Snapshot copy or
backup that has not been created by SAP LaMa.
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SAP LaMa NetApp ONTAP

Full copy FlexClone split. Volumes created as FlexClone copies are
linked to the Snapshot copy, sharing identical blocks with
the source volume. To break this relationship and make the
target a full copy, an asynchronous split operation can be
started.

Note: To use Snapshot copies for backups and system copying and cloning, you must be able to start
up the database in a consistent state or to recover the database by using logs. Depending on the
database system and the state of the database when the Snapshot copy was created (online or
offline), special requirements for the Snapshot copy of the data or the log volume must be
fulfilled. If the Snapshot copies are created by SAP LaMa, SAP LaMa implements the SAP
database-specific requirements. For external backups, it is the responsibility of the user to fulfill
these requirements.

4.2 SAP LaMa Supported Copy, Clone, and Refresh Scenarios

Based on these definitions, the following three business scenarios are supported by SAP LaMa:

o Copy, clone, or refresh from a primary site
e Copy, clone, or refresh from a secondary site
e Copy, clone, or refresh to a new target

Copy, Clone, or Refresh from a Primary Site

In this scenario, the volumes for both the source and the target SAP systems are within the same SVM.
Because SVMs can have multiple aggregates assigned, you must determine whether the target volumes
are created on a different aggregate or, in SAP LaMa terminology, whether the source and target belong
to different storage pools.
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Figure 12) Copy, clone, or refresh from a primary site.
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Table 2 lists four combinations with different effects on time and resource consumption.

Table 2) Use case variations: clone from primary.

Use Case

Description

Speed of

Storage
Operation

Benefits

1 Clone, copy, or refresh
on the primary and the
same storage pool as
the source.

A new data-consistent
storage Snapshot copy is
created on the source
volumes. This Snapshot
copy is then used to
create FlexClone copies
of the source volumes.

Very fast and
independent of

the volume size.

Quick clone, copy, or
refresh at the source
location. Can be used for
dev/test environments on
the primary.
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Use Case

Description

Speed of
Storage
Operation

Benefits

Clone, copy, or refresh
on the primary and a
different storage pool
from the source.

A new data-consistent
storage Snapshot copy is
created on the source
volumes. This Snapshot
copy is then used to
create copies of the
source volumes on the
new storage pool by using
SnapMirror technology.

Slow. Dependent
on volume size.

Can be used to move the
SAP system to a different
storage pool.

Clone, copy, or refresh
on the primary by using
an existing Snapshot
copy.

The SAP LaMa-
recognized Snapshot copy
selected by the user is
used to create FlexClone
copies of the source
volumes.

Very fast.
Independent of
the volume size.

Quick clone, copy, and
refresh at the source
location. Can be used for
dev/test environments on
the primary.

Clone, copy, or refresh
on the primary by using
an existing external
backup.

An external snapshot
name provided in custom
cloning properties is used
to create FlexClone
copies of source volumes.
Note that this snapshot
name is not recognized by
SAP LaMa.

Very fast.
Independent of
the volume size.

Quick clone, copy, or
refresh at the source
location. Can be used for
dev/test environments on
the primary.

Copy, Clone, or Refresh from a Secondary Site

In this scenario, the volumes of the target SAP system reside on a different SVM. This SVM could be a
member of the same ONTAP cluster or a member of a different cluster, for example, at a second side
data center. By using SnapVault or SnapMirror, the source volume (and all or some of its snapshot
copies) can be replicated to this second site SVM. You can then use this site for a backup or disaster
recovery process. NetApp SSC uses those existing replication relationships to copy or clone from a
secondary site.
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Figure 13) Copy, clone, or refresh from a secondary site.
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Table 3) Use case variations: copy or clone from describes the three possibilities for this use case.

Table 3) Use case variations: copy or clone from a secondary site.

No. Use Case Description Speed of Benefits
Storage
Operation
5 Clone, copy, or refresh | A new data-consistent Moderate. Can be used to test the
on a secondary site. storage Snapshot copy is | Dependent on disaster recovery (DR)
created on the source snapshot size strategy and backups and
volumes. This Snapshot and network do patch testing on the
copy is then transferred to | connectivity secondary location.
the SnapVault or between the two
SnapMirror destination. SVMs.
After transfer, FlexClone
copies of SnapVault or
SnapMirror destination
volumes are created by
using this Snapshot copy.
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Use Case

Description

Speed of
Storage
Operation

Benefits

using an existing
snapshot copy.

6 Clone, copy, and refresh
on the secondary by

The SAP LaMa-
recognized Snapshot
copy selected by the user
is used to create
FlexClone copies of the
SnapVault or SnapMirror
destination volumes.

Very fast if the
Snapshot copy is
already present
on the
destination.
Otherwise,
moderate and
dependent upon
the snapshot
size and network
connectivity
between SVMs.

Can be used to set up
quick dev/test
environments on a
secondary location and
test DR and backup.

using an existing
external backup.

7 Clone, copy, or refresh
on the secondary by

An external snapshot
name provided in custom
cloning properties is used
to create FlexClone
copies of the SnapVault or
SnapMirror destination
volumes. Note that this
snapshot name is not
recognized by SAP LaMa.

Very fast if the
Snapshot copy is
already present
on the
destination.
Otherwise
moderate and
dependent upon
the snapshot
size and network
connectivity
between SVMs.

Can be used to set up
quick dev/test
environments on a
secondary location and
test DR and backup.

Copy, Clone, and Refresh to a New Target

If there are no existing SnapVault or SnapMirror relationships between two different SVMs, NetApp SSC
uses the term “new target” for the case in which a SnapMirror relationship is created temporarily for the
cloning process.
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Figure 14) Copy, clone, or refresh to a new target.
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Note: When you use this automated feature, NetApp SSC establishes a temporary SnapMirror
relationship that has not been maintained upfront by the storage administrator. Because this
process transfers a full copy, it is the responsibility of the SAP LaMa user to check whether
enough storage capacity is available. If needed, SVM and cluster peering are also managed by
NetApp SSC automatically. This action could be in conflict with your company’s storage policies.
Make sure to align these feature sets with the policies of the responsible storage administrator.

Table 4) Use case variations: copy, clone, or refresh to new target.

Use Case Description Speed of Benefits
Storage
Operation
8 Clone, copy, or refresh A new data-consistent Slow. Dependent | Only useful for a one-time
on a new target. storage Snapshot copy is | on volume size. | copy or move.

created on the source
volumes. This Snapshot
copy is then used to
create copies of the
source volumes on the
new target SVM by using
SnapMirror technology.
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Use Case

Description

Speed of
Storage
Operation

Benefits

on a new target by using
an existing external
backup.

name provided in custom
cloning properties is used
to create copies of the
source volumes on the
new target SVM with
SnapMirror technology.
Note that this snapshot
name is not recognized by
SAP LaMa.

9 Clone, copy, or refresh The SAP LaMa- Slow. Dependent | Only useful for a one-time
on a new target by using | recognized Snapshot on volume size. | copy or move.
an existing Snapshot copy selected by the user
copy. is used to create copies of
the source volumes on the
new target SVM by using
SnapMirror.
10 | Clone, copy, or refresh An external snapshot Slow. Dependent | Only useful for a one-time

on volume size.

copy or move.

4.3 SAP LaMa System Copy, Clone, or Refresh Wizard

The following example shows the complete SAP LaMa system cloning workflow based on a source SAP
HANA system with SAP SID HO2. An SID is a three-character name for the SAP system that is defined
during system installation. After the generic workflow is discussed, the different variants from Table 2
through Table 4 are discussed with regard to the required input values for the SAP LaMa wizard.

Cloning Wizard Generic Workflow

Table 5) SAP LaMa cloning wizard.

1

Start SAP LaMa and log in as the administrator.

2

Navigate to the Provisioning tab and select the source SAP system with the system ID HO2.
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Step  Action

3

,.5. P4 Landscape Management

To start the cloning wizard, click Clone System.
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Enter the required values. Screen 1 of the wizard asks for the pool name for the cloned system. This
step specifies the instances (virtual or physical) in which the new system starts. The default is to
clone the system into the same pool as the target system. Required values include the following:

e Short Name. This name is included in the virtual host names and cloned volume names.
Description. This description is new for the cloned systems.
Click Next.
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Step  Action

5 Choose target hosts. Screen 2 of the wizard asks for the target hosts on which the new SAP HANA
instance is started. Depending on the system type, a system can have more than one instance. The
target hosts for instances can be selected out of the host pool specified in the previous screen. Each
instance or service can be started on a different host. In this example, there is only one instance.

Click Next.

[T Landscape Management Werta et (I Seici [(Gs] 4  J2Eonsaplama(0927), Relsted Links & Help, Admiistrator ,
E i l?\ < Bas iE =z
e e C ES B L1

Advanced Operations Provisioning Automation Studio Mondoring Configuration Infrastructure. Setup

“System and A Virtual Host

System Landscape System Cloning - H02: Standalone SAP HANA database 1.00.121 hq.netapy
! | & Previous | Next 3] | [ Finish p] | [ [ Stant System Cioning || Save as Tempiate . || Remote Execution | Cancel | Resel Step || Check Step
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Host Selection of Target System
Show Source Data
Instance Target Host <
Standaione database: MASTER (configured) - SAP HANA 02 sap-n02

6 Provide the information requested in screen 3, which asks for virtual host names and networks:
e Host Name. The virtual host name of the SAP service.
e |IP Address. The IP address for this service.
e Network. The configured network for this pool.

Click Next.
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Step  Action

7

l:z” P4 Landscape Management
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Review screen 4, which summarizes all the storage-relevant settings for the cloning wizard. This
section is defined based on the storage adapter, which in this case is NetApp SSC. The input
depends on the use case variations described in Table 2) Use case .
For a detailed discussion, see the section “Clone, Copy, and Refresh on a Primary Site.”
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Make selections to address database consistency in screen 5. If NetApp SSC creates a new
Snapshot copy, you can select either an online or an offline Snapshot copy or backup.
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Step  Action

9 Make selections in screen 6, which addresses system isolation. SAP LaMa isolates the clone by
blocking outgoing network connections except for those that are required (for example,
communication with the storage layer). This action is achieved by altering the firewall settings in the
host OS.

Click Next.
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Step  Action

10

Review screen 7. This summary page lists all the settings for final confirmation before the workflow
is started.
Click Start System Cloning to start the workflow.
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+ @ H0Z: dbh02 mucche ha netapy
@ 3 B & @ m i
Basic Hosts HostNames  Storage Consistency solation Summary

‘Show Source Data

Disclaimer:
SAP advises that it is the customer's responsibiity to ensure that it has all necessary third party license rights required 1o clone and/or copy an environment using this software, and the customer has obtained and vl maintain al such license rights necessary 1o
use the functionality described herein, inciuding, 10 operate the target system landscape after cloning and/or copying

Basic Data

Basic Data of Target System
ook muccse
Short Name lone

Description: Clone of System 102

Host Selection
Host Selection of Target System
Instance Type Target Host

Standalone database. MASTER (configured) - SAP HANA 02 Use existing host sap-h02

Host Names
Virtual Host Names and Networks
Target Additional Information
Host Name AutoIP Address | IP Address Hetwork instance Host Name Usage
dbh02cione mucche ha netapp com 17230.15.15 muccbe_server Standalone database: MASTER (configured) : SAP HANA 02 Communication Host Hame

Consistency

Database Consistency (3)
@® Onkne: Backup/Suspend 10 Mode  Timeout [seconds) 90
Offine Stop and RestartSystem
Ofne Database aeady siopped
Database was stopped during system snapshot

Scheduled Execution of Cloning Step (1)
Schedule execution of cloning siep

11

SAP LaMa now performs all the actions indicated in the configuration. These actions include
creating the volume clones and exports, mounting them to the host machine, and adding the firewall
rules at the OS level.

12

You can monitor the progress of the clone workflow under the Monitoring menu.

13

After the workflow has completed, the cloned SAP system is prepared, started, and ready for use
and does not interfere with the original SAP system.

Clone, Copy, and Refresh on a Primary Site

This section discusses the settings required to clone a system in which the target system is on the same
SVM as the source system (for example, cloning on the primary site). The nhumbering relates to the
variation schema provided in Table 2.
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Table 6) User input: clone or copy on a primary site.

Use Input Values and Description

Case

Clone or copy on the primary and the same storage pool as the source

This setting is the default. The target storage system and target storage pool are the same as the
source values. The volume names are created using the original volume names and the short name
entered in step 1 of the cloning wizard. The volume names can be adapted. As a result of these
settings, SAP LaMa uses SSC to create new Snapshot copies of the source volumes. It also uses
these Snapshot copies to create FlexClone volumes for the target system.

ISA P4 Landscape Management

Working Set. (<Al Search [ “[(G) ¢  2Eonsapiama(0942), Related Links & Help, Administator ,
Eao = P i Bus iE
A’ EE (25) : B o Eos
Agvanced Operatons  Provisioning Automation Studio Mondoring Contiguration Infrastructure setwp
A SystemendAS | vitualHost
System Landscape System Cloning - HO2: Standalone SAP HANA database 1.00.121.00.1466486057,
| [ Previous | Next ] || (Finish b ] | [ Start System Cloning || Save as Temptate . | Remote Exccuton | Gancel (Reset Step |

Reset Siep | Check Step |

Clone from System Snapshot ()
[] Clone from System Snapshot  Sysiem Snapshot

e }
[ Copy Target Selection [Show Source Data | |
Target
Name Operation Name Full Copy | Storage System Storage Pool Volume
j ~ Storage Manager. NetAppSSC40 ul
|+ Volume: H02_data_mnt00001 Create New Volume H02_clone_data_mnt00001 svm_sap_prod_nfs aggrt_cuba_01
|+ Voume: H02_log_mnto0001 Create New Volume H02_clone_log_mn100001 [ svm_sap_proo_nts ag9r1_cuba_01
|+ Volme H02_shared Create New Volume H02_clone_shared ‘svm_sap_prod_nfs aggr1_cuba_01
_ Storage Manager Details
Label  [HetappSSC40
‘ Vendor  NetApp
| Product  SAP Storage Adapter for Net|
Version (3.05P03
Custom Cloning Properties
Name Value Type Mandatory Description
Clone from Secondary Boolean 7] If enabled, remote copies of the volumes will be created by cloning from
the SnapMirror/SnapVault destination volumes instead of the Primary
volumes. If Gisabled. remote copies of the volume wil be created using
‘SnapMrror from source.
Tatget Volumes NOT to be cloned Sting (] 1 you wish 1o sk cloning one o more target volumes, when they aiready
exist. you can use this option. Format: Comma seperated <Target Storage
System IP/hostname> <target vorume name>. ¢ 9.
olume 1 be
y g3 already
exists. The volume must already exist and be ready to be mounted on the
host
Ovesride Snapshot Name Booiean 12 1f enabled. the selected snapshot in LVM will not be used for clone. mstead
you can provide an allemate snapshot name below.
Snapshot Name. sting (] is enabled

"
be provided here.
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Use
Case

Input Values and Description

2 Clone or copy on the primary and a different storage pool
A clone or copy can be created on the same SVM but on a different aggregate. Select the storage
pool for the target volumes as shown in the following screenshot. Storage aggregates are referred to
as storage pools in SAP LaMa.

3 Clone or copy on the primary site using an existing Snapshot copy

An existing Snapshot copy can be used to create a clone or a copy. Select Clone from System
Snapshot and select the Snapshot copy from the drop-down list. This Snapshot copy must exist and
must be created through SAP LaMa. SAP LaMa only displays Snapshot copies that are in the
naming format defined by SAP LaMa. SAP LaMa identifies these Snapshot copies based on a
particular naming schema.

wundscape Management Working Set: [<Alls ) Search: [ H] @)  J2Eonsaplama(09:56), Related Links & Help , Administrator ,
- m =l 0 ‘ o =
By ol £ B =4
perati risionir i i Monitoring Configuration Infrastructure Setup
[, |0 0 : S
) e—]C | (Emsy] | (st chese o)
* o HO1: dbh01.muccbc hq netapr h =
Basic Hosts Host Names Storage Consistency Isolation Summary
Clone from System Snapshot (5]
[] Clone from System Snapshot  System Snapshot: [ =
[VeH_Systemib. icche ha netapp com_ ForCione |
Storage Volumes
e (o sowstai]
| Target
Name Operation Name Full Copy | Storage System Storage Pool Volume
Eme
+ Volume: H02_data_mnt00001 [Create New Volume HO2_clone_data_mnt00001 \ a svm_sap_prod_nfs 12g9r1_cuba_01
« Volume: H02_iog_mnt00001 Create New Volume H02_clone_log_mnt00001 | o }svm,m _prod_ns 1agart_cuba_01
= Volume: H02_shared (Create New Volume |H02_clone_shared | O svm_sap prod_nis aggrt_cuba_01
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Input Values and Description

4 Clone or copy on the primary using an existing external backup

SAP LaMa lists snapshots that are in the naming format that SAP LaMa recognizes. If you have
consistent Snapshot copies for the SAP system created using a different tool or backup software (for
example, NetApp SnapManager®, NetApp Snap Creator®, or NetApp SnapCenter® technology), you

can select the custom cloning property Override Snapshot Name and provide the snapshot name in
the following text box.2

,.3. D4 Landscape Management

Working Set: [<All= search: [ 13 (S @)  J2Eonsapama(10:02), Related Links & Help , Administrator ,
Ber FE Eb k= B B

Advane visioning Automation Studio Monitoring Configuration Infrastructure Setup
Advanced Operations
' SystemandAS Virtual Host

System Landscape

System Cloning - H02: Standalone SAP HANA database 1.00.121.00.1466468057, dbh02.mucchc.hq.netapp.com

! | (& Previous |[ Next ] | |/ [Start System Gioning || Save as Template - || Remote Execution | Cancel ).

(ResetStep | Ghecksiep) |

" 7 2 3 4 5 6 7 4

Basic Hosts Host Names Storage Consistency Isolation Summary

Clone from System Snapshot (3]
[¥] Clone from System Snapshot  System Snapshot: |

st

(Show Source Data |
| Target
| Name Operation Name Full Copy | Storage System Storage Pool Volume
[+ Storage Manager. NetappsSC40 n
j + Volume: H02_data_mnt00001 Create New Volume HO2_clone_data_mnt00001 [u] svm_sap_prod_nfs aggri_cuba_01
| |+ Volume: H02_log_mntoooo1 Create New Volume H02_clone_log_mnt00001 &) svm_sap_prod_nfs aggri_cuba_01
||+ Volume: Ho2_shared Create New Volume H02_clone_shared [u] svm_sap_prod_nfs aggri_cuba_01
 storage Manager Details.
Label  [NetAppSSC40
|| Vendor: (tiethpp
Product. [SAP Storage Adapter for Net
Version (3.05P03
Custom Cloning Properties
Name Value Type Mandatory | Description
Clone from Secondary [a] Boolean [ if enabled, remote copies of the volumes wil be created by cloning from
the SnapMirror/SnapVault destination volumes instead of the Primary
volumes. If isabled. remote copies of the volume wil be created using
SnapMirror from source.
Target Volumes NOT to be cloned sting =] If you wish to skip cloning one or more target volumes, when they already

exist, you can use this option. Format: Comma seperated <Target Storage
System IP/ostnames:<target volume name>, g
storagesystem1-volume1 storagesystem2-volume2. This option can be.
used when you do not want o clone e.g. a shared volume which already
exists. The volume must already exist and be ready to be mounted on the

host
[ Override Snapshot Name. 7] }uom 7] If enabled. the selected snapshotin LVM will not be used for clone, instead

You can provide an altemate snapshot name beow.
Snapshot Name extemal.snapshot-name tring [&] If override Snapshot name is enabled. new snapshot name value should
be provided here.

Monitoring Time: (2017-12-20 09:33.03 CET 7 Monitoring Data

Clone from a Secondary Site

An innovative feature of NetApp SSC is the option to directly clone on a secondary SVM. This capability
means that you can create clones on a SnapVault or SnapMirror destination SVM. This action can be
enabled by selecting the option under the custom cloning properties. If a SnapVault or a SnapMirror
relationship exists for the source volumes, the secondary storage volumes can be used to create quick
FlexClone copies directly on the destination SVM.

Table 7 shows variants 5 through 7 from Table 3.

2 SAP LaMa is not aware of this external Snapshot copy. As part of the standard workflow, SAP LaMa puts the
database in suspended 1/O mode. To prevent this action, select Clone from System Snapshot and select any of
the existing snapshot copies. However, cloning from an external backup works without this preselection.
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Table 7) User input: clone or copy from a secondary site.

Input Values and Description

Clone or copy from a secondary site

the target storage system and select Clone from Secondary.

E P4 Landscape Management

Working Set. [<All>

To create a clone on the SnapVault or SnapMirror destination SVM, select the destination SVM as

Montoring Time: (2017-12:20 09:33.03 CET

Search: [ 3 (Go ¢  J2Eonsaplama(11:03), Related Links & Help , Administrator , ~ *
Advanced Operations  Provisioning Automation Stucio Monitoring Gonfiguration Infastructure setup
" systemandAS | vitualHost
System Landscape System Cloning - H02: Standalone SAP HANA database 1.00.121.00.1466466057, dbh02.muccbe.hg.netapp.com |
Find [ | (rroveows [ e 3) | {[Start 5ystem Gioning J Save a5 Tompiae ] Remols Exscuti Gheok siep) |
+ o HOY. dbh01.muccbe.hq nefaps
+ @ HO2: dBh02 muccbe ha nelay - 5 [ - = - [
@ S, 7 [ Fl—
Basic  Hosts HostNames  Storage Consistency Isolation Summary

Select Storage System
(o] (Cancel)
|| storage system | Vendor Name | Product version Firmysare Version Total Size (B) | Free Space (GB) (4]

7 Show Source Datz ] |
| | svm_sap_proa | Netapp FAS Netapp Release 9.2: Tue Jun 20 0320.03 UTC 2017 | 91.436 45718 Target |
|| svm_sap_proo_nfs | Netapp FAS (Interface for svm_sap_prod) | NetApp Release 9.2 Tue Jun 20 03:20.03 UTC 2017 | 91436 45718 \%‘ | Storage oot Volume /|

svm_sap_prod_nfs aggrt_cuba_01
svm_sap_prod_nfs agort_cuba_01
svm_sap_prod_nfs aggr!_cuba_01
TSTONTCTONT PropETTES
(ame Vae N e | Mandatory | Description
Clone from Secondary 3 oclean ] 1f enabled, remote copies of the volumes will be created by cloning from
the SnapMiror/SnapVaul destination volumes insiead of the Primary
volumes. f disabled, remate copies of the valume will be created using
SnapMior from source.
Target Volumes NOT to be cloned sting O 11 you wish to skip cloning one or more target volumes, when they already
exist, you can use this option. Format Comma seperated <Target Storage
System IP/hostnames>:<targel volume name>, &..
used when you do not want to clone e.g. a shared volume which aiready
exists. The volume must aready exist and be ready to be mounted on the
host
Override Snapshot Name =] Boolean If enabled, the selected snapshot in LVM willnot be used for clone, instead
you can provide n altemate snapshot name below
Snapshot Name sting O f override Snapshot name is enabled, nev: snapshot name value should
be provided here.
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Input Values and Description

Clone or copy from a secondary site using an existing Snapshot copy

To clone on the SnapVault or SnapMirror destination SVM by using an existing Snapshot copy,
select Clone from System Snapshot and select the Snapshot copy from the drop-down list. Make
sure that the storage system matches the SnapVault or SnapMirror destination SVM.

yLandscape Management Working Set. (<Al seaen [ [D)(Ga) 4o  J2Eonsaplama(1i05), Related Links & Help, Adminiirator

T
0 fomation Studi Monitoring Configuration Infrastucture setup
“systemandAS | vinualHost |

System Landscape ‘ System Cloning - H02: Standalone SAP HANA database 1.00.121.00.1466466057, dbh02.muccbc.hq.netapp.com

|| CPrevious [Next 3] | || [Start System Cioning | Save as Template _ || Remote Execution | Cancet ) Check Step ] |
o1 muc apr
BOzcEe A | | 7 o 7 Fel 7 =
Basic Hosts Host Names storage Consistency Isolation Summary

Clone from System Snapshot (1]
QLT RS I S SR R ER R VCM_SystemiD H02 SystemHost dbh02 mucche hq netapp com_ 1513759901348 - ForClone] 54
Storage Volumes
ome Show Source Data
el | Target.
[ |ame [ Operation Name FutlGopy | Stoage Sysiem [ Storage Poo [ voume
|71+ storage Manager. Netappssc40 m
D « Volume: H02_data_mnt00001 Create New Volume H02_clone_data_mnt00001 [m] svm_sap_prod_nfs aggri_cuba_01
| |+ volume: Ho2_log_mntoooo1 Create New Volume. HO2_clone_log_mnt00001 [0 | |svm_sap_prod_nfs aggri_cuba_01
| |+ Volume: Ho2_shared Create New Volume Ho2_clone_shared [m] svm_sap_prod_nfs 299r1_cuba_01
Label:  [NetAppSSC40
|| Vendor. - (NetApp
Product (SAP Storage Adapter for Net
Version: (3.05P03
Custom Cloning Properties
(e Vel Yree [ Mandatory | Desaription
Clone from Secondary @ ovlean ] If enabled, remote copies of the volumes will be created by cloning from
the SnaphirrorSnapVaull destination volumes instead of the Primary
volumes. If isabled, remote copies of the voiume will be created using
SnapMior from source.
Target Volumes NOT to be cloned sting O 1f you wish to skip cloning one or more target volumes, when they aready
exist. you can use this option. Format: Comma seperated <Targe Storage
System IP/ostnames<target volume name>, e g
iume2 be
used when you do not want o clone &.g.a shared volume which aready
exists. The volume must already exist and be ready to be mounted on the
Overrige Snapshot Name. =] Boolean ] If enabled, the selected snapshotin LVM will not be used for clone, nstead
you can provide an altemate snapshot name below.
Snapshot Name Sting =] 1f override Snapshot name is enabied. new snapshot name value should
be provided here.
Monitoring Time: [2017-12-20 09:33:03 CET 7 Montoring Data
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Input Values and Description

7 Clone or copy from a secondary site by using an existing external backup
To clone on the SnapVault or SnapMirror destination SVM by using an external backup, select the
Override Snapshot Name custom cloning property and specify the external snapshot name in the

text box below it. Select Clone from Secondary and select the SnapVault or ShapMirror destination
SVM as the target storage system.?

E! *¥ Landscape Management Working Set. (<A Search [ [I)(Gs) dech  J2Eonsapiama(iT08), Relsted LinksSHelp, Administraor,
e G Eb (= Bar Ed B
Advanced Operations  Provisioning Automation Studio Monitoring Configuration Infrastucture Setup
" systemandAS | Virtual Host
System Landscape | System Cloning - H02: Standalone SAP HANA database 1.00.121. ha.netay |
5 LY ‘ 4 Previous |[ Next 3] | [Finish p] ] | [ Start System Cioning || Save as Tempiate . |[ Remote Execution |( Cancel ] Resst Step J( Check Step |
% ., W
Basic  Hosts  HostNames  Storage  Consistency Isolation Summary

Cione from System Snapanot (1]

[¥] Clone from System Snapshot  System Snapshot: (VCM_SystemiD.H02. be.hg netapp.com_1513759901348 - ForClone |

Storage Volumes

e [Show Source Data |

| | Target |
| Name | Operation | Name | FunCopy | storage System Storage Pool Volume

||+ storage Manager: NetappssC40 0

[ |+ Volume Ho2_gate_mntoooot Create New Volume HO2_clone_data_mnt00001 0 [ sm_sap_prod_ats aggrt_cuba_02

‘j « Volume: H02_log_mnt00001 Create New Volume: H02_clone_log_mnt00001 o svm_sap_prod_nfs aggr1_cuba_02

[ ] - Voume Ho2_sharea Create New Volume H02_clone_shared ] | svm_sap_prod_nfs aggri_cuba_02

- Storage Manager Details |

Label  NetAppSSC40

|| vendor: [netapp
Product: (SAP Storage Adapter for Net|
Version: (3.05P03

Custom Cloning Properties

(Tame Vaiue Type Mandatory | Description |
Clone from Secondary oolean ) If enabled. remote copies of the volumes will be created by cloning from
the SnapMirror/SnapVault destination volumes instead of the Primary.

wolumes. If disabled, remote copies of the volume il be created using
SnapMirror from source.

Target Volumes NOT to be cloned sting [a] 1f you wish to skip cloning one or more target volumes, when they aleady

exist, you can use this option. Format: Comma seperated <Target Storage
System IP/hostnames: <target volume name>, g
storagesystem1:volume1storagesystem2:volume2. This option can be.
used when you do not want o clone e.g. a shared volume which already
exists. The volume must already exist and be ready to be mounted on the.

]

If enabled. the selected snapshot in LVM will not be used for clone, instead
ou can provide an altemate snapshot name below:

Override Snapshot Name joolean
Snapshot Name exteral.snapshot.name. tring fa] If override Snapshot name is enabled, nev: snapshat name value shoukd
be provided here.

Monitoring Time: [2017-12-20 09:33:03 CET 7% Monitoring Data.

Clone or Copy on a New Target

NetApp SSC can also be used to create a clone or copy of the SAP system on a different SVM. This
option can be used when a SnapVault or SnapMirror relationship does not already exist between the two

SVMs. The volumes are copied over by using SnapMirror technology. The SnapMirror relationship is
deleted after the copies are created.

33 Integrating NetApp ONTAP Systems with SAP © 2018 NetApp, Inc. All rights reserved.
Landscape Management



Table 8) User input: clone or copy on a new target.

Input Values and Description

To create a clone or a copy of an SAP system on a new SVM, select the new SVM as the target. In
this use case, you must select the target storage pool as new storage volumes are provisioned.
Landscape Management Working Set [<All> Search: — [(e) ¢oe)  J2Eonsaplama(11:50), Related Links & Help , Administrator,
ATETERIRERE) et
System Landscape System Cloning - H02: Standalone SAP HANA database 1.00.121.00.1466466057, dbh02.muccbc.hq.netapp.com
Fir C \ (3 Previous | Next ¥ | || (Start System Cioning J[ Save as Template || Remote Execution | Cancel ] Check Step \
* @ HO2: dbh02 mucchc hq netapp 1
B8 88 —n B
Clone from System Snapshot (1]
Clone from System Snapshot  System Snapshot [VCM_SystemiD HO: be hq net: m_1513759901348 - ForClone v |
e
| Copy Target Selection . | Show Source Data
} ‘ Target ‘
| Name | Operation Name | Funcopy | storage System Storage Pool | volume |
| + Storage Manager: NetAppssC40 m
[ ]+ volume Ho2_cata_mntoooot Create New Volume H02_clone_data_mnt00001 O | sm_sap_proa_nts aggr1_cuba_02
+ Volume: H02_log_mnt00001 Create New Volume H02_clone_log_mnt00001 [u] svm_sap_prod_nfs aggr1_cuba_02
[ ] - Voume Ho2 sharea Create New Volume H02_clone_shared 0 | svm_sep_prod_nts agorl_cuba_02
Label NetAppSSC40
Vendor [NetApp.
Version: [3.0SP03
Custom Cloning Proprtes
Name. | value Type Mandatory | Description
Clone from Secondary [u] Boolean [} If enabled. remote copies of the volumes will be created by cloning from
SnapMirror from source.
Target Volumes NOT to be cloned String o If you wish to skip cloning one or more target volumes, when they already
exist, you can use this option. Format: Comma seperated <Target Storage
System IP/hostname=:<target volume name>, e.g.
e
e R
o
Override Snapshot Name [m] Boolean ] If enabled. the selected snapshot in LVM will not be used for clone, instead
you can provide an altemate snapshot name below.
Snapshot Name. String (m] If override Snapshot name is enabled. new snapshot name value should
be provided here.
Monitoring Time: (2017-12-20 09:33:03 CET
: ,
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Use

Input Values and Description

Case

Clone or copy on a new target using an existing Snapshot copy

A clone or a copy of an SAP system can be created on a new SVM by using an existing Snapshot
copy. Select Clone from System Snapshot and select the Snapshot copy from the drop-down list.
Select the new SVM as the target. In this use case, you must select the target storage pool as new
storage volumes are provisioned.

XY Landscape Management Working Set: (<Al Semcn [ [I(Ga) och  J2Eonssplama(itos), Related Links & Help, Adminsiator,

Her B [

Monitoring Configuration Infrastructure

setup
A SystemandAS | vinuaitost |
System Landscape ‘ System Cloning - H02: Standalone SAP HANA database 1.00.121. ha.netapp.
Find U ‘ 4 Previous || Next »] | [ [Start System Cioning |[ Save as Tempiate . ][ Remote Execution | Cancel ] Reset Step | Check Step ‘
+ o HO1: dbh01 mucebe hq netap
+ @ HO2 dbh02 mucehe ha nelay [ 51 ] | P . 3
] BREESE | 19 3 ) M B B E—
Basic Hosts Host Names Storage Consistency Isolation Summary
Cione from System Snapshot (2]
[v] Clone from System Snapshot R RIERUMRVCM_SystemiD HO2 SystemHost dbh02 mucchc hg netapp.com 1513759901348 - ForClonel i
Storage Volumes
Show Source Data
‘ | Target
| Name | Operation Name Full Copy | Storage System | storage Pool | volume
|71+ storage Manager Netappssc40 0
[ ]+ Volume Ho2_data_mntoooot Greate New Volume H02_clone_data_mnt00001 0 [ |sm_sap_proa_nts aggr1_cuba_01
D « Volume: H02_log_mnt00001 Create New Volume HO2_clone_log_mnt00001 5] svm_sap_prod_nfs aggri_cuba_01
D « Volume: H02_shared Create New Volume H02_clone_shared [m] svm_sap_prod_nfs aggri_cuba_01
Label. NetAppSSC40
|| vendor (Netapp
Product: |SAP Storage Adapter for Net|
Version: (3.05P03.
Custom Cloning Properties
Name. Value Type | Mandatory | Description |
Clone from Secondary [} Boolean ] If enabled. remote copies of the volumes will be created by cloning from
the SnapMirror/SnapVault destination volumes instead of the Primary
volumes. f isabled, remote copies of the volume wil be created using
SnapMirror from source.
Target Volumes NOT to be cloned String [u] If you wish to skip cloning one or more target volumes, when they already

exist. you can use this option. Format: Comma seperated <Target Storage.
System IP/hostname=<target volume name>, g

be
used when you do not want o clone e.g. a shared volume which already
exists. The volume must already exist and be ready to be mounted on the

host
Override Snapshot Name. =] Boolean [} If enabled. the selected snapshotin LVM will not be used for clone, instead
You can provide an altemate snapshot name below.
Snapshot Name String If override Snapshot name is enabled. new snapshot name value should
be provided here.
Monitoring Time: (2017-12-20 09:3303 CET % Monitoring Data
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10

System Landscape

Input Values and Description

Clone or copy on a new target by using an existing external backup

A clone or a copy of an SAP system can be created on a new SVM by using an existing backup.
Select the Override Snapshot Name custom cloning property and provide the snapshot name of the
external backup Snapshot copy in the Snapshot Name custom cloning property. Select the new

SVM as the target. In this use case, you must select the target storage pool as new storage volumes
are provisioned.?

,.3- P4 Landscape Management

Working Set (<Al Search: | (RIS @ 2Eonsaplama(1108), Related Links & Help ,  Administrator ,

E = ) w Eus EE ==}
Be B kb B4 B 1B

Setup
" systemandAS | virtual Host

| System Cloning - H02: Standalone SAP HANA database 1.00.121.00.1466466057, dbh02.muccbe.hq.netapp.com

! | (8 Previous |[Next #] || [inish ] | [tart System Cioning ][ Save as Tempiste . [ Remote Executon [ Cancel)

ChesicSiep |
s, I W B I ) I
Basic  Hosts HostNames  Storage  Consistency Isolation Summary
Clone from System Snapshot (1]
[V] Clone from System Snapshot  System Snapshot: [VCM_SystemiD H02 muccbe hq netapp com_1513759901348 - ForClone v |
Storage Volumes
e Show Source Dafa
| | Target
| Name [ Operaten [ Name | FulCopy | Storsge System Storage Pool votume
" = Storage Manager: NetappSSC40 m|
+ Volume: H02_data_mnt00001 Greate New Volume HO2_clone_data_mnt00001 00 [ sm_sap_proa_nts aggrt_cuba_02
| |+ Volume Ho2 log_mntoooo1 Create New Volume H02_clone_log_mnt00001 [a] svm_sap_prod_nfs aggri_cuba_02
||+ Voume Ho2_sharea Create New Volume HO2_clone_shared 0 | svm_sap_prod_ats aggrt_cuba_02
_ Storage Manager Details
Label  [NetAppSSC40
Vendor: [Netapp )
Product. [SAP Storage Adaper for Net
Version: [3.05P03
Custom Cloning Properties
Name Valve [ Type Mandatory | Description
Glone from Secondary [&] Boolean 5] if enabled. remote copies of the volumes will be created by cloning from
the SnapMirror/SnapVault destination volumes instead of the Primary
volumes. If Gisabled, remote copies of the volume wil be created using
SnapMirror from source.
Target Volumes NOT to be cloned

sting O 1fyou wish to skip cloning one or mor target volumes, when they aieady
exist, you can use this option. Format. Comma seperated <Target Storage
System [P/hostname>:<target volume name>, e

storagesystem:volume 1 storagesystem2-volume2. This option can be
used when you do not want fo clone ¢.g. @ shared volume which already
exists. The volume must already exist and be ready to be mounted on the
host

Override Snapshot Name oolean 7] If enabled, the selected snapshotin LVM will not be used for clone, instead
Custom Cloning Properties you can provide an altemate snapshot name below.
Snapshot Name extemal-snapshot-name tring =] If override Snapshot name is enabled. new snapshot name value should

be provided here.

Monitoring Time: [2017-12-20 08:33:03 CET % Monitoring Data

Full Copy

A full clone or copy of an SAP system can also be created. If the target volumes created for the clone or
copy are FlexClone copies, then they are split from their source volumes so that they are full copies
independent of the source. Enabling the full copy option for volumes is shown in Figure 15.
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Figure 15) Full copy.
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Name Value Type Mandatory | Description
Clone from Secondary ] Boolean ™ If enabled. remote copies of the volumes will be created by cloning from
the SnapMirror/SnapVault destination volumes instead of the Primary
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SnapMirror from source
Target Volumes NOT to be cloned String = If you wish to skip cloning one or more target volumes, when they already

exist, you can use this option. Format: Comma seperated <Target Storage
System IP/hostname>:<target volume name>, &g

1 /olume2. This option can be
used when you do not want to clone .. a shared volume which already
exists. The volume must already exist and be ready to be mounted on the
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Override Snapshot Name. O Boolean ™ If enabled, the selected snapshot in LVM will not be used for clone, instead
you can provide an altemate snapshot name below.

Snapshot Name String 0

If override Snapshot name is enabled. new snapshot name value should
be provided here.

Monitoring Time: (2017-12-20 09:33:03 CET % Monitoring Data

5 SAP LaMain a Hybrid Cloud

Today, companies often need to bridge the gap between the overall IT strategy within the business and
the regular need for change. They need to balance economics and risk mitigation relative to scale and
speed. IT can be defensive by protecting the business with cost reduction and risk mitigation.
Alternatively, IT can be aggressive by helping the business seize an opportunity.

Adopting cloud solutions can fulfill these demanding business needs. Each customer can have a different
strategy in place for these three categories: private cloud, cloud service providers, and hyperscalers.

Figure 16) Data Fabric.
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It is particularly important for SAP customers to understand that data is their most important asset, and
thus data must be at the center of their cloud strategy. However, data has a mass and gravity that makes
it difficult to move, while compute resources are stateless; they are either on or off. Data, by comparison,
persists, and, in a cloud setting, data storage is an ongoing expense whether it is actively in use or not.
To deliver business value, data must be secured and protected, shared across the hybrid cloud, and
integrated into SAP application management processes.

5.1 NetApp Data Fabric

More than 10 years ago, when SAP first defined the principle of adaptive computing, the company laid the
foundation for making SAP applications cloud-aware, although it was not SAP’s intention at the time. The
core of this adaptive architecture is application virtualization, or the decoupling of SAP applications from
compute and data resources. This principle is also part of the NetApp core platform and technology, and
protecting enterprise data through storage virtualization is one of the central purposes of NetApp
technologies.

Over the years, NetApp has built a common platform for all workloads that is easy to manage and scale.
Particularly in the context of SAP, deep integration of the NetApp platform into application and operational
processes allows customers to mitigate risk and accelerate the adoption of SAP innovations.

NetApp calls this common platform for homogeneous and unified data access and management the Data
Fabric. Customers have for years built SAP private cloud solutions within the NetApp Data Fabric. Within
the last few years, NetApp has been partnering aggressively with the top service providers to build
offerings based on NetApp technology. NetApp has now evolved its core portfolio to manage data in
hyperscale clouds. In other words, NetApp has extended the Data Fabric so that applications can
embrace hybrid cloud models.

NetApp Private Storage and ONTAP Cloud
The two solutions for extending the NetApp Data Fabric into the cloud are the following:

o NetApp Private Storage (NPS). With NPS, customers can buy private NetApp storage and host it at
a colocation provider’s data center near their public cloud provider’'s data center (for example, AWS
or Microsoft Azure). In this scenario, data is stored in a location owned by the customer in a manner
very similar to a classic hosting model in which customer equipment is located at a service provider.
However, the required compute resources are accessed on demand from the public cloud provider.
This access is possible with a technology called Direct Connect in the case of AWS. Direct Connect
maps the compute nodes of the customer’s virtual private cloud (VPC) directly, securely, and with
high throughput and low latency to the customer’s storage location at the colocation provider.

e NetApp ONTAP Cloud storage operation system. A second alternative is ONTAP Cloud, in which
customers can have an AWS instance within their own VPC running NetApp ONTAP software. This
ONTAP Cloud instance is a fully functional NetApp single-node cluster with a complete ONTAP
feature set. This instance is fully virtualized and consumes AWS enterprise block storage (EBS)
instead of physical disks. This feature gives customers full control of their data integrated into the
VPC, with a pure consumption-based cost model (opex). ONTAP Cloud is also available for Microsoft
Azure and in a high availability—enabled version called ONTAP Cloud HA.

Figure 17 shows a hybrid cloud architecture in which both solutions are integrated into an overall SAP
system landscape.
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Figure 17) Hybrid cloud architecture with SAP LaMa.
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Different data centers must be integrated into a routed networking infrastructure.

e SAP LaMa requires a full DNS resolution of host names and virtual host names.

o NetApp storage controllers must be peered to enable replication through SnapVault and SnapMirror.
See TR-4015 for more details about how to set up a SnapMirror relationship.

e SAP systems can only run on specific AWS instance types or Azure VM types, and these instances
require special preparation to enable SAP support. You can find more details in the following SAP
documents and notes at service.sap.com:

— SAP on Amazon Web Services (AWS)

— SAPnote 1656099: SAP Applications on AWS: Supported DB/OS and AWS EC2 Products
— SAPnote 1964437: SAP HANA on AWS: Supported AWS EC2 Products

— SAPnote 1656250: SAP on AWS: Support Prerequisites

— SAP on Microsoft Azure

— 1928533: SAP Applications on Azure: Supported Products and Azure VM types

— 2316233: SAP HANA on Microsoft Azure (Large Instances)

— 2015553: SAP on Microsoft Azure: Support Prerequisites

5.2 SAP-Specific Use Cases for a Hybrid Cloud

As shown in Figure 17, many of the use cases described in this document can be deployed without any
additional configuration in a hybrid model. One of the most interesting use cases for SAP customers in
combination with a hybrid model is to deploy cloud resources for running sandbox or training systems.
These systems are usually requested by project teams and are typically temporary. Therefore, the use of
on-demand compute resources is the best option.

In this use case, NetApp Private Storage is used for backup or disaster recovery by constantly replicating
backups based on Snapshot copies to NPS. One feature of NetApp SSC enables customers to select
Clone from Secondary within the standard clone workflow in LaMa. With this option, a system copy is
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created on the backup controller (in this case, NPS), not on the primary storage controller. The LaMa GUI
dialog box enables customers to choose a Snapshot copy that has already been replicated to NPS
through the standard NetApp protection mechanisms. This capability results in immediate availability of
the clone at the cloud site based on an already synchronized Snapshot copy. See a detailed description
in the section “Clone from a Secondary Site.”

Visit the NetApp blog site for more details about this workflow.

6 Enhancing SAP LaMa with One-Click Cloud Migration

SAP LaMa offers several ways to enhance its core built-in functionality. Potential enhancements can be
placed into two groups: custom provisioning and extensibility. With custom provisioning, standard
provisioning workflows in SAP LaMa (clone, copy, and refresh) can be tailored to specific customer
needs. With extensibility, almost any external tool or functionality can be integrated into and leveraged in
SAP LaMa.

The following section uses a custom provisioning process to implement a workflow in which SAP LaMa is
used to help customers to onboard their SAP systems to the cloud. See also the video blog at One-Click
SAP System Migration to the Cloud. This solution enables SAP LaMa customers to migrate a SAP
system from any data center running on any storage to the cloud.

Note: Due to the huge variations in possible system and storage setups, this workflow should be used
as a template that customers can use to meet their individual system setup and configuration
requirements and implement advanced error handling.

Note: All coding examples are provided as is. For more information, see the legal disclaimer at the end
of this document.

Customers interested in implementing this use case should be familiar with SAP LaMa configuration and
extensibility. See SAP’s tutorials for customizing SAP LVM for more details and examples.

6.1 Customer Use Case Overview

SAP customers running agile development projects are often confronted with requests from their project
teams to provision additional test or sandbox systems. In the past, those systems needed to be
provisioned using resources in the customer’s own data center. Today, the use of on-demand cloud
resources is an intriguing alternative. Benefits include no additional hardware to install and maintain, pay-
as-you-go cost models that apply charges directly to the required cost centers, and almost infinite
resources. However, customers must still address the questions of how to move their SAP systems to the
cloud, how to operate and manage those systems, and how to guarantee the safety of their data in the
cloud.

This situation is where NetApp Data Fabric technology can help to fully automate the move of SAP HANA
databases from on the premises to Amazon Web Services (AWS), even if the original system does not
benefit from NetApp ONTAP and NetApp SSC, as described in the previous chapter. In other words,
NetApp technologies allow you to copy an SAP system from any data center on any storage to the cloud.
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Figure 18) NetApp Cloud Sync service: one-click system copy.
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In this example, we use the NetApp Cloud Sync service to transfer data; NetApp ONTAP Cloud software,
an enterprise-grade storage management system for the cloud; and SAP LaMa for the SAP-specific one-
click provisioning workflow.

Cloud Sync: Data Synchronization as a Service

Cloud Sync, a part of NetApp Data Fabric cloud services, offers a way to copy data from a local NFS
server to a target NFS server running in your cloud. It currently supports Amazon Web Services. If
customers do not want to set up a VPN connection for data transfer from their source data center to the
cloud data center, Cloud Sync supports a two-step process using Amazon Simple Storage Service
(Amazon S3) to temporarily store the data.

The copy process is fast, reliable, and secure and can be managed with a simple cloudlike interface or
REST API calls. The copy process preserves all the required file attributes such as ownership, privileges,
soft links, and more that are important for the transfer of a file system used for SAP.

ONTAP Cloud: Enterprise-Grade Storage as a Service

To reduce the complexity and diversity of the different variants of cloud storage offerings, this example
uses ONTAP Cloud, the NetApp storage as a service offering. It is available for AWS and Azure, and it
offers NFS as a service with all enterprise storage features SAP customers require to simplify SAP
system operation. ONTAP Cloud offers superfast NetApp Snapshot copies, data compression, data
encryption, and all the NetApp tools needed to provide automated, application-consistent backups for
SAP. All'in all, ONTAP Cloud provides a substantial advantage that reduces overall project risks.

SAP LaMa

Many tasks must be combined in the correct order to copy SAP HANA databases or SAP systems. For
example, an administrator must shut down the SAP system, clone or move the data, and then configure
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the network and firewalls. These activities all require interaction with SAP systems and infrastructure
components on the premises and in the cloud.

The source system must be configured in SAP LaMa, and SAP LaMa must be able to reach the prepared
target host in the cloud, either through a VPN connection or with the help of an external IP for the cloud
instance. Both hosts should be configured based on the principles described in the chapter “Adaptive
Computing Enabled.” This approach helps to avoid manual adaptations of the workflow in regard to user
management and host name resolution.

Technical Architecture and Components

Figure 19 shows the technical architecture, components, and services that are required to transfer an
SAP HANA system running on local disks to the cloud. In AWS, the transferred file systems are stored on
ONTAP Cloud and mounted by using NFS to the target host that is already prepared and started. There is
no VPN connection between the data centers that requires that the target host has an associated elastic
IP by which SAP LaMa can connect to the SAP Host Agent on this server.

Cloud Sync is used to transfer the data in a two-step process from on premises to S3 and then from S3 to
the target ONTAP Cloud NFS server. To transfer the data, the workflow dynamically exports the source
file systems with NFS, and in both data centers a connection broker instance is responsible for the
reliable and fast transfer of data. The connection broker, a component of Cloud Sync, is responsible for
the external connectivity and data transfer. It can be automatically deployed at AWS and on a Linux host
in the on-premises data center with a one-click deployment.

Figure 19) Technical architecture.
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In SAP LaMa, a custom provisioning workflow is configured that orchestrates all required steps, including
system shutdown, data transfer using Cloud Sync API calls, and system startup at the target site. In this
scenario, without the presence of a feature-rich storage system at the source side, Cloud Sync must copy
all files, including database files, while the SAP system is offline.

The workflow implements provider definitions that use scripts running on the source and target host
through the SAP Host Agent. SAP LaMa provides all required parameters, such as the SID, the user
name and password for the API calls, and file systems that must be imported.

The following sections describe the configuration of the custom provision process, the required provider
definitions and scripts, and the definition of the required parameters in SAP LaMa.
6.2 One-Click Custom Provisioning Workflow Overview

To implement the one-click SAP system migration workflow, the SAP LaMa Automation Studio is used to

define a custom provisioning process. In our example, we have implemented the custom provisioning
process cs4sap_clone

In SAP LaMa, a provider definition can be created for each predefined step that must be called as a part
of the custom provisioning workflow (see Figure 20).

Figure 20) SAP LaMa custom provisioning process.
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The provider definition can be a script registered with the SAP Host Agents running on the source, the

target, or a defined central host. Alternatively, a call to an HTTP post URL or the use of web services is
possible.

As a part of the custom provisioning process, the steps in Table 9 can be followed to perform external
actions.
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Table 9) SAP LaMa custom provisioning steps.

Storage Clone ‘ Provider Definition

Prepare clone volumes
(source)

Prepare clone volumes
(target)

For example, any preparation work that can be | cs4sap_prepareMountXML
performed before setting the database to
backup mode (such as saving the control file for
Oracle databases).

SAP LaMa initiates database backup mode in case of an online copy

Clone volumes (source)

Clone volumes (target)

For example, the actual cloning step. This cs4sap_cloudSync
action must be fast because the database is in
backup mode (90-second timeout).

SAP LaMa ends database backup mode

Postclone volumes
(source)

Postclone volumes (target)

For example, postclone work after the database
is taken out of backup mode (mount file
systems read/write on target).

cs4sap_mount

Finalize clone volumes
(source)

Finalize clone volumes
(target)

For example, the background execution of any
cleanup jobs and completion of a full clone
(modify the control file).

Restore backup (target)

Restore backup after
preparation (target)

System rename

System Rename ‘

A special step that retains the mount point
configuration in SAP LaMa during a system
refresh.

SAP LaMa mounts file systems and activates IP
addresses before executing this step during
refresh.

You can use your own renaming process.

In our example, three provider definitions are used to implement the workflow. All are registered scripts in
SAP Host Agent. For a functional overview of the provider definitions, see Table 10.

Table 10) Sample provider implementation definitions.

Provider Implementation

Definition

Description

cs4sap_prepareMountXML

Retrieve mount data from SAP LaMa and store it temporarily so that it can be used
by the following steps. The file system information can be provided in two ways.
For managed source systems, the file system information is already in SAP LaMa
and is passed as a parameter to the custom provisioning workflow. Alternatively, a
GUI extension can be configured in which the file systems can be entered
manually.

For both scenarios, the XML file is stored in one of the file systems so that the
information is available at the target system after the data has been copied from
source to target.
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Provider Implementation  Description

Definition

cs4sap_cloudSync At this point, the database is offline. During this step, the required file systems are
copied from the source system to the target system using the Cloud Sync service.
For details, see Clone Volume (Source): cs4sap_cloudSync.

cs4sap_mount Use the information stored temporarily during the preparation phase to mount the
file systems of the target system on the target host. Because SAP LaMa does not
have any information about the target volumes, LUNSs, or file systems during a
custom provisioning workflow, mounting the file systems must be performed with
external calls. As a final step, the new mount and file system information is
provided in the script back to SAP LaMa so that the target system can be fully
managed by SAP LaMa.

Finally, all SAP systems that are enabled for use with this custom provisioning process must be marked
accordingly in the system configuration in SAP LaMa (see Figure 21). This step can be performed either
on a per-system basis or by using mass configurations for a group of SAP systems.

Figure 21) Enable custom provisioning workflow for source system.
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6.3 Provider Definitions

This section includes a detailed description of the three configured provider definitions to be used as a
template to build a customer-specific workflow.

Prepare Clone Volume (Source): cs4sap_prepareMountXML

During this step, SAP LaMa has either stopped the system (offline copy) or put the system in database
backup mode. Figure 22 shows the configuration of the provider definition: cs4sap_prepareMountXML
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Figure 22) Sample custom provisioning definition.
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The provider definition is of the type Script Registered with Host Agent. It defines two additional
mandatory parameters:

o XML_EXPORT_PATH his path is where the XML document holding the exported file systems is
stored. It should be part of the transferred file systems to make it available at the target host.

o EXPORT_LIST. This table is for entering the exported file systems manually, because doing so is
required for a system running on local disks. For adaptive-enabled systems, file systems can be
stored in SAP LaMa. The provider definition can handle both scenarios.

This provider definition must be stored at the source system in the directory
lusr/sap/hostctrl/exe/operations.d / with the name cs4sap_prepareMountXML.conf Lt
has the following content:

Name: cs4sap_prepareMountXML

Command: /usr/sap/hostctrl/exe/operations.d/cs4sap/localNFS.sh -- sourceHost=$[PHYSICAL_HOSTNAME]
-- connBroker=$[PROP - CS_CB_S32TRG_ID] -- xmlExportPath=$[PARAM - XM._EXPORT_PATH] --
sourceSID=$[SAP_LVM_SRC_SID] -- targetSID=$[SAP_LVM_TARGET_SID]  -- exportList=$[PARAM - EXPORT_LIST]
-- mountXML=$[MOUNT_XML_PATH]

Command: /usr/sap/hostctrl/exe/operations.d/cs4sap/prepareMountXML.sh -- xmlExportPath=$[PARAM -

XML_EXPORT_PATH]-- sourceSID=$[SAP_LVM_SRC_SID] -- targetSID=$[SAP_LVM_TARGET_SID] -
mountXML=$[MOUNT_XML_PATH]

Workdir: $[DIR_HOME:#sapparam]

ResultConverter: hook

With this provider definition, the SAP Host Agent calls two shell scripts specified in the two Command:
lines. The call to the script passes all required parameters defined in SAP LaMa.

As mentioned earlier, this example implements the following two scenarios:
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e SAP LaMa is not aware of the file systems on which the SAP system is installed. In this case,

the user must enter a list of file systems, and the first script, localNFS.sh

, uses this list to create

the XML file in the same way SAP LaMa would create it for managed systems. In addition, the script
creates the local NFS exports of these file systems to enable Cloud Sync file transfer.

e SAP LaMa knows the mounted file systems. The second script, prepareMountXML.sh

the SAP LaMa XML file to the path specified by the user.

The first script, localNFS.sh
manual processing.

, copies

, checks if SAP LaMa is not passing the file system XML before starting

#1/bin/bash

#SOURCE_HOSTNAME=$1; echo "DEBUG: $SOURCE_HOSTNAME"

#CB_ID=$2;
#XML_EXPORT_PATH=$3;
#SOURCE_SID=$4;
#TARGET_SID=$5;
#EXPORT_LIST=$6;
#MOUNT_XML_PATH=$7;

foriin"$@"

do

case $iin
-- sourceHost=*)
SOURCE_HOSTNAME="${i#*=}"
shift # past argument=value
-- connBroker=*)
CB_ID="g{i#*=}"
shift # past argument=value
-- xmlExportPath=*)
XML_EXPORT_PATH="${i#*=}"
shift # past argument=value
-- sourceSID=*)
SOURCE_SID="${i#*=}"
shift # past argument with no value

-- targetSID=%)
TARGET_SID="${i#*=}"

shift # past argument with no value
-- exportList=*)
EXPORT_LIST="${i#*=}"

shift # past argument with no value
-- mountXML=*)
MOUNT_XML_PATH="${i#*=}"

)
# unknown option
esac
done

if [[ - n $MOUNT_XML_PATH ]]; then
exit 0;
fi

## install NFS server
isNFSinstalled="zypper se nfs | grep nfs

if [[ - z $isNFSinstalled ]]; then
echo "Install NFS server";
zypper -ninstalln fs - kernel - server;
rc=$?
if [ $rc -gt0]; then

echo "Failed to install NFS server!";
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echo "DEBUG: $CB_ID"

echo "DEBUG: $XML_EXPORT_PATH"
echo "DEBUG: $SOURCE_SID"
echo "DEBUG: $TARGET_SID"
echo "DEBUG: $EXPORT_LIST"

echo "DEBUG: $MOUNT_XML_PATH"

- kernel

- server | awk

- F'|" {print $1}' | xargs"
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exit $rc;
fi;
fi
echo "NFS server installed";

## start required services
isRPCstarted="service rpcbind status | grep - oe "Active: .* ()"
if [[ "$isRPCsta rted" != "Active: active (running)" ]]; then

echo "Start RPC Bind service";

service rpcbind start;

rc=$?;

if [ $rc -gt0]; then
echo "Failed to start RPC Bind service!";
exit $rc;

fi;
fi
echo "RPC Bind service running";

isNFSstarted="se rvice nfsserver status | grep - oe "Active: .* ()"
if [[ "$isNFSstarted" != "Active: active (exited)" J]; then

echo "Start NFS Server service";

service nfsserver start;

rc=$?;

if [ $rc -gt0]; then
echo "Failed to start NFS Server service!";
exit $rc;

fi;
fi
echo "NFS Server service running";

## export SAP directories and create mountXML file

mountXMLfilePath="echo $XML_EXPORT_PATH | awk - B {print $2)°
mountXMLfile="$mountXMLfilePath/mountXML_${SOURCE_SID}_${TARGET_SID}.xml"
dat aBrokerlP="172.31.23.196"

echo - e '<?xml version="1.0" encoding="UTF -8"?>" > $mountXMLfile
echo - e "<mountconfig>" >> $mountXMLfile

for export in “echo $EXPORT_LIST | sed "s/#/ /g™; do
exportfs - 0 ro,sync,no_root_squash,no_subtree_check $dataBrokerl|P: $export;
echo -e' \t<mount fstype="nfs" storagetype="NETFS">' >> $mountXMLfile;
echo -e" \t\t<mountpoint>$export</mountpoint>" >> $mountXMLfile;
echo -e" \t\ t<exportpath>$SOURCE_HOSTNAME:$export</exportpath>" >> $mountXMLfile;
echo -e
"\t \t<options >rw,relatime,vers=3,rsize=65536,wsize=65536,namlen=255,hard,nolock,proto=tcp,timeo=6
00,retrans=2,sec=sys,mountvers=3,mountport=635,mountproto=tcp,local_lock=all</options>" >>
$mountXMLfile;
echo -e" \t</mount>" >> $mountXMLfile;
done
exportfs ~ -s

echo -e "</mountconfig>" >> $mountXMLfile

exit 0

The second script, prepareMountXML.sh , covers the scenario in which SAP LaMa produces the XML
file.

#1/bin/bash

#XML_EXPORT_PATH=$1
#SAP_LVM_SRC_SID=$2
#SAP_LVM_TARGET_SID=$3
#MOUNT_XML_PATH=$4

foriin "$@"
do
case $iin

-- xmlExportPath=*)
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XML_EXPORT_PATH="${i#*=}"
shift # past argument=value

L sourceSID=%*)
SOURCE_SID="¢{i#*=}"

shift # past argument with no value

'-7- targetSID=*)

TARGET_SID="${i#*=}"

shift # past argument with no value
’-Y- mountXML=*)
MOUNT_XML_PATH="${i#*=}"

5

# unknown option

esac
done

if [[ -2 $SMOUNT_XML_PATH ]]; then
exit 0;
fi

mkdir /tmp/cs4sap

mount $XML_EXPORT_PATH /tmp/cs4sap

cp -a$MOUNT_XMLPATH /tmp/cs4sap/mountXML_${SOURCE_SID} ${TARGET_SID}.xml
chmod a+r /tmp/cs4sap/mountXML_${SOURCE_SID} _${TARGET_SID}.xml

sleep 10

umount /tmp/cs4sap

rm - rf /tmp/csdsap

exit0

Clone Volume (Source): cs4sap_cloudSync

This provider definition is responsible for transferring data from the source to the target NFS server. The
following tasks are executed:
e The file systems to be transferred are read from the XML file created during the previous step.

o Before files are added to the list of transferable files, Cloud Sync establishes a cutoff time before
which a file cannot be touched to make sure that only files currently not in use are synchronized. The
script waits for this grace period before continuing processing. At the time of writing, this period was
30 seconds. For future versions of Cloud Sync, you might be able to specify a different time period.

e For each file system, the script creates a sync relationship between the source and S3. The Cloud
Sync connection broker starts the transfer as soon as the relationship has been created.

e The synchronization status is monitored until all files are synchronized.

e For each of the file systems, the script creates a relationship between S3 and the target volumes.
— These volumes must be created up front, but automation is possible.

e The synchronization status is monitored until all files are synchronized.

All output is added to the SAP LaMa log. The shell script cs4sap_cloudSync.sh uses a JSON.sh
library that could be found under an MIT license on github.com/dominictarr/JSON.sh.

#1/bin/bash
#
#

csUser=$1
csPW=%$2
srcDataBrokerld=$3
s3Bucket=%$4
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trgDataBrokerld=$5
cloneName=$6
targetNFS=$7
SOURCE_SID=$8
TARGET_SID=$9
XML_EXPORT_PATH=${10}
MOUNT_XML_PATH=${11}

startT ime="date +%s"

JSON=""dirname $0°/JSON.sh

if [[ -2 $SMOUNT_XML_PATH ]]; then
mountXMLfilePath="echo $XML_EXPORT_PATH | awk

-b"

- F" {print $2};

MOUNT_XML_PATH="$mountXMLfilePath/mountXML_${SOURCE_SID} ${TARGET_SID}.xml";

echo "DBEUG: use mount X
fi

ML file ${MOUNT_XML_PATH}";
## Cloud Sync
#

#login
-s - X POST -- header 'Content - Type: application/json'
- d "$creds" 'https://www.datafabric.io/api/u
-s - X POST -- header 'Content - Type: application/json’
- d "$creds" 'https://dev.datafabric.io/api/users/local/login®
- e 's/"*"authorization":" V(M V)

csAuth="curl
application/json’
#csAuth="curl
application/json'
csAuth="echo $csAuth | sed
csAuth="Authorization: $csAuth"

echo "DEBUG: $csAuth”

### workaround option 2 - wait for grace period before initial transfer ###
gracePeriod=40

endTime="date +%s"

runTime=$((endTime - startTime))

echo "DEBUG: Sync runtime so far: $runTime seconds"

if [$runTime
waited=0;
waitTime=$((gracePeriod - runTime));
while [ $waited - It $waitTime ]; do
echo "DEBUG: wait $((waitTime
sleep 10;
let waited=waited
done;
fi

- It $gracePeriod ]; then

+10;

### end workaround ###

# TODO: check this before each attempt to create a rel.
#get existing relationships

response="curl -s - X GET -- header 'Accept: application/json’
'https://www.datafabric.io/api/relationships"
clo udSyncRels="echo $response | $JSON"

cloudSyncRellDs="echo $cloudSyncRels | grep -0’
cloudSyncRellDs="echo $cloudSyncRellDs | sed 's/] "/]#"/g"
echo "DEBUG: existing relationship IDs $cloudSyncRellDs"
#sample result:

#[0,"id"[#" 59aeae189fa5ff00097e75b7" [1,"id"[#"59aeae4113bd2b000addc356"

V[0 -9]%"id" \]"[*

cloudSyncSrcTrgPairs="echo $cloudSyncRels | grep -0’
9]*,"target" It

cloudSyncSrcTrgPairs="echo $cloudSyncSrcTrgPairs | sed 's/] "/J#"/g' | sed 's/"
\ [.,"target"/"# \ [.,"target"/g"

echo "DEBUG: existing relationship source/target pairs $cloudSyncSrcTrgPairs"
#sample result:
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\ [[0 - 9]*"source"

-- header 'Accept:
sers/local/login™

-- header 'Accept:

\1r

- waited)) seconds for Cloud Sync grace period and then resync.";

-- header "$csAuth"

e

A\ A0 Vo -
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#[0,"source"|#"nfs://172.31.23.74/btobias_hana0l_data"#[.,"target"[#"s3://hana.sc4sap.eu.netapp/b
tobias_hanaOl1_data"

#[1,"source"] #"'nfs://172.31.23.74/btobias_hana01_log"#[.,"target"]|#"s3://hana.sc4sap.eu.netapp/bt
obias_hanaO1_log"

#create relationships source to S3

nfs2S3rellds=()

for line in “xml_grep -- text_only /mountconfig/mount/exportpath[string()]' SMOUNT_XML_PATH"; do
nfsData="echo $line | awk - B {print $1}°;
volData="echo $line | awk - B {print $2}°;

source=""nfs://'$nfsData'/'$volData™"
target=""s3://'$s3Bucket'/'$volData""
relld=""
# check if rel already exists
found=0;
for srcTrgPair in $c loudSyncSrcTrgPairs; do
echo "DEBUG: checking $srcTrgPair";
existingSrc="echo $srcTrgPair | awk - F'#" {print $2}"
existingTrg="echo $srcTrgPair | awk - F'#" {print $4}"
echo "DEBUG: compare $source - > $target with existing $existingSrc - > $existingTrg";
if [ "$existingSrc" == "$source" && "$existingTrg" == "$target" ]]; then
found=1,
echo "DEBUG: found it!";
# resync rel
index="echo $srcTrgPair | awk - B {print $1}";
index="echo $index | grep -o" \[[ 0-9]%";
index=%index"id"]’;
for id in $cloudSyncRellDs; do
idindex="echo $id | awk - F# {print $1}°
echo "DEBUG: compare $index with existing $idIndex";
if [ "$idIndex" == "$index" ]]; then
relld="echo $ id | awk - F#" {print $2}' | sed 's#"##g";
echo "DEBUG: found $relld";
fi;
done;
echo "DEBUG: resync $relld";
url="https://www.datafabric.io/api/relationships/$relld/sync";

response="curl -s -XPUT -- header 'Con tent - Type: application/json' -- header 'Accept:
application/json’ -- header "$csAuth" "$Surl";
echo "DEBUG: $response”
fi;
done;
if [ $found -eq 0]; then
# create new rel
data="{ "dataBrokerld": "'$srcDataBrokerld™, "source": '‘$sourc e', "target": '$target’,

"syncinDays": 99, "syncinHours": 0, "synclnMinutes": 0 };
echo "DEBUG: create $data”

response="curl -s - X POST -- header 'Content - Type: application/json' -- header 'Accept:
application/json' -- header "$csAuth" - d "$data" 'ht tps:/lwww.datafabric.io/api/relationships";

#response="curl -s - X POST -- header 'Content - Type: application/json' -- header 'Accept:
application/json’ -- header "$csAuth" - d "$data" 'https://dev.datafabric.io/api/relationships";

relld="echo $respons e|sed -e's/A*idm" A (A o W Bt YA W WA

index="echo $cloudSyncRellDs | wc -W

index=$((index+1));

echo "DEBUG: token to add:";
echo ' ['Sindex',"source"J#'$source'#(., "target"|#'$target;
cloudSyncSrcTrgPairs=$cloudSyncSrcTrgPairs'
['$index’,"source"]# $source'#[., "target"|# $target;
fi;

nfs2S3rellds=("${nfs2S3rellds[@]}" "$relld");
done

echo "DEBUG: ${nfs2S3rellds[@]}"
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#wait for all relationships to finish

fo rrelld in ${nfs2S3rellds[@]}; do
echo "DEBUG: working on $relld";
url="https://www.datafabric.io/api/relationships/$relld";
#url="https://dev.datafabric.io/api/relationships/$relld";

status=""
while [ "$status" = "DONE" |; do
response="curl -s - X GET -- header 'Accept: application/json’ -- header "$csAuth" "$url";
status="echo $response | sed - e 's/M*"status™:" A (A A W BT A W WA
echo "DEBUG: $relld $status";
sleep 10;
done;

# disable sync schedule
echo "DEBUG: disable sy nc schedule for $relld";

url="https://www.datafabric.io/api/relationships/$relld/sync - schedule";
response="curl -s -XPUT -- header 'Content - Type: application/json' -- header 'Accept:
application/json’ -- header "$csAuth" - d '{"syncinDays": 99, "syncinHou rs": 0, "syncinMinutes™: 0,

"pause": true } "$Surl";
echo "DEBUG: $response”;
done
echo "DEBUG: Sync to S3 done. Continue with sync from S3 to ONTAP Cloud."

#create relationships S3 to target

s32NFSrellds=()

for line in “xml_grep -- text_only '/mountc onfig/mount/exportpath[string()]' SMOUNT_XML_PATH"; do
nfsData=$targetNFS;
srcVolData="echo $line | awk - F* {print $2}°;
trgVolData="echo $line | awk - F*/" {print $2}' | sed - e 'stit_#g";

source="s3://'$s3Bucket/$srcVolData™";
target= "nfs://'$nfsData'/'$trgVolData’_'$cloneName™";

relld="";
# check if rel already exists
found=0;
for srcTrgPair in $cloudSyncSrcTrgPairs; do
existingSrc="echo $srcTrgPair | awk - FU#" {print $2}"
existingTrg="echo $srcTrgPair | awk -F'#" {print $4}"
echo "DEBUG: compare $source - > $target with existing $existingSrc - > $existingTrg";
if [ "$existingSrc" == "$source" && "$existingTrg" == "$target" ]]; then
found=1,;
echo "DEBUG: found it!";
# resync rel
inde x="echo $srcTrgPair | awk - F'#" {print $1}";
index="echo $index | grep -0' \[[0O -9]*";

index=%index"id"]’;
for id in $cloudSyncRellDs; do

idIndex="echo $id | awk - F'#" {print $1}"
echo "DEBUG: compare $index with exi sting $idIndex";
if [[ "$idIndex" == "$index" ]]; then
relld="echo $id | awk - F'#" {print $2}' | sed 's#"##g";
echo "DEBUG: found $relld";
fi;
done;
echo "DEBUG: resync $relld";
url="https://www.dataf abric.io/api/relationships/$relld/sync";
response="curl -s -XPUT -- header 'Content - Type: application/json' -- header 'Accept:
application/json’ -- header "$csAuth" "$url";
echo "DEBUG: $response”
fi;
done;
if [ $found -eq 0]; then

# create new rel

data="{ "dataBrokerld": "'$trgDataBrokerld™, "source": '$source’, "target"; ‘$target’,
"syncinDays": 99, "syncinHours": 0, "synclnMinutes": 0 };

echo "DEBUG: create $data"

response="curl -s - X POST -- header 'Content - Type: ap plication/json’ -- header 'Accept:
application/json’ -- header "$csAuth" - d "$data" 'https://www.datafabric.io/api/relationships";
relld="echo $response | sed - e 's/A¥dn" V(M )RS N1
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index="echo $cloudSyncRellDs | wc -wW
index=$((i  ndex+1));

echo "DEBUG: token to add:";
echo ' ['$index',"source"J#'$source'#|., "target"|# $target;
cloudSyncSrcTrgPairs=$cloudSyncSrcTrgPairs'
['$index’,"source"]# $source'#[.," target"]#'$target;
fi;

s32NFSrellds=("${s32NFSrellds[@]}" "$relld");
done

echo "DEBUG: ${s32NFSrellds[@]}"

#wait for all relationships to finish

for relld in ${s32NFSrellds[@]}; do
url="https://www.datafabric.io/api/relationships/$relld";
#url="  https://dev.datafabric.io/api/relationships/$relld";

status=""
while [ "$status" != "DONE" ]; do
response="curl -s - X GET -- header 'Accept: application/json’ -- header "$csAuth" "$url"";
status="echo $response | sed - e 's/A*"status":" A (A o W BT W WA
echo "DEBUG: $relld $status";
sleep 10;
done;

# disable sync schedule
echo "DEBUG: disable sync schedule for $relld";

url="https://www.datafabric.io/api/relationships/$relld/sync - schedule";
response="curl -s -XPUT -- header'C ontent - Type: application/json’ -- header 'Accept:
application/json’ -- header "$csAuth" - d '{"syncinDays": 99, "syncinHours": 0, "syncinMinutes": 0,

"pause": true } "$url";
echo "DEBUG: $response”;

done

exit 0

Postclone Volumes (Target): cs4sap_mount

This last provider configuration is responsible for mounting the volumes at the target host and is stored in
the configuration file cs4sap_mount.conf

Name: cs4sap_mount

Description:Mount NFS volumes on AWS instance

Command: /usr/sap/hostctrl/exe/operatio ns.d/cs4sap/mount.sh $[PARAM - XML_EXPORT_PATH] $[PARAM
TARGET_NFS] $[SAP_LVM_SRC_SID] $[SAP_LVM_TARGET_SID] ${PARAM - CLONE_NAME]

Workdir: $[DIR_HOME:#sapparam)]

ResultConverter: hook

It executes the final shell script mount.sh , this time on the target host.

#1/bin/bash

xmIMountExport=$1
targetNFS=$2
srcSID=%$3
trgSID=%$4
cloneName=$5

## read mount xml
mkdir - p /tmp/cs4sap

trgPath="echo $xmIMountExport | awk - F" {print $2}"°
trgPath="echo $trgPath | sed - e "s#/#_#g"_${cloneName}
trgXmIMountExport=$targetN FS":/"$trgPath
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echo "DEBUG: Mount $trgXmIMountExport"
mount $trgXmIMountExport /tmp/cs4sap

xmlFile=/tmp/cs4sap/mountXML_${srcSID}_${trgSID}.xml

cat $xmiFile

numMounts="xml_grep  -- count "/mountconfig/mount" $xmlFile | grep "total: " | awk ‘{ print $2 }"
i=1

while [ $i - le $SnumMounts ]; do

mountpoint="xpath $xmlFile "/mountconfig/mount[$i}/mountpoint/text()"";
exportpath="xpath $xmlFile "/mountconfig/mount[$i]/exportpath/text()";
options="xpath $xmlFile “/mountconfig/mount[$i]/options/text()"";

trgPath="echo $exportpath | awk - F/" {print $2}";
trgPath="echo $trgPath | sed - e "s##_#g"_${cloneName},
exportpath=$targetNFS":/"$trgPath;

mkdir - p $mountpoint;
echo "DEBUG: mount - o $options $exportpath $mountpoint";
mount - o $options$  exportpath $mountpoint;

let i=i+1;
done

## clean up mount xml
#rm - f $xmlFile
umount /tmp/cs4sap
rm - rf tmp/csdsap

exit 0

6.4 Global Properties

SAP LaMa allows you to define system-wide parameters that are available for provider definitions. In our
example, we have stored the following parameters in custom properties (see Figure 23).

Figure 23) Custom properties.

..3“ -¥ Land scape Management Working Set: [<All> - Search (G T J2€E on sap-ama(09:02) , Related Links & Help , Adminstrator ,
iy o | P p—
e G LERR | s Gl S{ESY B
Advanced Operations Provsioning Automation Studio Monitoring Configuration Infrastructure Setup

Design | Provisioning Templates
Custom Operations, Hooks. and Notifications ~ Custom Provisioning Processes  Custom Links  Custom Tabs  Custom Properties

(Ed) Save el | | [Export | Import | (5]

Custom Properties

Custom properties are passed to any custom operation of custom ook executed on an instance of resource. The property name has the prefix PROP- For custom instances, these parameters are aiso passed to the startstopiattachidetach cperations. All secure values are also
passed together in one a single parameler named LVM_SEC_PARAMS as key=value pairs. each in a new ine Values of custom properties wih the same property name vill be ovenvitien as follow Instance > System > Pool > Pool Container > Global Custom Properties (specified
under Automation Studio - Design - Custom Properties)

®]
T Propery Name Property Value Secure |~
B
CS_CB_S32TRG_ID 59acfed513¢ 150009004125
CS_CB_SRC2s3_ID 59acfedS13c 1050009004125
S$3_BUCKET hana sc433p e netapp
w33 o 1 s Selecid C5.CB_S32TRG_10 §
The following parameters are used:
e CS_CB_SRC2S3_ID. Connection broker ID to copy from the source to S3
e CS _CB_ S32TRG_ID. Connection broker ID to copy from S3 to the target
e S3 BUCKET. Name of S3 bucket
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Note: The connection broker IDs can be retrieved using the Cloud Sync web service and a REST API
call.

Summary

SAP NetWeaver Landscape Management software allows you to efficiently copy or clone existing SAP
systems in physical or virtual environments by using NetApp FlexClone and other NetApp technologies. It
also gives administrators the ability to quickly move existing, cloned, or copied SAP systems from one
host to a different machine. Basic virtual machine provisioning from templates is enabled by integration
with different virtualization managers. With the extensibility features of SAP LaMa, a wide range of
additional workflows can be integrated that leverage NetApp data management and data protection
features for SAP.

NetApp Storage Services Connector enables SAP NetWeaver Landscape Management software to
communicate with NetApp storage controllers. FlexClone and SnapMirror enable space- and time-
efficient SAP system copy and clone processes within or between NetApp storage controllers.

The use of SAP LaMa together with NetApp Data Fabric extends this functionality seamlessly into a
hybrid cloud model. Customers then have the freedom to integrate cloud solutions based on their
company’s economic requirements and business demands.

Appendix: Installing and Configuring NetApp Storage Services
Connector

This appendix provides a short overview on all steps required to install SSC and configure SAP LaMa to
connect to the SSC. Detailed documentation can also be found at the following links:

e NetApp ToolChest: NetApp Storage Services Connector download
e SAP Help: SAP Landscape Management 3.0, Enterprise Edition

Two steps are required to install and configure NetApp SSC in SAP LaMa:

1 Install SSC on the Linux host and add the required storage systems.
2 Configure the storage adapter in SAP LaMa to connect to the installed SSC.

Install NetApp Storage Service Connector

You must prepare a Linux system according to the requirements found in the Storage Services Connector
4.0 Deployment and Configuration Guide on ToolChest. Download the software and install it on this Linux
server, as described in the configuration guide.

After successful installation, the service can be started, and SSC must be configured to connect to the
required NetApp storage systems.

Adding Storage Virtual Machines
As a minimum configuration, the required SVMs must be connected by adding appropriate credentials.
Note: SAP LaMa and SSC require that all aggregates used for SAP systems be assigned to the SVM.

The following command adds the SVM svm_sap_prod to SSC. In addition to the management logical
interface (LIF), additional data interfaces can be specified. In this setup, an additional interface is added
using the host name svm_sap_prod_nfs

‘ sap - ssc:/opt/NetApp/ssc # bin/ssc credential create - target svm_sap_prod - type SVM - interfaces
| svm_sap_prod_nfs - credential - username sscadmin - password XXXXXXXXX
| INFO]CLI  -00001: Connecting to https://localhost:8146/csm/services/CSM
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[INFO]CLI -00020: Started operation with Id: 861cc8566d268bf3880364b481b71379.
[INFO]CSM -05002: Adding target system svm_sap_prod.

[WARN ] CPM - 00305: Persistence file etc/cred does not exist.

[INFO]CLI  -00021: Operation completed at: Tue Dec 05 14:23:57 CET 2017.
[INFO]CLI  -00010: Successfully processed service request.

sap - ssc:/opt/NetApp/ssc #

You can list all of the available aggregates for this SVM using the following command:

sap - ssc:/opt/NetApp/ssc # bin/ssc storage listAggregate - storageSystem svm_sap_prod
[INFO]CLI  -00001: Connecting to https://localhost:8146/csm/services/CSM.
[INFO]CSM -02200: Listing aggregates with details on storage controller sym_sap_prod.
Aggregates on svm_sap_prod:
Name: aggrl_cuba_01
Volume Count: 1
State : UNKNOWN
Uuid : unknown
Consistent : yes
Size Avail. : 24902712 Bytes
Size Total : 49805424 Bytes
Size Used : 24902712 Bytes
Size Used % : 50
Name: aggrl_cuba_02
Volume Count: 1
State : UNKNOWN
Uuid : unknown
Consistent : yes
Size Avail. : 11915363 Bytes
Size Total : 23830726 Bytes
Size Used : 11915363 Bytes
Size Used % : 50
Name: ag grl_cuba_03
Volume Count: 1
State : UNKNOWN
Uuid : unknown
Consistent : yes
Size Avail. : 6379181 Bytes
Size Total : 12758362 Bytes
Size Used : 6379181 Bytes
Size Used % : 50
Name: aggrl_cuba_04
Volume Count: 1
State : UNKNOWN
Uuid:  unknown
Consistent : yes
Size Avail. : 3093980 Bytes
Size Total : 6187960 Bytes
Size Used : 3093980 Bytes
Size Used % : 50
[INFO]CLI  -00010: Successfully processed service request.

Additional configurations, such as adding a cluster’s credentials or changing the authentication, are
optional and are described in the Storage Services Connector 4.0 Deployment and Configuration Guide.

The connection URL (https://<ip-of-your-ssc-host>:8146/csm/services/CSM) required for the SAP LaMa
configuration is shown in SSC commands, such as the command listing storage systems. In this example,
you must replace localhost  with the IP of your SSC server.

sap - ssc:/opt/NetApp/ssc # bin/ssc storage listStorageSystem

[INFO]CLI  -00001: Connecting to https://localhost:8146/csm/services/CSM
[INFO]CLI -00020: Started operation with Id: 79ee4clca432b17e31cf8c3e75733611.
[INFO]CLI -00021: Operation completed at: Thu Dec 07 10:55:26 CET 2017.

Storage System: svm_sap_prod
Free/Total Space: 46990392 MB / 93980784 MB

[INFO]CLI  -00010: Successfully processed service request.
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https://mysupport.netapp.com/tools/download/ECMLP2442538DT.html?productID=61951&pcfContentID=ECMLP2442538

Configuring SAP LaMa Storage Adapter

In LaMa, external storage adapters such as the NetApp adapter must be configured. The configuration is

found in Infrastructure A Storage Managers (see Figure 24).

Figure 24) Storage managers.
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You can add a storage manager by clicking Add. This step starts the configuration workflow. In the first
screen (see Figure 25), select SAP Storage Adapter for NetApp Clustered Data ONTAP and click Next.
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Figure 25) Select storage manager type.
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Advanced Operations Provisioning Automation Studio Monitoring Configuration Infrastructure Setup

Network Components | Virtualization managers ' Storage Managers | Repositories | JavaPCA |

4 _Previous | Next ] | [ Save | Cancel | | Supported Storage Integration

“NetApp System Manager*

1 2

Storage Manager Types Storage Manager Properties

Installed Storage Manager Types

Vendor Product Version Required Storage Library Version
| Amazon Amazon AWS Storage Adapter 13 13
| 1Bm 1BM PowerVC Storage Adapter 302 3.4.4 or higher
[ | em 1BM Storage Adapter 22 3.4.3 (AIX) or 3.4.4 (Linux) or higher
|18 1BM System z DPS Storage Adapter 237 33x
1BM 1BM System z NFS Storage Adapter 246 320
| | netapp NetApp Storage Instances Connector for SAP 10 205
| Netapp SAP Storage Adapter for Netapp Clustered Data ONTAP. 3.05P03
sap SAP Local NFS Server Support 10 10
| ] sap Simulated SAN Storage 10
| sap Simulated Storage 10

1f you do not find your Storage Manager in the above list refer to "Supported Storage Integration”

In the Storage Manager Properties screen, define the label or name for the storage adapter in SAP LaMa
and the URL to connect to the SSC, as described in the previous chapter. You can specify additional
parameters to define the SnapMirror label SAP LaMa sets when creating a snapshot. You can also
specify how SAP LaMa and SSC handle the export access permissions when creating a copy or clone of
a volume and attach it to a new instance. The default configuration assumes that the access permission
is set by the storage administrator in a way that all instances can mount the volumes. See Figure 26.
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Figure 26) Storage manager properties.

WLandscape Management Working Set: [<All= (T A — | ¢os)  J2Eonsaplama(15:29) , Related Links & Help, Bemd Herth ,
Advanced Operations Provisioning Automation Studio Monitoring Configuration Infrastructure Setup

" Network Components © Virtualization managers

| [Previous | Next 3] | [ Save |(Cancel] | Supported Storage Inegration

" Repositories | JavaPCA © “NetApp System Manager*

— | 2 3 %
» T s L2 f—=
Storage Manager Types Storage Manager Properties Storage Systems Summary

Basic Properties

Label: = NetAppSSC40 |

User Name: ( J

Password: |

URL * https:/isap-ssc-8146/csmiservices/CSN|

Monitoring Interval (Seconds):* | 60
Additional Properties
Name ‘Vm Type \ Mandatory ‘Dewinﬁoﬂ

Enable Modification of Access Permissions for Exports on Storage Systems [m] Boolean If selected, the access to exports is permitted for the virtual host
names of the instance as well as for the physical host name on which
the instance is prepared. If unchecked, the access permissions for
export paths on Storage systems will NOT be modified during
prepare und unprepare operations.

Restrictive Exports on Storage Systems [m] Boolean If enabled. hosts will not be removed from storage export policies
rather restrictive rules will be added. This is applicable only when A
‘Enable Modification of Access Permissions for Exports on Storage
Systems' s selected.

Use SnapMirror Label [m] Boolean If enabled. the Snap Mirror label provided as part of this configuration
will be used when creating NetApp snapshots.

SnapMirror Label String SnapMirror label to use when creating NetApp snapshots.

O
Enable Modification of Access Permissions for Exports O Boolean If enabled. SAP Landscape Management modifies the access
permissions for exports during prepare und unprepare operaions.
The access to exporls is permitted for the virtual host names of the
instance as well as for the physical host name on which the instance

is prepared.
Proxy Host String ] Proxy Host
Proxy Port String ] Proxy Port

Test Configuration

onnection successful: SSC Version: 4.0.0N170725_0300_LaMa

Click Test Configuration to check if SAP LaMa can connect to SSC. Click Next to have SAP LaMa show
the interfaces (or storage systems) that are configured with SSC. See Figure 27.
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Figure 27) Available storage systems.
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Click Next to reach the summary page and save the configuration. The storage adapter is now
configured. See Figure 28.
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Figure 28) Configured storage manager.

wu’ndsupe Management Working Set seach [ [J(Ge] ¢y  J2Eonsaplama(1530), Related Links & Help, Bemd Herth,

e B B B G W =

Basic Properties

Label:
User Name: |
Passvord: E——
URL:
Monitoring Interval (Seconds):

Additional Properties

Enable Modification of Access Permissions for Exports on Storage Systems [] Boolean , the access to exports is permitted for the virtual host
names of the instance as well as for the physical host name on
which the instance is prepared. If unchecked, the access
permissions for export paths on Storage systems will NOT be
modified during prepare und unprepare operations.
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In the section Advanced Configuration A Storage, SAP LaMa displays all configured storage systems (or
interfaces) and volumes found in the pools (assigned aggregates). See Figure 29.
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Figure 29) List provisioned volumes.
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