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Abstract

This technical report describes configuring and testing third-party SSH clients, in
conjunction with ActivClient software, to authenticate an ONTAP storage administrator via
the public key stored on a common access card (CAC) when it is configured in ONTAP.

1 NetAppr



Version History

Version Document Version History
Version 1.0 September2018 Dan Tulledge: Initial commit.
TABLE OF CONTENTS
RV 2T =TT 0T 11 (0 /% 2
A O V7= Y411 3
P22 oY o) 1o [ 1= 11 o 1 o 4
A R Y oa (VL O 11T o | U PORRRRRROPINE 4
2.2 PUTTY = CAC oot ettt e e ettt et et e ettt e ettt ettt 4
Y=ol U (1O = O I 8
G T I =od = 112 = 12
4 Where to Find Additional INfOrmMation .........veieiii et aaaas 12
LT ©X0 ] =Y o] O L PP PPPE 12

2 TR-4717: ONTAP SSH Authentication with a Common Access Card © 2018 NetApp, Inc. All rights reserved.



1 Overview

A common access card (CAC) is a “smart” identity card for active-duty military personnel, Selected
Resernve members, DoD civilian employees, and eligible contractor personnel. The CAC stores X.509
certificates that can be read with a smart card reader. By using the third-party Secure Shell (SSH) clients
PuTTY-CAC and SecureCRT, in conjunction with ActivClient software, to access the reader and the CAC,
an ONTAP storage administrator can be authenticated via the public key stored on the CAC whenit is

configured in ONTAP.
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2 Configuration

2.1 ActivClient

ActivClient software from HID Global is used by both PuTTY-CAC and SecureCRT SSH client software
for access to the X509 certificates stored on the CAC, which is inserted into a smart card reader. Testing
performed to validate this report used ActiMD ActivClient x64 (7.1.0.153) running on a Windows 10
Enterprise OS version 1709, OS build 16299.611.

Figure 1) About ActiviD ActivClient.

ActiviD"
ActivClient®

ActiviD ActivClient x64 (7.1.0.153)

Copyright @ 2016 HID Global Corparation/ASSA ABLOY AB. Al
rights reserved,

Information about your system:

- WINDOWS VERSION -~

Platform Info = Microsoft® Windows 10 (TM) or later
Major Yersion = 10 or later

Minor Version = 0 or later

Service Pack =0

- LIBRARY VERSION -
Mini Driver Library

MName: ac scapiscmd.di
Version: 7-1-0-128

2.2 PUTTY-CAC

PuTTY-CAC is public domain SSH client software. It can be obtained at
https://dithub.com/NoMoreFood/putty -cac/releases. In testing performed to validate this report, puttycac-
64bit-0.70u4-installer.msi was used in conjunction with the ActivClient described in section 2.1.

Configuration steps to access ONTAP -application ssh with -authentication-
method publickey

1. Open Putty-CAC. In the Host Name field, enter the Cluster Management IP address or host name of
ONTAP.

@ PuTTY Configuration ? X
Category
E)- Session A Basic options for your PuTTY session
T LD?""Q Specify the destination you want to connect to
by Host Name (or IP address) Port
Keyboard
Bel [152.168.1.21 [22
Features Connection type
= Window " Raw ( Telnet " Rlogin @& SSH (" Serial
xaearance Load, save or delete a stored session
laviour
Translation Saved Sessions
Selection "
Colours
Default Settings
=) Connection M
Data Save
Proxy —,
Telnet Delete
Riogin
B-SSH
tex Close window on exit:
Host keys " Aways ( Never & Onlyon clean exit
Cipher
Cerficate v
About Help Open Cancel |
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2. Expand SSH and select Certificates. Then click the Set PKCS Cert button.

R PuTTY Configuration ? X
Category: i.
- Window ~ Options controlling certificate SSH authentication
fppoarance Adthentication methods i
Behaviour ¥ N
Translation [~ Attempt certificate authentication
Selection Note: Enabling certficate authentication will ovenide
: any PuTTY key file under the ‘Auth’tab. This setting '
Colours has no effect when using pageant |
[=)-Connection
Data Authentication parameters
Py Set CAPICet... | CearCet |
Telnet
Rlogin Set PKCS Cet... | VewCet |
=-SSH
Kex
Host keys Certificate thumbprint:
Cipher <no certficate selected>
Certificate
Auth Certfiicate string for authorized keys file:
A Copy To Cipboard
Tunnels
Bugs
Morebugs v

Browse for the acpkcs211 .d 11 file in the ActivClient installation directory, Cz\Program

Files\HID Global\ActivClient. (Depending on the version, it may be located in the

c:\windows\system32 directory.) Then select your certificate.
Windows Security X

PuUTTY: Select Certificate for Authentication

Please select the certificate that you would like to use for
authentication to the remote system.

b emil

Issuer: DOD ID CA-41
Valid From: 8/30/2016 to 5/13/2019

Click here to view certificate properties
More choices

OK Cancel
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4. Notice that the Attempt Certificate Authentication checkbox is checked and that there is a certificate
thumbprint. Click Copy To Clipboard.

ﬁ PuTTY Configuration 2 X
Category:
= Window ~ Options controlling certificate SSH authentication
Appearance Authentication methods —
Behaviour -
T [V Attempt certificate authentication
Selection Note: Enabling certificate authentication will override
Col any PuTTY key file under the ‘Auth’tab. This setting
ORI has no effect when using pageant.
[=)- Connection
Data Authentication parameters

Proxy Set CAPI Cet... Clear Cert
Telnet
Rlogin Set PKCS Cett.. View Cert

=-SSH
KEl g .
Host keys Certificate thumbprint:
Cipher PKCS:9157750bf2416c9625d3ada05593e 29167408
Certfficate
Auth Certificate string for authorized keys file:
i Copy To Clipboard
Tunnels
Bugs

More bugs v

5. Open atext editor, paste the contents of the clipboard into it, and select up to =C:\ Program
Files\HID GlobalN\ActivClient\acpkcs211 and copy it into the clipboard.

AAAAB3NzaC1lyc2EAAAADAQABAAABAQDPt /BQF1VHtI92M9aySw8TDIpeV9jeHI 1U8c4QeR+KikwxaQhhLyERGFFchA/JOWZOSXNC+mTsqKFXFzudbo13Zy /ml1fveBEFZUhpbGsyNvy9aMdTTa/J+zmoEZ3DNaol 5Aew6viEgWPpAll
ek tXS9MLIz I zobQo68WChIMIZFPINSs izodcuQLbZyaxTOSc5bc7tGZreqpDYrBCOrbulvzIe87KaY+1vvClpl1liny rwSSP64ugviW1KHpolW9s89K1Cm2xPQ2] solhgTFbmCVAXFVIVIQLEHNkqRUhKLhmbeTv+HrruD13nn/IZrLR
R e A A e e S e A e e E R E AR N GV i=C : \Program Files\HID Globall\ActivClient\acpkcs211.d119157756b2416c9625fd3ada@5593e2ff9167408
CN=FTIS . F J07, OU=CONTRACTOR, OU=PKI. OU=DoD. 0=U.S. Government, C=US

6. Create an admin user in ONTAP with a public key authentication method.

security login create -user-or-group-name <username> -application ssh -authentication-method
publickey

Warning: For successful authentication, ensure you create a public key for user '<username>"
using
"security login publickey create" interface.

7. Associate the copied public key from step 5 with the admin user created by pasting the public key in
guotation marks into the —publi ckey field.

security login publickey create -username <username> -index 0 -publickey "ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQDBHh8mMgw j shX4P30Xw8Qd+s1p2jW8K73mw8ubYhvb+AIx4ZMIOTOQmsmYTtF jQQ+bDbp6
rugjjo08hj I+WSVuxUwW5xWRUWYS/ rtQmhP/2fudSncwd2cuRxMvMHKSruF8ee2WRT jO7vu7f4akrCfQLO9cOhzh3dEHUFR5q0
0gCgr5nq8v3mZpAyoK7C4/uC9OLr8U03mBctZ6pBFHLNQRCWgXCc20FDF 14pMOLZz93FSI1QXCCL8XrpCzi0bzH+4DwuglgPJsrfsS
a7Ki3s1SFNtiIAWgSh78D4iHYT8XjIr1TGVjsvZLg0/UUpwx5nvcRBWMESECzWi623tPO5FsUSGhQtCPn™ -vserver
<admin vserver name>
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8. In Putty-CAC, click Session and give the session a unique name to sawe it.

@PuTTY Configuration ? X
Category
[ Session PN Basic options for your PuTTY session
ST LOQ?mg Specify the destination you want to connect to
- Teminal
Host Name (or IP address) Port
Keyboard TRTOEE
Bel [192.168.1.21 [22
Features Connection type
= Window " Raw ( Telnet ¢ Rlogin @ SSH ( Seral
Appearance
Load, save or delete a stored session
Behaviour
Translation Saved Sessions
Selection [Mark's CAC]
Colours ioad ‘
[=- Connection i
Data Save
Proxy
Telnet Delete
Rlogin v
=}- SSH
fax Close window on exit i
Host keys " Aways ( Never (% Onlyon clean exit
Cipher
Cettificate v
About Help Open Cancel

9. Click Open and log in using the user name of the account you created in ONTAP and your CAC token
PIN.

‘ ﬁ?view.lanmer.us - PuTTY [w] X

PuUTTY Authentication ? X

Please Enter Your Smart Card Credentials

User name: <Using Smart Card>

Password:
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SecureCRT

SecureCRT is a commercially available SSH client from VanDyke Software. Testing performed to validate
this report used SecureCRT scrt833-x64.exe in conjunction with the ActivClient described in section 2.1.

Configuration steps to access ONTAP -application ssh with -authentication-
method publickey

1. Start the New Session Wizard in SecureCRT and click Next.

New Session Wizard X

This wizard will help you create a new session for connecting to a
remote server.
What type of connection do you want to establish?

Protocol: | SSH2 v

ef
g

[]Do not use this wizard when creating sessions

Next > Finish Cancel

2. In the Host Name field, enter the Cluster Management IP address or host name of ONTAP.

New Session Wizard X

What is the name or IP address of the remote host?

The user name can be left blank.

Hostname: ] 192.168.1.30]

Port: { 2

Firewall: None e

of
g

Username: ‘

<o s

3. Enter a unique session name and then click Finish.

New Session Wizard X

The wizard is now ready to create the new session for you.
What name do you want to use to uniquely identify the new session?

Session name:  LEZBITBEE

Description:

ef
g

- e
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v Sessions [
™ 192.168.1.17 |
% 192.168.1.30|
=192 Connect Terminal

Connect in New Window

Connect in New Tab Group
Cut
Copy
Paste
§% Find..
Find Next
Delete
Rename
Create Desktop Shortcut
Arrange Tree

i Show Descriptions

Open Sessions in a Tab/Tile

Ctrl+Alt+T
Ctrl+Alt+W
Ctrl+Alt+G

Ctri+X
Ctrl+C
Ctrl+V
Ctrl+F

F3

Del

F2
Ctrl+Alt+E

In the Sessions pane, right-click the session you just created and then select Properties.

In the Connection pane, select SSH2. In the Authentication section in the right pane, uncheck

ewverything except for PublicKey. Highlight PublicKey and click Properties.

; Session Options - ontapd-tme-2040.ntap2016.local b
.| Category:
§i  Connection S5H2
d Logon Actions
i v 55H2 Hostname: ‘ ontaps-tme-8040.ntap20 16 Jocal |
SFTP Session
i aanced | PO
i w Port Forwarding Firewal: ‘Nnne -
| Remote/X11 |
b |~ Terminal Username: | |
v Emulation
Modes Authentication
Emacs [ EFUW(EE [a] [Thropertesi:
Mapped Keys Keyboard Interactive
Advanced [] password -
v Appearance [}
Window
Log File
Printing Key exchange
X[¥[Zmadem [ ecdh-sha2-nistp521 Al -
[ ecdh-sha2-nistp334
[ ecdh-shaz-nistp256 -
[ diffie-heliman-group 14
FA diffie-helman-oroup-exchance-sha2se
Minimum group exchange prime size: 2048 ~
[oc ]7 cane |
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6. Select Use Session Public Key Setting and PKCS #11. Browse for the acpkcs211 .d 11 file in the

ActivClient installation directory. (Depending on the version, it may be located in the
c:\windows\system32 directory.)

Public Key Properties

(O Use global public key setting
Session settings

(® Use session public key setting

Cancel

(O Use identity or certificate file

(® Use a certificate from your personal CAPI store or a PKCS #11 provider DLL
PKCS #11 v pL. ‘ C:\Program Files\HID Global\ActivClient\acpkcs211.dll

Certificate to use: ~ <Certificate not found>

Use certificate as raw SSH2 key (server does not support X.509)
Fingerprint:

Create Identity File... Upload Export Public Key... Change Passphrase...

7. Under Select the Certificate You Want to Use, select your DoD ID certificate, then click OK

Select Certificate

X
Select the certificate you want to use

Issued To

Issued By
@<Try all certificates>

Valid Date Range
E LATIMEE . MARK

DOD EMAIL CA-41 8/30/2016 to 5/12/2019

SLATIMER. MARK DOD EMAIL CA-41 8/30/2016 to 5/12/2019

EULATINES MARK_| DOD ID CA-41 8/30/2016 to 5/12/2019
< >
Properties... Cancel

8. Check the Use Certificate as Raw SSH2 Key checkbox and then click Export Public Key.

Public Key Properties

(O Use global public key setting (® Use session public key setting
Session settings

OK
(O Use identity or certificate file

Cancel

(® Use a certificate from your personal CAPI store or a PKCS #11 provider DLL

PKCS #11 ~ | pyy. |C:\Program Files\HID Global\ActivClient\acpkcs211.dlI |

Certificate to use: | LATIMER.MARK

Use certificate as raw SSH2 key (server does not support X.509)
Fingerprint:

SHA-2: D4:93:BA:52:4D:3F:B1:16:BC:F4:18:2A:D5:A8:F4:3F:6A:DD:DA:1C:31:FE: 7F:CF:CD:
SHA-1: 91:57:75:0B:F2:41:6C:96:25:FD:3A:DA:05:59:3E:2F:F9:16:74:08
MDS: 20:E0:1B:9A:12:DC:F9:AA:F8:E4:BB:33:E0:D9:8B:EE

Create Identity File... Upload

Export Public Key...

Change Passphrase...
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9. Click the Copy Text button and then click Close.

Export Public Key X

Format: OpenSSH v

ssh-rsa

aC1yc2E Q QDPt/BQF1UHtI92M9aySw8TDIpeV?jeHI1U8c4QeR
+KikwxaQhhLyERqQFFchA/JBwZ0SXNC
+mTsqKFXFzu9bo132y/mlfuBBEFZUhpbGsyNuy9akdTTasJ
+zmoEZ3DNaoL5AewbufiEgWPpAektXSOMLIZJZzobQo68WCh jHIZFPONSizoscuQLb2yaxT
8ScSbc7tGZreqpDYrBCOrbulvzIe87Kay
+1uuC1p11inyrwSSP64uguiHKHpolW9s B9K1Cm2xPQ2Js01hgTFbmCULXFUJULQLGHNKGR
UhkLhmbeTu+HrruD13nn/IZ2rLRqa9F t/qxuyCunf BylUKtuwy+6VU “mark@surface-ml™

Save... Copy Text Close

10. Paste the clipboard contents from step 9 into a text editor and delete the last bitin quotes (name,
computer name) and copy the public key.

11. Click Close, then click OK, then OK again.
12. Create an admin user in ONTAP with a public key authentication method.

security login create -user-or-group-name <username> -application ssh -authentication-method
publickey

Warning: For successful authentication, ensure you create a public key for user ''<username>"
using
"security login publickey create" interface.

13. Associate the copied public key from step 10 with the admin user created by pasting the public key in
guotation marks into the —publi ckey field.

security login publickey create -username <username> -index 0 -publickey "ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQDBh8mMgwj shX4P30Xw8Qd+s1p2jW8K73mw8ubYhvb+Alx4ZMITOQmsmYTtF jQQ+bDbp6
ruqj joO08hj I+WSVuxUwW5xWRUwYS/ rtQmhP/2fudSncwd2cuRxMvMHKSruF8ee2WRT jO7vu7f4akrCfQL9cOhzh3dEHUFR5qo
0gCgr5ng8v3mZpAyoK7C4/uC9Lr8U03mBctZ6pBFHLNQRCWgXxCc20FDF 14pMILZ93FS1QXCCL8xrpCzi0bzH+4DwuglgPJsrfS
a7Ki3s1STNtiAWWQSh78D4i1HYT8XjJIr1TGV]jsvZLg0/UUpwx5nvcRBWME9ECzWi623tPO5FsUSGhQtCPn" -vserver
<admin vserver name>

14. In SecureCRT, open the session you created. In the Enter SSH Username box, enter the username
for the account you createdin ONTAP:

Enter SSH Username X
The server 192.168.1.30 requires a username.
Please enter a username now.

Cancel

Username: ‘ mlatimer ‘

[C]save username
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15. In the Enter Secure Shell Passphrase box, enter the token PIN number.

Enter Secure Shell Passphrase X
Enter a passphrase to decrypt your private key for
mlatimer@192.168.1.30.

Comment: Cancel
Passphrase: esscesl ‘

3 Disclaimer

NetApp provides no representations or warranties regarding the accuracy, reliability, or seniceability of
any information or recommendations provided in this publication, or with respect to any results that may
be obtained by the use of the information or observance of any recommendations provided herein. The
information in this documentis distributed AS IS, and the use of this information or the implementation of
any recommendations or techniques herein is a customer’s responsibility and depends on the customer’s
ability to evaluate and integrate them into the customer’s operational environment. This document and
the information contained herein may be used solely in connection with the NetApp products discussed

in this document.

4 Whereto Find Additional Information

1 HID ActiviD ActivClient

1 PuTTY-CAC on Github

1 VanDyke Software SecureCRT

1 ONTAP 9 Administrator Authentication and RBAC Power Guide

5 ContactUs

Let us know how we can improve this technical report.
Contact us at docfeedback@netapp.com.
Include TECHNICAL REPORT xxxx in the subject line.
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Refer to the Interoperability Matrix Tool (IMT) on the NetApp Support site to validate that the exact
product and feature versions described in this document are supported for your specific environment. The
NetApp IMT defines the product components and versions that can be used to construct configurations
that are supported by NetApp. Specific results depend on each customer’s installation in accordance with
published specifications.
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