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Scaling Enterprise Al Responsibly: The Critical Role of Data Readiness and an Intelligent Data Infrastructure

About This Study

To better understand how enterprises are really approaching Al, NetApp Al Maturity Levels Survey Sample Distribution
commissioned IDC to conduct a multi-year study on Al maturity. This

research tracks how organizations are building (or struggling to build)
the infrastructure, governance, and operating models needed to scale Al
successfully.

In January of 2024 and June 2025 IDC conducted a survey of global 35% 36%
decision makers involved in enterprise IT operations, data science, data

engineering and software development related to Al initiatives. These

interviews revealed in-depth information about the evolving state of Al 157
initiatives including the array of challenges, numerous business benefits, O
and best practices that leading organizations have taken to achieve
success.

14%

In conducting this analysis IDC has developed an Al maturity model where
organizations fall into one of four maturity levels based on their current
approach to Al in terms of data and storage infrastructure, data policy

and governance, resource efficiency focus, and stakeholder enablement

and collaboration. These maturity levels are Al Emergents, Al Pioneers, Al
Leaders, and Al Masters. /@7 /@7 /@7 /@7

Al Emergents Al Pioneers Al Leaders Al Masters

— C InfoBrief, sponsored by NetA
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Enterprise Al Maturity Levels

et et et =

Al Emergents Al Pioneers Al Leaders Al Masters

15% of Organizations 35% of Organizations 36% of Organizations 13% of Organizations

At the starting line in their awareness
of processes and approaches that are
critical to Al success

Widely disparate data architectures
are in use depending on data location
and format

Focusing on an array of storage
infrastructure improvements many
not directly related to the needs of Al
initiatives

—_— IDC InfoBrief, sponsored by NetApp
~ October 2025 | IDC #US53841625

Beginning to execute processes and
approaches that are critical to Al
success

Plans for a more unified data
architecture are underway but are in
early stages

Storage infrastructure goals are
beginning to become more focused
on Al initiatives but with much work to
be done on fundamentals

Midway through implementing many
processes and approaches that are
critical to Al success

A unified data architecture vision is in
place with significant progress made
on consistent enterprise-wide data
approaches that effectively manage
data in all formats and locations

Several data governance objectives
are met for Al training

Employ robust processes and
approaches that are critical to Al
success

A nearly cohesive enterprise-wide
data architecture is in place that can
support a variety of data formats,
structures, and access mechanisms

Data stored and managed in multiple
locations

Storage infrastructure focus is almost
exclusively on optimizing data
movement and migration between
locations optimizing access for Al

Increased emphasis on agentic Al
over GenAl

< Table of Contents > © 2025 IDC
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2025 Survey Firmographics — Al Masters and Al Emergents
Profile Comparison

Country Co Size (employees) Respondent Seniority Primary Industry
@ Japan O UAE 10,000 or more employees C-level (CIO, CDO, CISO, CTO, etc.) Wholesale distribution 2% || 1%
O/ e L
| 0% | 0% _1%’0/ -4‘ng Utiities 0% 2%
............................................................................................................... 4 A
UsS Canada . . . ' Transport - passenger transport 5% 12%
o * ° 5’000 to 9,999 employees Execu'“ve VP/Senlor VP/VP/Head Of bus|ness LN
| B0% | 9% 349 12% Transport - freight transport and 1% I 3%
............................................................................................................... (o) (o] |Og|StICS o (o]
_ B 260 B 22%
e Germany Israel 26% ° Telecommunications 1% | 3%
| 1% — ‘ o% 2 500 to 4 999 employees Director ...............................................................................................................................
............................................................................................................... ’ ’ 6% 549 Retail trade 5% §4%
. . O e e
forea e 27% D 66% Resource industies 6% 1 1%
o o BN 27% R R R L Bo e s et
................................... 0% @ Teiien 1,000 to 2,499 employees Manager Professional services 0% 0%
O France Q New Zealand 12% 29%, O|I and Gas 7% 12%
| 12% | 2% B 16% N 3% Medla and entertainment 15% 12%
Australia 500 to 999 employees '\.’.'.?r.‘.‘ff"?‘.?.t.‘ﬂ.r.'??’ ..... Process 3% M7%
ﬁ | 11% 13% Manufacturing - Discrete 7% B 14%
B 129% L|fesc|ences .................................................................. o - o
InsuranceOthertypesof ............................................. o ......... o ..................
Respondent Role ivepbelyes 2% 11 1%
T o%lz% ..............
Cybersecurity Data Management and Governance DY TS e
1% 31% Healthcare services providers 5% I 15%
- o FE 16 Government o 1B%IEE12%
IT Infrastructure and Operations (IT Ops, CloudOps, etc.) Data Analytics Financial Services - securities 39% 1l 1%
5% 329% and investment services 61l 1%

R 11% D 21% Financial Services - banking and 2% Il 12%

credit institutions

IT Management (CIO or IT) Applications/software development Percent of reSPONAENES:
30% 2% | Edvaton 2% 0%
(o) (o)
N 12% I 11% Al Masters @ Al Emergents Construction 26% | N4%
— IDC InfoBrief, sponsored by NetApp N=1,213; Source: IDC’s Enterprise Al Transformation Study, June 2025 < Table of Contents > © 2025 IDC 5
~ October 2025 | IDC #US53841625
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Where Are We on the Al Journey?

cnterprise Al has become an organizational imperative
for companies of every size, in every geography and
industry. Enterprises seek to leverage Al for improved
operational efficiency, productivity and customer
experience, as well as developing new markets ana
increasing revenue. But we're not all transforming at
the same rate, nor with the same success.




Scaling Enterprise Al Responsibly: The Critical Role of Data Readiness and an Intelligent Data Infrastructure

What is Changing?

Our Year 2 study reveals that organizations, especially mature ones, are moving from hype to pragmatism.

Enterprise Al is not just a
technology problem. The
most mature enterprises are
acting holistically across the
organization. They consider
data readiness, protection
and security while they

make impactful infrastructure
decisions and investments to
support current and next-gen
Al.

—_— IDC InfoBrief, sponsored by NetApp
— October 2025 | IDC #US53841625

Cost is more concerning. In
2025, cost of Al initiatives
was the only KPI that rose
significantly in terms of
importance for enterprises’
measurement of successful Al
transformation.

IS

y —O
o

SA7Sag’

Al adoption is fragmented
across functions, ROI
pressures are high, and
security and governance are
now being prioritized from
the start. Al Masters continue
to recognize that scaling Al
requires deeper investment
in data pipelines, automation,
security and storage
optimization.

D)
DD
oo

A

N\

Surprisingly, this year’s study
highlights that less mature
Emergents believe they are
achieving greater Al success
with faster deployments and
easier processes compared

to their more mature peers,
but in reality Emergents have
yet to tackle more complex

Al initiatives, such as Agentic
Al, where efficiency, flexibility,
governance and security goals
are more challenging but yield
greater business outcome
benefits.

Progress must be made
regardless of maturity

level. While essentially

all organizations have

made investments in Al and
are realizing positive business
outcomes, there is no finish
line - Al Masters need to work
just as hard to compete against
their peers and remain at the
bleeding edge.

( Table of Contents )
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Al Masters are achieving greater business improvements
compared to less mature peers

QAO2. What annual percentage change in the past 12 months did your organization experience in each of the following as a

direct consequence of these Al initiatives?
@® Emergent Pioneer @ Leader Master

n o 39 o 32 o

= 00 N % © % 32 32 52 3 o

[ o N o o O o O To) To) o o N o X N

2 R 2 32 2 ¢ O 0 so b O 52 3¢ N 2 N X N 2 ¥ N 2 ¥ N ot 2 2§
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QO

O

O

o
Increased Faster time to Cost Reduced Improved Improved Faster Improved Improved Increased Revenue Increased
operational market savings business risk business employee innovation business customer profits growth sustainability
efficiency agility productivity resilience satisfaction

C) Masters achieved 24.1% revenue growth vs. 15.8% for Emergents. C) Masters accelerated time to market by 26.6% vs. 17.9% for Emergents.

C) Masters realized 25.4% cost savings vs. 15.9% for Emergents. C) Masters improved business agility by 25.9% vs. 17.1% for Emergents.

C) Masters boosted operational efficiency by 27.8% vs. 16.9% for Emergents.

a— IDC InfoBrief, sponsored by NetApp . . < )

— N=1,213; Source: IDC’s Enterprise Al Transformation Study, June 2025 Table of Contents © 2025 IDC 9

— October 2025 | IDC #US53841625




Scaling Enterprise Al Responsibly: The Critical Role of Data Readiness and an Intelligent Data Infrastructure

Data Preparedness Critical to Al Success

Emergents are more likely to experience every data challenge than Masters.

While data challenges are facing Al practitioners at every stage of maturity, we find a consistent disconnect between the confidence of Emergents in this study with their actual
data preparedness challenges.

Compared to Masters, Emergents are:

-_ 3
—= i — —
Al — = -
More likely to include More likely to have More likely to be unable to More likely to fail to More likely to include
inappropriate data in their unused or unneeded put data in context due to a aggregate multi-format old and expired data in
Al applications copies of data lack of metadata or labelling data without extensive models

transformation effort and cost

J—— InfoBrief, sponsored by NetApp
— Table of Contents © 2025 IDC 10
~ October 2025 | IDC #US53841625
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Data Infrastructure and Enterprise Al

84% of firms still report storage is not fully optimized for Al

)

QF03. How much improvement is needed to ensure that storage is optimized and right sized across the enterprise for use in Al?

@ Major improvements

No improvements needed @ Minor improvements

2024 14% 46% 17%
2025 16%
Some progress has been made - in 2024, 63% Masters are far more likely to prioritize advanced capabilities of storage infrastructure:
of organizations said their storage needed major | .
improvements or a complete overhaul to support RIS 420/ demand “store once, use 380/ emphasize advanced
Al versus 37% in 2025. Z@* O anywhere” access, vs. O ransomware protection
5443 17% of Emergents. and recovery, vs. 17% of Emergents.
é I DC Ion:(?;i:’;op;;sl?;?:JSst[SAZZzS N=1,213; Source: IDC’s Enterprise Al Transformation Study, June 2025; N=1,158, January 2024 ( Table of Contents ) © 2025 IDC

@ Needs a complete overhaul
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Scaling Enterprise Al Responsibly: The Critical Role of Data Readiness and an Intelligent Data Infrastructure

State of Al Summary

O
fn

Al Emergents
believe:

O They are implementing Al at scale, efficiently,
sustainably and responsibly, while experiencing
improvements in Al initiative speed. They also
believe that technology and processes related to Al
initiatives are getting much easier to use. Many also
think that key data preparedness concepts such
as governance, compliance, security and ROI are
considered too much during proof of concept and
production phases for Al applications.

J—— IDC InfoBrief, sponsored by NetApp
~ October 2025 | IDC #US53841625

IDC
believes:

O Emergents do not know what they do not know —

they haven’t yet learned some lessons the hard

way, and are overly optimistic about their initiatives.

Masters are experiencing more positive business
outcomes due to their Al initiatives because they
have a more grounded understanding of the
data preparedness and infrastructure decisions
necessary to achieve success.

,ﬁg)

N

Al Masters
know:

The importance of involving IT infrastructure teams
in GenAl initiatives

They must increase security budgets to support
GenAl initiatives

They need to leverage off the shelf GenAl models
and incorporate GenAl in applications

How critical applying appropriate focus to data
governance, IT security and ROl in GenAl initiatives
IS to success

( Table of Contents ) © 2025 IDC 13
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Masters may have a more realistic viewpoint on the impact of
GenAl compared to Emergents

QEO09. Has your organization's competitive landscape been impacted by the availability of GenAl over the past year?

@ Emergent () Master

20%

Made it more difficult for
competitors to enter our markets

Hasn’t really changed the

competitive landscape 38%
Made it a little easier for
competitors to enter our markets 38%
. . o
Made it much easier for 30%
competitors to enter our markets 10%
Percent of respondents
— InfoBrief, sponsored by NetApp . )
— N=1,213; Source: IDC’s Enterprise Al Transformation Study, June 2025 Table of Contents © 2025 IDC 14
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Masters take infrastructure and security more seriously

than Emergents

— 700/ of Masters involve IT
T O infrastructure at the very start
of GenAl POCs, vs. 30% of Emergents.

QBO06. One of the stakeholders in the initial
decision on whether to begin a proof of
concept GenAl initiative may be the IT
Infrastructure team. To what level is the IT
Infrastructure team involved in this initial
decision?

600/ of Masters require IT

(= O infrastructure approval
before any GenAl initiative moves forward,
compared to just 25.3% of Emergents.

QBO8. In the final decision on whether to
move a specific GenAl initiative from proof of
concept to Production, to what level is the IT
Infrastructure team involved?

(o)
b O\ n
< (@) c X
T N 3 o
O 5 (o
Q Q
8 )
= s N
° o Ty
c = (9
g g
No initiatives move forward without IT No initiatives move forward without IT
Infrastructure approval Infrastructure approval
— InfoBrief, sponsored by NetApp ) )
— N=1,213; Source: IDC’s Enterprise Al Transformation Study, June 2025
-— October 2025 | IDC #US53841625

compared to only 16% of Emergents.

620/ of Masters increased security
[‘ \ ‘ O budgets for GenAl initiatives,

QEO6. How has your organization's experience
in executing GenAl initiatives changed the
focus on IT security over the past year?

@® Emergent Master

62%

Percent of respondents

o2
O
F
It has caused our organization to make
significant new investments in IT Security

( Table of Contents ) © 2025 IDC 15
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Masters have already found success with traditional and
generative Al and are now focusing on Agentic Al, Emergents
are still dealing with Gen Al

QBO02. What proportion of the significant Al initiatives
underway use each of these types of Al?

Agentic Al

Predictive Al

Interpretive Al

Generative Al

=IDC

@® Emergent Master
— 38%

54%

44%

34%

Percent of respondents

InfoBrief, sponsored by NetApp

N=1,213; Source: IDC’s Enterprise Al Transformation Study, June 2025
October 2025 | IDC #US53841625

Agentic Al: artificial intelligence systems that demonstrate a degree
of autonomy or self-directed behavior. These systems are designed
to act as agents that can make decisions, initiate actions, and adapt
to changing environments or tasks without requiring constant human
intervention

Predictive Al: analysis of large data sets to identify long term
patterns in behavior and detect changes (e.g., digital twins and
threat detection)

Interpretive Al: analysis of images or event data streams so people
and things can detect, analyze, and act (e.g., machine vision)

Generative Al: create new content/code using previously created
content/code (e.g., ChatGPT and developer co-pilots)

< Table of Contents ) © 2025 IDC
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Al Masters consider the bigger picture; less mature
organizations are fragmented in their approach

QBO1. For what % of new initiatives at your organization is GenAl a required part?

The more mature the organization, the less

1. For internal initiatives within your functional area
likely they were to insist on GenAl being

2.For total initiatives across the organization @ Emergent Pioneer @ Leader Master , o .
a requirement across new initiatives — this
understanding of where and when Al is

%o appropriate is one sign of maturity.
m 2 Another is that only Al Masters were
S‘.D more likely to require GenAl across the

entire organization, rather than making it

o . . . (] (] °
&\’ a functional area decision. This holistic
(o)) approach means that data readiness and
infrastructure approaches are more likely
£ to be consistent across initiatives, setting
S the groundwork for added value from data or
o c 0
Q X X next gen technologies, such as Agentic Al.
) 1N LN
o - -
(©)
=
O X
o) ~
o
Internal initiatives within your functional area Total initiatives across the organization
— I DC infoBriet, sponsored by NetApp N=1,213; Source: IDC's Enterprise Al Transformation Study, June 2025 ( Table of Contents ) © 2025 IDC 17
~ October 2025 | IDC #US53841625
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Masters are building more apps using off-the-shelf GenAl
models and integrating GenAl services into enterprise apps
more than Emergents

QBO3. Which of these approaches to incorporating GenAl QBO4. And which of these approaches to incorporating
into initiatives does your organization use? GenAl into initiatives does your organization use most?

Percent of respondents

Emergent () Master
Building GenAl models from ® 9

scratch

Using apps that GenAl is
embedded in

Fine-tuning off-the shelf GenAl
models

Building apps using off-the-shelf
GenAl models

Integrating GenAl services into 64%

enterprise apps 72% 48%

— InfoBrief, sponsored by NetApp , .
— N=1,213; Source: IDC’s Enterprise Al Transformation Study, June 2025 Table of Contents © 2025 IDC 18
et October 2025 | IDC #US53841625
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Emergents are over confident. Many believe that data
governance, security and ROI are all considered
before beginning a POC compared to Masters

QBOS5. In your opinion, in the initial decision on whether to begin a proof of concept
GenAl initiative, to what level are each of the following considered?

Data Governance

IT Security

N
<
<

oS

O

F

67%

35%

14%

o2
00
<

too much

@ Emergent Master

ROI of the Initiative

32 X
o O
n O
0
=
()
©
C
(]
(@}
wn
v
2 32
3 N
= N
(a1
5 &
32 L0
~ |
Is not Is not Is considered
considered considered appropriately
at all nearly enough

=IDC

InfoBrief, sponsored by NetApp
October 2025 | IDC #US53841625

|s considered Is not Is not |s considered
too much considered considered appropriately
at all nearly enough

N=1,213; Source: IDC’s Enterprise Al Transformation Study, June 2025

o2
<
F
S
I~
o2
F
Is considered Is not
too much considered
at all

le)
S 2
S i~ o2
(N
<
o2
S 3
N N
o
™~
Is not Is considered Is considered
considered appropriately too much
nearly enough
( Table of Contents ) © 2025 IDC 19
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More Emergents believe that data governance, security and
ROI are all considered too much in making the final decision to

move a GenAl POC to production compared to Masters

QBO7. In the final decision on whether to move a specific GenAl initiative from Proof
of Concept to Production, to what level are each of the following considered? @ Emergent @ Master

Data Governance IT Security ROI of the Initiative

Percent of respondents
1
5%
I 8%
17%
I s0%
41%
23%
3%
I o
19%
I 53%
38%
16%
P
4%
I o
16%
I

o
o
Is not Is not Is considered Is considered Is not Is not Is considered Is considered Is not Is not Is considered Is considered
considered considered appropriately too much considered considered appropriately too much considered considered appropriately too much
at all nearly enough at all nearly enough at all nearly enough
— ID( InfoBrief, sponsored by NetApp N=1.213: Source: IDC’s Enterprise Al Transformation Study, June 2025 ( Table of Content ) © 2025 IDC 20
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Emergents believe they are further along in implementing Al at
scale, efficiently, sustainably, and responsibly compared to Masters

QCO05. How far do you feel the organization has come in addressing each of these issues in the use of Al?

Implementing Al at scale (i.e., organization wide, full

% suite of business benefits and outcomes)

2

S 52

o

5 50 0 M

= o 00 3 S

. B ~ I : D &

o

L B I

Just starting Good progress on Issue addressed Issue addressed Issue addressed and
addressing issue and has been has been through
through one major two ore more major
revision revisions
Implementing Al in a sustainable way (e.g., use of alternate/

= renewable energy sources for power and cooling)

S

c

2 52

o 3\; o

S 2 2 N 2 R

- o B R I, I

5 00 - -

o

= L I

@® Emergent Master

Implementing Al efficiently(i.e., people, process,

Issue addressed and
and has been has been through
through one major two ore more major
revision revisions

Just starting Good progress on Issue addressed Issue addressed

addressing issue

InfoBrief, sponsored by NetApp

—— I D< N=1,213; Source: IDC’s Enterprise Al Transformation Study, June 2025
~ October 2025 | IDC #US53841625

% technology, and cost optimizations)
2
o
o
o Q 2 X % N
— ox (o) (o) o
G X © O I 00
= N a N N N N &
Y N -~ - - 2
' m B B -
i B
[
Just starting Good progress on Issue addressed Issue addressed Issue addressed and
addressing issue and has been has been through
through one major two ore more major
revision revisions
Implementing Al responsibly (e.g., safeguarding private or customer
2 information, safeguard against data leakage, security)
S
c
o
7l 0
o - 2 o2 =
S N S 1 I M X 32
- ) (@) N (g (N (o)) o
3 o N - ©
S x - M-
* m B B -
[

Issue addressed and
and has been has been through
through one major two ore more major
revision revisions

( Table of Contents )

Just starting Good progress on Issue addressed Issue addressed

addressing issue
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Emergents believe their success rate and speed of execution has
Improved In the past year, while Masters see success and speed

decreasing or remaining the same

QCO06. In the past year - how has the success rate to move Al QCO7. In the past year - how has the speed of executing Al
initiatives from Proof of Concept into Production changed? initiatives from Proof of Concept into Production changed?
@® Emergent Master

X
S o

3 ;

™~ (o) (®)

o oN o~ ™M
0 N n N
€ m = m
) )
© ©
C -
(] o
o o
8 6 2
s ° s o
o O\ ®) \o I.ﬂ
€ NN € ) S
O - 9, o
O o o - S
SN, ox o o)

2 Q < Q o2
o™ o~ oN 0
- - - B ©
— N —
Succes rate Succes rate Success rate Success rate Success rate Speed of Speed of Speed of Speed of Speed of
decreased decreased a stayed the increased a increased a execution execution execution execution execution
a lot little same little lot slowed a lot slowed a little stayed the same increased a increased a
little lot
N=1,213; Source: IDC’s Enterprise Al Transformation Study, June 2025 < Table of Contents ) © 2025 IDC 22
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Emergents believe that tech and processes associated with
executing Al from POC to production has become easier to use
while Masters see tech and processes becoming more difficult to

use or about the same

QCO08. And in the past year - how has the technology and processes associated with executing Al

initiatives from Proof of Concept into Production changed? @ Emergent @ Master
% X
s ; : 3
F
2 < ~ 3
c
)
©
c
(]
o
0
ks
5 0
O S o~ 32
& 00 0 0 00
S Q o
: : — :
F
[

It has resulted in our organization It has caused our organization to Our organization has fined-tuned Our present approach to IT Our present approach to IT
having a complete rethink on make significant new investments our approach to IT Security to Security accommodated the Security accommodated the
how we approach IT security in IT Security accommodate GenAl initiatives. demands of GenAl initiatives demands of GenAl initiatives

already already
= I DC InfoBriet, sponsored by NetApp N=1,213; Source: IDC’s Enterprise Al Transformation Study, June 2025 ( Table of Contents > © 2025 IDC 23
— October 2025 | IDC #US53841625
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Governance and Security Summary

O
fn

Al Emergents
believe:

O That they have resolved numerous challenges
related to governance and security for their Al
initiatives.

J—— IDC InfoBrief, sponsored by NetApp
~ October 2025 | IDC #US53841625

A

IDC
believes:

O Emergents don’t have the real world operational

experience of Masters — they have yet to be tested
in ways that will reveal the dangers of ignoring
governance, security, and compliance.

rikg)
NN

Al Masters
know:

That a pragmatic approach is providing significant
progress in governance and security, but recognize
that many challenges are only somewhat resolved
and more work is needed.

That significant new investments in security
compared to their less mature counterparts will pay
dividends in their Al initiatives.

That the evolving regulatory environment has
added challenges to executing on GenAl initiatives,
and ongoing care must be paid to regulatory
compliance.
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Masters are leading in data and IT security investments
for enterprise Al initiatives compared to Emergents

QEO6. How has your organization's experience in executing GenAl initiatives changed the focus on IT security over the
past year?

@ Emergent Master
R
N
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% o2 Ty
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'8 (8]
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7l NN
v NN
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o
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<
It has resulted in our organization It has caused our organization to Our organization has fined-tuned Our present approach to IT
having a complete rethink on make significant new investments our approach to IT Security to Security accommodated the
how we approach IT security in IT Security accommodate GenAl initiatives. demands of GenAl initiatives
already
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Far more Masters believe that the regulatory environment for
Al initiatives has added to the confusion and challenges around
executing GenAl initiatives, compared to Emergents

QEOS5. The regulatory environment for Al initiatives has evolved in the past year across many jurisdictions - including the EU
with the EU Al Act. What is the effect of these regulations for executing GenAl initiatives in your organization?

@ Emergent Pioneer @ Leader Master
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F
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N
T
O
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Q
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Has added to the confusion and challenges Has had no effect on our GenAl initiatives Has provided clarity and direction on how our
around executing GenAl initiatives organization executes GenAl initiatives
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Emergents are over-confident re: data governance. More believe
they are further along in addressing governance challenges

compared to Masters (1 of 2)

QEO2. How far along do you feel the organization has come addressing these governance

challenges in using Al?

Automatically creating auditable copies of Al models

28%
35%

7%

ercent of respondents

LP
N 12%
I 43

Challenge is still a
major problem

Challenge somewhat
resolved

Challenge mostly
resolved

Challenge completely
resolved

Having tools in place to actively detect biases in Al algorithm
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S o2 o2

O o oy O %
G ) @ % o
2 © M o oM
S X % o X
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Challenge is still a
major problem

=IDC

Challenge somewhat
resolved

Challenge mostly
resolved

Challenge completely
resolved

InfoBrief, sponsored by NetApp
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N=1,213; Source: IDC’s Enterprise Al Transformation Study, June 2025

@ Emergent Master

Ability to know how data is used

32%
43%

15%
16%
14%

ercent of respondents

E

Challenge somewhat

Challenge is still a Challenge mostly Challenge completely

major problem resolved resolved resolved
Ensuring data being used complies with local
data-sovereignty requirements
)
o
©
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S - - N
J& - N

Challenge is still a
major problem

Challenge somewhat
resolved

Challenge mostly
resolved
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Challenge completely
resolved
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Emergents are over-confident re: data governance. More believe
they are further along in addressing governance challenges
compared to Masters (2 of 2)

QEO2. How far along do you feel the organization has come addressing these governance
challenges in using Al? ® Emergent @ Master

Having traceability tools in place Having error detection tools in place Have tools in place to manage data quality,
accuracy, and lifecycle

49%

44%
43%

N
M
<

>2
o (o]
- 0 o
< ~ g
[0))

Percent of respondents

1%

10%
11%
12%

Challenge is Challenge Challenge Challenge Challenge is Challenge Challenge Challenge Challenge is Challenge Challenge Challenge
still a major somewhat mostly completely still a major somewhat mostly completely still a major somewhat mostly completely
problem resolved resolved resolved problem resolved resolved resolved problem resolved resolved resolved
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Emergents believe they have resolved different challenges related
to data security and privacy more than Masters (1 of 2)

QEO4. How far do you feel the organization has come addressing these data security and privacy

challenges in using Al?

Having end-to-end encryption of all data travelling
over networks
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Challenge is still a
major problem

Challenge somewhat
resolved

Challenge mostly
resolved

Challenge completely
resolved

Having dynamic internal access controls for Al initiatives

&\:
o2 <
(00
m I

20%
31%
31%

18%

12%
10%

ercent of respondents

)

Challenge is still a
major problem

=IDC

Challenge somewhat Challenge completely
resolved resolved

Challenge mostly
resolved

InfoBrief, sponsored by NetApp
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N=1,213; Source: IDC’s Enterprise Al Transformation Study, June 2025

@ Emergent Master
Staying in compliance with relevant data privacy
and sovereignty standards like GDPR
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(N o
= 2 m
S o ~
J [

Challenge is still a
major problem

Challenge somewhat
resolved

Challenge mostly
resolved

Challenge completely
resolved

Continuous monitoring for external cybersecurity threats

34%

ercent of respondents
11%
11%

;
M 9%

Challenge is still a
major problem

Challenge somewhat
resolved

Challenge mostly
resolved

( Table of Contents )

Challenge completely
resolved

© 2025 IDC 30




Scaling Enterprise Al Responsibly: The Critical Role of Data Readiness and an Intelligent Data Infrastructure

Masters believe they have resolved several challenges related
to data security and privacy more than Emergents (2 of 2)

QEO4. How far do you feel the organization has come addressing these data security and privacy challenges in using Al?

@® Emergent () Master

Instant threat response for external Removing sensitive information from ingestion Establishing real-time monitoring for possible
cybersecurity threats before being used in Al models internal tampering
o2 o
= 0 < 22
ox Is
N ™ ™ o O
(o)) N ™
o

Percent of respondents

Challenge is Challenge Challenge Challenge Challenge is Challenge Challenge Challenge Challenge is Challenge Challenge Challenge
still a major somewhat mostly completely still a major somewhat mostly completely still a major somewhat mostly resolved completely
problem resolved resolved resolved problem resolved resolved resolved problem resolved resolved
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Flexibility Summary

O 4 e
m - o

Al Emergents IDC Al Masters
believe: believes: know:

O They need to make more progress on a wide array O Emergents have a more realistic view of O That they still need improvement on an array of
of capabilities to make storage infrastructure Al- their technology capabilities than their data infrastructure and processes to address enterprise
ready. preparedness, which should be expected in an Al initiatives.

organization new to enterprise Al initiatives. L
O Combining internal and external resource for GenAl

foundation model training and tuning gives them
access to best of breed technology as well as skilled
resources.

O That their flexible and adaptive approach can give
them higher confidence in executing any enterprise
Al initiatives.
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Masters have made more progress making their storage
Infrastructure Al-ready compared to Emergents

QDO09. What capabilities need to improve to make your organization’s storage infrastructure Al-ready?

o2
N
<

Percent of respondents

Improved acces
- store once use
anywhere

=IDC

o2
00
)

17%
22%

o%
00
)

36%
36%

Fast data movement-
Migration between
on-premise and
multiple clouds

InfoBrief, sponsored by NetApp
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Advanced Ability to guard data
ransomware through its lifecycle
protection and to protect against
recovery poisoning attacks

N=1,213; Source: IDC’s Enterprise Al Transformation Study, June 2025

Functionality to
prevent sensitive

data from being used

in Al training

@® Emergent Pioneer @ Leader Master
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Adding or

scaling storage
requirements to
meet Al needs

Single common
control plane and
data services across
on premise and
multi-cloud storage

C Table of Contents )

Instant, storage-
efficient, auditable
copies of data for
traceability-error

detection
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Masters recognize that more improvement is needed to develop
and implement GenAl

QD12. Over the next year, how much improvement is needed in each of these areas for developing and implementing GenAl
initiatives? [Results for Al Masters]

Needs some improvements Needs major improvements Needs a total refresh
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N N 32 2 2 50 30
- o = o S X
Software Network Compute Data governance Optimizing Data Storage Al development skills
Infrastructure Infrastructure processes pipelines Infrastructure
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Masters combine internal and external resources when
developing and implementing foundation model training related

to GenAl initiatives more often than Emergents (1 of 3)

QD10. How do you primarily resource each of the following steps in your overall
approach to developing and implementing GenAl initiatives? (Responses)

@ Emergent Master
Foundation Model Training Data Preparation In this question respondents
interpreted the scope of
“resources” based on their
own experiences which
§ can include any or all of the

. N . 3 2 following elements: compute,

g 52 g Wid o storage, networking, data,

S < " : 2 09 software, services and

5 Q5 x 5 ™ staffing.

3 N 3

- ™
Mostly internal Mix of internal/ Mostly external Mostly internal Mix of internal/ Mostly external
resources external resources resources external resources
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Masters combine internal and external resources when tuning
/ adapting models related to GenAl initiatives more frequently
than Emergents, and use internal resources for evaluation and

test more frequently than Emergents (2 of 3)

QD10. How do you primarily resource each of the following steps in your overall

approach to developing and implementing GenAl initiatives?

@ Emergent Master
Tune / Adapt Model Evaluate / Test
2
(2} 0
2 £ X O
S 5 &
2 = v 52
o ) a f\ o
o ox o m M
5 00 ° 5 (o))
= N o OX =
g 2 0 g 2
O = N
@ - o% @ - 0
N o
. m
Mostly internal Mix of internal/ Mostly external Mostly internal Mix of internal/ Mostly external
resources external resources resources external resources
—_— InfoBrief, sponsored by NetApp , _
— N=1,213; Source: IDC’s Enterprise Al Transformation Study, June 2025
—— October 2025 | IDC #US53841625

In this question respondents
interpreted the scope of
“resources” based on their
owhn experiences which

can include any or all of the

following elements: compute,
storage, networking, data,
software, services and
staffing.
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Masters use a mix of internal and external resources when
Integrating GenAl initiatives compared to Emergents, and use
internal resources for operate / monitor more frequently than

Emergents (3 of 3)

QD10. How do you primarily resource each of the following steps in your
overall approach to developing and implementing GenAl initiatives?

@ Emergent @ Master In this question respondents
Integrate Operate / Monitor mterpreted the SCope of .
“resources” based on their
g\; own experiences which
2 © can include any or all of the

) ) X ) © following elements: compute,
= o2 £ i
g o - g storage, networking, data,
% 2 % o software, services and
5 MM 2 5 N staffing.
£ o = AN
3 N 3 N In
o o2 O - o2
- o - o 30

&

Mostly internal Mix of internal/ Mostly external Mostly internal Mix of internal/ Mostly external
Fresources external Fresources resources external resources
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Masters have made more progress in their GenAl initiatives In

the past year compared to Emergents

QD11. And over the past year - how has your organization’s readiness to successfully execute GenAl initiatives changed?

=IDC

Percent of respondents

56%

N
00

@ Emergent

19%
19%

Master

We are just starting to
build our capabilities to
execute GenAl initiatives

InfoBrief, sponsored by NetApp
October 2025 | IDC #US53841625
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We continue to be in the We still have some way
process of building our to go to ensure all the
capabilities to execute capabilities are in place
GenAl initiatives to execute most GenAl
initiatives

N=1,213; Source: IDC’s Enterprise Al Transformation Study, June 2025

We feel we can execute
most GenAl initiatives

We have achieved the
capabilities where we
feel we can successfully
execute all GenAl
initiatives
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Efficiency Summary

O
fn

Al Emergents
believe:

O They continue to have numerous challenges in
managing data used in Al modeling, but their
organizations are far along in addressing efficiency

challenges and right sizing storage for Al initiatives.

J—— IDC InfoBrief, sponsored by NetApp
~ October 2025 | IDC #US53841625

IDC
believes:

O Emergents understand that they are having a

variety of issues due to both data preparedness

and technology selection but cautions organizations
that have had some rapid success with enterprise

Al to avoid overconfidence in their progress; the
“low hanging fruit” of enterprise Al won’t necessarily
prepare companies for more complex, high ROI
initiatives such as Agentic Al. Data preparedness
issues in particular tend to multiply exponentially
due to network effects as multiple systems rely on
the same data.

,ﬁg)

N

Al Masters
know:

Their efforts, and in some cases the highly regulated
nature of their business, has led to fewer challenges
in managing data used in Al modeling.

That more work is needed to address efficiency
challenges and to optimize and right size storage for
Al initiatives.

( Table of Contents ) © 2025 IDC 41




Scaling Enterprise Al Responsibly: The Critical Role of Data Readiness and an Intelligent Data Infrastructure

Emergents are facing more challenges in managing data used in
Al modeling than Masters

QFO1. In the past year, which of these issues has your organization experienced in managing the data used in Al modeling?

o
3 5
® ™M

Percent of respondents

o2
o
™M

29%
29%

N
O
N

Inappropriate data Eliminate unused or
being included in unneeded copies of
modeling datasets across the

data infrastructure

J— IDC InfoBrief, sponsored by NetApp
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Inability to Storage-related Inability to include
contextualize bottlenecks slowing certain data due to
data due to a lack down Al modeling data silos
of metadata or
labelling

N=1,213; Source: IDC’s Enterprise Al Transformation Study, June 2025

@ Emergent () Master

N
<
N N

N

o%
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-

Inability to scale Inability to saggregate
storage resources and integrate
to utilize large multi-format data
datasets without extensive

transformation

Inability to access Old or expired data

desired data sets being included in Al
modeling

< Table of Contents ) © 2025 IDC 42




Scaling Enterprise Al Responsibly: The Critical Role of Data Readiness and an Intelligent Data Infrastructure

More Emergents believe their organization has solved efficiency
challenges compared to Masters (1 of 2)

QFO02. How far along do you feel your organization has come addressing these efficiency challenges in using Al?

Identifying and filtering unnecessary unused
datasets and data copies
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c N o2
§ \O 80 & o\o
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]

Challenge completely
resolved

Challenge mostly
resolved

Challenge is still a
major problem

Challenge somewhat
resolved

Integrating data access tools with Al analytic tools
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Challenge mostly
resolved

Challenge completely
resolved

Challenge is still a
major problem

=IDC

Challenge somewhat
resolved

InfoBrief, sponsored by NetApp
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N=1,213; Source: IDC’s Enterprise Al Transformation Study, June 2025

@ Emergent Master
Having effective power consumption management
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Challenge is still a Challenge somewhat Challenge mostly Challenge completely

major problem resolved resolved resolved
Enhancing the ability of Al analytic tools to handle
1% complex datasets
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Challenge completely
resolved

Challenge mostly
resolved
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More Emergents believe their organization has solved efficiency
challenges compared to Masters (2 of 2)

QFO02. How far along do you feel your organization has come addressing these efficiency challenges in using Al?

@® Emergent Master
Having scalable Al analytical tools that instantly Ensuring data is accessible using the most cost- Having to replicate data governance and access
adjust to changing data requirements effective approaches policies into multiple data environments
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Challenge is Challenge Challenge Challenge Challenge is Challenge Challenge Challenge Challenge is Challenge Challenge Challenge
still a major somewhat mostly completely still a major somewhat mostly completely still a major somewhat mostly resolved completely
problem resolved resolved resolved problem resolved resolved resolved problem resolved resolved
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Masters realize that more improvements are needed to ensure
that storage is optimized and right sized across the enterprise for

use in Al compared to Emergents

QFO03. How much improvement is needed to ensure that storage is optimized and right sized across the enterprise for use in Al?

32 @ Emergent Master
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d N
ks
5
32
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F
No improvements needed Minor improvements Major improvements Needs a complete overhaul
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Productivity Summary

O
fn

Al Emergents
believe:

O Fewer improvements are needed to maximize
productivity of data scientists and engineers or to
leverage data for applications with embedded Al.

O That they have made more progress in the past year
than more mature organizations.

J—— IDC InfoBrief, sponsored by NetApp
~ October 2025 | IDC #US53841625

IDC
believes:

O Experiencing success at scale in enterprise Al
initiatives, especially in more complex initiatives
such as Agentic Al with interconnected and
integrated workflows, will require a host of data
preparedness and technology capabilities. Early
success in the Al adoption curve will translate to
positive future outcomes when a holistic approach
to both data and data infrastructure is taken.

,ﬁg)

N

Al Masters
know:

O That more improvements are needed to maximize
productivity of data scientists and data engineers.

O That more improvements are needed to leverage
data for applications with embedded Al.

( Table of Contents ) © 2025 IDC
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More Masters believe that major improvements are needed
ensure that data scientists and engineers maximize their
productivity and time to value in using Al compared to Emergents

QGO03. How much improvement is needed in each of these areas to ensure that data

scientists and engineers maximize their productivity and time to value in using Al? @ Emergent @ Master
Automating Al Training Workflows Access to cleaned data sets with sensitive data Having better data pipeline tooling
automatically controlled for
O
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Improved data Adoption of Improved data Adoption of Improved data Adoption of
management/ new tools and management/ new tools and management/ new tools and
data access frameworks data access frameworks data access frameworks

48

— ID( InfoBrief, sponsored by NetApp N=1.213: Source: IDC’s Enterprise Al Transformation Study, June 2025 ( Table of Content > © 2025 IDC
— =1, s ur N rpri r r | u , JU aplie o ontents
E— October 2025 | IDC #US53841625 P Y



Scaling Enterprise Al Responsibly: The Critical Role of Data Readiness and an Intelligent Data Infrastructure

Masters believe that more improvements are needed to
effectively leverage data for applications with embedded Al
compared to Emergents (1 of 2)

QGO04. How much improvement is needed to ensure that developers can effectively

leverage these types of data for applications with embedded Al? @ Emergent @ Master
. Using Streaming Data ) Using unstructured data
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No improvements Minor Major Needs a complete No improvements Minor Major Needs a complete
needed improvements improvements overhaul needed improvements improvements overhaul

P Using synthetic data P Using structured/database data
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No improvements Minor Major Needs a complete No improvements Minor Major Needs a complete
needed improvements improvements overhaul needed improvements improvements overhaul
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Masters believe that more improvements are needed to
effectively leverage data for applications with embedded Al

compared to Emergents (2 of 2)

QGO04. How much improvement is needed to ensure that developers can effectively leverage these types of data
for applications with embedded Al?

@ Emergent Master
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45%
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No improvements needed Minor improvements Major improvements Needs a complete overhaul
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Emergents report greater improvements in processes and
technology in the past year compared to Masters

QCO09. What changes in processes and technology in the past year have had the greatest impact on making Al projects more
effective and easier to execute?

@® Emergent () Master

N
O
™M

32%

32%
31%
31%
30%

29%
28%

26%
25%
26%

N
N X X
N © O
N N

Percent of respondents

Improved data Adoption of Evolution of Availability of Availability of Emergence Standardization Adoption of Staff has gained Availability of Use of hybrid
management/ new tools and data privacy small language Al accelerators of monitoring/  of Al platforms or governance experience customizable Al clouds
data access frameworks regulations models (GPUs, NPUs, operations best frameworks tools applications
etc.) practices
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Key Takeaways

%

Enterprises are
making progress with
Al governance but
challenges remain,
particularly with data
quality-lifecycle
management and
maintaining auditable
copies.

=IDC

Persistent data
security/privacy
challenges for the
most Al-mature
enterprises are end
to end encryption and
instant cyberthreat
response. Compliance
with data privacy

and sovereignty
regulations is also a
top problem causing
both confusion and
execution challenges.

InfoBrief, sponsored by NetApp
October 2025 | IDC #US53841625

GenAl is prompting
enterprises to prioritize
security, rethink

their approaches,

and make new security
investments.

€

Al Masters are ahead
of the curve on
Agentic Al, because

of the investments
they’ve made in data
readiness, security and
infrastructure, as well
as lessons learned
from previous Al
initiatives.

Enterprises are
primarily integrating
GenAl by leveraging
existing infrastructure.
While satisfaction with
that infrastructure has
improved, 84% of firms
still report that storage
is not fully optimized
for Al.

6

Organizations that
haven’t reached

the Master level

of maturity are
adopting GenAl more
readily within functional
areas than across the
entire organization,
suggesting a
fragmented approach.
This approach will

not serve Agentic Al
initiatives well, as the
dependencies between
systems require a more
holistic approach to

both data readiness and

infrastructure.
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While a greater
number of
respondents in
2025 feel they have
closed the Al skills
gap, automated
training workflows,
automated data

set governance and
better pipeline tooling
offer the opportunity
for data team
productivity gains.
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our portfolio, expert services, and deep partnerships - guided by a belief
that for a future shaped by Al, intelligence must be built in, not bolted on.
Only NetApp enables organizations to manage any data, for any application,
anywhere it’s needed - optimized, secured, and protected by intelligence.
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2025 Survey Firmographics, n=1,213

* United Kingdom e Germany
8% 8%

Korea @ Australia
8% 7%

Respondent Seniority

C-level (CIO, CDO, CISO, CTO, etc)
I 10%

Executive VP/Senior VP/VP/Head of BU
I 19%

Director

I 55%

Manager

I 17%

J— IDC InfoBrief, sponsored by NetApp
~ October 2025 | IDC #US53841625

Co Size (employees)

10,000 or more employees

I 21%

5,000 to 9,999 employees

I 29%

2,500 to 4,999 employees

I 20%

1,000 to 2,499 employees

I 19%

500 to 999 employees

I 12%

Respondent Role

Cybersecurity

N 5%

IT Infrastructure and Operations (IT Ops, CloudOps, etc.)

N 5%

IT Management (CIO or IT)

I 16%

Data Management and Governance

I 33%

Data Analytics

I 33%

Applications/software development

I 9%

N=1,213; Source: IDC’s Enterprise Al Transformation Study, June 2025

Primary Industry

Construction

I 1%

Education

| 1%

Financial Services - banking and credit institutions
i 8%

Financial Services - securities and investment services
N 4%

Government

I 14%

Healthcare services providers

I 10%

Insurance - Healthcare insurance/Payers
N 3%

Insurance - Other types of insurance

1 1%

Life sciences

N 4%

Manufacturing - Discrete

I 9%

Manufacturing - Process

N 4%

Media and entertainment

W 5%

Oil and Gas

A

Resource industries

1 2%

Retail trade

o 6%

Telecommunications

l 2%

Transport - freight transport and logistics
N 3%

Transport - passenger transport
1 2%

Utilities

l 3%

Wholesale distribution

1 2%

Percent of respondents:
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