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Abstract

This document describes the design and implementation of a FlexPod ® data center solution with Microsoft
SQL Server Clustering which is designed for high availability of enterprise database systems. This solution
covers best practices to deploy FlexPod with SQL Server Failover Cluster Instance to ensure the reliability
and availability of various databases and applications.
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Solution Overview

It is important that a datacenter solution embraces technology advancement in various areas, such as
compute, network, and storage technologies to address rapidly changing requirements and challenges of
IT organizations. The current industry trend in datacenter design is towards shared infrastructures. By
using virtualization along with pre-validated IT platforms, enterprise customers have embarked on the
journey to the cloud by moving away from application silos and toward shared infrastructure that can be
quickly deployed, thereby increasing agility, and reducing costs.

The consolidation of IT applications, particularly databases, has generated considerable interest in the
recent years. Being most widely adopted and deployed database platform over several years, Microsoft
SQL Server databases have become the victim of a popularly known IT challenge “Database Sprawl.”
Some of the challenges of SQL Server sprawl include underutilized Servers, high licensing costs, security
concerns, management concerns, huge operational costs and so on. Therefore, SQL Server databases
would be right candidate for migrating and consolidating on to a more robust, flexible, and resilient
platform.

FlexPod ® is a pre-validated and engineered datacenter solution designed to address rapidly changing
needs of IT organizations. Cisco® and NetApp ® have partnered to deliver FlexPod ®, which uses best of
breed compute, network, and storage components to serve as the foundation for a variety of enterprise
workloads including databases, ERP, CRM, and Web applications, and so on. FlexPod systems
incorporate resilient design across all layers of the infrastructure with no single point of failure. This is
enabled by having redundant components and redundant connectivity between them.

NetApp storage systems harness the power of ONTAP® to simplify the data infrastructure from edge,
core, and cloud with a common set of data services and 99.9999 percent availability. NetApp ONTAP 9
data management software enables you to modernize your infrastructure and transition to a cloud-ready
data center. ONTAP 9 has set of features to simplify deployment and data management, accelerate and
protect critical data, and make infrastructure future-ready across hybrid-cloud architectures.

A Windows Server Failover Cluster (WSFC) is a group of independent servers that work together to
increase the availability of applications and services. SQL Server takes advantage of WSFC services and
capabilities to support SQL Server Failover Cluster Instances. Windows Server Failover Clustering
provides infrastructure features that support the high-availability and disaster recovery scenarios of
hosted server applications such as Microsoft SQL Server and Microsoft Exchange. If a cluster node or
service fails, the services that were hosted on that node can be automatically or manually transferred to
another available node in a process known as failover.

A SQL Server failover cluster is also known as a High-availability cluster, as it provides redundancy for
critical systems. The main concept behind failover clustering is to eliminate a single point of failure by
including multiple network connections and shared data storage connected via SAN (Storage area
network) or NAS (Network attached storage).

Each node in a cluster environment is monitored all the time via a network connection mechanism called
the heartbeat. The cluster will automatically configure cluster heartbeat networking when you setup the
cluster and add nodes to an existing cluster. A system must be able to overcome the situation called
“split-brain” which occurs if all heartbeat links go down simultaneously. Then, all other nodes can
conclude that one node is down and will try to restart the application on themselves. A failover cluster
uses a quorum-based approach to monitor overall cluster health and maximize node-level fault tolerance.

SQL Server is the most prevalent workload for FlexPod's enterprise customer base. Ensuring the
reliability and availability of SQL Server is paramount for businesses that rely on database systems for
their critical operations. By validating FlexPod with SQL Server 2022 and focusing on high availability
solutions like SQL Server Failover Cluster, this solution aims to help customers maintain continuous
database availability, even in the event of node failures or outages. This solution showcases best
practices for configuring SQL Server Failover Cluster Instance (FCI) on FlexPod. This validation will help
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customers confidently deploy SQL Server 2022 on FlexPod, knowing that they have a resilient and
efficient system that can handle their most demanding database needs.

Figure 1 shows a generic illustration of FlexPod with SQL Server Failover Clustering consisting of two
nodes that are capable of performing failover operations. Both failover clustering nodes share the same
NetApp ONTAP storage, which could be offered via AFF/FAS/ASA storage systems.

/,’— Failover\

SQL Server SQL Server
Instance Node 1 LAN Node 2 Instance

Shared Storage

NetApp ONTAP Storage

FlexPod

Figure 1 Generic lllustration of FlexPod with SQL Server Failover Clustering

In a SQL Server failover cluster, data needs to be on a shared storage. Since the data is shared among
the nodes, the SQL Server failover cluster instance can be moved from one node to the other in case of
any failure or maintenance. This solution can guarantee higher up-time and redundancy. Because there is
only one storage space, regular SQL Server maintenance requirements are still needed. Also, if the
shared storage isn’t redundant, after a storage failure, the SQL Server database will be unavailable.

Audience

The intended audience for this document includes, but is not limited to, sales engineers, field consultants,
database administrators, professional services, IT managers, partner engineers, and customers who want
to take advantage of an infrastructure built to deliver IT efficiency and enable IT innovation. It is expected
that the reader should have prior knowledge on FlexPod Systems and its components.
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Solution Benefits

FlexPod systems integrated with SQL Server failover clustering offers the following benefits:

e Provides a reliable high availability solution for enterprise database systems. This reduces risk of
data loss and service interruptions.

¢ Minimizes downtime and ensures business continuity. For example — implementing SQL Server
failover cluster ensures minimum downtime during hardware failures or maintenance.

¢ Simplifies management of SQL Server environments.

¢ Distributing the workload across multiple SQL Server nodes optimizes performance. For example
— A healthcare provider with high query volumes needs to balance the load across servers.

e Supports a broad array of storage solutions, including WSFC cluster disks (iSCSI, Fiber Channel,
and so on) and server message block (SMB) shares.

e Zero reconfiguration of applications and clients during failovers.

e Throttled resource usage during failovers.

Solution Topology

This section describes the topology of the solution which was used for testing and validation.

FlexPod Topology

FlexPod ® is a defined set of hardware and software that serves as an integrated foundation for both
virtualized and non-virtualized solutions. VMware vSphere built on FlexPod includes NetApp All Flash
FAS storage, Cisco Nexus networking, Cisco Unified Computing System, and VMware vSphere software
in a single package. The design is flexible enough that the networking, computing, and storage resources
can fit in one datacenter rack or be deployed according to a customer's datacenter design.

FlexPod Datacenter with Cisco UCS X-Series supports both IP and Fibre Channel (FC)—based storage
access design. This document covers the IP-based solution using Cisco UCS M7 servers. For this
solution, iISCSI configuration on Cisco UCS and NetApp AFF A400 is utilized to set up boot from SAN for
the Compute Node. VMware ESXi hosts access the VM datastore volumes on NetApp using NFS and
iISCSI. The physical connectivity details for IP-based design are explained below.

Figure 2 shows the FlexPod components and the network connections for a configuration with Cisco UCS
6536 Fabric Interconnects. This design can support end to end 100-Gbps Ethernet connections between
the NetApp AFF A400 storage array and Cisco UCS X210c M7 compute nodes.

Each of the components can be scaled easily to support specific business requirements. For example,
more (or different) servers or blade chassis can be deployed to increase computing capacity, additional
storage controllers or disk shelves can be deployed to improve 1/O capability and throughput, and special
hardware or software features can be added to introduce new features.

The following components were used to validate and test the solution:
¢ One Cisco UCSX-9508 blade chassis with Cisco UCS 9108 25G IFM modules
e Two Cisco UCS X210c M7 compute nodes with the Cisco UCS VIC 15231
e Two Cisco UCS 6536 Fabric Interconnects
e Two Cisco Nexus 9336C-FX2 Switches
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e One NetApp AFF A400 (high-availability pair) running clustered NetApp ONTAP with NVMe disk
shelves

The physical topology for the IP-based FlexPod Datacenter is shown below.

Cisco UCS X9508

1/1/1-4 1/1/1-4

[E5z8016 53
[55Z50T6 500

100G
4x 25G
25G
171 [(12
Compute Cisco UCS FI 6536-1 Cisco UCS Fl 6536-2
1/31] 1/3\ /1/31 1/32
1/29 1/30 1/30
1/35
Network Nexus 9336C-FX2-1 o Nexus 9336C-FX2-2
—_—
1/21/- 1/36 1/21/-
ele cOg e0f eOh eOe eOg eof eOh |
Storage ;
AFF A400-1 AFF A400-2 ||
- N.lApﬁ \ e

Figure 2 FlexPod Datacenter Physical Topology for iSCSI and NFS

To validate the IP-based storage access in this FlexPod configuration, the components are set up as
follows:

e Cisco UCS 6536 Fabric Interconnects provide chassis and network connectivity.

e The Cisco UCS X9508 Chassis connects to fabric interconnects using Cisco UCSX-I-9108-25G
intelligent fabric modules (IFMs), where four 25 Gigabit Ethernet ports are used on each IFM to
connect to the appropriate Fl. If additional bandwidth is required, all eight 25G ports can be
utilized.

e Cisco UCSX-210c M7 Compute Nodes contain fifth-generation Cisco 15231 virtual interface
cards (VICs) which are used for 100Gbps connectivity on each side of fabric interconnect.

e Cisco Nexus 9336C-FX2 Switches in Cisco NX-OS mode provide the switching fabric. Cisco UCS
6536 Fabric Interconnect 100-Gigabit Ethernet uplink ports connect to Cisco Nexus 9336C-FX2
Switches in a Virtual Port Channel (vPC) configuration.

e The NetApp AFF A400 controllers connect to the Cisco Nexus 9336C-FX2 Switches using four 25
GE ports from each controller configured as a vPC.
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e VMware 8.0 ESXi software is installed on Cisco UCS X210c M7 Compute Nodes and servers to
validate the infrastructure.

In this solution, VMware ESXi 8.0 virtual environment was tested and validated for deployment of
Microsoft SQL Server 2022 databases on virtual machines running Microsoft Windows Server 2022 guest
operating system. SQL Server virtual machines are configured to connect the NetApp AFF A400 storage
LUNs directly using the in-guest Microsoft software iSCSI initiator. This approach bypasses the ESXi
hypervisor VMFS storage layer for the LUNs that are used for storing SQL Server database files. This
design approach provides better performance, simplifies management, enables efficient backup of data,
and allows the association of storage QoS directly to objects hosting SQL Server data.

For detailed information about FlexPod design used in this solution, refer to the following link:

https://www.cisco.com/c/en/us/td/docs/unified _computing/ucs/UCS CVDs/flexpod sql2022 xseries.html -
SolutionDesign

SQL Server Clustering Architecture

A Microsoft SQL Server Cluster is a collection of two or more physical or virtual servers with identical
access to shared storage that provides the disk resources required to store the database files. These
servers are referred to as “nodes”.

This section describes the SQL Server Failover Clustering architecture that was implemented and utilized
for validation in this solution.

A Windows Failover Cluster uses shared storage — typically this shared storage is on a SAN. When a
SQL Server Failover Cluster instance (FCI) is installed on the cluster, system and user databases are
required to be on the shared storage. This allows the cluster to move the SQL instance to any server (or
node) in the cluster whenever you request, or if one of the nodes is having a problem. There is only one
copy of the data, but the network name and SQL Server service for the instance can be made active from
any cluster node.

Figure3d illustrates SQL Server failover clustering architecture.

SQL Server
Q WSFC - Windows Server Failover Cluster
Cluster SQLSERVER-FCI - SQL Server Failover Cluster Instance

SQLSERVER-FCI

| WSFC
SQL-CLUSTER
WSFC WSFC
~ Node-1 SQLvit Eiaanbeat EEER | Node-2
& >
O\S\/ '\60
NetApp AFF A400
Storage
Figure 3 SQL Server Failover Clustering Architecture
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Some key points specific to the above design and implementation are as follows:

o A Windows Server Failover Cluster (WSFC) named SQL-CLUSTER is deployed that consists of
two servers (or nodes), named SQL-VM1 and SQL-VM2.

e A Failover Cluster Instance (FCI) is a single instance of SQL Server that is installed across
Windows Server Failover Clustering nodes. In this solution, one SQL Server Failover Cluster
instance is deployed, called SQLSERVER-FCI.

e Also, there is shared NetApp AFF A400 storage connected to the servers (nodes) via iISCSI. The
storage volumes are connected to two nodes (VMs) while the SQL Server FCl is a logical entity
which runs on one of these nodes. SQL Server FCI service access storage via the nodes.

e Each of the WSFC nodes talk to one another via a private network, sending a heartbeat signal
between them. If one node does not communicate its heartbeat to the other node in the cluster,
the secondary node will take ownership of any dependent services being run by the node that lost
communication. This process is referred to as “failover”.

e When the server (or node) SQL-VM1 crashes, the failover cluster service in SQL-CLUSTER is
aware of the situation through the heartbeat and automatically starts the SQL Server instance
SQLSERVER-FCI on the SQL-VM2 server.

Solution Components

This section describes the components that were used and validated in this solution.

NetApp AFF A400

The NetApp AFF A400 offers full end-to-end NVMe support. The frontend FC-NVMe connectivity makes it
possible to achieve optimal performance from an all-flash array for workloads that include artificial
intelligence, machine learning, and real-time analytics as well as business-critical databases. The
frontend NVMe-TCP connectivity enables you to take advantage of NVMe technology over existing
ethernet infrastructure for faster host connectivity. On the back end, the NetApp AFF A400 supports both
serial-attached SCSI (SAS) and NVMe-attached SSDs, offering the versatility for you to move up from
your legacy A-Series systems and satisfying the increasing interest in NVMe-based storage.

The NetApp AFF A400 offers greater port availability, network connectivity, and expandability. The
NetApp AFF A400 has 10 PCle Gen3 slots per high availability pair. The NetApp AFF A400 offers
10GbE, 25GbE and 100GbE ports for IP based transport, and 16/32Gb ports for FC and FC-NVMe traffic.
This model was created to keep up with changing business needs and performance and workload
requirements by merging the latest technology for data acceleration and ultra-low latency in an end-to-
end NVMe storage system.

Designed for enterprises that run all types of workloads in both SAN and NAS environments, the AFF
A400 meets and exceeds all the demands, be it online transaction processing, virtualization, or file
sharing. Running as fast as a high-end system that fits into a mid-range budget, it also stands out for its
"NetApp signature" cloud integration, which enables easy cloud backup, tiering, caching and more, all
built-in with the amazing ONTAP data management software.

For more information about the NetApp AFF A400 controllers, refer to the AFF A400 product page:
https://www.netapp.com/data-storage/aff-a-series/aff-a400/.
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Figure 4 NetApp AFF A400 Front and Rear View

Cisco UCS X9508 Chassis

The Cisco UCS X-Series Modular System begins with the Cisco UCS X9508 Chassis, engineered to be
adaptable and future-ready. The X-Series is a standards-based open system designed to be deployed
and automated quickly in a hybrid cloud environment.

With a midplane-free design, /O connectivity for the X9508 Chassis is accomplished with front-loading
vertically oriented computing nodes that intersect with horizontally oriented I/O connectivity modules in
the rear of the chassis. Cisco UCS X-Series is powered by Cisco Intersight, making it simple to deploy
and manage at scale.

The Cisco UCS X9508 Chassis provides these features and benefits:

e The Seven-Rack-Unit (7RU) chassis has eight front-facing flexible slots. These can house a
combination of computing nodes and a pool of future 1/O resources, which may include Graphics
Processing Unit (GPU) accelerators, disk storage, and non-volatile memory.

e X9508 Chassis supports two types of Intelligent Fabric Modules (IFMs). One is 9108 25G IFM
and the other is 9108 100G IFM.

0 The 100G IFM has eight 100G ports and it provides up to 200 Gbps of unified fabric
connectivity per computing node.

0 The 25G IFM has eight 25G ports and it provides up to 100 Gbps of unified fabric
connectivity per computing node

¢ At the bottom of the chassis are slots ready to house future 1/0 modules that can flexibly connect
the computing modules with 1/0 devices.

e Six 2800W Power Supply Units (PSUs) provide 54V power to the chassis with N, N+1, and N+N
redundancy. A higher voltage allows efficient power delivery with less copper and reduced power
loss.
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o Efficient, 4x100mm, dual counter-rotating fans deliver industry-leading airflow and power
efficiency.

:

U
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Figure 5 Cisco UCS X9508 Chassis Front and Back View

Cisco UCSX-1-9108 25G Intelligent Fabric Module

For the Cisco UCS X9508 Chassis, the network connectivity is provided by a pair of Cisco UCSX 9108-
25G Intelligent Fabric Modules (IFMs). Like the fabric extenders used in the Cisco UCS 5108 Blade
Server Chassis, these modules carry all network traffic to a pair of Cisco UCS 6500 Series Fabric
Interconnects (Fls). IFMs also host the Chassis Management Controller (CMC) for chassis management.
In contrast to systems with fixed networking components, Cisco UCS X9508’s midplane-free design
enables easy upgrades to new networking technologies as they emerge making it straightforward to
accommodate new network speeds or technologies in the future.

Figure 6 Cisco UCSX-1-9108 25G Intelligent Fabric Module
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Each IFM supports eight 25Gb uplink ports for connecting the Cisco UCS X9508 Chassis to the Fls and
32 25Gb server ports for the eight compute nodes. IFM server ports can provide up to 200 Gbps of
unified fabric connectivity per compute node across the two IFMs. The uplink ports connect the chassis to
the UCS Fls, providing up to 400Gbps connectivity across the two IFMs.

Cisco UCS X210c M7 Compute Node

The Cisco UCS X9508 Chassis is designed to host up to 8 Cisco UCS X210c M7 Compute Nodes. The
front view of Cisco UCS X210c M7 Compute Node is shown in Figure 7.
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e e ' ] o — — a2
oce Ml @ Sege
HOE R o
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Figure 7 Cisco UCS X210c M7 Compute Node

The Cisco UCS X210c M7 features:

e CPU: Up to 2x 4th Gen Intel Xeon Scalable Processors with up to 60 cores per processor and
2.625 MB Level 3 cache per core and up to 112.5 MB per CPU.

e Memory: Up to 32 x 256 GB DDR5-4800 DIMMs for a maximum of 8 TB of main memory.

¢ Disk storage: Up to 6 SAS or SATA drives or NVMe drives can be configured with the choice of
an internal RAID controller or passthrough controllers. Two M.2 memory cards can be added to
the Compute Node with optional hardware RAID.

¢ GPUs: The optional front mezzanine GPU module allows support for up to two HHHL GPUs.
Adding a mezzanine card and a Cisco UCS X440p PCle Node allows up to four more GPUs to be
supported with a Cisco UCS X210c M7.

e Virtual Interface Card (VIC): Up to 2 VICs including an mLOM Cisco UCS VIC 15231 or an
mLOM Cisco UCS VIC 15420 and a mezzanine Cisco UCS VIC card 15422 can be installed in a
Compute Node.

e Security: The server supports an optional Trusted Platform Module (TPM). Additional security
features include a secure boot FPGA and ACT2 anticounterfeit provisions.

Cisco UCS Virtual Interface Card 15231 (VIC)

Cisco UCS X210c M7 Compute Nodes support multiple Cisco UCS VIC cards. In this solution, Cisco UCS
VIC 15231 is used for the validation.

The Cisco UCS VIC 15231 are 2x100-Gbps Ethernet/FCoE-capable modular LAN on motherboard
(mLOM) adapters designed exclusively for the Cisco UCS X210c Compute Node. The Cisco UCS VIC
15231 adapters enable a policy-based, stateless, agile server infrastructure that can present to the host
PCle standards-compliant interfaces that can be dynamically configured as either NICs or HBAs. In this
solution, we have used 2 VIC cards per UCS Server.
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Figure 8 Cisco UCS VIC 15231

Cisco UCS 6536 Fabric Interconnects

The Cisco UCS 6536 Fabric Interconnect (Fl) is a core part of the Cisco Unified Computing System,
providing both network connectivity and management capabilities for the system. The Cisco UCS 6536
Fabric Interconnect offers line-rate, low-latency, lossless 10/25/40/100 Gigabit Ethernet, Fibre Channel,
NVMe over Fabric, and Fibre Channel over Ethernet (FCoE) functions. In addition, by supporting a unified
fabric, Cisco UCS 6536 Fabric Interconnect provides both LAN and SAN connectivity for all servers within
its domain.
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Figure 9 Cisco UCS 6536 Fabric Interconnects
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From a networking perspective, the Cisco UCS 6536 uses a cut-through architecture, supporting
deterministic, low-latency, line-rate 10/25/40/100 Gigabit Ethernet ports, a switching capacity of 7.42 Tbps
per Fl and 14.84 Tbps per unified fabric domain, independent of packet size and enabled services. With
the X9108-IFM-25G, it enables 400Gbps bandwidth per chassis per FI domain.

Cisco Nexus 9336C-FX2 Switches

The Cisco Nexus 9336C-FX2 switch offers flexible port speeds supporting 1/10/25/40/100 Gbps in a
compact 1 RU form factor with cloud-scale technology. It is designed to meet the changing needs of data
centers, big data applications, and automated cloud environments.

e All 36 ports support 10/25/40/100 Gbps QSFP28 and wire-rate MACsec encryption.
e Supports 7.2 Tbps of bandwidth and over 2.8 bpps.

¢ Enhanced Cisco NX-OS Software designed for performance, resiliency, scalability,
manageability, and programmability.

¢ Real-time buffer utilization per port and per queue, for monitoring traffic micro-bursts and
application traffic patterns.

ERL LR

Figure 10 Cisco Nexus 9336C-FX2 Switch

Cisco Intersight

The Cisco Intersight platform is a Software-as-a-Service (SaaS) infrastructure lifecycle management
platform that delivers simplified configuration, deployment, maintenance, and support. The Cisco
Intersight platform is designed to be modular, so you can adopt services based on your individual
requirements. The platform significantly simplifies IT operations by bridging applications with
infrastructure, providing visibility and management from bare-metal servers and hypervisors to serverless
applications, thereby reducing costs and mitigating risk. This unified SaaS platform uses a unified Open
API design that natively integrates with third-party platforms and tools.

There are two modes of management operations possible with Cisco Intersight: UCSM Managed Mode
(UMM) and Intersight Managed Mode (IMM). You can select the native UCSM Managed Mode (UMM) or
Intersight Managed Mode (IMM) for fabric-attached Cisco UCS systems during the initial setup of the
fabric Interconnects. In this solution, native IMM is used.

VMware vSphere 8.0

VMware vSphere is a virtualization platform for holistically managing large collections of infrastructures
(resources including CPUs, storage, and networking) as a seamless, versatile, and dynamic operating
environment. Unlike traditional operating systems that manage an individual machine, VMware vSphere
aggregates the infrastructure of an entire data center to create a single powerhouse with resources that
can be allocated quickly and dynamically to any application in need.

VMware vSphere 8.0 has several improvements and simplifications including, but not limited to:

e Limits with VMware vSphere 8.0 have been increased including the number of GPU devices
increased to 8, the number of ESXi hosts that can be managed by Lifecycle Manager is increased

15 FlexPod with Microsoft SQL Server 2022 © 2024 NetApp, Inc. All rights reserved. Technical Report
Clustering



from 400 to 1000, the maximum number of VMs per cluster is increased from 8,000 to 10,000,
and the number of VM DirectPath 1/O devices per host is increased from 8 to 32.

o Lifecycle Management improvements including VMware vSphere Configuration Profiles as a new
alternative to VMware Host Profiles, staging cluster images and remediating up to 10 ESXi hosts
in parallel instead of one at a time.

e New Virtual Hardware in VM hardware version 20 supporting the latest guest operating systems,
including Windows 11.

e Distributed Resource Scheduler and vMotion improvements.

¢ Implementation of the VMware Balanced Power Management Policy on each server, which
reduces energy consumption with minimal performance compromise.

For more information about VMware vSphere and its components, go to:
https://www.vmware.com/products/vsphere.html

Microsoft Windows Server 2022

Windows Server 2022 is the latest OS platform release from Microsoft. Windows Server 2022 is an
excellent platform for running Microsoft SQL Server 2022 databases. It offers new features and
enhancements related to security, patching, domains, clusters, storage, and support for various new
hardware features, and so on. It enables Windows Server to provide best-in-class performance and a
highly scalable platform for deploying SQL Server databases.

Microsoft SQL Server 2022

SQL Server 2022 (16.x) is the latest relational database from Microsoft and builds on previous releases to
grow SQL Server as a platform that gives you choices of development languages, data types, on-
premises or cloud environments, and operating systems. It offers various enhancements and new
features that enables SQL Server deployments more reliable, highly available, performant, and secured
than ever.

SQL Server 2022 can leverage new hardware capabilities from partners like Intel to provide extended
capabilities. It can leverage Intel Quick Assist Technology (QAT) for offloading backup compression
thereby improving backups and restores performance; Intel Advanced Vector Extension-512 can be
leveraged by SQL Server 2022 engine to improve batch mode operations.

For more details about the new capabilities of SQL Server 2022, refer to: https://learn.microsoft.com/en-
us/sql/sql-server/what-s-new-in-sql-server-2022?view=sql-server-ver16

SQL Server Management Studio (SSMS)

SQL Server Management Studio (SSMS) is an integrated environment for managing any SQL
infrastructure. SSMS is widely used to access, configure, manage, administer, and develop all
components of SQL Server, Azure SQL Database, Azure SQL Managed Instance, SQL Server on Azure
VM, and Azure Synapse Analytics. SSMS provides a single comprehensive utility that combines a broad
group of graphical tools with many rich script editors to provide access to SQL Server for developers and
database administrators of all skill levels.

For more information about SQL Server Management Studio, refer to the following link:

https://learn.microsoft.com/en-us/sql/ssms/sql-server-management-studio-ssms?view=sql-server-ver16

16 FlexPod with Microsoft SQL Server 2022 © 2024 NetApp, Inc. All rights reserved. Technical Report
Clustering



Hardware and Software Revisions

This solution can be extended to any FlexPod environment running supported software, firmware, and
hardware versions as defined in the NetApp Interoperability Matrix Tool, UCS Hardware and Software

Compatibility, and VMware Compatibility Guide.

The following table shows the FlexPod hardware and software revisions used in this solution.

Table 1 Hardware and Software versions

Component Product

Version

Compute Cisco UCSX-210C-M7 Compute Node

5.2(0.230092)

Cisco UCSX-I-9108-25G IFM

4.3(2c)

Cisco UCS Fabric Interconnects 6536

4.3(2.240002)

Cisco UCS VIC 15231

5.3(2.40)

CPU Intel(R) Xeon(R) Platinum 8462Y+
CPU @ 2.8GHz

Network Cisco Nexus 9336C-FX2 NX-OS 10.2(6)
Storage NetApp AFF A400 ONTAP 9.14.1P4

VMware vSphere 8.0.2

VMware vCenter Appliance 8.0.2

VMware ESXi nenic Ethernet driver 1.0.45.0

Cisco Intersight Assist Virtual Appliance 1.0.11-4206

Microsoft Windows Server 2022

NetApp Host Utilities for Windows 7.2

Microsoft SQL Server 2022 (16.0.1000.6)
SQL Server Management Studio 20.1
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Installation and Configuration

This section describes the set of steps that were followed to prepare the solution infrastructure for
validation.

FlexPod Setup

Refer the following document to understand the solution design details and deploy the base FlexPod.
FlexPod Datacenter for Microsoft SQL Server 2022 and VMware vSphere 8.0

This document describes a FlexPod reference architecture and step-by-step implementation guidelines
for deploying FlexPod infrastructure for Microsoft SQL Server 2022 databases.

FlexPod deployment can be automated with Infrastructure as Code (laC) using Ansible. Below are the
links to the laC document and GitHub repository respectively for End-to-End FlexPod deployment:

e FlexPod Datacenter using 1aC with Cisco IMM M7. VMware vSphere 8, and NetApp ONTAP
9.12.1

e Ansible configuration of FlexPod with Cisco UCS in IMM, NetApp ONTAP, and VMware vSphere

VLAN Configuration

Table 2 lists the VLANs configured for setting up the IP-based FlexPod environment along with their
usage.

Table 2 Configured VLANs and their usage

Name VLANID Usage

Native-VLAN 2 VLAN 2 used as native VLAN instead of default VLAN (1)

OOB-MGMT-VLAN 2254 Out-of-band management VLAN to connect management port for various
devices

SQL-MGMT-VLAN 2255 In-band management VLAN utilized for all in-band management
connectivity — for example, ESXi hosts, VM management, and so on

SQL-NFS-VLAN 2256 NFS VLAN for mounting datastores in ESXi servers for VM’'s OS disks

SQL-iSCSI-A-VLAN 2258 iISCSI-A path for boot-from-san traffic as well as SQL VM storage traffic

SQL-iSCSI-B-VLAN 2259 iISCSI-B path for boot-from-san traffic as well as SQL VM storage traffic

SQL-vMotion-VLAN 2260 VMware vMotion traffic VLAN

ONTAP Storage Layout

In this solution, there are distributed SQL Server data and log volumes on two aggregates equally, to
balance the performance and capacity utilization. Total 4 data and 4 log volumes have been created and
distributed equally on both the aggregates. As for Windows Failover Clustering shared storage is
necessary, so we will map both the data and log LUNs to the Windows VMs.
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The following figure shows a detailed ONTAP storage layout scenario for the SQL Server database and
log volumes. For solution validation, we created total 4 data LUNs, each of size 500 GB, and 4 log LUNSs,
each of size 200 GB.

ONTAP Cluster - fpsa-g0613-a400

fpsa-g0613-a400-01 fpsa-g0613-a400-02

aggr1_fpsa_g0613_01 aggr1_fpsa_g0613_02

sql_datal1_n1 sql_data2_n2

sql_data3_n1 sql_data4_n2

sql_log1_n1 sql_log2_n2

sqgl_log3_n1

sqgl_log4_n2

Figure 11 Storage layout for Microsoft SQL Server database data and log volumes

Cisco UCS Configuration using Cisco Intersight

This section provides more details on the specific Cisco UCS policies and settings used for configuring
Cisco UCS X210c M7 compute nodes for hosting critical Microsoft SQL Server database virtual machines
on vSphere ESXi environment. The Cisco UCS X210c M7 blades are installed in the Cisco UCS X9508
chassis and are connected to a pair of Cisco UCS 6536 Fabric Interconnects. The Cisco UCS fabric
interconnects are managed by Intersight.

It is important to use the correct network and storage adapter policies for low latency and better storage
bandwidth, since the underlying Cisco VIC resources are shared between various types of traffic such as
virtual machine management traffic, storage access, ESXi host management, vMotion, and so on.

LAN Connectivity Policies

The following vNICs are defined in a LAN connectivity policy to derive the vNICs for the ESXi host
networking. The LAN connectivity policy is then used in Server profiles template to derive the Server
profile.

e 00-vSwitch0-A: Used for ESXi host management traffic over Fabric A
e 01-vSwitch0-B: Used for ESXi host management traffic over Fabric B

o 02-vDSO0-A: Used for infrastructure management traffic such as vMotion, NFS storage access,
and SQL Server virtual machine management traffic over Fabric A
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o 03-vDSO0-B: Used for infrastructure management traffic such as vMotion, NFS storage access,
and SQL Server virtual machine management traffic over Fabric B

o 04-iSCSI-A: Used for booting the ESXi hosts from the NetApp storage array boot LUNs and direct
NetApp storage access by SQL Server Guest Windows VMs using in-guest iSCSI protocol over
Fabric A

e 05-iSCSI-B: Used for booting the ESXi hosts from the NetApp storage array boot LUNs and direct
NetApp storage access by SQL Server Guest Windows VMs using in-guest iSCSI protocol over
Fabric B

Table 3 lists the additional configuration details of the above vNICs used in this reference architecture.

Table 3 vNIC Settings

VNICs 00-vSwitch0-A | 01-vSwitch0-B 02-vDS0-A | 03-vDS0-B | 04-iSCSI-A | 05-iSCSI-B
Slot ID Auto Auto Auto Auto Auto Auto

and PCI

Link

PCl Order | 0 1 2 3 4 5
SwitchID | A B A B A B

Fabric Disabled Disabled Disabled Disabled Disabled Disabled
Failover

Network 2254, 2255 and 2254, 2255 and 2255, 2256, | 2255, 2256, | 2258 and 2259 and
Group 2255 2255 2260and 2 | 2260 and 2 | 2258 2259
Policy for

list of

Allowed

VLANs

and Native

VLAN

Network CDP and LLDP CDP and LLDP CDP and CDP and CDP and CDP and
Control Enabled Enabled LLDP LLDP LLDP LLDP
Policy for Enabled Enabled Enabled Enabled
CDP and

LLDP

QoS & Best Effort and Best Effort and Best Effort Best Effort Best Effort Best Effort
MTU 9000 9000 and 9000 and 9000 and 9000 and 9000
Ethernet EthAdapter- EthAdapter- EthAdapter- | EthAdapter- | EthAdapter- | EthAdapter-
Adapter VMware-Policy VMware-Policy 16RXQs 16RXQs 16RXQs 16RXQs
Policy

The adapter policy allows the administrator to declare the capabilities of the vNIC, such as the number of
rings, ring sizes, and offload enablement and disablement. The transmit and receive queues defined in
the default VMware policy may not be sufficient as more SQL Server databases are consolidated which
would generate lot of VM management, NFS as well as iSCSI storage traffic on the FlexPod system.

As shown in the above table, the Ethernet Adapter Policy EthAdapter-16RXQs, is used for the vNICs that

carry SQL VM management, NFS and iSCSI traffic.
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The remaining policies and configuration steps for Cisco UCS are the same as the ones explained in the
base infrastructure CVD described here:

https://www.cisco.com/c/en/us/td/docs/unified _computing/ucs/UCS CVDs/flexpod ucs xseries e2e onta
p_manual_deploy.html

Windows Virtual Machine Configuration

This section provides configuration recommendations for the Windows guest operating system for hosting
SQL Server databases. For a detailed step-by-step process for installing the Windows Server 2022 guest
operating system in the virtual machine, refer to the VMware documentation. In this solution, two
Windows Virtual Machines (VMs) have been deployed in VMware vCenter, SQL-VM1 and SQL-VM2.

When the Windows guest operating system is installed in the virtual machine, you should also install the
VMware tools as explained here.

Memory Reservation

SQL Server database transactions are usually CPU and memory intensive. In heavily OLTP database
systems, you should reserve all the memory allocated to the SQL Server virtual machines as shown in
Figure 12. This approach helps ensure that the memory assigned to the SQL Server virtual machines is
committed, and it eliminates the possibility that ballooning and swapping will occur.

New Virtual Machine Customize hardware %

Configure the virtual machine hardware

> CPU 8 @

v Memory * 16

Reservation v

Reserve all guest memory (All locked)

Limit Unlimited MB
7 Customize hardware

Shares

Memory Hot Plug (0 Enable

Figure 12 Memory Allocation for SQL Virtual Machine

Network Adapter Type

The network adapter of type VMXNET3 should be used for SQL Server virtual machine. VMXNET 3 is the
latest generation of para virtualized NICs designed for performance. It offers several advanced features,
including multiple-queue support, receive-side scaling, IPv4/IPv6 offloads, and message-signaled
interrupt (MSI) and MSI-X interrupt delivery.

In this solution, each Windows VM is configured with three network adapters, with VMXNET3 as the
adapter type. One adapter is connected to the IB-MGMT port group for virtual machine management and
SQL Server access, and the second and third network adapters are connected to the SQL-iSCSI-A and
SQL-iSCSI-B port groups respectively. These adapters are used for direct NetApp storage access using
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the Microsoft software iSCSI initiator over Fabrics A and B respectively. Figure 13 shows the SQL Server
virtual machine configured with three adapters.

Edit Settings | saL-vmi %

v New Network * SQL-iSCSHB ¥ Connected

status Connect At Power On
Adapter Type MXNET 3

MAC Address Automatic
> CD/DVD drive 1 Datastore ISO File Connected

> USB xHCI controller

Figure 13 SQL Virtual Machine Network Configuration

Guest Power Settings

The default power policy option in Windows Server 2022 is Balanced. For SQL Server database
deployments, you should set the power management option to High Performance for optimal database
performance.

Add Guest Virtual Machine to the Domain

You should change the default Windows guest virtual machine name and join the virtual machine to the
domain before you proceed with the storage configuration for the guest virtual machine. For detailed
instructions about how to change the guest name and join the guest, click here.

Using the server manager, enable the Remote Desktop feature to remotely manage the guest virtual
machine and turn off the firewalls in the guest virtual machine.

Figure 14 shows the final configuration of a sample VM (SQL-VM1) after it has joined to the fpmc.sa
domain, enabling Remote Desktop and turning off the firewall settings, and corresponding IP addresses
of the management and iSCSI storage interfaces IP addresses.

Note: The storage adapters which were created from SQL-iSCSI-A and SQL-iSCSI-B port groups have
been changed to iISCSI-A and iSCSI-B.
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Figure 14 SQL VM Configuration

Storage Configuration in the Windows Virtual Machine
Enable Jumbo Frames on Storage Network Interfaces

Enabling jumbo frames for storage traffic provides better /0 performance for SQL Server databases. In
the SQL Server guest virtual machine, make sure that jumbo frames are set to 9000 on the Ethernet
adapter used for NetApp storage connectivity.

Configure Multipath Software

NetApp recommends using Windows native multipath drivers to manage storage connections in the
Windows Server 2022 guest VM.

Figure 15 shows the installation of the multipath 1/O feature using PowerShell. After installing this feature,
enable Microsoft Device Specific Module (MSDSM) to automatically claim SAN disks for Microsoft
Multipath 1/O (MPIO) for the iSCSI bus type.

PS C:\Users\Administrator> Install-WindowsFeature -Name multipath-io

Success Restart Needed Exit Code Feature Result

Success {Multipath 1/0}

PS C:\Users\Administrator> Enable-MSDSMAutomaticClaim -BusType iSCSI

VendorId ProductId

MSFT2005 1SCSIBusType_0x9
False

Figure 15 Installing Windows MPIO Drivers
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Install the NetApp Windows Unified Host Utilities on the VM
Download NetApp Host Utilities version 7.2 for Windows from this link:

https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-
tab/download/61343/7.2/downloads

Unzip the file and run the executable file. NetApp Windows Unified Host Utilities setup wizard is launched.
Make sure to select install support for Multipath I/O and complete the installation.

Verify that appropriate device drives are added in the MPIO utility as shown below.

MPIO Properties X
MPIO Devices  Discover Multi-Paths DSM Install  Configuration Snapshot MPIO Properties X
MPIO De: Discover Mult-Paths DM Instal  C tor :
To add support for a new device, dick Add and enter the Vendor and Moes nstal - Configuration Snapsho
Product Ids as a string of 8 characters folowed by 16 characters. Multiple —

Devices can be specified using semi-colon as the delimiter.

Device Hardw: Id
To remove support for currently MPIO'd devices, select the devices and trdiornn
then dick Remove.

Devices:

Device Hardware Id

sera00ssCsiBsType.0x9 7 oot st v
NETAPP LUN [_JAdd support for SAS devices

INETAPP LUN C-Mode Add
INETAPP LUN FlashRay
NVMe NetApp ONTAP Con Others
Vendor 8Product 16

Device Hardware Id

Add Remove

[ ]| conel [Coc 1| concel

Figure 16 MPIO Properties in Windows VM

Configure iSCSI Software Initiator

This procedure provides the steps for configuring the in-guest iISCSI initiator for Windows VMs to directly
access the NetApp storage LUNSs.

e Start the Microsoft iSCSI initiator service and set it to start automatically as shown in following
diagram. Find the VM initiator ID and make a note of it, as you will need it to grant the NetApp
storage LUN access to the guest VM.

:\Windows\system32> Start-Service msiscsi
:\Windows\system32>
:\Windows\system32> Set-Service msiscsi

:\Windows\system32>

:\Windows\system32> (Get-InitiatorPort).NodeAddress
iqn.1991-85.com.microsoft:sql-vml.fpmc.sa
PS C:\Windows\system32>

Figure 17 Starting Microsoft iSCSI initiator service on Windows VM

¢ On NetApp storage end, create an initiator group using the iSCSI initiator name previously noted.
In this solution, one igroup is created that contains the IQNs of both the Windows VMs. Then the
required data and log LUNs are mapped to this igroup.
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On Windows VM, open Server Manager, and then navigate to iSCSI Initiator. Under Target,
provide the Target Name of storage SVM, and then click on Connect. Get the target name of
SVM using “vserver iscsi show” command.

Under Discovery tab, add NetApp target portals. This establishes connection to the NetApp target
iSCSI IP addresses.

Open Disk Management and initialize and format the disks with the NTFS file system and a 64-
KB allocation unit size. Perform this step for all data and log disks.

Windows Failover Cluster Configuration

This section covers the details about Windows Failover Cluster setup.

Prerequisites

Before you begin, verify the following prerequisites:

Make sure that all servers that you want to add as cluster nodes are running the same version of
Windows Server. In this solution, both VMs are running on version Windows Server 2022.

Review the hardware requirements to make sure that your configuration is supported. For more
information, see Failover Clustering Hardware Requirements and Storage Options.

To add clustered storage during cluster creation, make sure that all servers can access the
storage. (You can also add clustered storage after you create the cluster). Here, we have
configured clustered storage after cluster creation.

Make sure that all servers that you want to add as cluster nodes are joined to the same Active
Directory domain.

(Optional) Create an organizational unit (OU) and move the computer accounts for the servers
that you want to add as cluster nodes into the OU. As a best practice, its recommended that you
place failover clusters in their own OU in Active Directory Domain Services (AD DS).

Make sure that the account you want to use to create the cluster is a domain user who has
administrator rights on all servers that you want to add as cluster nodes.

Install the Failover Clustering Feature

You must install the Failover Clustering feature on every server that you want to add as a failover cluster
node. A server participating in Windows Server Failover Clustering (WSFC) is called node.

25

On Windows VM (here SQL-VM1), start Server Manager. On the Manage Menu, select Add
Roles and Features.

On the Before you begin page, click Next.

On the Select installation type page, select Role-based or feature-based installation and click
Next.

On the Select destination server page, select the server where you want to install the feature and
then click Next.

On the Select server roles page, click Next.

On the Select features page, select the Failover Clustering check box.
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Figure 18 Installing Failover Clustering Feature on Windows VM

¢ To install the failover cluster management tools, select Add Features and then click Next.

¢ On the Confirm installation selections page, select Install. A server restart is not required for the
Failover Clustering feature.

e When the installation is completed, click Close.

¢ Repeat this procedure on every server (here SQL-VM2) that you want to add as a failover cluster
node.

Run Cluster Validation Tests

Before creating the failover cluster, it is strongly recommended that we validate the configuration to make
sure the hardware and hardware settings are compatible with failover clustering. Microsoft supports a
cluster solution only if the complete configuration passes all validation tests and if all hardware is certified
for the version of Windows Server that the cluster nodes are running.

e On the Windows server where you installed the Failover Clustering feature, start Failover Cluster
Manager. To do this on a server, start Server Manager and then on the Tools menu,
select Failover Cluster Manager.

¢ In the Failover Cluster Manager pane under Management, select Validate Configuration.
¢ On the Before You Begin page, click Next.

e On the Select Servers or a Cluster page in the Enter name box, enter the NetBIOS name or the
fully qualified domain name of a server that you plan to add as a failover cluster node and then
click Add. Repeat this step for each server that you want to add. Then, click Next.
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ﬁ Validate a Configuration Wizard

@ Select Servers or a Cluster

Before You Begin

Select Servers ora
Cluster

Testing Options
Confirmation
Validating

Summary

To validate a set of servers, add the names of all the servers.
To test an existing cluster, add the name of the cluster or one of its nodes.

Enter name: SQL-VM2.FPMC.SA Browse...
Selected servers: SQL-VM1.FPMC.SA Add
< Previous Next > Cancel

Figure 19 Select Servers for Cluster Validation Test

¢ On the Testing Options page, select Run all tests (recommended) and then click Next.

« On the Confirmation page, click Next. The Validating page displays the status of the running

tests.

5@ Validate a Configuration Wizard

j‘fy Validating

Before You Begin

Select Servers or a
Cluster

Testing Options
Confirmation

Validating

Summary

The following validation tests are running. Depending on the test selection, this may take a significant

amount of time.

Progress Test
100% List Environment Variables
100% List Host Guardian Service client configuration
100% List Memory Information
100% List Operating System Information
100% List Plug and Play Devices
100% List Running Processes
100% List Services Information
0% List Software Updates
<

Result 2

The test passed.
The test passed
The test passed.
The test passed.
The test passed
The test passed.
The test passed.
Test is currently runnii v
>

Test is cumently running.

Figure 20 Cluster Validation Test in Progress

Cancel

¢ On the Summary page, do either of the following:
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o If the results indicate that the tests completed successfully, and the configuration is suited
for clustering, then click Finish.

o If the results indicate that there were warnings or failures, select View Report to view the
details and determine which issues must be corrected. Realize that a warning for a
particular validation test indicates that this aspect of the failover cluster can be supported
but might not meet the recommended best practices.

Create Windows Failover Cluster
Follow the below steps to configure Windows Failover Cluster.

e On the Windows VM (here, SQL-VM1), start Server Manager. On the Tools menu, select
Failover Cluster Manager.

¢ In the Failover Cluster Manager pane, under Management pane, select Create Cluster. The
Create Cluster Wizard opens.

¢ On the Before you begin page, click Next.

¢ On the Select Servers page, in the Enter name box enter the NetBIOS name or the fully qualified
domain name of a server that you plan to add as a failover cluster node and then click Add.
Repeat this step for each server that you want to add. Then, click Next.

Ej Create Cluster Wizard X

113 Select Servers

Before You Begin Add the names of all the servers that you want to have in the cluster. You must add at least one server.

s Point fo

Enter server name: Browse...

Selected servers: SQL-VM1.FPMC.SA
SQL-VM2.FPMC.SA

< Previous Cancel

Figure 21 Servers Added for creating Windows failover cluster

¢ On the Access Point for Administering the Cluster page, do the following:

0 Inthe Cluster Name box, enter the name that you want to use to administer the cluster.
Before you do, review the following information:

= During cluster creation, this name is registered as the cluster computer object
(also known as the cluster name object or CNO) in AD DS. If you specify the
NetBIOS name for the cluster, the CNO is created in the same location where the
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computer objects for the cluster nodes reside. This can be either the default
Computers containers or an OU.

» To specify a different location for the CNO, you can enter the distinguished name
of an OU in the Cluster Name box.
For example: CN=ClusterName, DC=Contoso, DC=com.

o0 If the server does not have a network adapter that is configured to use DHCP, you must
configure one or more static IP addresses for the failover cluster. Select the check box
next to each network that you want to use for cluster management. Select the Address
field next to a selected network and then enter the IP address that you want to assign to
the cluster. This IP address (or addresses) will be associated with the cluster name in
Domain Name System (DNS).

0 Click Next.
331 Create Cluster Wizard X
%%:9; Access Point for Administering the Cluster
Before You Begin Type the name you want to use when administering the cluster.
Select S
cec oenen CusterName:  |SQLCLUSTER
Access Point for
gz‘rggstenng liz _ The NetBIOS name is limited to 15 characters. One or more IPv4 addresses could not be configured
© automatically. For each network to be used, make sure the network is selected, and then type an
Confirmation address.
- Networks Address

Summary 172.22.55.0/24 172.22.55.115

< Previous Next > Cancel

Figure 22 Access Point for Administering the Cluster

¢ On the Confirmation page, review the settings. By default, the Add all eligible storage to the
cluster check box is selected. Clear this check box if you want to do either of the following:

0 You want to configure storage later. In this solution, we have configured storage later.

0 You plan to create clustered storage spaces through Failover Cluster Manager or through
the Failover Clustering Windows Powershell cmdlets and have not yet created storage
spaces in File and Storage Services.

e Click Next to create the Failover Cluster.

¢ On the Summary page, confirm that the failover cluster was successfully created. If there were
any warnings or errors, view the summary output or select View Report to view the full report.
Click Finish.
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e To confirm that the cluster was created, verify that the cluster name is listed under Failover
Cluster Manager in the navigation tree. You can expand the cluster name and then select items
under Nodes, Storage, or Networks to view the associated resources.

&5 Failover Cluster Manager

File Action View Help

¢ af-allll 7)o

% Failover Cluster Manager Cluster SQL-CLUSTER.FPMC.SA Actioas
SQL-CLUSTERFPMC.SA SQL-CLUSTERFPMCSA
8 Roles Hj:r Summary of Cluster SQL-CLUSTER
51 Nodes 4 SQL-CLUSTER has 0 clustered roles and 2 nodes.

a i‘m'agé Name: SQLCLUSTER FPMCSA Networks: Cluster Network 1. Clster Network 2, Cluster Network 3
ﬁ U‘“:”;s N Current Host Server: SQLVM2 Subnets: 3IPvéand 01Pv6

3| Hlustertvents Recent Cluster Events: None in the last hour
Witness: None

(@ Configure
Configure hich availabilty or » specific clustered ole, 3d one or more servers (nodes), or copy oles fom 3 cluster runing Windows Server 2022 or supported previous versions of Windows Server

e &l Faiover cluster topics on the Web

(@ Navigate

[®] Roles 7] Nodes 7] Storage 7] Networks [® Cluster Events

(™ Cluster Core Resources

Name. Status Information
Server Name
@ 0% Name: SQLCLUSTER ® Online.

Figure 23 Windows Failover Cluster created successfully

Note that it may take some time for the cluster name to successfully replicate in DNS. After successful
DNS registration and replication, if you select All Servers in Server Manager, the cluster name should be
listed as a server with a Manageability status of Online.

Cluster Quorum Configuration

Windows Server Failover Clustering provides high availability for workloads running on Windows Server
clusters. These resources are considered highly available if the nodes that host resources are up;
however, the cluster generally requires more than half the nodes to be running, which is known as having
quorum.

Quorum is designed to prevent split-brain scenarios that can happen when there's a partition in the
network and subsets of nodes can't communicate with each other. This can cause both subsets of nodes
to try to own the workload and write to the same disk, which can lead to numerous problems. However,
this is prevented with Failover Clustering's concept of quorum, which forces only one of these groups of
nodes to continue running, so only one of these groups stays online.

The quorum for a cluster is determined by the number of voting elements that must be part of active
cluster membership for that cluster to start properly or continue running. For more detailed explanation,
see the Understanding quorum.

Follow the below steps to configure Windows Failover Cluster Quorum settings:

¢ In Failover Cluster Manager, select the cluster. Under Actions, select More Actions, and then
select Configure Cluster Quorum Settings. The Configure Cluster Quorum Wizard appears.
Click Next.

¢ On the Select Quorum Configuration Option page, select one of the three configuration options
and complete the steps for that option.
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¢ In this solution, we have selected the Advanced quorum configuration to configure quorum
management settings and to add the quorum witness. For more information about the advanced
quorum configuration settings, see Node vote assignment and Dynamic quorum management.

a: Configure Cluster Quorum Wizard X

4 r ¥ Select Quorum Configuration Option
id:

Before You Begn Select a quorum configuration for your cluster
Select Quorum .
Configuration Option ) Use defauk quorum configuration

The cluster determines quorum management options. including the quorum witness

Select the quorum witness

You can add or change the quorum witness. The cluster determines the other quorum management
options

® Advanced quonum corfiguration

You determine the quorum management options, nciuding the quorum witness

Failover Cluster Quonum and Witness Configuration Options

o N

Figure 24 Select Quorum Configuration Option

o On the Select Voting Configuration page, select an option to assign votes to nodes. By
default, all nodes are assigned a vote.

o0 On the Configure Quorum Management page, you can enable or disable the Allow
cluster to dynamically manage the assignment of node votes option. By default, the
option is enabled, and it is strongly recommended to not disable this option. This option
allows the cluster to continue running in failure scenarios that is not possible when this
option is disabled.

0 On the Select Quorum Witness page, select an option to configure a disk witness, file
share witness, or a cloud witness. In this solution, we have configured a disk witness.

o If you choose the option to configure a disk witness, on the Configure Storage Witness
page, select the storage volume that you want to assign as the disk witness, and then
complete the wizard.

= Before this, we created a storage LUN “sql_quorum_lun” of size 4 GB on AFF
A400 storage and then mapped it to both the VMs (SQL-VM1 and SQL-VM2).
This disk was then used for configuring storage witness. Note that this step is
necessary before you configure disk witness for cluster quorum configuration.

» Figure 25 illustrates storage witness configuration.
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a: Configure Cluster Quorum Wizard X

_# Configure Storage Witness

13:

Before You Begn Select the storage volume that you want to assign as the disk witness

Select Quorum

Configuration Option

Select Voting - o

Configuration Status Node Locabon

&
H B

<
*4 QusterGuonumDisk Online SQL-VM1 Avalable Storage

<] =

Select Quornum
Witness

Corfigure Storage
Winess

Figure 25 Configure Storage Witness

e Click Next. Confirm your selections on the confirmation page that appears and then click Next.

o After the wizard runs and the Summary page appears, if you want to view a report of the tasks
that the wizard performed, select View Report. The most recent report will remain in the
systemroot\Cluster\Reports folder with the name QuorumConfiguration.mht.

e After you configure the cluster quorum, it's recommended that you run the Validate Quorum
Configuration test to verify the updated quorum settings.

Configure Clustered Storage Spaces

Storage Spaces, a technology in Windows and Windows Server that enables you to virtualize storage by
grouping industry-standard disks into storage pools, and then creating virtual disks called sforage spaces
from the available capacity in the storage pools.

Prerequisites

¢ A minimum of three physical drives, with at least 4 GB capacity each, are required to create a
storage pool in a Failover Cluster.

e The clustered storage pool must be comprised of multiple, separate disks configured at the
hardware level. These disks are also known as logical unit numbers (LUNs).

e All physical disks used to create a clustered pool must pass the Failover Cluster validation tests.

e Clustered storage spaces must use fixed provisioning.
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e Simple and mirror storage spaces are supported for use in Failover Cluster. Parity Spaces are not
supported.

e The physical disks used for a clustered pool must be dedicated to the pool.

Steps to configure

e Open the Failover Cluster Manager. In the left-hand pane, expand Storage. Right-click on
Pools and select New Storage Pool. This will start the New Storage Pool Wizard.

e Specify a Name for the Storage Pool and choose the Storage Subsystem that is available to the
cluster and click Next. In this solution, we have created two storage pools, one for data and one
for log. The following diagram shows specifying data pool name and subsystem.

& New Storage Pool Wizard - 0 X
Befors You Beg QLData
Storage Pool Name
Select the group of available disks (also known as a pnmordial pool) that you want to use:
Managed by Available to Subsystem Primordial Pool
SQL- SQL-CLUSTER Clustered Windows Storage  Pimordial
< Previous Ne.-r\) Cancel

Figure 26 Specifying storage pool name and subsystem

¢ Select the Physical Disks for the storage pool and confirm the creation of the pool. Here, you
need to select the data and log disks for data and log pools creation respectively. The following
diagram shows selection of data disks for data pool creation. Total 4 data disks each of size 500
GB.
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& New Storage Pool Wizard

— o X
On select storage subsystems you can additionally allocate disks as hot spares that can replace failed disks.
S lame Physical disks:
Siot Name Capacity Bus RPM Model Allocation Chassis Media Type
Confirmation NETAPPLUNC.. S00GB iSCSI LUN C-Mode EETEIT NG SSD
NETAPPLUNC.. S00GB iSCSI LUN C-Mode WG TN SSD
NETAPP LUNC 200GB iSCSI C Automatic ¥ SSD
NETAPP LUNC 200 iSCS WNC Automatic ¥ SSO
NETAPPLUNC.. S00GB iSCSI LUN C-Mode ERTEILIE NN SSD
NETAPPLUNC.. 500GB iSCSI LUN C-Mode [EIEL TN SSD
Total selected capacity: 19578
© Selecting these disks will create a local poo
< Previous Next )Q | Cancel

Figure 27 Selecting physical disks for the storage pool

The pool will be added to the cluster and brought Online, once created. The following diagram shows
both data and log pools created.

S Failover Cluster Manager
File Action View Help
- 7]

W Failover Cluster Manager
v B SQU-CLUSTERFPMC.SA

" Roles
# Nodes Name Status Heath St Owner Node Operastional atus Froe Space Used Space Capacty Irformation
v 4 Storage SOLData? #) Crire sty " 0 46068 T8 19578
% Duks - s
&4 Dw 0 e Hesty ” 0 96 GB 502G8 38 GB
i 3
B8 enliosures

9 Networks
(4] Chuster Events

Figure 28 Storage pools created for data and log

o The next step is to create a Virtual Disk (storage space) that will be associated with a storage

pool. In the Failover Cluster Manager, select the storage pool that will be supporting the Virtual
Disk. Right-click and choose New Virtual Disk.

e This initiates the New Virtual Disk Wizard. Select the storage pool for the virtual disk and click

Next. Here, we will create two virtual disks, one for data and one for log using their respective
pools.
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& Select the storage pool - a X

Storage pool
Pool Name Managed by  Available to Capacity Free Space Subsystem
SQLLogPoc SQL-CLUSTER SQL-CLUSTER 798 GB 797 GB Clustered Windows Storage

E# | Cancel

Figure 29 Select storage pool for Virtual Disk creation

e Provide a name and description for the virtual disk and click Next.
¢ Under the Enclosure Awareness tab, click Next.

¢ Specify the desired Storage Layout (Simple or Mirror) and click Next. In this solution, we
selected Simple storage layout.

e Specify the size of the virtual disk and click Next. After you confirm your selection, the virtual disk
is created.

¢ In this solution, two virtual disks (data and log) were created as shown in the following diagram.

Figure 30 Virtual Disks created for data and log

e The New Volume Wizard is launched if you had checked the option “Create a volume when this
wizard closes” on the Results page.

e The correct Disk and the Server to provision the disk should be selected. Click Next.
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o Specify the size of the volume and click Next. In this solution, we will create two volumes, one for
data and one for log with their respective virtual disks.

e Optionally assign a drive letter to the volume and click Next.

e Select the file system settings and click Next. The new volume will be created on the virtual disk
and will be added to the Failover Cluster. Note that for data and log volumes, allocation unit size
was set to 64K here. The NTFS File System should be selected.

¢ Note that this newly created data and log volume will be used during SQL Server failover cluster
setup for data and log files storage.

e Your clustered storage space can now be used to host clustered workloads. You can also see the
properties of the clustered storage space and the clustered pool that contains it, from the Failover
Cluster Manager.

Configure SQL Server Failover Cluster Instance

SQL Server failover cluster instances use Windows Server Failover Clustering (WSFC) to provide high
availability. A failover cluster instance (FCI) is redundant at the server-instance level. An FCl is a single
instance of SQL Server that is installed across Windows Server cluster nodes and, possibly, across
multiple subnets. On the network, an FCI appears as an instance of SQL Server running on a single
computer, but the FCI provides failover from one WSFC node to another if the current node becomes
unavailable.

Integrated Installation with Add Node
SQL Server integrated failover cluster installation consists of the following steps:

o Create and configure a single-node SQL Server failover cluster instance. When you configure the
node successfully, you have a fully functional failover cluster instance. At this point, it does not
have high availability because there is only one node in the failover cluster instance.

o0 On each node to be added to the SQL Server failover cluster instance, run Setup with Add Node
functionality to add that node.

To install a new SQL Server failover cluster instance using Integrated Install with Add Node, follow the
below steps:

e On the first node (here SQL-VM1) insert the SQL Server 2022 installation media, and from the
root folder, double-click Setup.exe. To install from a network share, browse to the root folder on
the share, and then double-click Setup.exe. For more information about how to install
prerequisites, see Before Installing Failover Clustering.

e The Installation Wizard starts the SQL Server Installation Center. To create a new cluster
installation of SQL Server, select New SQL Server failover cluster installation on the
installation page.

e The System Configuration Checker runs a discovery operation on your system. To continue, click
Next.

e On the Setup Support Files pages, click Install to install the Setup support files.

e The System Configuration Checker verifies the system state of your computer (node) before
Setup continues. After check is complete, click Next to continue.
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¢ On the Product key page, indicate whether you are installing a free edition of SQL Server, or
whether you have a PID key for a production version of the product. For more information, see
Editions and supported features of SQL Server 2022.

¢ On the License Terms page, read the license agreement, and then select the check box to accept
the license terms and conditions. Click Next to continue.

¢ On the Feature Selection page, select the components for your installation. You can select any
combination of check boxes, but only Database Engine, Analysis Services in tabular mode, and
Analysis Services in multidimensional mode support failover clustering. For more information, see
Determine the Server Mode of an Analysis Services Instance. In this solution, we have selected
Database Engine Services as shown in the following diagram.

Feature Selection

Select the Evaluaton festures to install

Figure 31 Feature Selection for SQL Server Failover Cluster

e SQL Server setup runs one more set of rules that are based on the features you selected to
validate your configuration.

¢ On the Instance Configuration page, specify whether to install a default or a named instance. For
more information, see Instance Configuration.

0 SAQL Server Network Name - Specify a network name for the new SQL Server failover
cluster instance. This is used to identify your failover cluster instance on the network.
Here, we have given SQLSERVER-FCI as the SQL Server Network Name.

0 Instance ID - By default, the instance name is used as the Instance ID. This is used to
identify installation directories and registry keys for your instance of SQL Server. For a
default instance, the instance name and instance ID would be MSSQLSERVER, as in
this solution.

0 Instance root directory - By default, the instance root directory is C:\Program
Files\Microsoft SQL Server.
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0 Detected SQL Server instances and features on this computer — This grid shows
instances of SQL Server that are on the computer where Setup is running. Click Next to
continue.

- e ster

Instance Configuration

Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation path

QL Server Network Name: | SQLSERVER-FC{

stance ID MSSQLSERVER

SQL Server director, C:\Program Files\Microsoft SQL Server\MSSQL16.MSSQLSERVER

ation Detected SQL Server instances and features on this computer

Instance Cluster Network Name Features Edition version nst

Figure 32 Instance Configuration for SQL Server Failover Cluster

e Use the Cluster Resource Group page to specify the cluster resource group, or role name, where
SQL virtual server resources will be located.

¢ On the Cluster Disk Selection page, select the shared cluster disk resource for your SQL Server
failover cluster instance. The cluster disk is where the SQL Server data will be put. Select the
data and log virtual disks here.

0 More than one disk can be specified. The Available shared disks grid displays a list of
available disks, whether each is qualified as a shared disk, and a description of each disk
resource. Click Next to continue.
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Cluster Disk Selection

Cluster Disk Selection

Select shared cluster disk resources for your SQL Server failover cluster

ClusterQuorum... | The disk resource ‘ClusterQuorumDisk’ cannot be used because it is 2 clus

&

Figure 33 Cluster Disk Selection for SQL Server Failover Cluster
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On the Cluster Network Configuration page, specify the network resources for your failover
cluster instance:

0 Network Settings - Specify the IP type and IP address for your failover cluster instance.
Click Next to continue. Here, we have used static IP address.

Use this page to specify Cluster Security Policy.

0 Windows Server 2008 and later versions — Service SIDs (server security IDs) are the
recommended and default settings. Click Next to continue.

Workflow for the rest of this configuration depends on the features that you have specified for
your installation. You might not see all the pages, depending on your selections (Database
Engine Services).

On the Server Configuration - Service Accounts page, specify login accounts for SQL Server
services. The actual services that are configured on this page depend on the features that you
selected to install.

0 You can assign the same login account to all SQL Server services, or you can configure
each service account individually. The startup type is set to manual for all cluster-aware
services, including full-text search and SQL Server Agent, and cannot be changed during
installation. For more information, see Server Configuration - Service Accounts and
Configure Windows Service Accounts and Permissions.

o0 To specify the same logon account for all service accounts in this instance of SQL
Server, provide credentials in the fields at the bottom of the page. Then click Next.

Use the Server Configuration - Collation tab to specify nondefault collations for the Database
Engine and Analysis Services.
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Server Configuration

Specity the service accounts and collstion configurabon

k Selectior

ter Network Configuration

Server Configuration

emon Launc... NT Senace\MSSQLFDLa. Manual
SQL Server Browser NT AUTHORITY\LOCAL Automatic

Figure 34 Server Configuration for SQL Server FCI

e Use the Database Engine Configuration - Server Configuration page to specify the following:

(0]

Authentication Mode - select Windows Authentication or Mixed Mode Authentication for
your instance of SQL Server.

SQL Server Administrators - You must specify at least one system administrator for the
SQL Server instance. To add the account under which SQL Server Setup is running,
select Add Current User. To add or remove accounts from the list of system
administrators, select Add or Remove, and then edit the list of users, groups, or
computers that will have administrator privileges for the SQL Server instance. When the
list is complete, click Next.

e Use the Database Engine Configuration - Data Directories page to specify nondefault installation
directories. To install to default directories, click Next.

(0]

If you specify nondefault installation directories, make sure that the installation folders are
unique to this SQL Server instance. None of the directories in this dialog box should be
shared with directories from other SQL Server instances. The data and log directories
should be located on the shared cluster disk for the failover cluster instance.

In this solution, we have used data and log volumes (created using Cluster Virtual Disk in
previous section) for the SQL Server data and log directories.

In addition to the user database files, make sure to store the TempDB files also on the
shared storage disks.

e Use the Database Engine Configuration - FILESTREAM page to enable FILESTREAM for your
SQL Server instance. Click Next to continue.
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paralielism, Memory limits. and Filestream settings

Server Configuration Data Directories TempDB MaxDOP Memory FILESTREAM

Server Configuration
Database Engine Configuration

Feature Configuration Rule

N

Figure 35 Database Engine Configuration for SQL Server FCI

e The System Configuration Checker runs one more set of rules to validate your configuration with
the SQL Server features that you have specified.

¢ The Ready to Install page displays a tree view of installation options that were specified during
Setup. To continue, select Install. Setup will first install the required prerequisites for the selected
features followed by the feature installation.

o During installation, the Installation Progress page provides status so that you can monitor the
installation progress as Setup continues.

e After installation, the Complete page provides a link to the summary log file for the installation
and other important notes. To complete the SQL Server installation process, click Close.

e If you are instructed to restart the computer, do so now. It is important to read the message from
the Installation Wizard when you have finished the Setup. For more information about Setup log
files, see View and Read SQL Server Setup Log Files.

Now, we will add second node (SQL-VM2) to this SQL Server failover cluster instance. To add a node to
a newly created SQL Server FCI, you must run SQL Server Setup on the node that is to be added to the
SQL Server failover cluster instance. Do not run Setup on the active node.

= On second node (here SQL-VM2) insert the SQL Server 2022 installation media, and from the
root folder, double-click Setup.exe. To install from a network share, navigate to the root folder on
the share, and then double-click Setup.exe.
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= The Installation Wizard will launch the SQL Server Installation Center. To add a node to an
existing failover cluster instance, click Installation in the left-hand pane. Then, select Add node
to a SQL Server failover cluster.

= The System Configuration Checker will run a discovery operation on your system. To continue,
click OK.

= On the Product key page, specify the PID key for a production version of the product. Note that
the product key you enter for this installation must be for the same SQL Server edition as that
which is installed on the active node.

» On the License Terms page, read the license agreement, and then select the check box to accept
the licensing terms and conditions. Click Next.

» The System Configuration Checker will verify the system state of your computer (here SQL-VM2)
before Setup continues. After the check is complete, click Next.

» On the Cluster Node Configuration page, use the drop-down box to specify the name of the SQL
Server failover cluster instance that will be modified during this Setup operation.

8 Add a Failover Cluster Node - O

Cluster Node Configuration

Add 2 node to an existing SQL Server failover cluster

e MSSQLSERVER

Figure 36 Cluster Node Configuration to add second node to SQL Server FCI

» On the Server Configuration - Service Accounts page, specify the login accounts for SQL Server
services. For failover cluster instance installations, account name and startup type information will
be pre-populated on this page based on settings provided for the active node. Click Next.

= The System Configuration Checker will run one more set of rules to validate your computer
configuration with SQL Server features you have specified.

*» The Ready to Add Node page displays a tree view of installation options that were specified
during Setup.

= Add Node Progress page provides status so you can monitor installation progress as Setup
continues.
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= After installation, the Complete page provides a link to the summary log file for the installation
and other important notes. To complete the SQL Server installation process, click Close.

1 Add a Failover Cluster Node - (u] X

Complete

Your SQL Server 2022 failover cluster add node operation is complete.

— nformation about the Setup operation or possible next steps:
License Terms

Feature

Dats Quaity Services
2 Full-Text and S
% Database Enginy

sQ

rver Replication Succeeded

Global Rules

nstall Setup Files

ntic Extractions for Search

Add Node Rules rvices

Cluster Node Configuration

Cluster Network Configuration Succeeded
Service Accounts Succeeded
es Succeeded

Feature Rules
Ready to Add Node
Add Node Progress
Complete

Figure 37 SQL Server failover cluster add node operation completed

This completes the installation of SQL Server Failover Cluster Instance (FCI) with two nodes (SQL-VM1
and SQL-VM2). For more detailed information on this topic, see SQL Server Failover Cluster Installation.

It is recommended to Validate Cluster Configuration again once you have installed the SQL Server
Failover Cluster Instance on all the nodes. You can view the SQL Server failover cluster instance by
navigating to Roles under Failover Cluster Manager.

B Failover Cluster Manager

File Action View Help

o 2m EM
| 8 Failover Cluster Manager Roles (1)
ve EQ‘L';E:‘JSYKR FPMCSA [ Queres v|ld v
3 Nodes Name Satus Type Owner Node Proty omaon
va S{ﬂ;sr ¥ SQL Server (MSSQLSERVER) ®) Running Other SaLVM1 Hgh
33 Oisks
: 4 Pools
88 Enclosures.
i Networks
(18] Chustes Events
v :' SQL Server (MSSQLSERVER) Prefered Owners:  Any node
Status. Rumning
Priority. Hoh
VM1
| Client Access Name: SQLSERVERFCI
| IP Addresses: 1722255116
Summary | Resources
Roles: SQL Server (MSSQLSERVER)
Figure 38 SQL Server FCl in Failover Cluster Manager
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Install SQL Server Management Tools

Once the SQL Server FCI is up and running, we need to install the SQL Server Management Tools for
managing the SQL infrastructure.

SQL Server Management Studio (SSMS) is one such tool that provides an integrated environment to
access, configure, manage, administer, and develop all components of SQL Server. SSMS provides a
single comprehensive utility that combines a broad group of graphical tools with many rich script editors
to provide to provide access to SQL Server for developers and database administrators.

Perform the following steps on all the WSFC nodes (here SQL-VM1 & SQL-VM2) to install SSMS:
e Insert the SQL Server 2022 installation media, and from root folder, double-click Setup.exe.

e The Installation Wizard will launch the SQL Server Installation Center. To install SQL Server
management tools, click Installation in the left-hand pane. Then, select Install SQL Server
Management Tools.

From this page, click on Download SQL Server Management Studio (SSMS).

Launch the downloaded SSMS-Setup-ENU.exe file. You should now see the install screen for
Microsoft SQL Server Management Studio. Click Install.

Once the installation has completed, if it says a restart is required, click Restart.

Launch the SSMS app and connect to SQL Server failover cluster instance by providing server
name and login credentials, as shown below.

SQL Server
Connection Properties  Always Encrypted  Addtional Connection Parameters
Server
Server type Database Engine
Server name SQLSERVER-FC
Authentication SQL Server Authentication

£ Remember password

Encryption Mandatory

& Trust server cetficate

: 1\§* Cancel Help Options

Figure 39 Connecting to SQL Server FCI using SSMS

¢ Once you have connected to your SQL Server FCI, you can easily view and manage the SQL
Server objects like databases, server objects etc. under Object Explorer pane.

For detailed information about SSMS installation and configuration, see:
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https://learn.microsoft.com/en-us/sql/ssms/download-sql-server-management-studio-ssms?view=sql-
server-ver16

Creating Sample Database

This section describes how to create a database in SQL Server FCI by using SQL Server Management
Studio.

e Launch the SQL Server Management Studio and connect to the SQL Server Failover Cluster
Instance.

¢ In Object Explorer, connect to the instance of the SQL Server Database Engine and then
expand that instance.

¢ Right-click Databases, and then select New Database.
¢ In New Database, enter a database name (here we have given name “tpcc”).

e To create the database by accepting all default values, select OK; otherwise, continue with the
following optional steps:

0 To change the owner name, select (...) to select another owner.

0 To change the default values of the primary data and transaction log files, in the
Database files grid, select the appropriate cell and enter the new value. For more
information, see Add Data or Log Files to a Database.

= For this solution, we have set the initial size of the data file to 190,000 MB and
the log file to 65,000 MB.

» We have set the data file to grow by 64 MB to unlimited size. Set the log file to
disable auto-growth. Click OK.

» Users can set these values depending upon their requirements and type of
applications/ workloads they would like to run.

0 To change the collation of the database, select the Options page, and then select a
collation from the list.

o To change the recovery model, select the Options page and select a recovery model
from the list. By default, this is set to Full.

0 As we have installed SQL Server 2022 FCI, so by default the Compatibility level is set to
SQL Server 2022 (160).

o To add a new filegroup, select the Filegroups page. Select Add and then enter the
values for the filegroup.

o To add an extended property to the database, select the Extended Properties page.
» |n the Name column, enter a name for the extended property.

= In the Value column, enter the extended property text. For example, enter one or
more statements that describe the database.

e Click OK to create the database, which can take a few minutes to complete.

o Database (tpcc) gets created and shows under Databases tab in Object Explorer as shown in
following diagram.
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Object Explorer v X
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5 @ SQLSERVER-FCI (SQL Server 16.0.1115.1 - sa)
= Databases
+ System Databases
+ Database Snapshots
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T Security

3 Server Objects

+ Replication

3 Always On High Availability
+ Management

+ Integration Services Catalogs

7 g3 SQL Server Agent
@ 1¢] XEvent Profiler

Figure 40 Sample database tpcc created

Windows Client Node Configuration

This section describes the configuration of Windows Client Node from where we will perform the testing
and validation of the solution.

e Deploy an instance of Windows VM (here SQL-Client) in VMware vCenter, and make sure to add
the IB-MGMT Network under Network Adapters configuration, so that this VM can access the
SQL Server Failover Cluster Instance. This VM is called as the Client Node. For step-by-step
process for installing the Windows Server 2022 guest operating system in the virtual machine,
refer to the VMware documentation.

e Make sure to add this VM to the same domain (here fpmc.sa) as the WSFC nodes.

e Install SQL Server Management Studio (SSMS) on the client node in similar way as it was done
on one of the WSFC nodes in previous section.

e To connect to the SQL Server Failover Cluster Instance on Client Node using SSMS:

0 Launch SSMS application. Under Server name, select the drop-down box and click on
Browse for more.

0 Select Network Server tab. Here, it will automatically fetch your SQL Server FCI under
Database Engine. In this case, SQLSERVER-FCI was retrieved automatically.

o Once the SQL Server FCl is fetched, click on Connect. This will connect to the SQL
Server failover cluster instance.

o0 Under Object Explorer, you can see the SQL Server failover cluster instance being
connected.

= Expand Databases tab to see your sample database that you created earlier. In
our solution, sample database “tpcc” was created which is seen here.
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Solution Validation

One of the important use-cases of this solution is ensuring high-availability for critical databases and
workloads. Due to the implementation of SQL Server Failover Cluster Instance with WSFC nodes, there is
minimum downtime during failures.

When there is hardware or software failure of a server, the applications or clients connecting to the server
will experience downtime. Redundant nodes protect the availability of SQL Server instance when it is FCI
instead of standalone instance. Only one of the nodes in the FCI owns the WSFC resource group at a
time. In case of a failure (hardware failures, operating system failures, application or service failures), or a
planned upgrade, the cluster moves the resource group ownership to another WSFC node. This process
is transparent to the client or application connecting to SQL Server. This minimizes the downtime the
applications or clients experience during a failure.

High Availability for Databases

In this section, we will perform a failover testing to validate the high availability of the solution that consist
of SQL Server failover cluster instance with Windows failover clustering nodes. In this solution, we have
configured one SQL Server FCI with two WSFC nodes, as explained in previous sections.

Note that Windows Client node is also part of this testing. It will be used to execute various SQL queries
using T-SQL (Transact-SQL). It will also be utilized to observe the status of the SQL Server FCI and
databases during failover testing.

Prepare For Failover

Before performing failover testing, we need to create some objects for our sample database (that we
created earlier).

Complete the following steps before failover testing procedure:

e Check the status of the SQL Server FCI, as to on which node it is running. Login to one of the
WSFC nodes (here SQL-VM1), then start Server Manager. Then on the Tools menu, select
Failover Cluster Manager. Expand the cluster and then select Roles. This will show the status
of SQL Server FCI. In this solution, currently SQL Server FCI is running on SQL-VM1 node as
shown below.

Figure 41 SQL Server FCI running on SQL-VM1 node before failover
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¢ Now, connect to Windows Client Node (here SQL-Client) and launch the SQL Server
Management Studio (SSMS) application.

e On SSMS, connect to your SQL Server failover cluster instance (here SQLSERVER-FCI).
e Under Object Explorer, right-click on the SQL Server instance, and select New Query.

o Write a SQL query using T-SQL to create an empty table in the sample database that you created
earlier. In this solution, we had created “tpcc” database. To create an empty table called “EMP” in
database tpcc, we have written the following query (using CREATE TABLE) as shown in the
diagram below.

+Q) P - B x

" CreateEMPtable.sql - SQLSERVER-FCl.master (sa (71)) - Microsoft SQL Server Management Studio Quick Launch (Ctr
File Edit View Project Tools Window Help
[ 8~ a0~ 2 8P| BNewuey B §

Object Explorer BERY CreateEMPtable.sql. FClmaster (sa (71)) + X
Connect~ § *¥ G o [tpce]
B Yol SERVER-FCI 50 Server 1601115 -]
@ 1 Databases
Security
Server Objects
Replication
Always On High Availability
Management
Integration Services Catalogs
@ #8 SQL Server Agent
@ [] XEvent Profiler

CREATE TABLE EMP (Eno int identity (1,1) primary key, Ename varchar(18), Edeptid smallint, DOJ datetime

Figure 42 SQL Query to create an empty table EMP in tpcc database

Note: Make sure to use your sample database name instead of “tpcc” in the above query.
e Select the query and click on Execute to execute the query.

o This will create an empty table called EMP in the sample database. To view this empty table,
expand the Databases tab under Object Explorer, and select your sample database (here tpcc).
Expand the sample database and go to Tables and expand it. Here, you will see your newly
created table with the name “dbo.EMP”. To view this empty table, right-click the table dbo.EMP,
and then select “Select Top 1000 Rows” option. This will execute the SELECT query and you will
see the empty table with column names like shown below.

Sty s - SOLSERVER.FCltpee 1 (75) - Microsot SOL Seves Mamagement St P8 x
Fie 668 Vew et Took Wedow Help
0-0/8- 1 LW Ay BR 2D

o [ Rran-,

-0 x 2 () 3 X

weval #

© Query executed successtully @ SOUSEVERFCI (160KIM) 53 (73) tpcc | 000000 Orows

Figure 43 Empty table EMP created in tpcc database
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o Next step is to execute a SQL query to insert few rows in this empty table EMP. In this solution,
we have inserted four rows in the table EMP by executing the query as shown in the following
diagram. Here, this query inserts a row and waits for two seconds and then increments the
iterator and inserts the next row.

S, (5 {61)) - Microsoft SQL Server Management Studio Quick La tre P e B x
File Edt View Query Project Tools  Window  Help
o - B-ro-2R P Bnwuey A222|X QO -C - -] CRAFEE-

N | tpec - pEeate = v 22 AR) R B@ED] T A w0,

+
a s

= [ SQUSERVER-FCI (SQU Server 160.1115.1 - 5a)

declare @1 int

declore Gensme vorchar(1e,

set @11

set GEname -

while (gics
< BEGIN

INSERT INTO E4P VALUES (@Ename+CONVERT (varchar (6),81). @152
waitfor delay ~60:60:62

High Avedability
nt

e Catalogs

s B
o [ XEvent Profiler

024-06-03702:34:08.2538824-07:00

00% -

© Query executed successfully. @ SQUSERVER-FCI (160RTM) s (61) tpcc 00008  Orows

Figure 44 SQL Query executed to insert four rows in EMP table

To view the rows inserted into the table, expand the Tables folder under the sample database
(tpcc), and select the table “dbo.EMP”. Right-click this table and select “Select Top 1000 Rows”

option. This will show the rows inserted into the table as shown below. We can see 4 rows
inserted in EMP table under tpcc database.

' SQLQuery2.sq - SQUSERVER-FCLtpcc (58 (51)) - Microsoft SQL Server Mansgement Studio
Fie Edt View Project Took Window Help

(XS - o -SBP Bravey BR222 1 @ -<¢-l@| -2 cREEE-
Object Explorer EERT soloue
Connect~ § ¥ 3 S

8 SQUSERVER-FC1 (SQL Server 16.0.1115.1 - 5a) e
Databases 2]
FROM [tpcc]. [dbol. (EP]

100% ~

B0 Resuts 2 Messages
Eno Ename Edeptd DOJ

1 1 EMP-1 1 2024-06-03 06:15.40 247
2 2 EMP2 0 2024-06-03 06:15:42 250
3 3 EMP3 1 2024-06-03 06:15:44 250
4 4 EMP4 0 2024-06-03 06:15:46 250

Figure 45 Four rows inserted in EMP table
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Failover Test
Complete the following steps to perform the failover testing procedure:

e Login to Windows Client Node (SQL-Client) and launch the SQL Server Management Studio
(SSMS) application.

¢ On SSMS, connect to the SQL Server failover cluster instance (SQLSERVER-FCI).
e Under Object Explorer, right-click on the SQL Server instance, and select New Query.

¢ Now, we execute a SQL query (using T-SQL) to insert some large number of rows in the EMP
table, so that we can perform the failover process while query execution is in progress. In this
solution, we have written the query to insert 99 rows in the table EMP.

o0 Note that the only change you need to do in the previous query is to update the
conditional statement under while loop. In this case, we set the condition “@i<100” to
insert 99 rows in the table. You can use similar kind of conditional statements to perform
validation.

o Click on Execute to execute this query. It will take enough time to execute, and shows as
“Executing query”, as illustrated in the following diagram. This gives us sufficient time to
perform failover testing.

0 Use your sample database name instead of “tpcc” in the below query.

_+ InsertRowsinEMPtable.sq - SQLSERVER-FCltpcc (sa (59)) Executing... - Microsoft SQL Server Management Studio Quick Launch (Ctrl+Q Pl & x
File Edit View Query Project Tools Window Help
-0 (B-u-2HF Brwvaey BRRIRR X AT 9-¢-&| -|# SlREpED-

Execute m (8]

| Object Explorer R A InsertRowsinEMPtabl...(59)) Executing... & X

Connect~ ¥ ¥ s v [tpec]

= 1B SQUSERVER-FCI (SQL Server 16.0.1115.1 - 53)
Databases Sdeclare @i int

System Databases declare @Ename varchar (10

» 1

Database Snapshots

= i tpec set @i-1
% 1 Database Diagrams set @Ename="EHP-
Tables -~ change
Views Siwhile (@i100)

Exteral Resources Zpeam
Synonyms
Programmability INSERT INTO EMP VALUES (@Ename:CONVERT (varchar(6),@1), @i%2, GETDATE

Query Store waitfor delay '00:00:02'

Senvice Broker set @i-@i+l .

5 to a higher value for failover testing. May be 100 or 500.

Storage o
Security =

Security
Server Objects —
Replication
Always On High Availability .
Management 100% -

@ 1 Integration Services Catalogs

@ &3 SQL Server Agent

@ [ XEvent Profiler

BH Resuts 8 Messages

“ Executing query... SQLSERVER-FCI (16.0RTM) | sa (59) | tpcc | 00:00:05 | Orows.
g query.

[ Ready Ln18 Cold. Cha INS

Figure 46 SQL Query execution in progress to insert 99 rows in EMP table

e To simulate failure of the WSFC node for failover testing, login to one of the WSFC nodes and
launch Failover Cluster Manager. Expand the cluster (SQL-CLUSTER.FPMC.SA) and then
select Nodes. Now, pause the node on which SQL Server FCl is running. In this solution,
SQLSERVER-FCI is running on SQL-VM1 node. To pause SQL-VM1 node, right-click the node
and select Pause and then select Drain Roles.
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0 SQL-VM1 node is now paused as shown in the diagram below.

& Fadover Clustes Manager -8 X
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8 Faiover Cluster Manager od Sos
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5 Disks - .
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88 Enciosures | @ e
B Netwodks
1] Cluster Events | s s
™ >
Resume >
% Remote Desktop
®
[ Show Critca Events
) More Actiens >
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|
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Satus: Paused
Node 1D: 2
Uptime 12004225
Memory. 13068 Avalabe, 1608 Tt
Processons: (8 PR Xoon(R) Patrum 84621
CPU Usage: %
Operating System: Mcrosch Windows Server 2022 Standard Evalustion
Version 1002038
Service Pack:  No Sevice Pack nataed
Summary  Network Connections | Roles | Disks | Pools | Physical Dusks.
Nodes: SCLVMI

Figure 47 SQL-VM1 node paused

e Now go to the Windows Client Node and see the status of the query execution and SQL Server
failover cluster instance.

0 We observe that the SQL Server FCI has been disconnected and the query execution
has now stopped, as shown in the following diagram.

0 This is an expected behaviour as SQL Server FCI takes few seconds (or minutes) to
failover to the other active node in the failover cluster. But this downtime is less due to
failover clustering implementation. So, SQLSERVER-FCI will take couple of seconds to
move to SQL-VM2 node in the cluster.

7 InsentRowsinEMPrable sqf - SQLSERVER-FCI (sa (78)) - not connected - Microscht SQL Server Management Studio P - ® x

Fe Gt Vew Quuy Piomct Took Window Hep
©-0|8- - LEE ANvaey BRIAD XA -c-l@l -5 B-P -
bbee s /330 00 @3 Ex e,
MPtabJ) - ot connected = X
Comets § ¥ % T G+ pee)
B SQUSTRVER-1CI (5L Server 16011151 - 50
o

VALUES. (§Ename varchar(6),81), Bi52, GETDAT

o 8
@ [ Xvent Profiles

W% -

*§ Disconnected

[T Ressy Ln 18 Cold Cha [

Figure 48 SQL Server FCI disconnected and query execution stopped
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Foles:

Now go to WSFC node where Failover Cluster Manager is launched. Expand the cluster (SQL-
CLUSTER.FPMC.SA) and then select Roles. You will observe the status of your SQL Server FCI
as “Pending”. This confirms the behaviour of SQL Server failover cluster instance that it takes
some time to failover to the other active node in the cluster during failover process. This is
illustrated in the below diagram.

Figure 49 SQL Server FCI status showing as Pending during failover

During the failover process, the Windows failover cluster (SQL-CLUSTER.FPMC.SA) takes some
time to move the resource group ownership to the other active WSFC node (SQL-VM2). Once
this ownership is completely moved to the active WSFC node, the SQL Server FCI starts running
on this active node. This completes the failover process.

0 As shown in the following diagram, the SQLSERVER FCI status is now showing as
“‘Running” and the owner node is now SQL-VM2.

Actons
i [ Queres i I | fotes x
. . - % Confgure Role
T SQOL Server MSSQLSERVER) ® Rurning saLvw2 3. »

Figure 50 Failover completed successfully with SQL Server FCI Running Status

52

Now the SQL Server FCl is fully up and running on active WSFC node (SQL-VM2). Go to
Windows Client Node (SQL-Client) and refresh the SQL Server FCI connection in SSMS. To do
so, right-click the SQL Server FCI, and select Refresh. Now SQL Server FCI shows as
“Connected” in SSMS.

Next step is to find out how many rows got inserted into the EMP table under tpcc database
before the failure of SQL Server FCI. For this, execute a SELECT query on the EMP table with
NOLOCK parameter, as shown in the diagram below. This query allows SQL Server to read data
from EMP table by ignoring any locks therefore not get blocked by other processes.
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Figure 51 SQL Query to find number of rows inserted into EMP table before SQL Server FCI failure

¢ Inthe above diagram, you can see two rectangle boxes highlighted with red and green colors.

(0]

Number of rows in the red rectangle box were inserted before the failover process. This
can be confirmed with Figure 45. Total four rows were inserted before failover.

Number of rows in the green rectangle box were inserted before the failure of
SQLSERVER-FCI during failover process. Total six rows got inserted into the EMP table
under tpcc database.

Note that whichever rows are inserted and committed into the table before the failure of
the SQL Server FCI happens, those rows will be persisted to the disks and you will find
them when the SQL server instance (SQLSERVER-FCI) comes online on the other active
WSFC node (SQL-VM2).

In-flight transactions (which are not committed) will be undone and not shown in the tpcc
database, which is an expected behaviour.

The Log records for transactions (which are committed but not yet applied on the data
pages), will be replayed and the corresponding updates or inserts will be shown in the
database.

This step also proves that we can easily read the data from the database (tpcc) once
failover has successfully completed. It is only possible because of the failover
functionality present on the nodes and SQL Server instance.

e Let's execute one SQL query to make sure we are able to write to the database after SQL Server
FCI moved to the other WSFC active node (SQL-VM2).

o0 Go to Windows Client node (SQL-Client) and launch the SSMS application. Connect to
SQL Server FCI. Right-click the SQL Server FCI and select New Query.
0 Execute the same INSERT query as before to insert 99 rows into the EMP table under
tpcc database.
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o This query will take some time to execute as there are enough transactions to be
committed. In this case, it took around 3 mins 19 seconds to execute this query as shown

. SQUSERVER-FC 51 Microsoft SOL 9t k L P e B x
b e
°- Q-o-SRBP By AR 222 X0 -C-l@ - - RAEE-,
Nt - bEeve = v i @R RE B@ED 3w,
Connect= ¥ ¥ ¢~ -
8 SOUSERVER-FCI (SOL Server 160.1115,1 - sa)
System Databases
= W tpcc
Securty

varchar(6),@4), §4%2

2 8 saL et
5 {8 Kevent Profler

00% -

(0 Query executes successhaly ' SCLSERVER-FCI (160KIM) 32 (51) tpce 000M15 0 roms

Figure 52 SQL Query to insert 99 rows into the EMP table when SQL Server FCl moved to SQL-VM2 node

e Next step is to confirm whether these 99 rows got inserted into the EMP table under tpcc
database. For this, execute a SELECT query on the EMP table as shown in the following

diagram.
) ‘SQUSERVER-FCltpec (53 (75)) - Microsoft SQL kLo P e & x
Fle St View Quey Pojet Took Window Hep
0-0/8- - AP ANewtuey RRRAB| X% O -e-|| -] e meED-,
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Cotndd S N ek use [tpec) +
o ©
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Databases SELECT * FROM ENP WITH (NOLOCK)]
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Figure 53 Writing to tpcc database successful when SQL Server FCI moved to SQL-VM2 node
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¢ We can easily observe from the above diagram that 99 rows got inserted into the EMP table
under tpcc database.

e This validates that one can easily write to the database after the SQL Server failover cluster
instance has successfully moved to the other active WSFC node in the cluster.

e This test verifies the high availability of the solution in case of a failure. Users can still access the
database and perform read and write operations if required.

Conclusion

Microsoft SQL Server is the most popular RDMS (Relational Database Management System) installed by
the users worldwide. With the right sizing and validated designs, FlexPod is an ideal fit for the majority of
the SQL Server workloads like databases. The combination of ONTAP storage and Microsoft SQL Server
enables the creation of enterprise-level storage designs that can meet today’s most demanding
application requirements.

FlexPod with Microsoft SQL Server Clustering is a high availability and disaster recovery solution that
takes advantage of Windows Server Failover Clustering (WSFC). SQL Server failover cluster instance
has various features which increase application availability, provide better runs on hardware investments,
and simplify high availability deployment and management.

This document illustrates the implementation of FlexPod infrastructure with SQL Server Failover Cluster
Instance (FCI) consisting of Windows failover clustering nodes. High availability scenarios have been
tested here and the results showcase that this solution provides continuous database availability in the
event of node failures or outages. Customers can utilize this framework to deploy FlexPod with SQL
Server failover clustering and build a highly available, resilient, and efficient system which can handle
most of their demanding database or application requirements.
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Where to find additional information

To learn more about the information that is described in this document, review the following documents
and/or websites:

FlexPod Home Page: https://www.flexpod.com

NetApp Interoperability Matrix Tool: http://support.netapp.com/matrix/

Cisco UCS Hardware and Software Interoperability Tool:
http://www.cisco.com/web/techdoc/ucs/interoperability/matrix/matrix.html

VMware Compatibility Guide: http://www.vmware.com/resources/compatibility/search.php

NetApp Product Documentation: https://www.netapp.com/support-and-training/documentation/

Cisco Validated Design and deployment guides for FlexPod:
https://www.cisco.com/c/en/us/solutions/design-zone/data-center-design-quides/flexpod-design-

guides.html
FlexPod Datacenter for Microsoft SQL Server 2022 and VMware vSphere 8.0:

https://www.cisco.com/c/en/us/td/docs/unified _computing/ucs/UCS CVDs/flexpod sql2022 xseries.h
tml

Windows Server Failover Clustering: https://learn.microsoft.com/en-us/windows-server/failover-
clustering/create-failover-cluster

SQL Server Failover Cluster Instance: https://learn.microsoft.com/en-us/sql/sql-server/failover-
clusters/windows/always-on-failover-cluster-instances-sql-server?view=sql-server-ver16
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caption.
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Refer to the Interoperability Matrix Tool (IMT) on the NetApp Support site to validate that the exact
product and feature versions described in this document are supported for your specific environment. The
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