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Abstract

This document outlines how to test the NMSDK 9.8P8 binaries on OpenSSL 3.x in a Linux or Windows
environment.
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Introduction

NetApp Manageability Software Development Kit (NMSDK) binaries with a version before 9.8P8 were
integrated with the OpenSSL version 1.0.x, shipped with NMSDK. Beginning with NMSDK 9.8P8, the
OpenSSL 3.x version is integrated, and OpenSSL 3.x binaries are no longer packaged and shipped with
NMSDK.

This document outlines how to test the NMSDK 9.8P8 binaries on OpenSSL 3.x in a Linux or Windows
environment.

NMSDK on Linux RHEL 8.x

First you must install OpenSSL 3.x using RPM. There are certain dependency challenges you might face
during installation on Linux Red Hat Enterprise Linux (RHEL) 8.x.

As a result, to install the OpenSSL 3.x Federal Information Processing Standard (FIPS) compliance on
Linux 8.x, build the OpenSSL libraries from its source package.

OpenSSL 3.x installation steps
Build and install OpenSSL 3.x on Linux 8.x machine.

NOTE: If OpenSSL 3.x is already installed on Linux RHEL machine, identify the location of the OpenSSL
3.x installation path, skip these steps, and directly move on to the ‘Test NMSDK Binaries’ section.

Steps

1. Download the latest version of OpenSSL 3.x:
https://www.openssl.org/source/openss|-3.3.0.tar.gz

Copy the “openssl|-3.3.0.tar.gz” file into your user folder location, for example, <UserLocation>.
3. Change the directory to a user location folder using the cd <UserLocation> command.

4. Extract the “openssl|-3.3.0.tar.gz” file with the tar -xvf openssl-3.3.0.tar.gz command. This creates a
folder named openssl-3.3.0 in <UserLocation>, such as <UserLocation>/openssl-3.3.0. You can now
extract all the required source files within this folder.

5. Change the directory to openssl|-3.3.0 using the cd <UserLocation>/openssl-3.3.0 command.

6. Run the following command:
./Configure enable-fips shared no-rc5 no-idea no-asm -fno-strict-aliasing --
prefix=<UserLocation>/openssl|-3.3.0/LinuxBuild/Lib --openssldir=<UserLocation>/openssl-
3.3.0/LinuxBuild/Lib/SSL

7. Install the perl-IPC-Cmd package using the yum install perl-IPC-Cmd command and re-run the
command in step 6 if the following error occurs:

Can't locate IPC/Cmd.pm in @INC (you may need to install the IPC::Cmd module)
8. Run the following command:

make
9. Run the following command:

make install

10. Once step 8 is complete, the command creates all the required OpenSSL binaries and other
supporting files which are required for NMSDK binaries testing at the location
<UserLocation>/openssl|-3.3.0/LinuxBuild/Lib.


https://www.openssl.org/source/openssl-3.3.0.tar.gz

Test NMSDK Binaries

Before you begin, there are some pre-requisites for testing NMSDK binaries using a sample project.

Before you begin

To use NMSDK binaries on a Linux 8.x RHEL platform, you must install the package libtirpc-devel,
using the sudo yum install libtirpc-devel command.

If a sample uses NMSDK binaries, you must add the following options during compilation:

— Toinclude RPC related headers:
-l/usr/includeftirpc

— Toinclude RPC related libraries:
-Itirpc

Steps
The following steps outline how to build and test the NMSDK binaries using OpenSSL 3.x on a Linux 8.x
machine. In this scenario, it tests one of the C samples named “apitest”.

Copy the NMSDK binaries “netapp-manageability-sdk- XXXXX-linux.zip” zip file to the
<UserLocation> folder.

Unzip the “netapp-manageability-sdk-XXXXX-linux.zip” file so it can extract all the NMSDK binaries
into the <UserLocation>/netapp-manageability-sdk- XXXXX-linux/netapp-manageability-sdk- XXXXX
location. Refer to this path as <NMSDKBinariesRoot>.

Copy files named “libssl.s0.3” and “libcrypto.so0.3” from the <UserLocation>/openssi-
3.3.0/LinuxBuild/Lib/lib64/ location to <NMSDKBIinariesRoot>/lib/linux-64.

Change the directory to a sample application with the command
cd <NMSDKBinariesRoot>/src/util/apitest

If OpenSSL 3.x is installed on the Linux RHEL machine, or you skipped the ‘OpenSSL 3.x installation
steps’ section and the location of OpenSSL 3.x installation path is something other than “/usr/”, then
you must define an environment variable named “OPENSSL_PATH” with values from either of
following commands.

If OpenSSL is already installed and the installation path is something other than /usr/:
setenv OPENSSL_PATH <Already installed OpenSSL 3.x installation path>

OR

If you installed OpenSSL with the ‘OpenSSL 3.x installation steps’:

setenv OPENSSL_PATH <UserLocation>/openssl-3.3.0/LinuxBuild/Lib

The OPENSSL_PATH environment variable adds the following options when used with the make
command.

a. Includes the path of OpenSSL 3.3.0 related headers:
-I<UserLocation>/openssl|-3.3.0/LinuxBuild/Lib/include

b. Includes the path of OpenSSL 3.3.0 related libraries:
-L<UserLocation>/openssl-3.3.0/LinuxBuild/Lib/lib64

c. Includes OpenSSL 3.3.0 libraries:
-Issl -lcrypto



NOTE: The above commands should be added to “Makefile” if you create your own sample using
NMSDK libraries.

6. Run the following command:
make

Once the above command is complete, it generates the “apitest” binary sample.

7. Setthe library path:
setenv LD_LIBRARY_PATH <NMSDKBinariesRoot>/lib/linux-64

8. Run the .Japitest <FilerlP> <user> <password> system-get-version command. It should return a
similar output to the following:

<results status="passed">
<build-timestamp>1688367881</build-timestamp>
<is-clustered>true</is-clustered>
<version>NetApp Release Clawhammer 9.14.1: Mon Jul 03 07:04:41 UTC
2023</version>
<version-tuple>
<system-version-tuple>
<generation>9</generation>
<major>1l4</major>
<minor>1</minor>
</system-version-tuple>
</version-tuple>
</results>

NMSDK on Windows

OpenSSL 3.x installation steps

Build and install OpenSSL 3.x on a Windows machine.

Steps

1. Download the latest version of the OpenSSL 3.x 64-bit Windows installer from
https://slproweb.com/products/Win320penSSL.html.
For testing the NMSDK binaries on Windows platform, the OpenSSL v3.3.0 64-bit was downloaded
from https://slproweb.com/download/Win640penSSL-3 3 0.exe .

To install OpenSSL 3.x, double click on the downloaded Win640penSSL-3_3_0.exe file.
3. Read and accept the License Agreement.



https://slproweb.com/products/Win32OpenSSL.html

i3] Setup - OpenSSL 3.3.0 (64-bit) —

License Agreement
Flease read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

DOMATIONS MEEDED! If vou are & business you should be contributing reqular
donations. If you are a generous individual, consider regular donations. Most
people simply take and run - leaving me to foot the bill. That's not nice. Some
businesses even drop their customers onto me to provide direct support to the
customer (ahem, PayPal). That's also not nice, Even if you can't afford a small,

one time donation of $10, at least drop a line saying how much you appredate

the effort putinto this project (and, optionally, what you use OpenS5L for). Lots

of complaints and few compliments is discouraging.

LEGAL MOTICE: This product indudes software developed by the OpenssL b

@I accept the agreement
i1 do not accept the agreement

4. Select the Next button to continue. When asked for the installation location, keep the location as
C:\Program Files\OpenSSL-Win64.

i3] Setup - OpenSSL 3.3.0 (64-bit) —

Select Destination Location
Where should OpenssL (64-bit) be installed?

Setup will install OpenssL (64-bit) into the following folder,

To continue, dick Mext. If you would like to select a different folder, dick Browse.

|C: \Program Files\OpenSsL-wing4| Browse. ..

At least 727.0 MB of free disk space is required.




5. Select the Next button to continue and choose your Start Menu folder as OpenSSL.

i3] Setup - OpenSSL 3.3.0 (64-hit) —

Select Start Menu Folder
Where should Setup place the program's shortouts?

\_—I Setup will create the program's shortouts in the following Start Menu folder.
——

To continue, dick Mext, If you would like to select a different folder, dick Browse.

|Open55L| Browse...

6. Select the Next button to continue to an additional task to copy OpenSSL DLLS to the Windows
system’s directory or OpenSSL directory. Select The OpenSSL binaries (/bin) directory.

i) Setup - OpenSSL 3.3.0 (64-bit) —

select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing OpenssL
{64-bit), then dick Mext.

Copy OpenSSL DLLs to:
() The Windows system directory
(®) The OpenssL binaries (fbin) directory




7. Select the Next button to continue and then select the Install button.

5] Setup - OpenSSL 3.3.0 (64-bit) —

Ready to Install
Setup is now ready to begin installing OpenssL (64-bit) on your computer,

Click Install to continue with the installation, or didk Back if you want to review or
change any settings.

Destination location:
C:\Program Files\Opens5L-Wing4

Start Menu folder:
Open55L

Additional tasks:
Copy OpenS5SL DLLs to:
The OpenSsL binaries (jbin) directory

< Back Install Cancel

i3] Setup - OpenSSL 3.3.0 (64-bit) —

Installing
Flease wait while Setup installs OpenssL (64-bit) on your computer.

Extracting files...
C:\Program Files\OpenssL-WingibWC we\MDYiborypto_static.lib

Cancel




8. Once the installation is complete, all OpenSSL 3.x related headers, libraries, and binaries are copied
to the C:\Program Files\OpenSSL-Win64 location.

Test NMSDK Binaries

Steps

The following steps outline how to build and test the NMSDK binaries using OpenSSL 3.x on a Windows
machine. In this scenario, it tests one of the C samples named “apitest”.

1. Define a system environment variable named “OPENSSL_PATH” with a value that contains the
OpenSSL 3.x installation root folder. For example; C:\Program Files\OpenSSL-Win64.

. Environment Yariables =

User variables for hatimali

- |
Edit System Variable x

Variable name: ‘ COPEMSSL_PATH

‘ C\Program Files\Open SSL-Winﬁdl

Variable value:

Browse Directory... Browse File... Cancel
| . Mew.. || Edit. || Delete |
Systern variables
Variable Value 2
7 infe
OPEMSSL_PATH C:\Program Files\,Open55L-Wing4
as Windows_MNT
Path ChProgram Files\Java'jdk-12.0.2\bin; C:\Program FilesJava'jdk1.8.0...
PATHEXT JLOM;.EXE; BAT;. CMD; VBS; VBE; )5 JSE; WSF. WSH; . MSCLPY:. PYW
] POWERSHELL_DISTRIBUTIO..  MSEWindows 10 Enterprise
PROCESSOR_ARCHITECTURE  AMDe4
PROCESSOR IDEMTIFIER Inteléd Farmily & Model &3 Steppina 0. Genuinelntel M

Mew... Edit... Delete

0] 4 Cancel

2. Copy files named “libssl.lib” and “libcrypto.lib” from C:\Program Files\OpenSSL-
Win64\lib\VC\x64\MDd location to C:\Program Files\OpenSSL-Win64\lib.



3. Copy the NMSDK binaries netapp-manageability-sdk- XXXXX-windows.exe zip file to the
<UserLocation> folder.

4. Unzip the netapp-manageability-sdk-XXXXX-windows.exe file, so it can extract all the NMSDK
binaries into the <UserLocation>/netapp-manageability-sdk- XXXXX-windows/netapp-manageability-
sdk- XXXXX location. Refer to this path as <NMSDKBinariesRoot>.

5. Change the directory to the sample application using command
cd <NMSDKBinariesRoot>/src/util/apitest

6. Open the Visual Studio project file named apitest22.vexproj in Visual Studio 2022. This opens the
apitest sample in the Visual Studio integrated development environment (IDE). Select Debug and
x64 targets from the drop-down menus.

O] File Edit View Gt Project Build Debug Test Analze Took Extensions Window Help | Search (Cir+C) P apitest = ®
|\m-sB8 -] P Local Windows Debugger - [> ¢ ~ | B3 | B3 - & LiveShare &Y

Solution Explarer
adlo-- 0w F=]
Search Solution Explorer (Ctrl+:) P+

FR Solution ‘apitest' (1 of 1 project)
3 apitest

5|00y 2nsoubelg

Solution Explorer |G

Show eutput from: B ===

(Name) apitest
Project Dependencies

Project File ZA\Hatim\MMSDK\netapp-mana
Root Namespace apitest

(Name)
Specifies the praject name.
Error List [[Staag Find Symbol Results

Intelli) IDEA C:

7. Right click on the apitest project in the Solution Explorer Window and select Rebuild.



0f File Edit View Gt Project Buld Debug Test Analyze Tooks Extensions Window Help | Search (CisQ)

P

B EBE b e | b oot - b 6|0

Output

Show output from:

Error List [{efiaatg Fin

apitest Signin R

—

Solution Explo
@

Search Solutio
F3 Solution

Solution Explor
[ R——
apitest Projec
|k
E Misc
(Name)
Project Dep

Project File
Root Names

(Name)
Specifies the p

=

Build

Rebuild

Clean

View

Analyze and Code Cleanup

Project Only

Retarget Projects

Scopeto This

New Solution Explorer View

Profile Guided Optimization

Build Dependencies

Add

Class Wizard... Ctrl+Shift+X
Manage NuGet Packages...

Set a5 Startup Project

Debug

Cut CrbeX
Paste CtrlsV
Remove Del
Rename 3
Unload Praject

Load Direct Dependencies

Load Entire Dependency Tree

Rescan Solution

Display Browsing Database Errors

Clear Browsing Database Errars

Open Folder i File Explorer

Open in Terminal

Properties Alt+Enter

Live Share

geability-sdk-9.8

X

s|oo] Jnsoubeig

This compiles the sample and creates an executable named “apitest.exe” for a Debug 64 bit target in the

location shown in the output window.

O File Edt View Gt Project Buld Debug Test Analze Tooks Extensions Window Help | Search (CirsC)

2]

-olE-s88|9 - -| P Local Windows Debugger - [> ¢ ~ | B3 | B3 -

Output

Show output from: |Build BN
Rebuild started...

Rebuild All started: Project: apitest, Configuration: Debug x64
1rapitest.c

1>apitest22.vexproj -> Z:\Hatim\NMSDK\netapp-manageability-sdk-9.8P7-windows\netapp-manageability-sdk-9.8P7-windows\netapp-manageability-sdk-9.8P7\src\util\apitestix64\Debug\apitest -
=== Rebuild All: 1 succeeded, @ failed, @ skipped ==

apitest Signin

Go to the executable location and copy the debug version of NMSDK binaries named “libxmid.dll”

from the <NMSDKBinariesRoot>\lib\nt\x64\VS22 location to the apitest executable file location.

Win64\bin location to the apitest executable file location.

Copy the “libssl-3-x64.dIlI” and “libcrypto-3-x64.dIl” dll files from the C:\Program Files\OpenSSL-

snadog s




10. Go to the apitest executable file location, take the command prompt for that location, and run the
apitest.exe <FilerIlP> <user> <password> system-get-version command. It should return the
same result as the following example output:

<results status="passed">
<pbuild-timestamp>1686036536</build-timestamp>
<is-clustered>true</is-clustered>
<version>NetApp Release Clawhammer 9.14.1: Tue Jun 06 07:28:56 UTC
2023</version>
<version-tuple>
<system-version-tuple>
<generation>9</generation>
<major>1l4</major>
<minor>1</minor>
</system-version-tuple>
</version-tuple>
</results>

Note

Replace the highlighted values which appear in the commands throughout the process with their actual
values.

e <UserLocation>

¢ <NMSDKBinariesRoot>
e <FilerlP>

e <user>

e <password>




