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Preventinternal and external cybersecurity threats from penetrating your
NetApp ONTAP systems by making sure that they're properly configured
according to the most stringent guidelines.

Proper configuration is key to preventing data breaches.

80%

Identity and credential 32% of cloud breaches are In 2024, over 1 billion
misconfigurations cause due to misconfiguration. records were exposedin
80% of security exposures. data breaches.
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Hardened security starts with proper configuration

With cyberattacks becoming more frequent, sophisticated,
and costly every day, security is top of mind for every
organization. But even the best security solutions can’t
protect your organization from infiltration if your systems are
misconfigured. IT complexity, skill shortage, and potential
lack of NetApp® ONTAP® expertise make it challenging to be
sure that your NetApp systems are configured to provide the
highest level of security standards.

The NetApp Security Hardening Configuration Service
delivers the expertise that you need to meet the most
stringent security guidelines. NetApp Professional Services
experts assess, design, and configure your ONTAP systems
following NetApp best-practice Technical Reference guides
and STIG (Security Technical Implementation Guidelines),
NIST (National Institute of Standards and Technology),

or NIS2 (Network and Information Security) guidelines as
required by your organization.

Related NetApp Services

NetApp Data Protection and Security Assessment.

Assess your data protection and security readiness before
an attack happens, and take proactive measures to prepare,
protect, and recover from unforeseen security threats.

Each storage virtual machine (SVM) is configured in the
following areas:

« Authentication, authorization, and accounting (AAA)

e System administration methods NetApp Ransomware Protection and Recovery Service.
Boost ransomware resilience and survivability with the
expertise to plan, deploy, and manage a ransomware-ready
« Digital certification management hybrid cloud data infrastructure that’s secure, available,

« File protection reliable, and recoverable.

e Multi-admin verification

* Signing and sealing NetApp Ransomware Recovery Assurance Service.

o AutoSupport/NTP/SNMP Minimize business disruption after a ransomware attack
with 24/7/365 services for the rapid recovery of protected

¢ Securing LIFs, protocols, and ports ’ o=y g
data. This service is required for the NetApp Ransomware

« System configuration backup Recovery Guarantee Program.
To prevent internal and external cybersecurity threats from Get started today
penetrating your NetApp environment, our experts verify To learn more about how NetApp can help protect your data,
that maximum security hardening is in place before closing contact your local NetApp representative.
out the engagement.

About NetApp Services
Note: Although we can’t always prevent or guarantee no Gain greater business value from your investment. From
impact from cybersecurity threats, we can make sure that planning your new storage system to getting specialized
the systems are configured properly following the most know-how for a major storage deployment or optimizing the
stringent guidelines possible. operational efficiency of your existing infrastructure, NetApp

Professional Services and NetApp Services Certified
Partners can help.

QOO0
NetApp is the intelligent data infrastructure company combining unified data storage, integrated data services,

and CloudOps solutions to turn a world of disruption into opportunity for every customer. NetApp creates silo-free
Contact Us infrastructure, then harnesses observability and Al, to enable the best data management. As the only enterprise-grade

storage service natively embedded in the world’s biggest clouds, our data storage delivers seamless flexibility and

our data services create a data advantage through superior cyber-resilience, governance, and applications agility. Our

CloudOps solutions provide continuous optimization of performance and efficiency through observability and Al. No
matter the data type, workload or environment, transform your data infrastructure to realize your business possibilities

with NetApp. www.netapp.com
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