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A guide to databasing
in the cloud

Organizations are moving databases to
the cloud but is DBaaS the way to go?
Moving your database to the cloud has so many advantages that if
you’re not there yet it’s not a question of if but when.
More and more money is being spent moving databases and the
applications they support to the cloud. “Q4 2019 saw spend on cloud
infrastructure services increase by $2.8 billion over the previous quarter,
which is by far the biggest quarterly increment the market has seen,”
reported Synergy Research Group. Amazon Web Services is the clear
leader among cloud vendors. “Amazon growth continued to closely
mirror overall market growth so it maintained its 33 percent share of
the worldwide market,” according to an article in Virtualization & Cloud
Review citing the report. The article cited additional data from Canalys
reporting: “Total expenditure in 2019 exceeded $107 billion, up from $78
billion in 2018 according to Canalys data.
This highlights the unrelenting expansion of the IT industry, driven by
digital transformation initiatives across all industries. Organizations are
increasing their spend on compute, storage and other on-demand cloudbased services to analyze and interpret growing datasets and to meet
internal DevOps needs as they build new applications and services.”
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As good as DBaaS
looks there’s another
side to the story,
including options
worth considering
in migrating your
database to the cloud

As you contemplate migration, Database-as-aService (DBaaS) may seem like the way to go.
Leading DBaaS providers like industry-leading
AWS as well as alternative cloud architectures
can offer advantages over legacy on-premises
databases:
• Hardware and maintenance costs reduced or
eliminated depending on the level of hybrid
cloud versus public cloud instances
• Cloud vendor responsible for infrastructure
• Frees IT staff and DBAs for more critical tasks
than keeping computers running
• DBaaS is easy for organizations, even startups,
to implement
• Flexibly scales to meet business needs from
growth to seasonal demand
However, as good as DBaaS looks there’s
another side to the story, including options
worth considering in migrating your database
to the cloud. DBaaS may be a good option for
small and medium-sized businesses (SMBs)

looking for an entry-level solution to move into
cloud databasing without having to set up the
infrastructure. But enterprise and growing midmarket companies may want more control
over their data, especially when it comes to
performance, availability, and durability. They
may also want data management capabilities
similar to what they have on premises.
There may be unpleasant surprises for
your company if you rush into DBaaS and
then find there are issues that you did not discuss
with the vendor initially. For example, did you
know there are certain limitations or that DBaaS
cloud databases tend to not offer unlimited
database storage scalability? As your storage
needs grow, will the DBaaS be able to handle
it? Should you over-provision to make sure that
capacity is there when and if you need it? That
may be an expensive option. As you can see
there’s a lot to consider when selecting a DBaaS
vendor. As you plan for migration to the cloud, it
is important to get answers to key questions and
explore options.
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First things first, there’s Lift and Shift. You may hear that you can transition
to DBaaS with little more than a few mouse clicks. That’s possible, but
once you transition then what are you going to do? You still have to find
out how you are going to run your workloads in the cloud. The DBaaS
idea sounds great, but do you know how to make the best use of it? Are
you using a specialized database? Does your database “fit” in a DBaaS
model? What don’t you know, and how prepared is your staff to handle
situations that may arise?
As part of the learning curve, you may be confronted by expensive
options like vendor provisioned performance. While the DBaaS vendor is
taking care of the infrastructure, you still need to understand the unique
performance you are going to require. If your workloads have large
performance spikes, you could be looking at significant vendor charges,
which can increase your costs significantly.
Security is also not a slam dunk when you go with DBaaS. Did you read
the vendor’s service level agreement (SLA)? The vendor is responsible
for the database infrastructure, but you are still responsible for the
security and integrity of your data. Does the vendor have SLAs relating to
performance levels? Did you check the vendor’s track record for durability
and availability? If you want the data in every AZ will you need to copy
it? Unless you are comfortable with uncertainty and expensive surprises,
jumping into DBaaS without considering options may not be the best
choice for your organization.
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Avoid buyer’s remorse
DBaaS by itself may not be the comprehensive
enterprise solution you need. The cloud
database world offers a variety of choices to
best meet your organization’s requirements now
and meet your future needs. It is important to
understand the cloud database options you
have before making a decision.
To begin with, you need a solution that fits
the database you are using whether it is SQL,
Oracle, or NoSQL databases such as Hadoop
and MongoDB. There are a lot of options for
databases in different clouds. Making sure your
cloud database choices meet your enterprise
needs is key to your success.

SQL can run in a DBaaS or as an instance in the
public cloud. DBaaS gives you the advantages
discussed above. However, the DBaaS model
has drawbacks. For example, Amazon RDS for
Microsoft SQL Server has limitations such as
a maximum storage size of 16 TB, a maximum
of 30 databases for each DB instance, and
no support for running SQL Server Reporting
Services (SSRS). You may want to consider
other cloud options to avoid these limitations,
so you have the same control and feel of an
on-premises deployment but at the scale and
convenience of the public cloud.

The cloud database
world offers a variety
of choices to best meet
your organization’s
requirements now and
meet your future needs

Oracle is one of the most widely-used DBMS
solutions. It features scalability, platform
Relational databases
neutrality, performance capabilities, security,
Relational databases, including SQL and Oracle, and multi-tenancy. With many enterprise
as well as MySQL and PostgreSQL, have long
companies, it is the database of choice for
been the workhorses for enterprises. Here are
enterprise resource planning (ERP) and data
some things you need to take into consideration warehouse-based applications.
when moving them to the cloud.
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One of the most common methods for deploying Oracle databases on
AWS is Amazon Relational Database Service (RDS) for Oracle database.
This managed service model provides the simplest mechanism for
deploying, managing and scaling a highly available Oracle database in
the cloud. Apart from the ease of use, it also provides automated backup
and patching of the Oracle database instances. However, there are several
considerations to keep in mind. For example, the DBA role would not have
“Alter Database” or “Grant any privilege” roles. In addition to restricting
these advanced privileges, it also has an IOPS limit of 40,000 IOPS, a
storage limit of 16 TB, no Telnet or SSH access to the database host, as
well as restrictions in database nomenclature.
Running an Oracle database in the cloud provides cost savings, durability,
availability, and scalability options without any significant investment in
equipment and hardware. Azure provides managed database services
for SQL and NoSQL, however, things are more complicated with Oracle.
While Oracle itself has begun offering Oracle cloud services with the new
Oracle Cloud Platform, for the most part, AWS still dominates the cloud
database market.
MySQL and PostgreSQL
MySQL is the largest open source database management system and
leads with better than 30% market share. As an RDBMS database, MySQL
Enterprise is the database of choice for many online applications today,
but supporting deployments of these databases with direct-attached
storage can increase the complexity of your IT environment—resulting in
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NetApp can provide
a solution that unifies
management to get
the most out of your
cloud deployment

low IT efficiency, high overhead, and increased
administrative costs and downtime. PostgreSQL
is an object-relational database management
system and is typically deployed as the backend
database for multitier applications. PostgreSQL
can provide ease of setup and support for SQL
and NoSQL, however, PostgreSQL does require
taking steps to make sure it can meet your
storage requirements.
Non-relational databases
Non-relational or NoSQL database systems,
including MongoDB, Cassandra, and Hadoop,
present different performance challenges when
migrating from on premises to the cloud. To
begin with, this type of data is using nonrelational data structures, including graphs, semistructured XML and JSON documents. Because
of this structural difference, NoSQL databases
scale horizontally rather than vertically as
RDBMS systems do. The advantage of horizontal
scaling is that NoSQL can work with larger
volumes of information with better availability
and performance than RDBMS. However, when
NoSQL is deployed in a cloud environment
you are going to need more storage capacity
and management capabilities to work with the
horizontally distributed data. This also requires

greater compute resources. That is because
each node in a cluster with non-relational data
creates more computer power usage needs as
the cluster expands. This difference in NoSQL
compute power requirements creates a challenge
for database architects and DBAs. If you are
planning to migrate a NoSQL database to the
cloud, you will find helpful information on the
issues in this blog, Cloud-Based Database
Series: NoSQL in Cloud Deployments.
NetApp Cloud Volumes enhances databasing
in the cloud
NetApp helps businesses get more from their
cloud storage, so their database workloads
can achieve better performance, resiliency,
and efficiencies than ever before—on any of
the world’s biggest clouds. Whether you are
considering AWS, or any other alternative cloud
architecture (hybrid or multi-cloud), NetApp can
provide a solution that unifies management to get
the most out of your cloud deployment. NetApp
is the only ubiquitous cloud storage platform to
seamlessly handle multi-cloud environments with
the same architecture in any cloud for simplified
management of the most challenging cloud
database issues.
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NetApp Cloud Volumes ONTAP® is designed
for companies looking to achieve a ubiquitous
cloud experience—where it’s just as efficient
and reliable to run an application in the cloud
as on-prem. Companies can expand their cloud
usage to achieve optimized ROI, increased
data protection, and greater autonomy. Cloud
Volumes ONTAP provides the same file system
experience onsite and offsite in the cloud.
Workloads do not need to be refactored and
there is typically no need to hire additional cloud
storage administrators, either.
Cloud Volumes ONTAP for AWS
NetApp Cloud Volumes ONTAP is a storage
service offering for AWS (and multi-cloud)
that operates on top of cloud compute and
cloud storage, giving users a traditional
storage experience with a complete NetApp
ONTAP experience in the cloud. Built on
the award-winning NetApp ONTAP software
storage layer, Cloud Volumes ONTAP allows
users to configure and manage all the cloud
resources associated with it. It is a great fit
for infrastructure and storage admins who
are looking to have increased control and

manageability of their storage infrastructure.
Cloud Volumes ONTAP can help you simplify
choosing the data storage options that fit your
organization’s requirements, including file shares
and block-level storage serving NAS and SAN
protocols (NFS, SMB/CIFS, and iSCSI), Disaster
Recovery (DR), Backup and Archive, DevOps,
Databases (SQL, Oracle, NoSQL), or any other
production-level workload.
Cloud Volumes ONTAP leverages the power of
artificial intelligence to provide AI-driven data
privacy and compliance controls by default. It
supports an organization’s ability to address
compliance with privacy regulations such as
the EU General Data Protection Regulation
(GDPR) and California Consumer Privacy
Act (CCPA) across all Cloud Volumes ONTAP
implementations.

NetApp is the only
ubiquitous cloud storage
platform to seamlessly
handle multi-cloud
environments with the
same architecture in
any cloud

Cloud Volumes ONTAP is a software-only
storage subscription service that offers you
a highly available infrastructure on your
cloud of choice. It delivers enterprise-grade
resilient resources by generating two storage
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environments and writing your data simultaneously to both. Having this
capability means that if one of your environments fails or is brought down
for any reason (even scheduled maintenance), the other one takes over
until the issue is resolved. From an application and end-user perspective,
it is business as usual and seamless storage operation is maintained.
The benefits of using Cloud Volumes ONTAP with high availability include:
• Data consistency: In case of failure, no data loss occurs. (Recovery Point
Objective, or RPO = 0.)
• Rapid recovery: In the event of an outage, failover to the second storage
environment happens within 60 seconds and operations will continue.
(Recovery Time Objective, or RTO < 60 seconds).
• Fully automated: Cloud Volumes ONTAP is easy to deploy and manage
from a simple GUI or via API.
• Non-disruptive operation: No operational disruption in the event of an
unplanned failure or planned downtime (maintenance, upgrades, or
changing compute types).
• Single pane of glass: You have centralized management and monitoring
of your hybrid enterprise environment with NetApp Cloud Manager.
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In addition, NetApp’s enterprise-grade cloud storage software takes your
cloud storage management to the next level with benefits that include:
• Intuitive and efficient data replication with SnapMirror® to and from your
on-premises storage systems and the cloud.
• Reduced cloud storage footprint with enterprise-class data efficiency
features, such as data deduplication, compression, and thin provisioning.
• Improved data security with NetApp managed encryption so that you
can manage the encryption keys outside of the cloud provider.
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Summary
As you choose to migrate more database workloads to the cloud, your
company is looking to be more efficient and competitive. Having the same
storage at work everywhere reduces the risk that applications might not
perform to expectations. NetApp Cloud Volumes ONTAP for AWS greatly
minimizes the amount of upfront planning required for successful cloud
deployments and initiatives. With NetApp Cloud Volumes ONTAP for AWS,
companies can store data confidently, accelerate workloads effortlessly,
and innovate more intelligently.
Consumption options include a pay-as-you-go hourly subscription as well
as longer-term subscriptions with increased discounts. Cloud Volumes
ONTAP can be obtained via the AWS Marketplace, allowing immediate
consumption and frictionless setup.
Start a free trial of NetApp Cloud Volumes ONTAP for AWS. Explore the
entire family of NetApp solutions for your cloud workloads.

Learn more at NetApp.com

About NetApp
In a world full of generalists, NetApp is a specialist. We’re focused on one thing, helping your business get the most
out of your data. NetApp brings the enterprise-grade data services you rely on into the cloud, and the simple flexibility
of cloud into the data center. Our industry-leading solutions work across diverse customer environments and the
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your cloud, and securely deliver the right data, services, and applications to the right people—anytime, anywhere.
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