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Common Access Card (CAC ; @7 78 A 1 —R) 13, BIZREAN, Tk, EREORM
A BEOBEKOOLEAXEEONEE(BEEZRNR L L [A~— K] Z2IDI— RTF, CACIZIE, A
~—h e H—= K U—=F—THAHAMD Z LN TEHXB0GEHENMRTESNET, F— K —F ¢
WYX=z (SSH) 7747 FPUTTY-CACE L U’SecureCRT ZActivClienty 7 k7 =7 &
MABDETHERL, V=¥ —BXOCACIZT 72352 LT, ONTAPA h L—UEHHF T,
ONTAP TR E I TV HAICCACIZIRF SN TN D AR A L CRRAE T £,
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21 TIOT AT I2IFA4T b

HID Global®ActivClientY 7 b7 = 71%, A~v—h « I—F « J—=F—|ZfHASNZCACIZHM E N
TWAXSB095FAEICT 7 X4 572912, PUTTY-CACE L U'SecureCRTSSHYZ A4 7k« V7
FY =TI Ko THEHENE T, ZOLR— FZRGEET D72OICETSNTT A T, Windows
10 Enterprise OS/X—7 = 1709, OSt /L K16299.611 CTIHAT XL TS ActiviD ActivClient x64
(7.1.0.153) #fEHLE L,

1) ActiviD ActivClientiZ-ou T

ActivID*
ActivClient®

ActiviD ActivClient %64 (7.1.0.153)

Copyright © 2016 HID Global Corporation/ASSA ABLOY AB. All
rights reserved.

Information about your system:

~WINDOWS VERSION -

Platform Info = Microsoft® Windows 10 (TM) or later
Maijor Version = 10 or later

Minor Version = 0 or later
Service Pack =0

- LIBRARY VERSION -
Mini Driver Library:

Name: ac.scapiscmd.dll
Version: 7-1-0-128

22 PuTTY-CAC

PUuTTY-CACII/ T Y v 7 RAAL VDSSHY FA T b7 Fo =7 T1,
https://github.com/NoMoreFood/putty-cac/releases CTAFTE £9, ZDOLKR— MERIET D729
WZFATSNIeT A Tk, B2 v a 21 TRHB7 5 ActivClient& & & [Zputtycac-64bit-0.70u4-
installermsizZfFH L £ L7z,

authentication-method publickey Zf£H L TONTAPT 'V &r—< 3 »sshiZ 7

7B A4 HREFIR

1. Putty-CAC%Z X £, [Host Name]~7 4 —/L RiZ, ONTAPD 7 5 2 Z&HIPT FL 2 £7-1%
WA M NI LET,

@PUTTY Configuration ? X
Category
[E)- Session "~ Basic options for your PuTTY session
& T Lo?nq Specify the destination you want to connect to
=l lem
: KI:ybo - Host Name (or IP address) Port
Bel [192.168.121 [22
Features Connection type:
= Window " Raw (" Telnet " Rlogin & SSH (" Seral
Beh. 0 Load, save or delete a stored session
aviour
Translation Saved Sessions
Selection “

Colours =
- Connection — M
Data Save
Proxy —J
Telnet Delete
Rlogin
B-SSH
Kex
Host keys
Cipher
Cerificate v

Aot | Heo | [ Open | cancel |

4 @7 7 AH— F&EH L7-ONTAP SSHiiE © 2024 NetApp, Inc. All rights reserved.

Close window on exit
" Aways " Never * Onlyon clean exit



https://www.hidglobal.com/
https://www.hidglobal.com/products/software/activid/activclient
https://github.com/NoMoreFood/putty-cac/releases

2. SSH#%EBA L. [Certificates] %R L £, KIZ, [PKCSFEHED

REVRNF %) v 7 LET,

PUTTY Configuration ? X
Category:
= Window ~ Options controlling certfficate SSH authentication
m’me Authentication methods
Tm::; [~ Attempt certificate authentication
Selection Note: Enabling certificate authentication will ovenide
Co any PuTTY key file under the ‘Auth’tab. This setting
lours has no effect when using pageant.
[=- Connection
Data Authentication parameters
Eroay Set CAPI Cert... | CearCet |
Telnet
Riogin Set PKCS Cett.. | ViewCet |
=-SSH
Kﬂ 4 "
Host keys Certificate thumbprint:
Cipher <no certificate selected>
Auth Certificate string for authorized keys file:
m Copy To Clipboard
Tunnels
Bugs
Morebugs v

3. acpkcs211.dll ActivClientd A > A =T 4 L7 NUIZHDHT7 7 A NVESRLET
C:\Program Files\HID Global\ActivClient, (\— =z IZXk»->Tid,
c:\windows\system32 7 4 L7 FUIZEEINTWAHEAENH Y £9) , RIZ, fEAE
ZERLET,

Windows Security X!
PuTTY: Select Certificate for Authentication

Please select the certificate that you would like to use for
authentication to the remote system.

. TRl
Issuer: DOD ID CA-41
Valid From: 8/30/2016 to 5/13/2019

Click here to view certificate properties

More choices

5 @7 7 A H— F&{EH L7-ONTAP SSHi&i © 2024 NetApp, Inc. All rights reserved.



4. [Attempt Certificate Authentication] 7= v 7 7R v 7 AN A N2> TEY | FEAEO VLY
VERERINTWDHZ AR LET, [V v I R—RZav—1%27 Vv 7 LET,

g PuUTTY Configuration ? X
Category:
=) Window A | Options controlling certificate SSH authentication
Appearance ARt r e e
Behaviour s
Tearalatin [V Attempt certificate authentication
Selection Note: Enabling certificate authentication will overide
aw%:?kwﬂeuﬂuhehﬁ\&.ﬂhnMw
has no effect when usi 4
& Kk n’ using pageant
Data Authentication parameters

Proxy Set CAPI Cet... | Clear Cert
Telnet
Riogin Set PKCS Cett... ViewCet |

Host keys Certificate thumbprint:
Cipher PKCS:9157750bf2416c9625fd3ada05593e 49167408

Auth Certificate string for authorized keys file:
Copy To Clipboard

5. XA T4 ZEFE, 7V v TFR—FONELZEY 11T, [RR]ZE8ER L
=C:\ Program Files\HID Global\ActivClient\acpkcs21l TZ U v 7 HR—F
i —LET,

AAAAB3NZzaClyc2EAAAADAQABAAABAQDPt /BQF1VHtI92MOaySw8TDIpeVojeHI1U8c4QeR+KikwxaQhhLyERGFFchA/JBWZOSXNC+mTsqKFXFzu9bo13Zy/mlfvBBEFZUhpbGsyNvySaMdTTa/J+zmoEZ3DNaol 5Aew6viEgWPpA
lektXSIMLI 2] zo0bQo6BWChIMIZFPINs izodcuQLbZyaxTeSc5bc7tGZreqpDYrBCOrbulvzIe87KaY+1vvClplliny rwSSP64ugvN1KHpolW9s89K1Cm2xPQ2Is01hgTFomCVAXFVIVIQLEHNkqRUhKLhmbeTv+Hrrub13nn/IZrLR
e e e e A e e S e A e B L E R A R e Loy l)ti=C : \Program Files\HID GloballActivClient\acpkcs211.d119157750bf2416c9625fd3ada@5593e2ff9167408
CN=[FT QUTUNIEET, OU=CONTRACTOR, QU=PKI, OU=DoD, 0=U.S. Government, C=US

6. ONTAP CARHSEERE A L CEHEE = —V 21/Ek L £7,

security login create -user-or-group-name <username> -application ssh -authentication-method
publickey

Warning: For successful authentication, ensure you create a public key for user "<username>"
using
"security login publickey create" interface.

7. FIESTa v — L= A%, 5% CHAZAREEE -publickey 7 4 — b RIZHED 1)
T. Bk L7=admin=— % BhaEs T £,

security login publickey create -username <username> -index 0 -publickey "ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQDBhS8mMgw]shX4P30Xw8Qd+s1p2jW8K73mw8ubYhvb+Alx4ZMITOQmsmYTtFQQ+bDbp6
ruqgjjo08hjl+WSVuxUwW5SxWRUWYS/rtQmhP /2 fudSncwd2cuRxMvMHKSruF8ee2WRTJO7vu7f4akrCfQL9cOhzh3dEHUFR5g0
0gCgr5ng8v3mZpAyoK7C4/uC9Lr8U03mBctZ6pBfHLNORCWgxc20FDFI4pMILz93fSIQXCCL8xrpCzi0bzH+4DwuglgPJsrfs
a7Ki3s1SENtiAWVgSh78D41HYT8XjJr1TGVisvZLg0/UUpwx5nvcRBWME 9ECczWi623tPO5EsUSGhQtCPn" -vserver
<admin vserver name>

6 T 7 & AN — R&fEH L7ZONTAP SSHiEA © 2024 NetApp, Inc. All rights reserved.



8. Putty-CACTC[Session]% 7 U v 7 L, By ¥ a Al—BEDOL4RIEMNT TRELET,

Category
[=)- Session
Logging
= Teminal
Keyboard
Bell
Features
- Window
Appearance
Behaviour
Translation
Selection
Colours
[=- Connection
Data
Proxy
Telnet
Rlogin
7-SSH
Kex
Host keys
Cipher
Certificate

@ PUTTY Configuration

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Name (or IP address) Port
[152.168.1.21 [22
Connection type

" Raw ( Telnet " Rlogin * SSH (" Serial

Load, save or delete a stored session
Saved Sessions
[Mark's CAC|

etting Load ‘
R

Save
Delete

Close window on exit
" Aways ( Never (¢ Onlyon clean exit

‘ [ Open Cancel

|

9. [BH<]ZZ7 YV v 27 L, ONTAPCIERK L7127 7 hDa—H—4 LCAC h—2 »PINZf#H LT
a4 LET,

‘ E?wew‘lanmer‘us - PuTTY

PuTTY Authentication

»

Password: (eeeees|

Please Enter Your Smart Card Credentials

User name: <Using Smart Card>

Cancel

7 @7 7 & A J— Ra ] L 7-ONTAP SSHERGE
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SecureCRT

SecureCRT!Z. VanDyke Software? 5 ik SV TWASSHY 54 72 T3, ZDOLAR— s

HI-OWZFITEINTZT A MTIE, B2 v a 2.1 TR L7-ActivClient: & ¢, 1ZSecureCRT scrt833-

x64.exezfEH LE L7,

authentication-method publickey #f#H L TONTAPTY VU /r—3 3 sshiz7 7 & &

4 HREFIE

1. SecureCRT CNew Session WizardZ i@ L, Nextz 27V v 27 L%,

New Session Wizard X
This wizard will help you create a new session for connecting to a
remote server.

What type of connection do you want to establish?

Protocol:  SSH2 ¥

ef
N

[[]Do not use this wizard when creating sessions

Next > Finish Cancel

New Session Wizard X

What is the name or IP address of the remote host?
The user name can be left blank.

Hostname: ‘ 192.168.1.30

Port: l 2

Firewall: None sl

of
N

Username: [

< Back Next > Cancel

3. —EBEOkyvarsgHEANL, [Finishlz2 U v 7 LET,

New Session Wizard X

The wizard is now ready to create the new session for you.
What name do you want to use to uniquely identify the new session?

Session name:  LEZBITREE

Description:

ef
I

<Bak Coneel

8 @7 7 £ A0 — R L7ZONTAP SSHiE

2. [Host Name]” .t —/V FiZ, ONTAPD 7 T A ZEHIPT RL AL Z13HR A M2 AN LET,

© 2024 NetApp, Inc. All rights reserved.


https://www.vandyke.com/products/securecrt/index.html
https://www.vandyke.com/aboutus/index.html

4.

v Sessions

™ 192.168.1.17
% 192.168.1.30

\ =10

Connect Terminal

Connect in New Window
Connect in New Tab Group
Cut

Copy

Paste

Find...

Find Next

Delete

Rename

Create Desktop Shortcut
Arrange Tree

Show Descriptions

Open Sessions in a Tab/Tile

Ctrl+Alt+T
Ctrl+Alt+W
Ctrl+Alt+G

Ctri+X
Ctrl+C
Ctrl+V
Ctrl+F

F3

Del

F2
Ctrl+Alt+E

[Sessions] <A > T, fEk L=ty a a7 U v L, [Properties]zi&R L £9°,

5.KMM%mm&4VT\B&M%EﬁLiﬁoEM®&4V@MMMMwMMf7VaVT\
[PublicKey]LIShDF < THOIHHAZ A 7IZLET, [PublicKeylz/ A ZA ML, [FB/3T 1]%
70y 7 LET,

; Session Options - ontap9-tme-8040.ntap2016.local X l’
.| Category:
WY Connection SsH2
Logon Actions
q v §sH2 Hostname: | ontapd-tme-8040.ntap2016.local |
SFTP Session
" avaced | Pt (2]
q v Port Forwarding B I: [Nme v\
- Remote/X11 )
b | v Terminal Username: I I
| v Emulation §
Modes Authentication 7
Emacs [ Hnu«ey [a] [ Propertes...
Mapped Keys Ke! d Interactive =
Advanced O =
v Appearance
Window
Log File
Printing Key exchange o
X/Y[2modem [ ecdn-sha2-nistps21 al &
ecch-sha2-nistp384 .
[ ecdh-sha2-nistp256 =
[ diffie-heliman-group 14
I diffie-heliman-arouo sha2s6 ¥
Minimum group exchange prime size: 2048 v
] A
o] [ e

w7 7 & A H— REfEH L7-ONTAP SSH&GE © 2024 NetApp, Inc. All rights reserved.



6. Use Session Public Key Setting and PKCS #11% 3R L £7, acpkcs211.d11 ActivClient
DALVAN=NLT 4 LI N TIZ7ANEBRLET, (N—V3 12k TiL,

c:\windows\system32 7 4 L7 FUIZEEINTWAIHERH Y £7) ,

Public Key Properties

(O Use global public key setting (®) Use session public key setting
Session settings

(O Use identity or certificate file Caneel

(® Use a certificate from your personal CAPI store or a PKCS #11 provider DLL
PKCS #11 v py. | C:\Program Files\HID Global\ActivClient\acpkes211.dll
Certificate to use:  <Certificate not found>

Use certificate as raw SSH2 key (server does not support X.509)

Fingerprint:

Create Identity File... Upload Export Public Key... | = Change Passphrase...

7. [BEFHT 2REAEFE ORI T, DoD IDFEEFEAZEIRL, [OK]Z 7 U v 7 LET,

Select Certificate X
Select the certificate you want to use

Issued To Issued By Valid Date Range

D<Try all certificates>

€ LATIME! .MARK DOD EMAIL CA-41 8/30/2016 to 5/12/2019

E LATIMER . MARK DOD EMAIL CA-41 8/30/2016 to 5/12/2019

ESLATINES MARK_| DOD ID CA-41 8/30/2016 to 5/12/2019

< >
Properties... Cancel

8. [Use Certificate as Raw SSH2 Key]F = v 7 7R v 7 A% A2 LT,

[Export Public Key]% 7 U »
7 LET,

Public Key Properties

(O Use global public key setting

(® Use session public key setting
Session settings

OK
(O Use identity or certificate file Sancel

(® Use a certificate from your personal CAPI store or a PKCS #11 provider DLL
PKCS #11 ~ | prL: ‘ C:\Program Files\HID Global\ActivClient\acpkcs211.dll l

Certificate to use: l LATIMER . MARK - I

Use certificate as raw SSH2 key (server does not support X.509)

Fingerprint:

SHA-2: D4:93:BA:52:4D:3F:B1:16:BC:F4:18:2A:D5:A8:F4:3F:6A:DD:DA: 1C:31:FE: 7F:CF:CD;
SHA-1: 91:57:75:0B:F2:41:6C:96:25:FD:3A:DA:05:59:3E:2F:F9:16:74:08

MDS: 20:E0:1B:9A:12:DC:F9:AA:F8:E4:BB:33:E0:D9:8B:EE

S

Export Public Key...

Create Identity File... Upload Change Passphrase...

10 @7 7 & AJ— R& A L7ZONTAP SSHi&i
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9. [TxXFALDaE—IRFZ 27 Yy L, [HLD]E27 Yy LET,

Export Public Key X

Format: OpenSSH v

ssh-rsa

3NzaC1yc2E 1] QDPt/BQF1VHEI92M9aySw8TDIpeVU?jeHI1U8c4QeR
+KikwxaQhhLyERqFFchA/JBwZ0SXNC
+mTsqKFXFzu9bo132y/m1fvBBEFZUhpbGsyNuy%aidTTa/J
+zmoEZ3DNaoL5Aew6ufiEgWPpRektXSOMLIZzJZzobQo68UWCh jHIZFPONSizoscuQLbZyaxT
8Sc5bc7tGZreqpDYrBCOrbuluzle87Kay
41uuc1p111nyrwSSP6kuguw1KHp01w95B9K10m2xPu2J501hgTFDmBUkXFUJUlQLﬁanqR
UhKkLhmbeTu+HrruD13nn/I1Z2rLRqa9Ft/qxvyCinfBylUKtuwy+6VU "mark@surface-ml"

e | et

10. FIEOD 7 U v T R— ROWNEEZTF A hT ¢ Z TR0 T, BIAFCHAZREZDOE > k
(L&Al a3 a—24) ZHIRL T, aF#EZa e —LET,

11. [t A2 27V v Z L, [OK|ZZ U v 27 LThb, b9 —EOKZ27 Vv LET,
12. ONTAP CABHSEEAE S A L CEHEE = —V 21Ek L £ 7,

security login create -user-or-group-name <username> -application ssh -authentication-method
publickey

Warning: For successful authentication, ensure you create a public key for user "<username>"
using
"security login publickey create" interface.

13. FIEIO T v — L= A% . 5IHF CHATZABR#EEZ -publickey 7 4 —/L RIZHE Y fH1F
T. {ERk L7zadmin= — ¥ BT £ 7,

security login publickey create -username <username> -index 0 -publickey "ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQDBh8mgwjshX4P30Xw8Qd+s1p2jW8K73mw8ubYhvb+Alx4ZMOTOQmsmYTtEFjQQ+bDbp6
rugjjo08hjl+WSVuxUwW5xWRUWYS/rtQmhP/2fudSncwd2cuRxMvMHKSruF8ee2WRTJO7vu7f4akrCfQL9cOhzh3dEHUFR5go
0gCgr5ng8v3mZpAyoK7C4/uC9Lr8U03mBctZ6pBfHLNORCWgxc20FDFI4pMILz93£SIQXCCL8xrpCzi0bzH+4DwuglgPJsris
a7Ki3s1SENtiAWVgSh78D41iHYT8XJJr1TGVisvZLg0/UUpwx5nvcRBWME9ECzWi623tPO5£fsUSGhQtCPn" -vserver

<admin vserver name>

14. SecureCRTC, fEk L7zt >y a v EHEET, [SSHZ—FLD AR v 7 A2, ONTAP
TR LT=T o v FOa2—F4E A LET,

Enter SSH Username X
The server 192.168.1.30 requires a username.
Please enter a username now.

Cance

Username: ‘ mlatimer ‘

[]save username

11 @7 7 A H— F&{EH L7-ONTAP SSHi&i © 2024 NetApp, Inc. All rights reserved.




15. [Enter Secure Shell Passphrase]s > 7 212, h—2 VPINESZ AT LET,

Enter Secure Shell Passphrase X
Enter a passphrase to decrypt your private key for
mlatimer@192.168.1.30.

Comment: Cancel

Passphrase: eccocel ‘

3 HRFHE
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e Github®PUuTTY-CAC

e Vandyke” 7 b 7 = 7 SecureCRT
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Z DOXEORITICERL L 7-Mark LatimerlZ&#H L £,
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