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class Locationlitils {

tic Point parselocation(5tring locationString) {

(v cationString,
Pr condit ions.checkMotiul L (location _ ,
;:::-m."r:nns. checkArgument ( locationSt ring.contains(", ),

locationString = locationst ring.trim();

AN

¢ (locationString.contains( 1_"1 {
locationString = locationString. replaceAll(
¥

if {locationString.contains( NA
locationString = locationString. replaceAll(
}

7= LAVICESRLELIED

E - IRIRZEIHE T3

Re&€ | STDZEDD

B . —F5EZ13<

WIS BHEOBRICAEIREHEENS
1818 : I<ICTTDIRREICR T 10

String[] location = locationString.split{ Tl §-
Preconditions . checkArgument ( location. length == 2,
ble lat = Double.parsebouble{location[@]):
¢ lon = Double.parseDouble( location[1]):

Point(lat, lon):
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Ransomware Attack Sep _0’6, 2020 ‘

POTENTIAL ATTACK: AL_434 Detected Action Taken Status
3days ago Snapshots Taken New 2
Ransomware Attack Sep 6, 2020 3:55 AM

t snapshots taken by w To:
licy Restore Entities

Snapshots

Total Attack Results Encrypted Files

Activity per minute

1 0 5247
Affected Volumes Deleted Files  Encrypted Files B [+

5247 Files have been copied, deleted, and potentially
encrypted by 1 user accoun t. 50

This is potentially a sign of ransomware attack.

The extension "crypt" was added to each file.

Related Users
Moses Forster 5247 Detected Action Taken
Business Partner dFil 3 days ago None
HR Encrypted Files Sep 6, 2020 3:55 AM
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Dolores Busby had an abnormal change in activity rate

Alert Detail

AL 432

Dolores Busby had an abnormal change in activi

Typical

Related User

@ Dolores Busby

Manager

(HH : ryhvY)

Top Activity Types
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Il ONTAP System Manager

Search actions, objects, and pages

Volumes
DASHBOARD

STORAGE <+ add B Delete @ Protect i More
Overview . Name |
Users AllVolumes
Volumes
compliancel
LUNs
] Overview Snapshot Copies
Consistency Groups filesharel
NVMe Namespaces . B Back Up to Cloud File System Security
fileshare2
Shares
S sym0_root
ucke
<+ add Q, Search
Qtrees svm2_clusterl_root
Quotas Name Snapshot Copy Creation Time
svm_quarantine_root
LB Anti_ransomware_backup. E Dec/2/2021 5:49 PM
teamsharel 20; -
Tiers ' Clone Volume
NETWORK teamshare2 ho pestore Dec/2/2021 5:05 PM
EVENTS & JOBS userl ho Delete Dec/2/2021 4:05 PM
PROTECTION ez hourly.2021-12-02_1505 Dec/2/2021 3:05 PM

HOSTS hourly.2021-12-02_1405

RYRPYIEED BTN MDT —HZEEDTIARNTEET (HE : Rybh7yd) o

Fl NetApp

Dec/2,/2021 2:05 PM

A Edit % More

SnapMirror (Local or Remote)

Quota Reports

& Show [ Hide = Filter
snapshot Restore Size )

791 MiB

780 MiB
790 MIB
780 MiB

790 MIB
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1.PBS NewsHourl Why ransomware attacks are on the rise—and what can be done to stop them| (202167H8H)

2.Business Wirel Ransomware Index Spotlight Report Reveals Steady Increase in Sophistication and Volume of New
Ransomware Vulnerabilities and Families in Q3 2021 (2021411H59H)

3.Statistal Methods of organizations compromised by ransomware to get their encrypted data back as of February 2021 |
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