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Active 1Q Unified ManagerA{ > & b—/L X & — T DA DRREE

BERIZ., 20D )54 H L TActive IQ Unified Manager{ > A b —/L 3y 7 — D DS AL T
FT. AVARN ARy T =V DF 2y IV L EELEHRTEET,

F = v 7 % AlZActive IQ Unified Managerdo # w7 o — RX—VIZH N £, 22— —F ., Fvro—F
Lz r—20F = v 7Y%, Active 1Q Unified Manager¥? 7 > n— RRX—V Gt SN =F = v 7V
LERETIHIVNENDHY 7,

wWindows TDOE4L OHER

o—P—%, NetApp Support Site>5H X 7 v — K L7=Windows 7 7Y 7r—3 g o=y r— P D FELTa[EE 7
7 A (exe) DELZVLTHRTILERNHY T, TNETIICIE .exe . 77 ANVELEZ Y7 LT
[Fa T 112 & %9, [Open Properties] ¥ 7 v 7 7R v 7 A [Digital Signatures]Zi®&R L £,
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1) Windows T4 #8735

IV ActivelQUnifiedManager-9.12.N220611.1700 Properties X
Security Details Previous Versions
General Compatibility Digital Signatures

Signature list
Name of signer: Digest algorithm ~ Timestamp
MNetApp, Inc shal Saturday, June 11, 20...
€ >
Details
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https://mysupport.netapp.com/site/products/all/details/activeiq-unified-manager/downloads-tab

Red Hat Enterprise Linux CD ¥ 7 X F ¥ DR

a— REAFEH#EIL. Red Hat Enterprise Linux (RHEL) O#fzipl —fizmaZ v o — FRX—=JiZdh v
£, 2= FELEAENS, 2—F— 3RO LS ITARBEEZHETE 7,

#> openssl x509 -pubkey -noout -in netapp cert.pem > pubkey.pem

Wi, ABF—ZFH LT, kDL D ICRPMESzipd B4 % Mk L £ 7,

#> openssl dgst -sha256 -verify <public key> -signature <signature file> <Binary>
example:

#> openssl dgst -sha256 -verify AIQUM-RHEL-public.key -signature ActiveIQUnifiedManager-
9.12.N220730.0329-e18.zip.sig ActiveIQUnifiedManager-9.12.N220730.0329-el18.zip

Verified OK => response

VApp TDEL DRER

VAppA A b=y r—d, gzipped tar? 7 A VOBX TR SN E T, ZDtar” 7 A Mid, K8
TTTAT o ADN— MREWE L PREENE. READMEY 7 1 /L, 3 JUOpen Virtualization Appliance
(OVA) R r—URNEENTWET, OVAZ 7 A L& L CvAppZE AT 5 L %13, [Review Details]~

— U TVAPP IR T =TV DT VANV BL EERTE ET,

o Furu—RLEVApp Xy 7F—URBREAENTWVRNWESIE., X7V v ¥ ¥ ] FICHEE SN T-ERE]
LRREINET,

o Huru—KRLEVAPP Ny F—UNEEALENTHDLEEAIE. X7 v ry] FIC [ERRGEAE] L £R &
nEY,

¥ Liz/b— RAEBAE & P EEEA # 2 VMware vCenter/X—3 5 »7.0U3ELIEICT v 7 — R4 5 LR H

D ¥7, vCenterd/N— 5 7.0.17057.0.UEDYE . FEHIE 4 MEET 2 HEEITVMware THaAR— F ST

WEH A, vCenterN— 3 VBXDOYE, FEEEZT v R — RTH20EEIH Y FHA,

BN — MEHEDOVCenter~D7T vy 7P —F
1. VMware vSphere Client CvCenter Servericn 74 > L £,

2. administrator@vsphere.loca¥ 7= {ZvCenter Single Sign-On Administrators 7" /L — 7" DRID A L 73— D =
—PHLENRRAT—RERELET, 4 A M= RRIBIDO KA A E2EE LS EIE,
administrator@mydomain® L Cu 74 > LE 7,

3. FFHEEHa—Y—( L F—T oA RTBEILET,
a [A—2lA==a—b [BFHE]ZBRLET,
b. [REAE|T. FEAZEEEZZVvZ7LET,
a7 MR ERENTZ S, vCenter Serverd 7 LT Vv LB AT LET,
fERE SN — FEEAE] T, [BME22 Y y27 LET,

6. [browse]z 7 V v 7 L, FEHE .pem 77 A L OBFTI RN L ET (AIQUM-VAPP-INTER-
ROOT- CERT.pem) ,

7. BMEZY v LET,
FEREN X M7 ICBEINENET,
FEICOWTIE, MEHS L — PREAEZGEHER b T7ICBNT 5 2R LTI ESN,

(OVAZ 7 A VEfEH LC) vAppZE AT HERIZ, [Review details]~=— < TvApp/ S v 77— DT VX )VEL,
AR TEET, FUru—FLvApp Sy F—UREHO LD TH L HEA1E, K2R X o1, 237
v U PICEES AR s RSN ET,
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B2) vApp TDEL DHER

Deploy OVF Template Review details %

Verify the template details.

1 Select an OVF template /\\ The OVF package contains advanced configuration options, which might pose a security risk. Review the advanced

configuration options below. Click next to accept the advanced configuration options.

2 Select a name and folder

Publisher Entrust Code Signing CA - OVCS2 (Trusted certificate)
3 Select a compute resource

Product Active 1Q Unified Manager
4 Review details

Vendor NetApp, Inc

Description

Active 1Q Unified Manager - Application to monitor and manage NetApp storage systems. For more
information or support please visit http:/www.netapp.com

Download size 21GB

Size on disk 3.5 GB (thin provisioned)
152.0 GB (thick provisioned)

Extra keyboard.typematicMinDelay = 2000000
configuration

r—hr& 7o ban

MFRR— T e halEFEHLT, 7747 kL Actve IQ Unified Manager—/ 3D, XL Y
Active IQ Unified Manager & & H R DA h L —U U AT A P—3 ZOfMo 2 L R—% 2 h OO
BEATH ZENTEET,

Active IQ Unified ManageriZBRA VN RAR— T T MYV RAR— b
#1112, Active IQ Unified ManageriZ LZ 72 A /37 o RAR— K E&T U AT RAR— 2R LET, K1
BLOR2IZU ARSI TWDR= TR, VE— T Unb0#ERAICHWTOWOIRNER D Y £7,
DT XTOR= ML, VE— oD OHEGII L TEDCTI2LENH Y £,
#1) Active IQ Unified ManageriZ B2 A > /3y v KaR—

VB —T xR 7 haj A—F

Unified Manager=——% 4 % —7 = A HTTP 80 *

API% {14~ % Unified Manager—#' A > % — 7 = A

PR HTTPS 443 *
R =0/ A7 N

X =27l (SSH) /

AT R aryy—)v SETP 22
Linux=z<=> K7 A~ SSH/ SFTP 22
syslog UbP 514
MySQLT — & ~X— 2 MySQL 3306 **

T F FDOR—MIA A NV BICERTEXE T,

**77 7 /L K TlE, MySQLA— 3306/%localhost? & O#EGEZxH L TOABRU TV E T, Active 1Q Unified
Manager & OnCommand Workflow Automation (WFA) ##AT 25607 — 4 _X—A~D ) T— MNMERE1T
FEEE, VE— b= UMb ORI — F3306 2 W TEBS MLERH Y 9, £2 12, Active IQ
Unified Manager® B & 357 0 hAST o RAR— M &R LET,
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#2) Active IQ Unified ManageriZ4ERT U kX7 2 KR— b

TFTRT AR —Va v =3 =97 A— b
ARKNL—Y VAT A HTTPS 443/ TCP
ARKNL—Y VAT A NDMP 10000/ TCP
AutoSupport#—/3 HTTPS 443
FORET—3 LDAP 389
FORET—3 LDAPS 636

A=) = SMTP 25

HTTP4 3 EHTTPSA A b/~ 2y

7 7 4/ hTi, Active IQ Unified Manager¥—E A ({37 7 4 /L F OHTTPA— b EHTTPSKR— F80 L 443%
FNENERLET,

RRANTFF7I7T 4R

INHOY—ERL, T 74N RSO R— b B LOFEFER—F (102450 KEWKR— +EF) THELT
THZEEHELET, HTTPAR— K EHTTPSAHA— NI, AT T Ay Y —AnbIRO X HITEET
=FE9,

[root@server bin]# maintenance console
Active IQ Unified Manager Maintenance Console
Version: 9.12.N220531.1701-2205311701
System ID: dc006e8a-9273-4d61-870e-b76982afcb37
Status: Running
Main Menu

i

Support/Diagnostics

Reset Server Certificate

Backup Restore

External Data Provider

Performance Polling Interval Configuration

Disable SAML authentication

View/Change Application Ports

Debug Log Configuration

Control access to MySQL port 3306

) Exit

Enter your choice: 7

Maintenance console requires username & password to perform this
operation, enter administrator username & password when prompted.

X O o ~Joy Ul WN

Enter username: umadmin

Enter password:

Below are the application ports that can be changed, and their current values:
HTTP communication: 80

HTTPS communication: 443

Do you want to change the ports? (y/n): y

HTTP Port (Not specifying anything will set it to default 80): 7777

HTTPS Port (Not specifying anything will set it to default 443): 9999

This action will restart Active IQ Unified Manager.

Are you sure you want to change the application ports and restart Active IQ Unified Manager now?
(y/n): y

Stopping service ‘Active IQ Unified Manager acquisition unit’

Stopped ‘Active IQ Unified Manager acquisition unit’ successfully

Stopping service ‘Active IQ Unified Manager’

Stopped ‘Active IQ Unified Manager’ successfully

Starting service ‘Active IQ Unified Manager’

Started ‘Active IQ Unified Manager’ successfully

Starting service ‘Active IQ Unified Manager acquisition unit’

Started ‘Active IQ Unified Manager acquisition unit’ successfully

Active IQ Unified Manager service restart succeeded
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The application ports have been changed successfully
Exit out of the maintenance console and then log back in
Press any key to continue.

Active IQ Unified Manager Maintenance Console

Version: 9.12.N220531.1701-2205311701

System ID: dc006e8a-9273-4d61-870e-b76982afcb37

Status: Running

MySQLAR— k3306~D Y &— 7 7 & ZADH|#H

77 4V N TlX, MySQLA— F3306iZ1Zlocalhost/» b DA T 7 A T& £9, MySQLA— ML, Active IQ
Unified Manager & WFAZ #4479 5854 . £ 7-I1FActive IQ Unified Managers —# _X— A |ZUE— hTT7 /&
AT HUENDHBLGAICOH, VE— MERHICHONTEBSERH D £,

N2 KN FPF7I7TF 4R

UE— MERHAICMYSQLA— 2L THL Z &, EXa2 VT 4 LORRNT T 7T 4 AT,
RHELI L OVAPPTIE, AT F o Zar Y —nunbkO Lk HICEETE £,

[root@aiqum ~]# /opt/netapp/ocum/bin/maintenance console
Active IQ Unified Manager Maintenance Console

Version : 9.12.N220531.1701-2205311701

System ID : dc006e8a-9273-4d61-870e-b76982afcb37

Status : Running

Main Menu

—

Support/Diagnostics

Reset Server Certificate

Backup Restore

External Data Provider

Performance Polling Interval Configuration

Disable SAML authentication

View/Change Application Ports

Debug Log Configuration

Control access to MySQL port 3306

) Exit

Enter your choice: 9

Maintenance console requires username & password to perform this
operation, enter administrator username & password when prompted.

X W oo Joy U WwN

Enter username: umadmin

Enter password:

The MySQL port 3306 is currently accessible only by localhost.
Do you wish to enable access to everyone? (y/n): y

The MySQL port 3306 is now accessible by everyone.
Active IQ Unified Manager Maintenance Console
Version : 9.12.N220531.1701-2205311701

System ID : dc006e8a-9273-4d61-870e-b76982afcb37
Status : Running

Main Menu

—

Support/Diagnostics

Reset Server Certificate

Backup Restore

External Data Provider

Performance Polling Interval Configuration

Disable SAML authentication

View/Change Application Ports

Debug Log Configuration

Control access to MySQL port 3306
) Exit

nter your choice: x

root@aiqum ~]#

— M X © oo Jo U W N
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E: Windows” 7 v b 74+ —AT, 7747 74— &ML TMySQLA— ~3306~D7T 7 & A%
FIRLET, Xy NT—JREILUT, @O 77 A7 U r—NVERy NT—JFRE (T
I, TIAR—h, El2EZRy hU—2) AT LET,

0—)Lba—F

Active 1Q Unified Manager- > A h—/ L Cl&, IROFEIHO 2 —HFRERR S 4L, S E T,
o VAT ha—W

o TV —vara—¥ (m—hna—FL)

o MySQLZ—HW 7z I7 —H N—RA2—H

VAT Aha—F

VAT ha— Lk, B E DAL —TF ¢ 7 U AT AlZActive 1Q Unified Managerz A A h—19 %
ZE TR END 2 — YT,

e umadmin RHELF 721XCentOSTiX, Active IQ Unified Manager®{ > A h—/LZ k> TT 7 /L kD
AT ha—PFRMERINET, ZO2—FFA LT F L RA2—YT, AT FrRaryy—rzxr7 )7
N &SATT BT DIHER S E T,

o VAPPTHFEEERD T AT Aax—HRERSNET, 20—V D7 LTy /bid, vAppEEAT 52—
PRANLET, AVTF U AZ—Y T, AT FrRAary Y —L A7 U7 sEFITTHDIERS
NET,

e jboss Active IQ Unified Managert—t 2 %3479 572012, RHELE L UVApp TY AT Ax—HF 2Bk L
¥4, 2D jboss —HF|TiL, Active IQ Unified Manager¥— &2 & 2474 5 7= O ODRHELE X OVAppiZ
X9 DHERRDHIR STV E T,

e jboss RHEL, CentOS, VAppD A>T F v Aa—W L AT FrAa—PFZiE, W OPDRT )T
hZrooté L CEITTOMHBRRHY £7, AT Aa—H L jpboss 2 —HD T b OMHERRIE
/etc/sudoers.d/ocum sudoers, 77 A /L& /etc/sudoers.d/ocie sudoers 77 A IV TER
SNFET,

e 77 AJ)/etc/sudoers.d/ocum_sudoers &I /etc/sudoers.d/ocie sudoers, Active IQ
Unified Manager® A > 2 b —/LEBRICIER S LET, ZHBD 7 7 A Vidrootic L - THTrA &4, root>—
P T DA RO B2 R B E, b0 7 7 A VOHERITEL LR T ZE0,

e Windows TlX, Active IQ Unified Manager® 1 > A h—LiZ L > TV AT A —WRERIND Z LT
H Y EH A, Windows EDActive IQ Unified Managertt— & R1x, v —A NV AT AT BT FELT
FITSINET, R =AW AT LT AU M, Windows OSTH b @V HERA FFH £ 7,

¥ : Windows A7 A Tid, Unified Managerz 1 > A b —/ /L3 B HIZEELEHEIR 2 £ o8 L2 —H
UERL LT IEE 0,

TV =y g ra—H

Active 1Q Unified ManagerTix, 77U 7r— a ra—YOL4RNEn—h L a—9 T4, Zhbid, Actve IQ
Unified Manager” 7' U 7r— a U CHE &z —H T3, K3, 77V r—vara—¥oxAF%RL
7
£3) 7TV r—varva—ForL7
2 —¥ FEA
AT R =Y Unified Manager O IR ERFICIERL S IVE T, AT Fr A —WF L, Bilo=a—%
ZER L Cue— &8 ¥4 CE9, Unified ManagerlZRHELY 27 A % 7= i3 CentOS
AT WA A b=/ LET, maintenance—WZ({FE 2 —H4 umadmin 23E Y 4T
HiIL, T 74N FONRRAT— FRBREINET, = —H¥L, Active IQ Unified

ManagerOff  Z Bt T DENCZ DAY — REEFTHMLENRH Y 3, i,
F 7 AV TR ENIME—DT T Y r—va ra—§ T,

a— b 2= AUVTF VA=Y EZT TV r— 3 VEBEO AL ERF O BEID Y
bIvTem— /W HEDWTHREZ T L £ T,
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Z—¥ A

Ve—h Z—7 ALY — NRFEEN TV D 7 LT v v L &M L CUnified Manager® = —# A
H—=T 2 A AT 78 ATDHA—F DI N—F, VE— =T Da—PI, K£HD
=% LT vy V&M L CUnified Manager® 2 — A > 4 —7 = AT 7 &
xf%i?

VE—h 2—W PRET— NITRAE STV A Y LT v L&A L TUnified Manager® = — 41
H—=T 2 AT ITEALET,

—H_N—=R o Unified Managers —# _X— A D5 — X ~DFHA Y AT 7 B ARFTENE T,

Unified Manager® = —H% A > 2 —T7 =2 f ARA T Aay ) — L7 7 & A
TEF, AP LB ETTEERA, 7T —F_X—Ra2—HZiE, RO22Dr—
NNBEERHT B TWET,
o LR—h AF—~

aO—Ana—W (FT7Yr—gra—P) 1, a—UBEEMT LN TWEJ, F£41Z, Active IQ
Unified Managercr— L2 —HFIFEHTE o — 2R LET,

= —)v

72— )L _X—27 7 & AHf (RBAC) %7 5 &, Active IQ Unified Manager® & & S & Z2HRREC Y Y — R
W7 7 AT Ha—P &G TE £, Active IQ Unified Manager ®RBACHEIR S Tld, =—HFDHFHT 7 ¥
AN, BRIz =V ENTZLAVITHIBESNE S, Uk, FEEL, FlobTonize—
Nca—HNa—YEERETEET, n—INa—FT Uy MIFHNTHY, oY THRATHDEIRr—L
EEETHZ LT TEERA, #£412, Active IQ Unified ManagerOHERIE&HE SN —/LZ R LET,

£4) BRIEBSNEr—NLDEAT

°—/)L B
AT Z b L—U Y 2T AONE#HPUnified Manager TIUEE SN 7= F DD 7 — 2 (JBIES

REO MLV RRE) 2873 TEET, 20— TiE, A ML=V —F T
AN FOFR, BV BT, MRISE. Rk, AEDOBMEZIT) ZENTEET,
A b L= VB Unified Manager TO A b L—F AR ELE T, Zoa—1ickb, A
M—VEBEIILEZVWVEEZRELZD, 77— MOEOMDO A N L—UFBIC
BAEDA T g R0R) —%2ER L0 T& E1,
TV =g VRS A ML=V EFEROROVEEETOET, =—V, B¥Xa VT 1 FERE,
— A R—AT IR A, BIOEHA T g GREE. SMTP, Xy hU—7 i‘o
L U*AutoSupport,

MHEAF—~ Unified Manager & OnCommand Workflow Automation (WFA) &4 FHIZUnified
Managerd®s5 — % RX— A B a—|{Z7 7 B AT B0 HEHAT 7 & ANFF
AEANET, ZOr—LOL—FIMYSQLT — & X—ANITIERR SN D728
— I N—Z22—PITR ) T,

a—FrAF

a—YH A 71E, 22— HActive IQ Unified ManagerlZii~ TWA 7 07 v hoOfEERELET, Zhbo
A FIIEENEFNMB O —/L 3% Y . Administratorz — /L 2o —F Iz k> TEY Y THNET,

Active IQ Unified Managera — b —W\2i%, 77V r—y g VEEE, A FL—UEHE, AL —Z D3
D2OuR—/LNHYET, R4IZ, THHOr—LOFHERLET,

R2AKNFF77T 4R

EX2 VT A DRANT T VT 4 AL LT, B/MEROFRIZMEN L Ca—For—/L 2389 2 2 L 2 #2E
L/iﬁ—o

MEAF—~vr— L LAR— hAF—vr— LA O T—W|L, MySQLT —# X—RIZfERENET, i
LOA—WIT = _N—2Aa—PFLIFINET, ZnbDa—F =L VE— b~ bR
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MySQLAR— F BBV TWAEAE, UE— b~ U nBMYySQLT — 4 R— R | TE £, ZhbDa—H
EAERT D METH ) A, LERGHICORMEK LTSN,

Active IQ Unified Manager7 7’V r—v a ya—Fou v 7 &ua v 7R

KT 7T 4 Tl —F—=Th o MI, M2V T 0 VA 228126 LET, ET 7T 4T RTHY
Y BEOOLHBENY V—RZT VAT HESERM L 9, Active IQ Unified ManageriZiX, =
—Y—Thor hEuyrEiidey VERTOMENS D T, T VT4 T - —T v Min
I THEMERSLY T, 7T v a EE e — VRO — WX, TAU U N Eu Yy ERTe
7R CE ET,

=W =T AU heny 7 Edn v VEETHI2E. EOA=2—T IFRE] > [k 2B,
l—H—] ZFRLET, [Users|[X—JZid, 2=V T7h o beny s Eidny 7Rt s547 >3
URHYET,

Mutual Transport Layer Security (FEBAEX— R DFRFE)

ONTAP ONTAP 9.12LIF&ClZ. Active IQ Unified Manager 9.12 CiEBIEN/=H L\ 7 T A X ODONTAP &
OB IZF A O Transport Layer Security (TLS) MfEH &N E T, LT/ N—2 3 > DActive 1Q Unified
Manager’» 67 v 77 L— R LEEEIE, 7 7 AZDO T T ¢ ZfE L THATLSE AN TE £3,

X3 1Z/RF & 512, [Cluster Setup]X—IZi%, 47 T A X IZEE X TV 5 Mutual Transport Layer Security
(MTLS; HHEE hZ V AR— b A Y EX 2V T 1) ODRAT—FZAREKRINET,

X3) FERAEN—RADRBIEART —F A

Cluster Setup Last updated: Oct 27,2022,9:53AM T
-+ Add
e
Status... Name Maintenance Mode Protocol Port User Name... Certificate-based Authenticatio...
(V] INTAP94 Hitps 443 Admin Not Supported
V] INTAPO Https 443 Admin Configured
9 INTAPYE Https 443 Admin Configured
(V] NTAP97 Hitps 443 Admir Not Configured
(V] INTAP9E Https 443 Admin Configured
V] NTAP991 Hitps 443 Admin Configured
(V] INTAP9101 Https 443 Admin Configured (Expired)
(V] NTAP9111 Https 443 Admin Configured
(V] INTAP9121 Https 443 Admin Configured

3 0i\ EE%EA%X®HAL‘HE®4O@£iﬁéXT X L’Cb\ij_

o FRIEEH, MTLSHERE i, Active IQ Unified Manager & ONTAPR OFEFEICHEH S vk 7,

o BRESNTWVWERA, ZHUL, 2—FRLUATO/N— g »DActive IQ Unified Manager’» &7~ 77 L—
KL, 2027 7 AZIIMILSHEE SN TORWEEICRELE T, L, 77 AXDOT 037 1 &
LT HILTRETEET,

o  YR— FRBHONTAP 95 L VHID NN— g T, MTLSIZVR—FENEH A,

o EEHL (BIFBEIN) . MTLSOFFHIZEDOAZNHIBENEIIL TWET,

7 I AH DB

JIALZBMT =7 7a—"T, BINTE7 T AZNPMTILSEZVHR—F L TWBEAE, MTLSIZT 7 4L TR
EINFET, REFMVEDHD EHA, KbiL, 77RAXZBMA T arDRI7 - gy bTT,
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X|4) [Add cluster]¥# 47 a s

Add Cluster

If this cluster supports certificate-based authentication, it will be
enabled and configured with the user name and password that you
provide here.

HOST NAME OR IP ADDRESS

Host Name or IP Address

USER NAME

User Name

PASSWORD

Password

PORT

443

7 T RAE DRE

7T ASREAE IS, SFEEOBENRREND ZEBHY T, THIL. MILSHAZNT /R > TV 5D,

ONTAPZ Z A X THAHR— F SN TVENIT Lo TR Y £,

o MTLSHBYR—FEN, ARV ET, XERX U E227 0 v 7 LThH, MTLSOZLE | ILEH D £ A,

o MTLSIEHVR—FINTWVWETE, A X—TNZOHAE, BRI 27 ) v 7 T5HE, MTLSHA F—7 L
W20 F£9,

e MTLSIZ¥R—FEINTHERA, [Submit]R& > %7V v 7 LTH, MTLSZEFTHALEIH Y THA,

Active IQ Unified Manager HTTPSEERI&

7 7 4V K TiX, Active IQ Unified Managerix, = —%A > % —7 = A A~OHTTPST 7 E A& {Ri#lT 5 7=
WIT, A A M= ARHZABICER S5 B B4 IEAEAMHEH LE T, Active IQ Unified ManageriZ ik
DOHEBENRH Y F7,

e HTTPSFEAEZAZRDOF U n—F

o HTTPSEEHIFEDA A h—/L

e HTTPSFEHIEDOFARK

AIDF 7V a NCT7 7B AF5IT1%, ERO~A T [Settings] > [General]>[HTTPS Certificate] DJIAIZE&IR
LET, ThoOEEZMEMNT 2 &, HTTPSGEHEZAEREZF UV o m— R T&EET, CALL-oTEAIN
ToRERAET, [HTTPSFERAED A ' X b— |47 v 3 v & L TActive 1Q Unified Manager— /{21 > &
F—=AT&ET, A VAP RRICAERISNZH CBAREAELLE TS 21213, [HTTPSIENEFOHARK]A
arEEMLET, Zhid. GEREELERZAER T DRI EITTE X,
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RR2N LI I7T 4R

X2 VT AICEHTHERANTT 7T 0 AL LT, Active IQ Unified Manager¥— /N2 IZCAZ 4 GEH E 4
TS 2 ERHERENET, LERFIECHOWTIL,  [Active 1Q Unified Manager f 0844 i A Ak &
AR L CEHT 5 Hik] 22 L TS0,

aJA NG —

o 7 A /3 F—X, Active IQ Unified Manager——#A > % —7 = f AlZu /A4 B EEREINET, vT
AN —EERTH L, BRI ——OFARNER R TEET,
RRANFFIT 4R

FITFNETIE, BT A VAP ZEIRESNTOVET, X2V T I T IR NI T 7T 4 AL L
T, BRIA NI —2RETDHIEEHELET, v /A 0\ F—2RET HITIL, KSIZRT X1,
[Settings]>[General]>[Feature Settings] & [Log-in Banner]DJIEIZER L £ 3,

X5) vsA NP —DRE

Login Banner

You are attempting to log into a company-owned and controlled system.
Unauthorized access and/or improper use of this system may result in
disciplinary action, termination of employment, and possibly civil and
criminal liability. By using this system you agree to any published
company policy covering such use.

Can(El

KT I7T 4 TEDIA LT T b

Unified Manager® - —# A > 4 —7 = f ZTIEH A LT U MBRE I, FBE LTIET 77 4 772N
BB LRRTr 7 LTy a v E2LEY, 20T T a 37 740 P THZIZRY £7,

R2ANFFIT 4R

Active 1Q Unified Manager® o —% A % —7 = A A TOIIT 77 4 TRDT 7 4/ D Z A LT U M
BAMITY, ZTHAEIODLUTICEMT L2 L1E, EX 2 VT A DRANT T IT 4 ATY,

HET I T4 TREOEA LT 7 NEEETHITIE, [RE] > [&R]>EERENCBEBIL, 777 1 7RO
ALT T N BEALCERLC, BRI AZ %2270 7 LET,
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X6) T 7T A THEDI A LT U FNOEE

Inactivity Timeout
() Log out when inactive (on)

LOG OUT AFTER

30 minutes

Apply

APl F—hU=A

Active IQ Unified Manager®API7— b7 = A HREZ T 5 &, ONTAPY J A X [ZEHER 74 L E T T
2% DONTAP REST API& i T& £4, b Vi, Unified Manager REST APIZ{# /] L C. Unified
ManageriZiEfM S Tns 7 LT X L2 L CONTAP Y 7 A X IZAPIER 6 LT,

RANFFIT 4R

Active 1Q Unified Manager CAPI7 — kU = A BEREZ M L 2 W 5A 1, TN 20 ERH D £3°, API
T—= U = A ZEHICT DT, [RE] >[ 2MK]> [BRRERE] ([CBEIL., [APIV— MU = A OAZME)E [F
ZICHIV B ET,

X7) APIF— b7 = A HEED &L

AP| Gateway

Enable APl Gateway (off)

A7 YFRNT yFa—F

Active 1Q Unified Managerzffifi 35 &, 77— 7272 a v b LTHAZ LRI VT NERITTEET,
RRANTFTIT 4R

X2 T4 EORRANT T T4 AL LT, A7 VT T v 7 a— FEREZHEH L T WIGE I3 msic

LT, [RE] >[ &MK]> [BRERE] (BEIL, [R27 VT T v r—RZAF7IcLTLEan, K8ExZHL
TLEEW,
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X8) A7 VT v Fu— KoMtk

Script Upload

Allow script upload (off)

2—Fhie ) ORKFARtE Yy a V&

F 7 XN hTHE, 2—VH 0 ORKERE v > 3 U E13100TY, Active IQ Unified Manager®> 7 7Y 47—
vaVERE -V ERO—PIE, BEOEMFISCTIOMEAEE TE £,

NRRANSFGIT 4 A

X2 VT4 LORANT T 77 4 AT, KERKE Yy 3 VEEFRS T2 ERMEREINET,
TNIE. BVMEEZRET S L. DOSHELAHHA Y — v 2L (DD0S) KD A I = X AN S
nNas-HTT,

WDa<y REFITLT, KAty v a v BEEFLET,

# um option list maximum.concurrent.user.session
Name Default Value Value Requires Restart
maximum.concurrent.user.session 100 100 true

# um option set maximum.concurrent.user.session=500
Changed maximum.concurrent.user.session to 500.

# um option list maximum.concurrent.user.session
Name Default Value Value Requires Restart

maximum.concurrent.user.session 100 500 true

L — MR

L — MlBRIZ., DOSK L UDDoSHEEICHT D A W= AL %ML E T, OST 7 A T U4 —L & LIZH L
W DEETCIPT LA ZLIZL— MRZRETE 5720, BEOHIRBEOXBLR T £1,
RHEL

RHELTIZ, iptablesa~> REMFHLTL— M) I v ZEZRETEET, KOa~v 2 RNE, IBHEHO
Mnj BURTH LW EE A L— MRS 2 72012EH L ET,

iptables -A INPUT -m conntrack --ctstate NEW -m hashlimit --hashlimit-above 10/sec --hashlimit-
burst 5 --hashlimit-mode srcip --hashlimit-name conn-rate-limit -j DROP

iptables 2~ > K OfEH

ZDOVAT ATIE, —EOREEILIPICR LT, IR EHI0OEOERNF TSN, BRYPDOA—A2 ML LT5
BOERNPHFRISNET, LEWVEEZBEXIERII Ny 7 SET,
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Windows
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A BRETDHITIE, P— =T g8 — LB A VA= T DRENHD F9,

i 5L E

Active 1Q Unified Manager CEHH S 57T 7 4 /L OISO — AN T2 LN TEET, ZNEITIHIC
¥ . Active IQ Unified Manager-f > % — 7 = A X T[Settings]>[General]>[Manage HTTPS cipher suites] REIL
F9, 2L, NetApp T, 3 RTCOT I UHFTCa—W A v ¥ —T oA AZREICYR— T 572D, 7T
DT 74NV MEFEYR— T2 L EHEL TOET,

FEBEANR— X DSSHE X U'RDPA*H Active IQ Unified Manager ¥ 27 A~

Active 1Q Unified Manager’3{ > A b —/L I TV B~ 2, sEAESR—ADSSHEZIZY E— b7
27 Ny 77 rhanl (RDP) AL TrIZA 352 MR LET,

e [Windows]ZZ7 U v L%, Active IQ Unified ManagerZWindows~ > /124 A h—/L L7 HE
E, FEHER—ZORDPAMH L CEX 2 V7 4 2T 2 0ER SV S, [VE—FTRT by
P —EATOFEHEDOME | DOMicrosoft DFE/RIZHE> T, AEH#E~— A ORDP % Windows~ ¥ U ZF%E
LET,

e VApp : Active IQ Unified Manager # > 7 F > 2 z—H# (X, SSHZH L CvApplc 2 74 > T %4, B
KERIE, FEAERA— 2 DSSHA Active IQ Unified Manager VAppIZitE L T ¥ = U7 ¢ 258{L T £
o FAEHER—RADSSHEZRET H1C1E,  TActive IQ Unified Manager{ifi~ > (OVA) DIAGY = /L
~DT 7 A5 OFIEL \—TIEO“CDIAG vxa A T HEMERH D ET, DIAGY = /LD a<w 2 R
139~ TsudoZ M L CTEITTHHMENH Y £9, FATLRWVE | Permission-deniedfi@2 e » L E
T VAPP CREIFENR—ADSSHA R ET HI21E, Debian® R¥F = X > M- T I,

VAppDIGE, SSHEMHH L Tr /A v TC&Eha—F (AT FrAa—) [FIANZT T, 7k
FER—ZDOSSHOBREITIZEENMLETT, SSHOREZESD L. vApprb T v 7 77 h&En5
AREME B D £ T,
e RHEL /CentOS : root—H#LZzDfthd v 27 A= — (X, Active IQ Unified Manager 838 o JLEL0 58 &
0) VAT AA TS UAREA EEITT A OICRHELY AT Alcn 7' A o C& %9, Linux< //’C
I, AEHER—ZADOSSHEMEHAT 5 Z &2 H5E L 9, RHELTAFHEN—ZADSSHARET HIZ
OpenSSHnEEﬂ%aM%{fﬁﬁ L7ZRHEL®D R =2 A M- TLEEW,

SSHZ 4 VH—7Y v N B4R

SERR IR N INE T, NRAT— RR_R—ZADSSHEAEA L TWAEAIL, SSHZ 4 v HT—7V o b &
EMHNCHAR T 2HENHY £3, SSHY 4 H—7V v MEFEAERT 5 HIEICOWTiL, Debian,
RHEL, CentOS® K= A F &S L T 7Z&E0,

Xy NT—Z ZAL L7 FaLVORE

Sy b= %A L5710 ba) (NTP) OFy hU—ZIFRBIREH L Wi FROEF= U T 4 LORE
MBAETHZENRNDHY 7,

VAppP
NTPH#—/3E maintenance console, VAPpPD N HERE TE ET,
F 7 3V F T, NTPOY—E R ZVvAppDONTPD T, ZAUIL T —H—E A TH Y, X o TR
T~ CILmEUICH#ERE L ¥ A, systemd-timesyncd NTPDH—E X| @J@*’QZ_%) k?ﬁf%iﬁ_o
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TLEMNTEET,

RHEL¥ X (*Windows

OSDOIEWETFIEL XA NFTF U7 T 4 A > TNTPYH—E 2 2% ELET,
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RPWESNTOET,

FHAEROAFHIE

TORF AL MIBHIN TWABEROZEMIONTIE, LITFTO R¥ o A2 FoWebW A Fa#EE LT
<TEEW,
e Active IQ Unified Manager® R¥% = A > |

https://docs.netapp.com/us-en/active-ig-unified-manager/

e Active IQ Unified Manager® V / — =%
https://www.netapp.com/support-and-training/documentation/active-ig-unified-manager/
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