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o NetApp SnapCenter® Server ILI

Installation Wizard Completed

The Installation Wizard has successfully installed NetApp SnapCenter® Server. Click
Finish to exit the wizard.

Show log files

To connect to NetApp SnapCenter® Server from a different system, use this URL:

https:/WINDOWS-RHQS5VO0.valli.mfa.test. com: 8146/

Integrity Verification is failed, check logs for more detail.

Einish

EHLHDF =y 27 b, Windows”' 7 7 A U MERNCA A R =L STV DL EICHFEITINET,

FEOPERRAEL, B OFIHA A F—VEEEIZLFIO U U —A0b 0T v 77 L — RERZ O B FET
ShET,

4 NetApp SnapCentert ¥ = U 7 ¢ 58t A K © 2024 NetApp, Inc. All rights reserved.



Tz OWTIE, RO E2SRL T 7EE 0,

e SnapCenterm 7 /32 : —l7 ¢ L7 b U (%temp%) \IntegrityVerifier <time stamp>.log
e Windows” 7 714 > a P/ A : C:\Windows\SnapCenter
Plugin\<Job Name>\Integrity Verifier.log

A MAREERERE 1 212 [file hash not matched] %7213 [file has invalid digital signature] &9 =T —X vt
—URFEE SN TV DEEIE, 77 AN a—x2 T —REHET 572D, VYT MU= T ANy S — U RS Y
»r— RKLTSnapCenterY 7 h 7 =7 A LV A R— 1T HUERHY ET, L7 74V THTT—HiE
WRLAWEAIL, 77 =P R — MIBRWGDELZEN,

T 77 ANDPRONERVNGEERL T 7 ANV E Y= T —RNERRENTEHEE. BTN TEET,

SnapCenter¥— 31 F U D%

T 74V M T, SnapCenterth— N3A Y A M—VRICH A Z LT 7V r—a =V EERLET, 2
DR—HNA—=FT AT NOARNEL, AV F—Fy M T+ A= arPh—vx (IS)
AppPool\SnapCenter ¥, %= U7 ¢ it L, tho=—F DSnapCenter” 7 A L ~DT 7 £ A %KY,
WCEBT LI, ROFEEZFEITLTT 740V ha—F N BERAL VERTe—INT =0 T —T 2
—PFIETLET,

SnapCenter/3 A > A b —/L T TV D Windows Server CIIS~ 32— v Bl & £9°,
EfloFresr—rvar Xt T [TV r—var—NeEr )y s LET,

[77V r— a7 —]U A FC[SnapCenter] Z &I L, [BE]A > CHEREMERE]ZZ Vv 7 LET,
[ID]ZZR L., [.JZZ Vv LET, ) 27U w7 LT, SnapCenter7” 7'V /r—3 3 > 7 —VID%
%Li‘a—o

5 [Custom Account] 7 .t —/L RiZ, Active Directory DB 0 #EfRZFFDO KA A 2 —HFERII R A A >
BEET U NOLARTEATILET,

6. [OK]ZZ7VUv2Z7 LET,

HAL LT BT MME, SnapCenter7” 7'V /r—3 a > 7 — L DFLAIAH @ ApplicationPoolldentity 7 7 7
EEIHZET,

A ow N p

H—Fi7a han

SnapCenter— "L 7T A VRA R, AR L=V VAT A BLXOZOMO = R—3 o TEE

EITOWE, BERR— T barzERALET,

e SnapCentertt —\EBIUT SV r—a T30 ERFT—IN—RT T 7 (A M=)V
THRMT, L R— FOBEERMIZENTWNDZEEHRLTLLIEE N,

o TFUAS—TalFLlOoDR— FEEFTEEEA,

o HKIR— NI, WEWURT TV r—a VEAICTALENRDH D 9,

o TIUFNIDR—FEHEALRZWEGEEIE. A VA F—NAEHIH AZ LR — M ERIRTEXET, 7T774
VAR—=ME, A VAP ARICFANEE Y 4 = REFEALCEETEET,

o BEER—FDOHEIT, T 74NV FOR— NESZEZOEEMMATOILERDH Y £,

TZ7AT U —V

TrAT U=, Tk, FREFEOMORY N =T TR AREHECTH LRNEL I L TLEE
VY, SnapCenter® A > A b —/UIRIZ T A Z LR— N &457E L7244 1%, SnapCenter Plug-in Loader HIZ % @
N—=hDT7AT O —NN—NaT T T A RAMOGBMTH0ERHY 7,

WORIL, HER—PFEZOFT 7 4L Mz R LET,

5 NetApp SnapCentert ¥ = U 7 ¢ 58t A K © 2024 NetApp, Inc. All rights reserved.



#1) SnapCenter#fss & A — b DB

R—btD&A4F
SnapCenter7~— b

SnapCenter SMCore ®ifi

ER

MySQL®D AR — k

Windows~'Z 7' A 7R A b

Linux £ 721ZAIX 7 Z
TA IR A B

SnapCenter Plug-ins
Package for Windows,
SnapCenter Plug-ins
Package for Linux,
SnapCenter Plug-ins
Package for AIX

SnapCenter Plug-in for
Oracle Database

SnapCenter > %

AZLTTTA

ONTAPZ 5 Z % ¥ 71-1%
SVMiE g A — b

SnapCenter Plug-in for
SAP HANA Database

6 NetApp SnapCentert ¥ = U 7 ¢ #{b 7 A K

T 74N R—F

8146 (HTTPS) . X Jln, BAX~A AXAHE, URL: https://server:8146

SnapCenter” A 7 > kb (SnapCenter=—) & SnapCentert — N Di@1E1C

fERENET, 7774 KA R) b SnapCentert — S ~Oi@EIC HEH S E

7

8145 (HTTPS) . M, B A ¥~ A Xu[hE

Z OFR— kX, SnapCentert— N & SnapCenter” 7 7 A 34 ' A F—/L 3T

WHRA NDORIOBEIZEH SIVET,

3306 (HTTPS) . MM

Z OFR— X, SnapCenter EMySQLY AR kU 5 — & ~_— 2 DR D@1 2

SN E7, SnapCentert— 3 5MySQLY— S ~D & & = 7 e ik & ffe S, T &

FT, M bH 6,

135, 445 (TCP)

AN— F135& 445|212 T, MicrosoftZ 3 fE T HBHIAR — N & BV TR < 2

N"HYFETF, VE—F A4 A F—/LTlIWindows Management Instrumentation
(WMD) H—bE2&FHLETHS, WMIP—E 2 (ZZ0FR— MiHEEzHRELE

ER

PR— b ENDXAFI v 7 KR— MEFEIZOWTIE,  [WindowsOH—E 2D

WMEEXY N —IFR— b OFEE] 2B LTLIEEN,

INBOR— ML, SnapCenterthr—/Ne T F 74 URA A =L INTNDH

A NOMOBEIERINET, 77408y 75— O AF U ZWindows ™~

FIAVERAMIT vy adBHIUE, FT7AVHRANTORER— b ZHH HLE

BHY, A A F—NRBRIALDZ ENTEET,

22 (SSH)

ZOAR— NI, SnapCenterth—/"E 7 F 7 A UPRA A R—=AIHTNDHERA

OMOBEIHERINET, 7T 71080 r— 031 F ) ZLinux E 72 IFAIX

DT T T4 EAMIat—457=HlZSnapCenter i SNET, ZOFR—k

ZRWTELID, 7747 Ur—/LEizidiptables) LRI L TR LERH Y £

7

8145 (HTTPS) . Wil H A X~ A X[k

ZOHR— NI, SMCoret 77 7 A Y Ry r—URA VA =L ENRTND

AR NOMOBEICHERINET,

g/ AL, Storage VM (Storage Virtual Machine, BEF#SVM) OEFLLIF

& SnapCenterttr— XD THHAWTWOLERH D £,

27216, B AZ~A XH[HE

7 7 4/ F®OIDBCA— M, OracleT — & X—A~DHEIZOracle 77 7 4
CTCHEHSET,

9090 (HTTPS) . [HiE
NABLTZTAVHRANTOREHINDINHAR—FTT, 774 T U+ —/b
DOFIMINEED D FH A,

SnapCenterth—/NL B A X LT 5 74 OB O#EEIX, RN— 18145% /L T/L—
T4 T EINET,

443 (HTTPS) . X\ 80 (HTTP) . Bl

ZOAR— RiX, SnapCenterth— 3% FEITF5HAHR A~ ESYMOMDBEFEIZA b L
— g b L4 ¥ (SAL) THER I EY, HHEX, SnapCenter” 7 7' A L7k
Ak & SVMDE Dii{E 12 SnapCenter for Windows Plug-in7s 2 k SALT & 44
ENTVET,

3instance_numberl3 ¥ 723 3instance_numberl5, HTTPE 7ZIZHTTPS, X
M. HAZ~<A XH[HE

© 2024 NetApp, Inc. All rights reserved.


https://docs.netapp.com/us-en/snapcenter/install/concept_configure_secured_mysql_connections_with_snapcenter_server.html
https://support.microsoft.com/kb/832017
https://support.microsoft.com/kb/832017

R—rDEFALTS T 7%V b R—F

vCode A2 ~L ~NTT I RNT—E_X—=RarTF (MDC) O 7T F v hOGA, R—

Fx v h—K FEFIE 13T D £9, MDCUANDLA, R— FEFIL15TERDb Y £7,

—h 7= & 21, 320131F A v A X v A20D K — N EE T, 310151F 1 A X > A10
DR— hFZTT,

RAfvay ha— FEEANE LSHRET AT DI R AL v ary ha—F5D 7 7 A4 7 7 +— /L TR MEE

Z OWER—F Dd DR — MIOWTIZ, Microsoftd R¥ =2 A FE2BRBLTL &V,

SnapCenterth— 3, 7 Z 74 VR A b, FRFZOMOWindows” T4 7R3z
—HEFFETE D L H1Z, Microsoft 3 EE 45K — &2 KA ba—F T
B LR H D T,

HIEL v T A v

LERWIE (MFA)

MFAIZ, EX% =2V T 1 LA Y&#E{kd H7-DIZSnapCenter 4.7 CEA SN £ L7z, MFAREREIZ. Active
Directory”7 =7 L —y g V¥ —ER (ADFS) 74T V7T 4T 4 ~F— % &ML 5 Microsoft~— & DIE#E
R CEIE L £9°, SnapCenteriZAD FS~ % — v D7 54 7 b & L THERE L. SnapCenterz 7' 2
—VIFADFSu /A X=X A L7 hILET, £, ADFSIE, SnapCenter=—%pu /A =
IT7U M BXOR®yYaryF A LT YU FBITOET,

Security Assertion Markup Language (SAML) 2.07°'m k =2/Li%, SnapCentertv—/NEADFST A T 27 4
TAYE =YY DEOBEERENCT H-DIEHINET,

MFARKRE 2 B2+ 51i%. AD FSY— 3L SnapCenterth — STV DD FNEZ EITTHSLERH Y %
To MFAZERET ZRMNC, ROKZEHZE L T ZE0,

e ADFSII, ZNZEND RAAL U THBL TWDHMNERH Y £7,
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2. MBADFS7 =T bL—ya U AXT—H Ty A VEX T ra—KL
https://<host FQDN>/FederationMetadata/2007-
06/FederationMetadata.xml ¥,

3. #vru—LKLEZ7A%SnapCenterh— N2 a b — LT, MFABSREZ A4hic L ¥,

7 NetApp SnapCentert ¥ = U 7 ¢ 58t A K © 2024 NetApp, Inc. All rights reserved.


https://docs.netapp.com/us-en/snapcenter/install/reference_generate_CA_certificate_CSR_file.html
https://library.netapp.com/ecm/ecm_download_file/ECMLP2880726

o T p ©

o

10.

o 9o

-~ ® a o

-~ 0o o0 o p

PowerShellZ M L C, SnapCenter&## = —4 & L CTSnapCentertr—Nicw 74 LET,
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Z & SnapCenterOMFAMEREIX, RESTAPIZHAL CHAMICT DI &b TEET,
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Active Directory7 =5 L—3 g ¥ —E X (ADFS) #OAuth/OpenID Connect (OIDC) ¢ LTy b7 v
)

s Server Manager

e ADFS7 2 hZHHk: L. [Server Manager Dashboard]->[Tools]->[AD FS Management] DJIEIZER L £ 9,
= a X

Server Manager * Dashboard

AD FS Management

Component Services
= WELCOME TO SERVER MANAGER
Dashboard Computer Management

B Local Server

Defragment and Optimize Drives
i Al Servers

<% ADFS

Disk Cleanup

Event Viewer

= iSCS! Initiator
B§ File and Storage Services b

Local Security Policy
Microsoft Azure Services

stherserversto:manage ODBC Data Sources (32-bit)
- ODBC Data Sources (64-bit)
ATSAEY 4 Create a server gro Performance Monitor
Recovery Drive
( i T Registry Editor
Resource Monitor
LEARN MORE Services
System Configuration
System Inf t
ROLES AND SERVER GROUPS simpmidleablmiid
flojes 2|/ Server grokips: 1| Servers tota Task Scheduler
Windows Defender Firewall with Advanced Security
=m File and Storage = v
2 ADFS 1 i ; g 1 § Local Server 1 Windows Memory Diagnostic
Services Windows PowerShell
® Manageability @® Manageability @ Manageability Windows PowerShell (x86)
Events Events Events Windoves Server Backup
Services Performance Services Services
Performance BPA results Performance Performance
BPA results BPA results BPA results

ﬂ L Type here to search

e [ADFS|>[TF Vo —vavIA—TNBELET, [TV r—2ab I A—12H70 7
L7V r—var i aA—oEM%E7 V7 L, [TV r—valAle AN LET,
[Server Application] &R L, [Next]Z 27 U v 27 LET,

%

G File Action View Window Help g

oo @ HE

ADFS m 2 Add Application Group Wizard X _ Aol

v [ Service Applicatior
ion Grouf -
Attribute Stores Name | welcome 2
%] Authentication Methods fest
Certificates SnapCel Steps Name View »
Claim Descripti oo A
-] D:\::e Rr:;;:;::: Pl VS‘:C“NM [Fool New Window from Here
Te ® rer application
Endpoints ?::’: : - | Descrotion G Refresh
S ] figure Application
Scope Descriptions il ® ool B Hep
Web Application Proxy |
OpeniDl g Summary
_ Access Control Policies fopMod testoauth -
Relying Party Trusts | @ Complete Tomplatis Properties
Claims Provider Trusts -
ARG Client-Server applications K Delete
EJ Native appication accessing a web AP| H Hep

}'g Server appication accessing a web AP|
i.'J Web browser accessing a web appication
Standalone applications

3 Native appication

‘3 Server appication

@ view ap1

More information

H L Type here to search
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o 74TV MDEabE—LET, ZHUIZFA T MDTY, UFA LY FURLICTZ—A Ny
ZURL (SnapCenter#t—/SURL) ZiEMMLET, (RNZ2Z7V v LET,

@
G File Action View Window Help - &
= a7 HE
ADFS @ Add Application Group Wizard X | [ Actions
v Service Application Groups i
Attribute Stores Name | Server application Y
7| Authentication Methods test stz - Jadsis
Certificates SnapCe) Steps Name View >
scapp W r
Claim Descriptions o |@ Welcome o B ———— N Winiow fiom Heis
Device Registration d S
soplication =
Endpoints ?;':‘V":: = e——— Cient Idertfier: i Refresh
@ Configure Application ishtouianis e
,;:cpeDescnptmr: tesbomil | Credentios [7250385099-47¢f-8db 3 4acE B35 3ea H Hep
eb Application Proxy OpeniD)|
Access Control Policies Pophod - SAamary Redrect URI testoauth -
Relying Party Trusts @ Complete [Examle: tps //Contoso con ] Properties
Claims Provider Trusts —— % Delete
Application Groups
H Hep
Descrption
<Provous | [ 1
H L Type here to search
il File Action View Window Help -18
o= a5 B
ADFS m Qi Add Application Group Wizard X _ Actions
v [ Senvice Mo | Application G -
2 pplication Groups
Attribute Stores Name | Server application - =
%] Authentication Methods et sczinle 1 pl
Certificates SnapCel Steps Name View »
scapp Wek r
Claim Descriptions o |@ Welcame [Aop - Server zppcation N Winisonw o Mt
Device Registration d e
o application -
Endpoints f:"‘w"l: o Clent Idertfier: i Refresh
@ Configure Application T Ty T
swcaslozrcr.pc,ar: Gkl Credaniials [7250385095-47¢f-8db8-4acEBr353ea H Hep
eb Application Proxy OpeniD|
] Access Control Policies i d“ Summary Redrrect URJ testoauth -
Relying Party Trusts | @ Complete |Example: it n od Properties
Claims Provider Trusts o e —— % Delete
Application Groups g
Help

e ==

H jol Type here to search

e [Generate shared secret]% 2 V v 7 LE7, [Secret|DfEix a2t —LF T, ZhB7FA4 T bORETT,
(R~NZEZ7 Vw7 LET,
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@

G File Action View Window Help
= | 257 HE

ADFS
v [ Senvice

Attribute Stores
| Authentication Methods
Certificates
7| Claim Descriptions
Device Registration
Endpoints
Scope Descriptions
Web Application Proxy
_ Access Control Policies
Relying Party Trusts
Claims Provider Trusts
Application Groups

H £ Type here to search

(]
G File Action View Window Help
=z HE
ADFS
v [ Service

Attribute Stores
Authentication Methods
Certificates
2] Claim Descriptions
Device Registration
Endpoints
Scope Descriptions
Web Application Proxy
_ Access Control Policies
Relying Party Trusts
Claims Provider Trusts
 Application Groups

H P Type here to search

m Qi Add Application Group Wizard

Name |

A c

test
SnapCe| Steps
sCaop
scv
DemoTe @ Server application
NativeA g Configure Application
lestoaut|  Credentials
OpeniDl g Summary
AppMod

| @ Complete

@ Weicome

[Summary] i T, [Next]Z=2 U > 27 LEd, [Complete]Hifm T,

Select credentials used by the appiication to authenticate itsef with AD FS when requesting access tokens.

[] Register a key used to sign JSON Web Tokens for suthentication

[] Windows Integrated Authentication
Select the AD Account

[£] Generate a shared secret

|

Secret
‘\dwﬂ:fLBvb(bec%USadaONSu%K}nROprQ Copy to cipboard
@ (Copy and save the secret. You wil not be able to view the secret afterthe applcation group is
created. You can reset the secret later if required

< Previous

Actions
Application Groups
\dd Application
View
New Window from Here

Refresh

testoauth

Help

Properties
XK Delete

H Hep

m Gt Add Application Group Wizard

Name

Summary

XHP | @ Weicome
scv

DemoTé @ Server applcation
NativeAl @ Configure Application
lestoat]  Credentials
OeniD] 5 Summary

PopMod
e @ Complete

Se

Review the following settings and click Next'to create the application

Application Group

Name: App1
erver application
Name: App1 - Server applcation
Identifier: #4b5098-5099-47¢f-8db8-4ack&993ea
Redrect URls:
https://locaihost 44332

Use clent secret: True

< Previous

[Close]# 7 U v 7 LET,

* I

Actions
Application Groups
Add Application Gr
View
New Window from Here
G Refresh

testoauth

Help

Properties
XK Delete

H Hep

e RIZ, FILBMLTET SV r—a I AN—"T%570 7 L, [FarXTo)e@RLET,
o [TV —varoanNT 4o TV r—varolmEs Y v LET,
c[BIMT TV r—arE 7Yy LET, RIZ, [Web API|ZER L, [Next]Z 27 U v 7 LET,
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G File Action View Window Help -~ &
| x5 HE
] ADFS E G Add Application Group Wizard X _ ‘Actions
v 7 Sewvice O
Application Grou -
Attribute Stores Name  welcome P
“| Authentication Methods test Add Application Group
Certficates SnapCe) Steps Name View »
Claim Descriptions ::"1" @ Welcome [sometl New Window from Here
Device Registration scv | @ Configure Web API
Endpoints ol Descrition G Refresh
3 Scope Descriptions et by AeytycAiciasn Eonki ficky B Hep
Web Application Proxy i | @ Configure Application
testoatl * Pemissions
1 Access Control Policies OpenD| Appl -
Relying Party Trusts AopMod @ Summary Tomplale: Properties
Claims Provider Trusts Compk
R CIouRE 8- Lomes Client-Server applications K Delete
r‘, Native appication accessng a web API H Hep

fg Server apphcation accessing a web API

i;d Web browser accessing a web appication
Standalone applications

8 Native appication

F Server appication

@ ves 2ei

More information.

[ Mee> || Conce

n gl Type here to search

e [Web APIDOBRE]HEE T, RO FIETIE L7-SnapCenter¥—/ SOURLE 7 74 7 > NilkBl 1%
[Identifier] 2 v a Y Ic A LET, BMEZ Vv LET, [Next]Z 27V v LET,
¥

S
G File Action View Window Help - &
o= | zn5m HE
ADFS m G Add Application Group Wizard 9 _ Actions
v [ Service 1 ] —
Application Grouj -
Attribute Stores Name | Configure Web API pe
7| Authentication Methods test Add Application Groug
Certificates SnapCel Steps Name View
: scap |
Claim Descriptions Ron1 |@ Welcome [appweb - Web API T
Device Registration scv | @ Configure Web API
Endpoints Identfier G Refresh
DemoTé @ Apply Access Control Policy —
Scope Descriptions Natrvedy [745098099-47ef-80b8 4ac6iar993ea] Add Help
Web Application Proxy lestond @ Configure Application
esto Pemissions
1 Access Control Policies OpeniD| Appl -
Relying Party Trusts AopMod @ Summary Properties
Claims Provider Trusts @ Conpléts
Application Groups : K Delete
Description H Hep

H £ Type here to search

e [Choose Access Control Policy]ifijfi ©, ZLHZHESWTHIFEIAR U > —% I L (] : Permit Everyoneand

< Previous

Cancel

Require MFA) | [Next]ZZ7 UV v 27 LEd,
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S
€ File Action View Window Help

gy B

=

ADFS Qi Add Application Group Wizard
| v [ service
- Application Groups. -
Attribute Stores Name | Choose Access Control Policy PP 2
Authentication Methods test e §
Certficates SnapCe) Steps Choose an access cortrol pobcy View »
Claim Descriptions P | g Welcom
st o Aopl soome Name Descrpton New Window from Here
Device Registration scv | @ Configure Web API
scv (@ 9 ; Permit everyone Grant access to everyone i Refresh

Endpoints

Scope Descriptions ’E"“"T‘ @ Aoply Access Control Polcy B ra

Web Application Proxy Vaive o Contigure Appication Permit everyone and require MFA for specific group Grant access to everyone and require MFAf P
Access Control Policies estoat] * pemissions Pennit everyone and require MFAfrom extranet access  Grant access o the intranet users and requir G i
Relying Party Trusts OpnD] . Permit everyone and require MFA from unauthenticated ... Grant access to everyone and require MFAf

4 Lo AopMod Pemt everyone and require MFA, alow automatic devi... Grant access to everyone and require MFAT Properties
Um"_’s Lt s @ Complete Pemit everyone for intranet access Grant access to the intranet users X Delete
Ll it Pemmit specfic group Grant access to users of one or more spechi B o

elp

Polcy

Permit users
and require mutti-factor authentication

1do not want to configure the access control policy at this time. No users wil be permited access for this
application

O

< Previous

Cance

H peo) Type here to search

o [TV —aOBREPERTIE, T 744 FTOpenlDRAAa—TF L L GREIREN, [(R~NZ22 ) v 7
L/jz‘g—o

\@. Add a new application to app

Configure Application Permissions

Steps Configure permissions to enable client applications to access this Web APl

Client application (caller):
Configure I T .
o Name Description

Apply Acc ontrol Policy

app - Server application

Configure Application
Permissions

Summary

Complete

Remove

Permitted scopes:

Scope Name

[] allatclaims

[ aza

[ email

[ logon_cert
openid

[] profile

1 von cert

[] user_imperso...

Description

Requests the access token claims in the identity token.
Scope allows broker client to request primary refresh token.
Request the email claim for the signed in user.

The logon_cert scope allows an application to request logo...
Request use of the OpenlD Connect authorization protocol.
Request profile related claims for the signed in user.

Request permission for the application to access the resour...
The von_cert scope allows an apolication to request VPN ...

New scope...

Cancel

< Previous

o [Summary]iliim T, [Next]zZ7 U v 27 L£7, [Complete]iiifi T, [Close]z 2V v 7 LET,
e [Sample Application Properties] C[OK]Z 27 U » 7 L ¥,
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—

D h—27 0 [AUD] 720134 —F 4 = RBRL, U Y —AFE7=1IWeb APIOFERI T & —& L T\ 5
VBERH Y F97,

o ER L7-WebAPIZfHME L, =2—/L 3y Z7URL (SnapCenter¥— SURL) &7 54 7 b#BIFIEL
CBMENTWD Z L Z2MHERLET,

SC_Monika - Web API Properties X

o KV —/N—(AD FS)ICL o TRITEN, VY —RIZLoTHEAINDLZ L EZERLEZIWT N —2 v, Z

|dertifiers Notes  Access control policy  |ssuance Transform Rules  Client Pemissions
Specify the display name and identfiers for this relying party trust.
Display name:
[SC_Morika - Web API

Relying party identifier:

| Add
Example: https://fs contoso.com/adfs/services/trust

Relying party identifiers:

643 0dd5-8f30-42ad-a30b-558c4124d 1cf
https://monikadev winscedom2 com: 8146/

Remaove

Cancel Aoy

a—PLZEERE LU THRMET 5 X Hi20penID Connect (OIDC) #HELET,

OpenID Connect (OIDC) %, OAuth 2.087[ 7' 1 b =L &fiR L, BMMOGRGEY 2 h=L e LT L &

T, OIDCEFEAT B E, BEX=2 VT 4 h—27 &AL T, OCAuthxti&7 7'V r—va Moy 7 A
Ay (SSO) AN TEET,

PR 2= ¥ O EICH D[V =N A =2 —D FIZH H[AD FSEH]Y — L &2 & £4,

o LMDV A RNR—D 7TV r—varZN—7) 7HVHFHEAZRIRLET,

o Web APIZIIRL, REERY &2 U v 7 LET,

o RIZ, [BITRT VAT —bA—NF TIZBEEILET,

e [Add Rule] "% > %2 U > L, [Claim rule template] Kz v 7" % 7 . C[Send LDAP Attributes as
Claims]Z 2R L, [Next]Z 27 U v 27 LET,
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§i Add Transform Claim Rule Wizard X

Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.
@ Configure Claim Rule Claim rule template:

| Send LDAP Attributes as Claims v

Claim rule template description:

Using the Send LDAP Attribute as Claims rule template you can select attributes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Multiple attributes may be sent as
muttiple claims from a single rule using this rule type. For example, you can use this rule template to create
a rule that will extract attribute values for authenticated users from the displayName and telephoneNumber
Active Directory attributes and then send those values as two different outgoing claims. This rule may also
be used to send all of the user’s group memberships. If you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

<Pramous|Ne:d>HCancel|

wic, BRAL—N£ %2 AL, [BfER 7 (Attribute store) ] K w7 & 7 > T[Active Directory] %38 4R L %
7, RIZ, [LDAP Attribute] K v »» 7' % 7 > C[User-Principal-Name] z %R L, [Outgoing Claim Type] K= >
7 H T TUPN]Z @R LC, [Finish) "% %27 U v 27 LET,

% Add Transform Claim Rule Wizard *
Configure Rule
Steps ‘You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from which
® Choose Rule Type to extract LDAP attributes. Specify how the attributes will map to the outgeing claim types that will be issued
from the nule.
@ Configure Claim Rule Claim rule name:
|Te5tRuIe|
Rule template: Send LDAP Attributes as Claims
Attribute store:
Active Directory e |
Mapping of LDAP attributes to outgoing claim types:
I;‘Ii]::_l‘x;ibMe (Select ortype to Qutgoing Claim Type (Select or type to add more)
3 User-Principal-Name ~ UPN | e
- W W

<Previous | [ Fimsh || Cancsl
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PowerShelic k37 7V r—3 a v A—70 BEIER

TITV = ay I N—7, Web APIZ1ER L., Aa—T7 L7 L—L%BMTA27-0IEHINEa~r R
WEZRIRLET,

e ADFSTHLWT 7V r—ya v I —7aERLET,
'ClientRoleIdentifier'7 XU r—> g VN —7 DX redirectURLEGREZEDO U XA L7 K OFR)
72URL

New-AdfsApplicationGroup -Name S$ClientRoleIdentifier -
ApplicationGroupIdentifier S$ClientRoleIdentifier

e ADFSY—RT7 AV r— gV &ERL, 77947 hr—2 Ly bEAKLET,

Add-AdfsServerApplication -Name "SClientRoleIdentifier - Server app'" -
ApplicationGroupIdentifier S$ClientRolelIdentifier -RedirectUri
SredirectURL -Identifier S$identifier -GenerateClientSecret

e ADFSWeb API7 7Y Fr—a U aER L, HFHT AR U —AEHFRELET,

sidentifier = (New-Guid).Guid

Add-AdfsWebApiApplication -ApplicationGroupIdentifier
SClientRolelIdentifier -Name "App Web API" -Identifier $identifier -
AccessControlPolicyName "Permit everyone"

e V) IFAT U IRDEYTAT v b —2 Ly MI—ELMPERRINZ2WD, 2O BRELE7,

"client id = Sidentifier"
"client secret: "$ ($ADFSApp.ClientSecret)

e AD FST7 7'V /r—3 3 »iZallatclaimsHE[R & OpenIDHEMR % f+ 535

Grant-AdfsApplicationPermission -ClientRoleldentifier Sidentifier -
ServerRoleIdentifier Sidentifier -ScopeNames (@ ('openid')

Stransformrule = @"

@RuleTemplate = "LdapClaims"

@RuleName = "AD User properties and Groups"

c: [Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"
, Issuer == "AD AUTHORITY"]

=> issue (store = "Active Directory", types =

("http://schemas.xmlsoap.orqg/ws/2005/05/identity/claims/upn"), query =
";userPrincipalName,; {0}", param = c.Value),

"@

o TN —NT 7 A NEEXIHT

Stransformrule |OQut-File -FilePath .\issueancetransformrules.tmp -force -
Encoding ascii

SrelativePath = Get-Item .\issueancetransformrules.tmp
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http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn

e Web API7 7'V r— a VAR RS, M7 7 ANVEFERA L CEDRITN 7 VAT 3 —b— L& EFH
[/\iTO

Set-AdfsWebApiApplication -Name "S$ClientRoleIdentifier - Web API" -
TargetIdentifier Sidentifier -Identifier Sidentifier,SredirectURL -
IssuanceTransformRulesFile SrelativePath

PowerShell A7 V) k77 A4V

o<y R7 a7 hE-IZPowerShell Tl a~ > RE2FEH L TADFSTTY 7 r—ya v I —T7 %2R ET 5
FEZOWTIE, UTOF Ly VR—ZADFEFESH LT ZE N,

ADESOT VY r—3 a3 v 7 )v—F L L TDSnapCenterDEk i

TR =7 L DEDHHROFES

o TIUBRLN—=I UL, 2=~ ITA4T 2, BELOY YV —2OEDHMAEDEITH L TOHLME
FATEET, 778 A =27 AIENCT 5 Z LI TEP, ARHIRATIND £ THR T,

e InAccess TokenT 7 /L h OFZNHARIZ605r TI, ZOHR/NRD b —2 > F A4 7 X A Nd+57 THEaR
WHETT, MRS R A7 VT 4 INRY g T2 BT 570123, 5ol 2 12 it+ 2 3
NHYET,

TV = a I —TWebAPID b—0 T4 T2 A LEERETHITIE, ROFIEEZEITLET,

| Set-AdfsWebApiApplication -TokenLifetime 3600 -TargetName " <Web API> " |

X —Hy NGIE, FOT YU r—3 a7 —7FDOWeb APHZRF L THE L7-F714 T,

ADFSH»6RT F— b—7 VERETS

RESTZ 74 7 h(Postman7z ) TLUU T DT R CDONRT A—F B ANTHEMLENRSY T, F72, BRI 5=
— P —BRIERE AT LR OENET, EHIZ, T TFT—b—27 UV EERETLEDIC, ¥ T 7
I RBI(BH RIS TND LD L HRIEDNDELD)EERLET,

Bearer b — 7 » OFHIEIL. TV r— g v T EIZADFSY— R—MNELERETE, T 74/ hOFM
M1x60%5 T,

Z4—IV K Value
ftE247 Rk — R
4 2 — L3y ZURLA 22 WGE

URL WX, TV =g v DR— R
URLZ AT LET,
FAREURL [ADFS-domain-

name]/ADFS/OAuth2/authorize

77k A =7 | [adfs-domain-

> URL name]/adfs/oauth2/token
7747 ID ADFS” 747 MDD AT
7747 Y  ADFSZ A7 hyr—7 Ly

AT A ~DAT)

Z2a—=> OpeniD

74Tk EARRIEN Y ¥ — L LTHEE
252

#: postmanZFEHLTT7 78R b—27 V2BEBLET,

e Postman7 7' U/ —a v EREE£T,
e [Authorization] ¥ 7|28 L £,
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o RuyFXuunb X A7L L TOAuUth 2.0% 3R L, Getaccess tokenZz 7 U v 7 LE7,

o [EORMNOLIROIEHRAZIBINL £,

e [Advance Options]%# 7 ¢, [Resource]” 1 —/L NiZ, 2—/A Xy ZJURLEF UEZEMLET, ZOfE

X, IWTF—27 > TAUD] i LTIRENE T,

e postmaniIifiE7 n—%BlM L, 778 A =7 U E2FERATH I HICERLET,

e [Add token to the header] % R L £,
o Mi—DFT I/ EAN—Z DAL —

Authorization & Headers (€

Configure New Token

Type OAuth 2.0 Configuration Options ®

Token Name
Add authorization data to Request Headers Grant Type Authorization Code
Callback URL ©® https://indusc22.indudomain.com:8146/
Authorize using browser
Auth URL G hitps://induadfs22.indudomain.com/adfs/o:

Access Token URL @

hitps://induadfs22.indudomain.com/adfs/o:

Client ID @ 17 941d-414b-91dc-
cc26eSde7aad

Client Secre! StExhmERVMcBwqIE TroRQpIGVXQJQXFT

Scope ® openid

Client Authentication Send as Basic Auth header

@ Clear cookies (@

Get New Access Token

Configure New Token

Configuration Options @ Advanced Options @

Resource @ https://sc-server-two.winscedom2.com:8146,
Add another resource

Audience @

Add another audience

Get New Access Token

AL (SCHERR & AR MERR)
SnapCenter MFA CLIZ&GE

PowerShell & SCCLITix. BEfFm <> FL v R TAccessToken|
L. Bearer h—7 & L CBRT 22—V EIBIELE LT,

SYNTAX
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Open-SmConnection -Credential <PSCredential> [-SMSbaseUrl <String>] [-Port
<String>] [-RoleName <String>] [ -AccessToken <string>]

B ZDavwy Ny NEFETTHITE, F2—F0'ya r2/ERL T, & 5IZSnapCenter=~
/]\l// FEZITLTL &,

SnapCenter MFA RestAPIZEEE
Bearer s — 7 > % Authorization D= THEMA L, IROBHRIZRT L 512, RESTAPIZ 547 R T

type=Bearer ; —2 2% ff F§ L C(Postman<°swagger’s &), -~ #—|Zuser RoleName %5 L T,
SnapCenterH» & D EHIGE 2 B L £ 77,

https://monikadev.winscedom2.com:8146/api/4.9/domains [E) Save
GET v https://monikadev.winscedom2.com:8146/api/4.9/domains Send v
Params Authorization Headers (9) Body Pre-request Script Tests Settings Cookies
ticaus s s s
KEY VALUE DESCRIPTION oco  BulkEdit Presets v
Authorization Bearer eyJ0eXAiOiJKVIQILCJhbGciOiJSUzIINilsing1dCl...
x-role-name snapcenteradmin

MFA REST APIDU—2 7 r—

MFASAD FSTHERL STV A A, = — Y REST APIZ ]l L TSnapCenter7” 7'V r—3 3 27 7 &
AFTHEEZX, T7EA (Bearer) b—7 U EMH L THEIETH2LERH YD £7°,

DIFIE, 778A =27 v 2RG L, ZNEEH L TLUBEOZER (SnapCenter REST API) % #%GE L TALER
ZIITTHFIATT,

AD FS MFATREGET H1ZiE. RO FIMEIZHENET,

1. Postman, Swagger UI FireCamp72 K ORESTZ 74 7 > MEEHT A2 MLENRNH D

2. T/ BA M=V ERSTH-DICAD FST Y RARA > hEFFOHT L 9 ICPostman 2 E L £,

3. 2=V —=RNREZ L EMLTT AV r—2a D7 78 A =7 2G5 L, ADFS SSO—JIc ) &
A L7 hNE, &2 CADE#KIEREZ AT L TMFATRGET 2 X4ERH D £,
1. ADFSSSOX—JIZUF A L7 hanE7d,

2. [V AT FA MRy 7 A, 2P —RZELFETA—NEASLET, 2—F4IZ
user@domain % 7= ifdomain\userO R THET 2 HENH D £7°,
3. [NARU—=RITHRRA IRy 7 ARV =R AN LET,
4, [LogInz27 Vv 7 LET,
5. [PA A ATy alesva T, BildA 7Y a v E&RL, (BEEOREIGELT) @#F
LET,
1. [PUSh] E*ﬂ&%;i‘{néhé7//.13;%u%7¥(u Lij_
2. QR=— KF-Auth PointE XA L7 7YV il L TQRZ— REZAFX ¥ L, 77 VT
%Téhéwuuﬂz:'— ]\%Ajj Lij—
3. [One-Timeime Password] : h—27 DU v H A LAY —RKEANLET,
YA A VKRBT L%, Access. ID. Refresh Tokenz&iein 77 v 7B & £97,
5, TOT 7 BA M=V 2abt—FH0ENHY, ZDOT 7 A =7 %SnapCenter REST APITHE ] L TAL
BEFATLET,
6. RESTAPITIX, ~v ¥ —t /v arTT /A b—r v tu— A& ETHLERHY FT,
7. SCIIADFSH O Z DT 7 EA =7 U EGELE T, A7 h—27 O34, SCldthx T a— KL
Ta—HF—ZBZBEHFLET,
8. [Username] & [Role Name]Zffi [l L T. SCIZAPIEITDO - OICa—V &AL £9, A THLHEE
I, BREZELET, £ TRVWERIZ, =27 —AvE—URIRINET,
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GUI, SCCLI, RestAPI®SnapCenter MFAKSBEZ BRI £ 7213 BT+ 5 FHik

GUIf VY F—T A R

a. SnapCenter’&## & L CSnapCenterth— N2 74 > L7,

b. [BXE]->[7 7 — VL% E]->[MultiFactorAuthentication (MFA) X&)% 7 Vv 7 LET,

Cc. MFAE 7' A v OFEIMLIIE LI M T /oA V% —T =4 A (GUI/RSTAPI/CLI) %8R L E7,

Muti Factor Authentication (MFA) Settings A~

Enable MFA for

¥ Gl
% RESTAPI @
CRuiN i ]

ADFS metadata Path | CAADFS_metadata\abe.xm

PowerShellf v ¥ —7 = A X

GUI, REST API, PowerShell, ¥ X UsccliTMultiFactorAuthenticationZ A %23 5121, KD PowerShell / CLI
a~wy REEITLET,

ZORESTHITIE, F5E LIZAD FSA X5 — & 7 7 A L3 Z %] L TSnapCenter GUI, REST API. PowerShell,
¥ L U'SCCLIConfigured OMFAZ HZHZ L £,

C:\PS>Set-SmMultiFactorAuthentication -IsGuiMFAEnabled S$Strue -
IsRestApiMFAEnabled Strue -IsCliMFAEnabled Strue -Path
C:\ADFS metadata\FederationMetadata.xml

IsGuiMFAEnabled = True

ADFSConfigFilePath = C:\\ADFS metadata\\FederationMetadata.xml

SCConfigFilePath = c:\ProgramData\NetApp\SnapCenter\Package
Repository\SnapCenterMFAMetadata.xml

IsRestApiMFAEnabled = True

IsCliMFAEnabled = True

ADFSHostName = adfsl9.adl9domain.com

- IsGuiMFAEnabled: To enable GUI MFA Login. Value-> S$true/S$false
- IsRestApiMFAEnabled: To enable RestAPI MFA Login. Value-> S$true/S$false
- IsCliMFAEnabled: To enable PowerShell and sccli MFA Login. Value->

Strue/$false
-Path - The path parameter specifies the location of the AD FS MFA metadata XML

file.

GetSmMultiFactorAuthentication=~ > KL v & LT, MFARERKD A7 — 2 XA LR ELZ MR L E T,

Z OECHITIL, SnapCenter GUI, REST API, PowerShell, SCCLIOMFAGRE = BfF L E£7,

C:\PS>Get-SmMultiFactorAuthentication

IsGuiMFAEnabled = true

21 NetApp SnapCentert ¥ = U 7 ¢ 58t A K © 2024 NetApp, Inc. All rights reserved.



ADFSConfigFilePath = C:\\ADFS metadata\\FederationMetadata.xml
SCConfigFilePath = c:\ProgramData\NetApp\SnapCenter\Package
Repository\SnapCenterMFAMetadata.xml

IsRestApiMFAEnabled = false

IsCliMFAEnabled = false ADFSHostName

= adfsl9.adl9domain.com

SCCLIAf ¥ E—T = R

# sccli Set-SmMultiFactorAuthentication -IsGuiMFAEnabled true -
IsRESTAPIMFAEnabled true -IsCliMFAEnabled true -Path
"C:\ADFS_metadata\abc.xml"

INFO: The command 'Set-SmMultiFactorAuthentication' executed successfully.

# sccli Get-SmMultiFactorAuthentication
IsGuiMFAEnabled | IsRestApiMFAEnabled | IsCliMFAEnabled |
ADFSConfigFilePath | SCConfigFilePath | ADFSHostName
false | false | true | C:\ADFS metadatalabc.xml | | win-

adfs-sc49.winscedom2.com |

REST API :
a. GUI. REST API. PowerShell, I X UsccliTMultiFactorAuthentication# N2 9 5121%, IROPOST
APIZSATLE T,

NF A —4%  Value
Fsk X7 | lapil4.9/settings/multifactorauthentication
URL

HTTP X vV v | #%f&

R
yrzx=zxh |
A "IsGuiMFAEnabled": false,
"IsRestApiMFAEnNabled": true,
"IsCliMFAEnabled": false,
"ADFSConfigFilePath":
"C:\ADFS_METADATAWabc.xml"
}
AL

"MFAConfiguration™: {
"IsGuiMFAEnabled": false,
"ADFSConfigFilePath":

"C:\ADFS_METADATAW\abc.xml",
"SCConfigFilePath": null,
"IsRestApiMFAENabled"; true,
"IsCliIMFAEnabled": false,
"ADFSHostName": "win-adfs-

sc49.winscedom?2.com”

}
}
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b. UTOGET APIZEH LT, MFARR D AT — X A LR EZMER LT ZEW,

IXT A —% | Value
gk &7 | lapild.9/settings/multifactorauthentication
URL

HTTP A Y v | i
K

I AL
"MFAConfiguration™: {
"IsGuiMFAEnabled": false,
"ADFSConfigFilePath":
"C:\ADFS_METADATAW\abc.xml",
"SCConfigFilePath": null,
"IsRestApiMFAEnNabled": true,
"IsCliIMFAEnabled": false,
"ADFSHostName": "win-adfs-
sc49.winscedom?2.com”
}
}

njEEDEJi“\‘—‘Z DdE

AEAENR—Z OFGEIL, T ¥ X VIEIE & Ltpwiéﬂk%ﬁ“étﬂ%:)*f%*& “*J“o AE AR — 2 DR
uE RO Y=L PIRAT — REGEL Y s et X 2 VT o Rt L ET, BEHRE T UYL E

IHEAF L TWB 7280, HERO W —F =BG a—P—Z 0+ LIt <% D iﬁ“o FEFAEAR— X DFE
AFlE. SnapCenter” 7 7' A ViR A MIT 7R AL LD k?‘é%\ﬁ_ﬁi0)1§%ﬁ‘F¢%$ﬁ§E LES, WEHERLT
SnapCenterh— NfEBEAZ =7 AR —hL, 7774 VAR MDEHEINTZA N TIZA VA= b T2 0EER
B FET, ORI, WEASSLBHE SN AT A ETEEL T,

SnapCenterth— "ML CAFERER =7 AR — M LET,
Microsoft&H# 22> —/L (MMC) %ZfH LT, SnapCenterih— 30575 74 R A MICAGEHEEZ = 7 AR —
N HMERH D FT,

B - WG FSSLARE SN TWAMENDH D £,

FIE

1. MicrosoftEE#E= Y —/L (MMC) IZBEIL, [Z7 ANV, [RFT v T4 OBMEHIRIDIEICZZ U > 7 L
F9,

2. [RFTyTArOBEMEHIRIY 2 KU T, FEAFZERL, BINE227 Y v 7 LET,

3. [EHERTFT Y TFAS N4V RUT, [V Ea—FThyr NATvara@RLL, [BT]1227 V7L
F9,

4. [AarY—=ni—Db]>[fERE-v—Avara—F] > [EA] > [fRAEF OIRCZ Y v 7 LET,

5. SnapCentertt— NCEH S AFHECAEHEEZ L2 U v 7 L, [All Tasks] > [Export] #3&R L T=
JAR— T 4 F—FERBLET,

6. WOFIETU 4P —FEETLET,
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DY 4YP—FU 4 YT B]iE

WEX—DxT/ AKR— |k [WWZ, BEHETZ T AR— N LRWV]A T v a o EER
L. [R~N%27Y w7 LET,

Y AR— T 7 A NLER EHLRNT, [(RNEZ7 V7 LET,

T AN [BRIZ2Z U v 7 L, GEAELRETD 7 7 A LS
AEBELT, [(KNZE7 Vv 7 LET,

HAEOT Y AR— T 4P — RORT ME AR L, [Finish1227 Vv 7 LT AR— &Rk L
£,

1E : SnapCenter HARERIE Y R — F SN EHE A,

Windows& 2 k75 7 A U ~DCAEHED A L F—

T 7 AR — h 7z SnapCentert— SCAGEH] #E D fMicrosoft &8 = o — /L (MMC) & LT,

BEDFEHE % SnapCenter Windows s A 75 7 A NZA ViR— N T 2MERH Y £,

FIE

1. Microsoft&#= Y —/ (MMC) IZBEIL., [Z7A M. [R Ty 7A4OBMEAIBRIDIEIZZ U~ 7 L
i‘g—o

2. ATy TACOBEMEHIRY 4> RUT, EAFEZBRL, BMZ227Yvy7 LET,

3. [FEHERF Y TA LT 4 RUT, [V Ea—FT ATV NA T a v 28R, [RT1227 VU v
l_/i‘a—o

4, [avY—nA—R]>[fEHE-v—Irara—2]>[EAN] > [EABDIEICZ Y v 7 LET,

5 MAAN) 74V Z%520 v 27 L, [TRTDEZRZ] >[4 Vv R—PFZBIRLTA v R—FY 4P —F%&
Bt L £,

6. WOFETU 4P —FKERETLET,

DY A4F—FU 4 FUTE.. BiE

J5 & O 57T ZHELRNT, [RNZEZ Dy 7 LET,

AVR—b T BT 7 AN cer” 7 A WA TH T4 % SnapCentert— NGEAE A BN L £ 9,
FEHEAZ T EELRNT, [RN&EZ Y v 27 LET,

FEHEOA VAR — N U4 F—RDET WEAHGE L, [Finish]2 2 Uy 7 LA U AR— b E2BBLET,

SERAENR— R DRI AR E - ITEMZT BPowerShellz~> KLy b

o U TAT Y FNEWHESN—ZAOREEZ AT HITIL

Set-SmConfigSettings -Agent -configSettings
@{"EnableClientCertificateAuthentication"="true"} -HostName <<hostname>>

o U TAT Y NEWHEN—ZOREEE BT HITIL

Set-SmConfigSettings -Agent -configSettings
@{"EnableClientCertificateAuthentication"="false"} -HostName <<hostname>>

LDAPS

SnapCenteriZ, Windows Active Directory & ®i@{5IZLDAPS (LDAP over SSL) 7'u k =L & %R — b
LTWET, FFASNZCATEFEIL, ¥ 2T RBEDOLDIINy 7 RCHEHINET,
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A & K7 v Active Directory
e &% = 7 7pActive DirectoryBifi & B35 121, LDAPSA 7' ¥ a U A BURIICEIR T 2L ERH Y $77,
o BEfFDO NAA 4 (domain.com) =—W— AN 74—V K& RKASf v arybr—F4
(system.domain.company.com) (Z{&E&#ix £9°, Z4LlE, Active Directory & DiE(E % BlG3 5729
DMEANTITT,
o FAAfrvarvbo—TF41E, DNSE7ziT etc/hosts T2 b ML TEHRIRENDAVERDH Y £17,
o HEMEIIPT FL 2L, IPVAB L IPVE (64E v ) OEXTHR—FEnE1,

o IPT7 RLADFEANIVR—FENTWERA, BEIWICESNET, RAS L ha—
SOIPT KL AT 4 — )L RIHRETXFHEA,

o BELIERAA yaryia—F41F%, ROF =y 72 LTHRIESNET,
—  Active Directory’s 2 MIEETEX 508 9 9,

— Active Directorys A & 7213 i OWindowsH— /S TE{E L TV % Active Directory AZ D 8 A
LLTHmIETEET,

— LDAPSH— F LIBETE D00 E 5D,

X2) [New domain registration] ¥4 7 u /Ry 7 R

Register New Domain X

protocol () LDAP (@ LDAPS D

Name | NetBIOS name ‘ @
Domain Controller | system.domain.company.com ®
Name °
Domain Controller | pomain controller IP addresses ®
IP Addresses ’

NATRAZEY T 4 (HA) Active Directory
Lo Z o R7a ryOFIETTATHEHATEET,

e HA Active Directory % 4— F§ 5712, = —H% AJj[Domain Controller Name]id 7 >~ CTX ) 7 fl
ELTANZEZITRY, BEORAS vyary e —F4%150x M) ELTHRMLET,

e —WAHDOHNL, dcOl.domain.company.com, dc02.domain.company.com <9,

o WNTNLD/— FTHGHCKRKT DL, = Fa—HFlcoTd—nAn—3nET,

B ARHE LR — F DY R— b
e F 74/ NDOLDAPSA— I 636TT,

e SnapCentert— 3 web.config 77 A MIFH LVF—LEORT ZFHEHTEML T, HAFXLKR—h
DY R—FZ2IETDHIEHTETET,

7E : web.configDFET (57 4/ hD/RA) : C:\Program Files\NetApp\SnapCenter
WebApp\App Data\Web.config
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http://domain.com/
mailto:system.domain.company.com
http://dc01.domain.company.com/
http://dc02.domain.company.com/

. F—LfHDO~7:<Zadd key="LDAPSPort" value="3269" /> appsettingt 7 i g /|
BN 20BN H D £7,
o  WHINJMEIL. SnapCenterh— &7 v 77 L — RELEFBELEZL L bHRISNET,
e LDAPSGC (/m—\h&Znu ) R— I 3269TT,

e Active Directory GCH—NZiE, Bl AL L RT RXTOVT RAL L (FRALY) TV =T Mg
L. Active Directory” U —NOTRTOAF 7TV =7 hOoab—=»nb0 £,

o NAZLR—FERELELL, HILWLRAL U OREREHAITTEET,

e TT7#/)VIFDLDAPSHEER—F2ZAFLZbEH, - RE2FEHTILETHY A
web.config,

KT I T4 TERFTFALT TR

9 : Global Settings

@ monitor

e , Hypervisor S

@il Reports ypervisor Settings @ ~
&% Hosts Notification Server Settings @ “

1 Storage Systems

== Settings

Sesslon Timesut (In minutes) 20

Purge Jobs Settings @ v
Domain Settings @ ~
CA Certificate Settings @ W
Disaster Recovery @ ~
Audit log Settings @ w

=/

Ao 71X, SnapCenterh— DT 77 4 €7 4 ZEIERINET, BEa L, T4V ITLAURA
M=V ENT-GAT CHR#E S I C: \Program Files\NetApp\SnapCenter WebApp\audit\E 7,

IoEIvarTiE, UL oEREr Z7ORRE, AT = v 7 BLUsyslogh — N ~DEZIEIZ DV CHL
Eﬂ L/\i—a_o

BExu 7 DR#E

ERu 7L, BEAR NILCTVINBL NI AT = A MPERSH, REREENSHE#ESH
FI, ERINTZLA VA MIBIOERT = v 7 L7 7 A MEFF S, 22T Y 0BG RGE
T HIDITEMNRIESET = v 7 BMThhvET,

53919

Bfrn 7 O EI, Ul X UPowerShellz~ > Ny b2 LTITO 2L TE £, BEORAMILT
T2 I ATV a— VERNEITENCTH LB TEET,

Ehn 770 N EERETFT 2y 7T 4 L7 FYIE SnapCenterth— "D u—Jj )L KF A 7|2
DOAFETEET, ERIATERITXY NI~ T N RIA4 TV FR—FENTHERA,
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EEDOBEMTF =~ v 7 NEREZITENIT/ 5 &, SnapCenter” 7 — MRS N THEFBA ICBEM SN E T,

U
BAEXEIX. SnapCenter > Global Settings > Audit Log Settings ®UIT

BiETEET,

B4) B w S ORE

NetApp SnapCenter® s =

Global Settings Policies Users and Access Roles Credential Software

Audit log Settings

©~ 2 administrator  SnapCenterAdmin  § Sign Out

Monitor
Audit log directory Chaudit
il  Reports
Audit checksum log directory Chaudit
Hosts
Maximum file size 10
¥ Storage Systems
== Maximum log files 10
= Settings
' Alert after disk space usage % 80

O Log UTC time

[ Enable Audit Log Integrity Check Schedule

() Forward audit logs to remote Syslog server

Save

PowerShellzz<= > K

ARFEX, PS> R v b, Get-SmAuditSettings BIUOEMH
Set- SmAuditSettings,

UBXOPSOa~r Kby LT, BEn /OREEGEL2ITO =

LTHER C&E £

EWTEET,

MaxFileSize, MaxSizeRollBackups, UniversalTime, LogDirectory and D

iskSpacelimitPercentage
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PS C:\Users\Administrator> Set-SmAuditSettings

[cmdlet Set-SmAuditSettings at command pipeline position 1
Supply values for the following parameters:
(Type !? for Help.)

[MaxFileSize: 10

MaxSizeRollBackups:

AuditLogDirectory: C:\SC_Aduit\audit
AuditChecksumLogDirectory: C:\SC_Audit\checksum
DiskSpaceLimitPercentage: 80
EnableAuditIntegrityCheckSchedule: true
EnableSyslogServer: true

SyslogProtocol: TCP

SyslogServerHost: 1.1.1.1

|SyslogServerPort: 111

RfcFormat: RFC5424

MaxFileSize : 10
MaxSizeRollBackups ot 2

UniversalTime : False
AuditLogDirectory : C:\SC_Aduit\audit
AuditChecksumLogDirectory : C:\SC_Audit\checksum
DiskSpaceLimitPercentage : 80
EnableSyslogServer : True
SyslogProtocol STEP
SyslogServerHost S e B b |
SyslogServerPort & 449

RfcFormat : RFC5424
EnableAuditIntegrityCheckSchedule : True

PS C:\Users\Administrator> Get-SmAuditSettings

MaxFileSize : 10
MaxSizeRollBackups 2

[UniversalTime : False
AuditLogDirectory : C:\SC_Aduit\audit
AuditChecksumLogDirectory : C:\SC_Audit\checksum
[DiskSpaceLimitPercentage : 80
EnableSyslogServer : True
SyslogProtocol : TCP
[SyslogServerHost i B B B |
SyslogServerPort s b 1 |

RfcFormat : RFC5424
[EnableAuditIntegrityCheckSchedule : True

B IhHOREIZISONT 7 A /L& L TIRTFE 4L -\SnapCenter
WebApp\Audit LogSettings.jsonE ¥,

THEN
W D4, SnapCenter” 7 — M &F{T L CEBEFIHAM TX ET,

e  Audit integrity checks enabled7” 7 —
e Audit Integrity Checks disabled7 7 — b
e Low disk space” 7 — b

e Audit integrity check failure7 7 — h

e Audit failure” 7 — k
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EX—VTT7—Fk
BAMERRGEIC IR L7255 801E, EX — /L@ as 48 S v CSnapCenterE BEE 1 Z @A S U E T,
Exn JOxEE

B n 7 & syslogth— NICERRICEE LT, BEn 77 7 A VOMEN LA A R#ECTE £,
SnapCenter Ul &£ 72 /ZPowerShel CIROFNAA FEITT 5 Z & T, Bhn V2L 2RFETEET,

KB L o — Ridsyslog— T U T2 A A TGS, BEAMRIEO DI v ) o B — i
nEd,

RERL

Ao 7OREL, UBLUPSOa~vy Ry ML TIITTEET, BEAFKEICsyslogt— D
LT 4 —L RBBEMENnET,

K2) BE 7 OREMHICERBTNERTA—F

NI A—H B3]
SyslogServerPort syslog¥— 3D — k (0~ 65535)
SyslogServerHost U & — Fsyslog¥—/ DIP
SyslogProtocol FFRlEncwas 7 e han, YAR—hSAHfE : UDP, TCP, ¥ 7zl3Transport
(SyslogProtocol) Layer Security (TLS) 1.2, TLS 1.3 (UDP/XRFC3164TDAH YR — F I ET)
SyslogFormat Rfc5424 % 72 13Rfc3164
EnableSyslogServer syslog~» 1 7 OliR%k = H N E T2IXHh T 5 L 9 I8 E T 5 PowerShell 2 A
v FINT A=K
e INHDOFREITISONT 7 A /L& L THRIFZ 4L -\ SnapCenter

WebApp\Audit LogSettings.json¥ 7,

Ul
EEAERE X, SnapCenter > Global Settings > Audit log Settings DUITHRETE £,

i
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X5) syslogV— DFEE

N NetApp SnapCenter® a ©~- 2 mvaadministrator  SnapCenterAdmin

Global Settings Policies Users and Access Roles Credential Software

A

Global Settings

6 Q

Hypervisor Settings €@

R

"

Notification Server Settings @

Storage Systems Configuration Settings @
Purge Jobs Settings @
Domain Settings @

CA Certificate Settings @
Disaster Recovery @

Audit log Settings

Audit log directory CMAuditShared

AuditchecksumIog ¢\ o gitsharedChecksum

directory
Maximum file size 10
Maximum log files 10

Alert after disk
space usage %

() Log UTC time

— Enable Audit Log
~ Integrity Check Schedule

Forward audit logs to

remote Syslog server
Enter Syslog server details
Syslog Server Host 10.229.39.107
Syslog Server Port 6514
Syslog Server TLS12 o
Protocol
RFC Format Rfc5424 v
Save

PowerShellzz<= > K

syslogth — \DEAFEIX, PSa~vr Ly b 2L T TE £J, Set-SmAuditSettingsh
BEREIFIPST~ Ry FTHERTE £7 Get-SmAuditSettings,
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PS C:\Users\Administrator> Set-SmAuditSettings

[cmdlet Set-SmAuditSettings at command pipeline position 1
Supply values for the following parameters:
(Type !? for Help.)

AuditLogDirectory: C:\SC_Aduit\audit
AuditChecksumLogDirectory: C:\SC_Audit\checksum
DiskSpacelLimitPercentage: 80
EnableAuditIntegrityCheckSchedule: true
EnableSyslogServer: true

SyslogProtocol: TCP

SyslogServerHost: 1.1.1.1

[SyslogServerPort: 111

RfcFormat: RFC5424

MaxFileSize : 18
MaxSizeRollBackups 352

UniversalTime : False
AuditlLogDirectory : C:\SC_Aduit\audit
AuditChecksumLogDirectory : C:\SC_Audit\checksum
DiskSpacelLimitPercentage : 80
EnableSyslogServer : True
SyslogProtocol : TCP
SyslogServerHost i o B 2§
SyslogServerPort e B B

RfcFormat : RFC5424
EnableAuditIntegrityCheckSchedule : True

PS C:\Users\Administrator> Get-SmAuditSettings

MaxFileSize : 10
MaxSizeRollBackups T 2
i : False

AuditlogDirectory : C:\SC_Aduit\audit
AuditChecksumLogDirectory : C:\SC_Audit\checksum
[DiskSpacelLimitPercentage : 80
EnableSyslogServer : True
SyslogProtocol : TCP
[SyslogServerHost i 1557 1550 85 §

S b

: RFC5424
[EnableAuditIntegrityCheckSchedule : True

syslogVh—"ZrERLE L7z

SnapCenteriL, syslog¥ —/3?DSplunk & syslog™ + » F v — CTHiE S 4L E 7T, SnapCenterTix, KDE
DsyslogP— P3P R — hINFET,

e BSDIJLURFC5424% 147

e Syslog-over-TCP-over-TLS35 L TUDP

e TLSY V7L

e TLSover TCP (TLSIZiZ/b— MEEBAENLETT)

AN

syslogth — "\ ~DE & L o — ROFE IR L7255 ICE BE @M 5 729DI12, kD SnapCenter” 7 — b
MAERSIET,

e Syslog server enabled” 7 —
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e Syslog server disabled7 7 — b
e syslog server failure7” 7 — b~ v 7

MySQLY RT b Y + F—F X— X DEH#

SnapCenteriZH OMySQLU R b U ZFHEA L CAX T —F ML ET, BAEDOA A F— 2%
EPOFHHIIT ) 720z, EHER T 'y FEMEH L TMYySQL /XA T — RO HBINICAER S NET,

H AZ AMySQL/RRA T — RERET S

SLTIAT VAR RNNEY | SAT— FE Uty b LTMYSQLT —#_— 22T 7 B AT 5 i
FIbVER-AL, VRV NI T —FR—ZA~OEEFX, 77 =NV P R — FOBEERBLEOTTITHOLE
NbHyET,

2P R2T — FR Y S —OHERFIE I LSV TMYSQL/AS A U — REEHT 51213, ROFIEEZETLET,
1 SnapCentert— S TEHE & L CPowerShellz#Eh L £ 97,

& AJ1L Open-SmConnection® 9,

SnapCenterAdmin2 — /L 2 o2 —HF D7 LT vy V2 AN LET,

L AJIL Set-SmRepositoryPassword® 3,

BLWAZAT—=REREL, NRAT—=RFEZHFEANLTANAT =R —HLTNDH a2 LET,

o o~ W N

SnapCenter Y iR FU D U =— h 7 7 £ XDHIR

ZOFEL, T AT UA ==L EBIIL TMYSQLAR— F DA 3y v RifE&EHIRT 5 Z & T,

SnapCenter) R U Dt F =2 U5 4 LUV &b LE7,

L VAT AER TV s, TTA4_—F, FRERAALY) IZESNT, ThERO L~
Windows” 7 A 7 U 4+ —/VEBH I LET,

2 WoOPowerShellz~> REFITLTEWNWT 7 A T U —NA—LEHIERL, BITHO 7 74T U %
— VS NEAT ORI RE % [F1RE L £ 9,

Remove-NetFirewallRule -DisplayName "Port 3306"

3. SnapCenterh— OB EE MR L9,
-  AHr RF7wrdOSnapCentert il D% &1L, kdPowerShell=~ o F& T L £,

New-NetFirewallRule -DisplayName "Port 3306" -Direction Inbound -LocalPort 3306 -Protocol TCP -
Action Block

- 7 72X SnapCenterfi ik D&, &/ — R TRkDOPowerShellz~ > REETLET,

Nodel: New-NetFirewallRule -DisplayName "Port 3306" -Direction Inbound -LocalPort 3306 -Protocol
TCP -Action Allow -RemoteAddress <Node2 IP_address>
Node2: New-NetFirewallRule -DisplayName "Port 3306" -Direction Inbound -LocalPort 3306 -Protocol
TCP -Action Allow -RemoteAddress <Nodel IP_address>

A RNV—URE

ZDE 7 a3 TiE, SnapCenteriCONTAP Z F L— U Z2EN L., W& DOBICE % = 7 e 2 ar+ %

7D B/ MBOMEIRIZOW I L9, #Eft S5 &, SnapCenter|di7T — ¥ X— A FE /37 7

Vor—var ) )—=R&ERA T LA L—=V AT U MR LET,

SnapCenter}s L U'ONTAPACAGEIZE ZEH L Tl 3 2% &1L, ROFIEEZFEITLET,

4. T AR FEIISVMOD.pem”7 7 A VW EONTAPO L X o — KL, .cnt” 7 A /VICEBR L ET
(OpenSSLEEA)

5 SnapCenter¥— /3 BLOYEHINTZ A — FNEHMEBENO 7 Z 74 v~ v F 377 74 v~y
VICCATEEEZ A VA R—L LET,
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6. SnapCentert— X CCAGEHEZEEZ A L ET,

7. SMCoreServiceHost.exe.Config SnapCentertt—BILOT T 7 A <~ DT 7 A VITIROF
—&EMLET,

<add key="EnableSSLValicationWithPSTKCommand” value="true” />

o UV ITAZFELIISVMOFEMERA N7 7 A MTBEMLET,
e SnapCentery—/t 7 F 7 A <3 TSMCore— b 2 Z HiEL® L £,
o FEREfiNAA %4 (FQDN) AL T 7 AKX £721EISVMZEBM L ET,

B/MERREEHOSVYM e — VD YERR

ONTAP TH LWSVM—HF D — L ZERT 5 & &id, ONTAP CLIZ~ > RE2W ONFEITT HMLERH
DE9d, Zoa—/LiE, ONTAPOSVM% SnapCenter Cff 42 X 5 1Z7% & L, vsadmine —/L & L7
b\%é\c:%‘g‘(\\fo

FIE
L AML—V VAT AT, B—AZERLTCTRXTOMHEREE Y B TET,

security login role create -vserver <svm name\>- role <SVM Role Name\> -cmddirname <permission\>

2 HMERIEICZOavr REHEVIELET,
3 a—HFEERL, ZOa—WFlZe—Lx2E D Y TET,

security login create -user <user name\> -vserver <svm name\> -application ontapi -authmethod
password -role <SVM Role Name\>

4 a—Hou v s EREERLET,

security login unlock -user <user name\> -vserver <svm name\>

SVMB — )V DVERK L HERRDEI Y 4 TD=DDONTAP CLIZ< > K

WDONTAP CLIZ~ > REFEITL T, SYVME—/LEER L, HEMRZEIV 4T,

e security login role create -role SVM Role Name -cmddirname "snapmirror
list-destinations" -vserver SVM Name -access all

e security login role create -role SVM Role Name -cmddirname "event
generate-autosupport-log" -vserver SVM Name -access all

e security login role create -vserver SVM Name -role SVM Role Name -
cmddirname "job history show" -access all

e security login role create -vserver SVM Name -role SVM Role Name -
cmddirname "job stop" -access all

e security login role create -vserver SVM Name -role SVM Role Name -
cmddirname "lun" -access all

e security login role create -vserver SVM name -role SVM Role Name -
cmddirname "lun create" -access all

e security login role create -vserver SVM name -role SVM Role Name -
cmddirname "lun delete" -access all

e security login role create -vserver SVM name -role SVM Role Name -
cmddirname "lun igroup add" -access all

e security login role create -vserver SVM name -role SVM Role Name -
cmddirname "lun igroup create" -access all

e security login role create -vserver SVM name -role SVM Role Name -
cmddirname "lun igroup delete" -access all
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security login role create -vserver SVM name -role

cmddirname "lun igroup rename" -access all

security login role create -vserver SVM name -role

cmddirname "lun igroup show" -access all

security login role create -vserver SVM name -role

cmddirname "lun mapping add-reporting-nodes"

security login role create -vserver SVM Name -role

cmddirname "lun mapping create" -access all

security login role create -vserver SVM name -role

cmddirname "lun mapping delete" -access all

security login role create -vserver SVM name -role

SVM Role Name

SVM_Role Name

SVM Role Name

—-access all

SVM _Role Name

SVM Role Name

SVM _Role Name

cmddirname "lun mapping remove-reporting-nodes" -access all

security login role create -vserver SVM name -role
cmddirname "lun mapping show" -access all

security login role create -vserver SVM name -role

cmddirname "lun modify" -access all

security login role create -vserver SVM name -role

cmddirname "lun move-in-volume" -access all

security login role create -vserver SVM name -role

cmddirname "lun offline" -access all
security login role create -vserver SVM name -role
cmddirname "lun online" -access all
security login role create -vserver SVM name -role
cmddirname "lun resize" -access all
security login role create -vserver SVM name -role
cmddirname "lun serial" -access all
security login role create -vserver SVM name -role

cmddirname "lun show" -access all

security login role create -vserver SVM Name -role
cmddirname "network interface" -access readonly

security login role create -vserver SVM name -role

cmddirname "snapmirror policy add-rule" -access all

security login role create -vserver SVM name -role
cmddirname "snapmirror policy modify-rule" -access

security login role create -vserver SVM name -role
cmddirname "snapmirror policy remove-rule" -access

security login role create -vserver SVM name -role
cmddirname "snapmirror policy show" -access all

security login role create -vserver SVM name -role
cmddirname "snapmirror restore" -access all

security login role create -vserver SVM name -role
cmddirname "snapmirror show" -access all

security login role create -vserver SVM Name -role
cmddirname "snapmirror show-history" -access all

security login role create -vserver SVM name -role

cmddirname "snapmirror update" -access all
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SVM Role Name
SVM _Role Name
SVM_Role Name
SVM_Role Name
SVM_Role Name
SVM_Role Name
SVM Role Name
SVM Role Name
SVM Role Name
SVM Role Name
SVM Role Name

all
SVM Role Name

all

SVM Role Name
SVM Role Name
SVM Role Name

SVM Role Name

SVM Role Name
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security login role create -vserver SVM name -role SVM Role Name -
cmddirname "snapmirror update-ls-set" -access all

security login role create -vserver SVM name -role SVM Role Name -
cmddirname "version" -access all

security login role create -vserver SVM name -role SVM Role Name -
cmddirname "volume clone create" -access all

security login role create -vserver SVM name -role SVM Role Name -
cmddirname "volume clone show" -access all

security login role create -vserver SVM name -role SVM Role Name -
cmddirname "volume clone split start" -access all

security login role create -vserver SVM name -role SVM Role Name -
cmddirname "volume clone split stop" -access all

security login role create -vserver SVM name -role SVM Role Name -
cmddirname "volume create" -access all

security login role create -vserver SVM name -role SVM Role Name -
cmddirname "volume destroy" -access all

security login role create -vserver SVM name -role SVM Role Name -
cmddirname "volume file clone create" -access all

security login role create -vserver SVM name -role SVM Role Name -
cmddirname "volume file show-disk-usage" -access all

security login role create -vserver SVM name
cmddirname "volume modify" -access all

security login role create -vserver SVM name
cmddirname "volume offline" -access all

security login role create -vserver SVM name
cmddirname "volume online" -access all

security login role create -vserver SVM name
cmddirname "volume gtree create" -access all

security login role create -vserver SVM name
cmddirname "volume gtree delete" -access all

security login role create -vserver SVM name
cmddirname "volume gtree modify" -access all

security login role create -vserver SVM name
cmddirname "volume gtree show" -access all

security login role create -vserver SVM name
cmddirname "volume restrict" -access all

security login role create -vserver SVM name
cmddirname "volume show" -access all

security login role create -vserver SVM name
cmddirname "volume snapshot create" -access all

security login role create -vserver SVM name -role SVM Role Name -
cmddirname "volume snapshot delete" -access all

security login role create -vserver SVM name -role SVM Role Name -
cmddirname "volume snapshot modify" -access all

security login role create -vserver SVM name -role SVM Role Name -
cmddirname "volume snapshot rename" -access all
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security login role create -vserver SVM name -role SVM Role Name -

cmddirname "volume s

napshot restore" -access all

security login role create -vserver SVM name -role SVM Role Name -
cmddirname "volume snapshot restore-file" -access all

security login role
cmddirname "volume s

security login role
cmddirname

security login role
cmddirname "vserver

security login role
cmddirname "vserver

security login role
cmddirname "vserver

security login role
cmddirname "vserver

security login role
cmddirname "vserver

security login role
cmddirname "vserver

security login role
cmddirname "vserver

security login role
cmddirname "vserver

security login role
cmddirname "vserver

security login role
cmddirname "vserver

security login role
cmddirname "vserver"

security login role
cmddirname "vserver

security login role
cmddirname "vserver

security login role

cmddirname "volume clone split status"

security login role
cmddirname

"volume unmount"

”»
“volume managed-feature

create -vserver SVM name -role
napshot show" -access all

create -vserver SVM name -role
—-access all

create -vserver SVM name -role
cifs share create" -access all

create -vserver SVM name -role
cifs share delete" -access all

create -vserver SVM name -role
cifs share show" -access all

create -vserver SVM name -role
cifs show" -access all

create -vserver SVM name -role

SVM Role Name -

SVM _Role Name -

SVM Role Name -

SVM Role Name -

SVM Role Name -

SVM _Role Name -

SVM _Role Name -

export-policy create" -access all

create -vserver SVM name -role

SVM _Role Name -

export-policy delete" -access all

create -vserver SVM name -role

SVM _Role Name -

export-policy rule create" -access all

create -vserver SVM name -role

SVM _Role Name -

export-policy rule show" -access all

create -vserver SVM name -role

export-policy show" -access all

create -vserver SVM Name -role
iscsi connection show" -access

create -vserver SVM name -role
—access readonly

create -vserver SVM name -role
export-policy" -access all

create -vserver SVM name -role
iscsi" -access all

create -vserver SVM Name -role
—-access all

create -vserver SVM name -role
—-access all

B/IMERZFFOONTAPZ J 2 & 1 — L DYERR

SnapCenter CALER % 179 % & X |[CONTAPEHE 0 — L 2+ 2 MEER RN L 912, B/BOMHERRT
ONTAPZ 7 A Z a0 — )V EARKT DM E R D D £, HEDONTAP CLIZ~ > R&%E{TL T, ONTAPZ 7 X
2 —)VEERR L, R/NROMEREZEID Y THZ ENTEET,

1L AML—VVRATAT, B—AEERLTTXTOHEREE Y Y TET,

SVM Role Name -
SVM Role Name -
all

SVM Role Name -
SVM Role Name -
SVM Role Name -

SVM Role Name -

SVM Role Name -

security login role create -vserver <cluster name\>- role <role name\> -cmddirname <permission\>

2 MERZTLiIcZoawy REHVELET,
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3 a—PEERL, FOx—FIco—LEE Y YTES,

security login create -user <user name\> -vserver <cluster name\> -application ontapi -authmethod
password -role <role name\>

4 a—YouyrefERLET,

‘security login unlock -user <user name\> -vserver <cluster name\>

7 T ARG a—)VOLERR L HERDHFI Y L TDIHDONTAP CLIZ< > F

WOONTAP CLIZ~ > REFATLT, 77 AF a— &R L, HREHD U TET,

e security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "metrocluster show" -access readonly

e security login role create -vserver Cluster name or cluster name -role
Role Name -cmddirname "cluster identity modify" -access all

e security login role create -vserver Cluster name -role Role Name -
cmddirname "cluster identity show" -access all

e security login role create -vserver Cluster name -role Role Name -
cmddirname "cluster modify" -access all

e security login role create -vserver Cluster name -role Role Name -
cmddirname "cluster peer show" -access all

e security login role create -vserver Cluster name -role Role Name -
cmddirname "cluster show" -access all

e security login role create -vserver Cluster name -role Role Name -
cmddirname "event generate-autosupport-log" -access all

e security login role create -vserver Cluster name -role Role Name -
cmddirname "job history show" -access all

e security login role create -vserver Cluster name -role Role Name -
cmddirname "job stop" -access all

e security login role create -vserver Cluster name -role Role Name -
cmddirname "lun" -access all

e security login role create -vserver Cluster name -role Role Name -
cmddirname "lun create" -access all

e security login role create -vserver Cluster name -role Role Name -
cmddirname "lun delete" -access all

e security login role create -vserver Cluster name -role Role Name -
cmddirname "lun igroup add" -access all

e security login role create -vserver Cluster name -role Role Name -
cmddirname "lun igroup create" -access all

e security login role create -vserver Cluster name -role Role Name -
cmddirname "lun igroup delete" -access all

e security login role create -vserver Cluster name -role Role Name -
cmddirname "lun igroup modify" -access all

e security login role create -vserver Cluster name -role Role Name -
cmddirname "lun igroup rename" -access all

e security login role create -vserver Cluster name -role Role Name -
cmddirname "lun igroup show" -access all

e security login role create -vserver Cluster name -role Role Name -
cmddirname "lun mapping add-reporting-nodes" -access all
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security login role create -vserver Cluster name -role
cmddirname "lun mapping create" -access all

security login role create -vserver Cluster name -role
cmddirname "lun mapping delete" -access all

security login role create -vserver Cluster name -role
cmddirname "lun mapping remove-reporting-nodes"

security login role create -vserver Cluster name -role
cmddirname "lun mapping show" -access all

security login role create -vserver Cluster name -role
cmddirname "lun modify" -access all

security login role create -vserver Cluster name -role
cmddirname "lun move-in-volume" -access all

security login role create -vserver Cluster name -role
cmddirname "lun offline" -access all

security login role create -vserver Cluster name -role
cmddirname "lun online" -access all

security login role create -vserver Cluster name -role

Role Name -

Role Name -

Role Name -

-access all

Role Name -

Role Name -

Role Name -

Role Name -

Role Name -

Role Name -

cmddirname "lun persistent-reservation clear" -access all

security login role create -vserver
cmddirname "lun resize" -access all

Cluster name -role

Role Name -

security login role create -vserver
cmddirname "lun serial" -access all

security login role create -vserver
cmddirname "lun show" -access all

Cluster name -role

Cluster name -role

security login role

create -vserver Cluster name -role

Role Name -

Role Name

Role Name

cmddirname "network interface create" -access readonly

security login role
cmddirname "network

create -vserver Cluster name -role
interface delete" -access readonly

security login role
cmddirname "network

create -vserver Cluster name -role
interface modify" -access readonly

create -vserver
interface show"

security login role
cmddirname "network

Cluster name -role
—access readonly

security login role create -vserver
cmddirname "security login" -access

Cluster name -role
readonly

security login role create -role Role Name -cmddirname
vserver Cluster name -access all

security login role create -role Role Name -cmddirname
destinations" -vserver Cluster name -access all

security login role create -vserver Cluster name -role
cmddirname "snapmirror policy add-rule" -access all

security login role create -vserver Cluster name -role
cmddirname "snapmirror policy create" -access all

security login role create -vserver Cluster name -role
cmddirname "snapmirror policy delete" -access all

security login role create -vserver Cluster name -role
cmddirname "snapmirror policy modify" -access all
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Role Name -
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security login role create -vserver Cluster name -role
cmddirname "snapmirror policy modify-rule" -access all

security login role create -vserver Cluster name -role
cmddirname "snapmirror policy remove-rule" -access all

security login role create -vserver
cmddirname "snapmirror policy show"

Cluster name -role
-access all

security login role create -vserver Cluster name -role
cmddirname "snapmirror restore" -access all

security login role create -vserver Cluster name -role
cmddirname "snapmirror show" -access all

security login role create -vserver Cluster name -role
cmddirname "snapmirror show-history" -access all
security login role create -vserver Cluster name -role

cmddirname "snapmirror update" -access all

security login role create -vserver Cluster name -role
cmddirname "snapmirror update-ls-set" -access all

security login role create
cmddirname "system license

-vserver Cluster name -role
add" -access all

security login role create -vserver Cluster name -role
cmddirname "system license clean-up" -access all
security login role create -vserver Cluster name -role
cmddirname "system license delete" -access all
security login role create -vserver Cluster name -role

cmddirname "system license show" -access all

security login role create
cmddirname "system license

-vserver Cluster name -role
status show" -access all

security login role create -vserver Cluster name -role
cmddirname "system node modify" -access all

security login role create -vserver Cluster name -role
cmddirname "system node show" -access all

security login role create -vserver Cluster name -role
cmddirname "system status show" -access all

security login role create -vserver Cluster name -role
cmddirname "version" -access all

security login role create -vserver Cluster name -role
cmddirname "volume clone create" -access all

security login role create -vserver Cluster name -role

cmddirname "volume clone show" -access all

security login role create -vserver Cluster name -role
cmddirname "volume clone split start" -access all

security login role create -vserver Cluster name -role
cmddirname "volume clone split stop" -access all
security login role create -vserver Cluster name -role
cmddirname "volume create" -access all

security login role create -vserver Cluster name -role

cmddirname "volume destroy" -access all
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Role Name

Role Name

Role Name
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security login role create -vserver Cluster name
cmddirname "volume file clone create"

security login role create -vserver Cluster name
cmddirname "volume file show-disk-usage" -access

security login role create -vserver Cluster name
cmddirname "volume modify" -access all

security login role create -vserver Cluster name
cmddirname "volume offline" -access all

security login role create -vserver Cluster name
cmddirname "volume online" -access all

security login role create -vserver Cluster name
cmddirname "volume gtree create" -access all

security login role create -vserver Cluster name
cmddirname "volume gtree delete" -access all

security login role create -vserver Cluster name
cmddirname "volume gtree modify" -access all

security login role create -vserver Cluster name
cmddirname "volume gtree show" -access all

security login role create -vserver Cluster name
cmddirname "volume restrict" -access all

security login role create -vserver Cluster name
cmddirname "volume show" -access all

security login role create -vserver
cmddirname "volume snapshot create"

Cluster name
—-access all

security login role create -vserver
cmddirname "volume snapshot delete"

Cluster name
—-access all

security login role create -vserver
cmddirname "volume snapshot modify"

Cluster name
—-access all

security login role create -vserver Cluster name
cmddirname "volume snapshot promote"™ -access all

security login role create -vserver Cluster name
cmddirname "volume snapshot rename" -access all

security login role create -vserver Cluster name
cmddirname "volume snapshot restore" -access all

security login role create -vserver Cluster name
cmddirname "volume snapshot restore-file"

security login role create -vserver Cluster name
cmddirname "volume snapshot show" -access all

security login role create -vserver Cluster name
cmddirname "volume unmount" -access all

security login role create -vserver Cluster name
cmddirname "vserver" -access all

security login role
cmddirname "vserver

create -vserver Cluster name
cifs create" -access all

security login role
cmddirname "vserver

create -vserver Cluster name
cifs delete" -access all
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-access all

-role

-role

all

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

-role

—access all

-role

-role

-role

-role

-role

Role Name -

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name

Role Name
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security login role
cmddirname "vserver

security login role
cmddirname "vserver

security login role
cmddirname "vserver

security login role
cmddirname "vserver

security login role
cmddirname "vserver

security login role
cmddirname "vserver

security login role
cmddirname "vserver

security login role
cmddirname "vserver

security login role
cmddirname "vserver

security login role
cmddirname "vserver

security login role
cmddirname "vserver

security login role
cmddirname "vserver

security login role
cmddirname "vserver

security login role
cmddirname "vserver

security login role
cmddirname "vserver

security login role
cmddirname "vserver

security login role
cmddirname "vserver

security login role
cmddirname "vserver

BB DRE
7 7 4/ h T, SnapCenteri3TLS1.3, TLS1.2, TLS1.1, BLUTLS1.07' 2 fharEH R R— KL TWE
4, Windows Server 2012 OST/Z. TLS1.0DILEY R — F DL Z ML TV ET,

TLS 1.0 EMIZT 5

TLS 1.07' v F 2L &N T 5121, SnapCenterh—_"BI X7 T 74 VFRA N TROa~ > Kby b
DisableTLS1.0 7B ha/LRAa—7ZHWNEITENC LET,

FATLET, RNTA—FAT,

create -vserver Cluster name -role
cifs modify" -access all

create -vserver Cluster name -role
cifs share modify" -access all

create -vserver Cluster name -role
cifs share create" -access all

create -vserver Cluster name -role
cifs share delete" -access all

create -vserver Cluster name -role
cifs share modify" -access all

create -vserver Cluster name -role

cifs share show" -access all

create -vserver Cluster name -role

cifs show" -access all

create -vserver Cluster name -role

create" -access all

create -vserver Cluster name -role
export-policy create" -access all

create -vserver Cluster name -role
export-policy delete" -access all

create -vserver Cluster name -role
export-policy rule create" -access

create -vserver Cluster name -role
export-policy rule delete" -access

create -vserver Cluster name -role
export-policy rule modify" -access

create -vserver Cluster name -role

Role Name -
Role Name -
Role Name -
Role Name -
Role Name -
Role Name -
Role Name -
Role Name -
Role Name -
Role Name -
Role Name -

all

Role Name -
all

Role Name -
all

Role Name -

export-policy rule show" -access all

create -vserver Cluster name -role
export-policy show" -access all

create -vserver Cluster name -role
iscsi connection show" -access all

create -vserver Cluster name -role
modify" -access all

create -vserver Cluster name -role
show" -access all

Role Name -

Role Name -

Role Name -

Role Name -

Open-SmConnection -Credential <user credentilas> -RoleName <only if user has multiple role>
Set-SmConfigSettings -Server -configSettings @{"DisableTLS1.0"="True";}
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\Set—SmConfigSettings -Agent -HostName <Plugin Host Name> -configSettings
‘@{"DisableTLSl.0"="True";}

Windows A Ds#fb Sz 5 A A — b

SnapCentert — N—REITINTNDB AR —T 4 VTV AT A(OS)HIZFEESW T, WindowsiZry hU—7
WEEEOEX2 )T 4 2T H-DIHFEEDOSSLEESFAL — Dy &Y FR—FLTNET,

Windows Server 20083 X TU'Windows Server 2012 DSSLIE B A A — DR EFIE

1 a~v»R7ar 7 TEANL gpedit.msc, Enter¥—%MLET, m—WLTA—TFHRY > —
TT A BBRFERINET,

2 [ar¥a—FOER] > [FEBT V7L —F>[Ry NU—7]>[SSLERE]|DIEIZHE L, [SSL
Cipher Suite Order|# %7V 27 Vv 7 LET,

3. [SSL Cipher Suite Order]” .+ > K7 C, [Enabled]|% 27 U v 7 L%,
4. [Options]»<1 > C, [SSL Cipher Suites]7 % A bR v 7 ZAONKFEEREROM Y A MIEE#HZ ET,

TLS RSA WITH AES 128 GCM SHA256
TLS RSA WITH AES 256 GCM SHA384

TLS DHE RSA WITH AES 128 GCM SHA256

TLS DHE RSA WITH AES 256 GCM SHA384

TLS ECDHE ECDSA WITH AES 128 GCM SHA256 P256
TLS ECDHE ECDSA WITH AES 128 GCM SHA256 P384
B GCM SHA384 P384

TLS ECDHE ECDSA WITH AES 256

5 VAT LEBEBLET,

Windows Server 2016 A CSSLEF B A A — N 2R ET A FIE

HDOS/N— 3 U Tid, iR r e ban, e, Ny va, BIOS—33#f4 8o L Th

5., HRRINAREXANNCTHZ LT, SChannel L P A Y X —BEAMBEHL TR XA — O A E
BT £,

FEHOLPRZ R F—FE F721F IISCryptoY — /L 2.0(F 7213 E N E) 2 HH L T, #E/2SChannelf%E Dt
v NEBRRB L ONBIRIBRTX £9, 574/ F T, SChanneliE— bV IZL YA MY ICHEELEE
Mo B2 R—% 2 NN EITENCT HITIE, BEIEICIERT A2 HLERH Y £,

#3) Windows®SChannel&E

SChannel Vg1 T B0 T4 B
Y—R7a han TLS 1.2, TLS1.3 | e =~/LF 71 k =/l Unified Hello

(V4T e PCT1.0

F—=3) e SSL2.0

e SSL 3.0

e TLS1.0

e TLS1.1

;5 o AES 128 o NULL
e AES 256 e DES56

e RC240/128
e RC256/128
e RC2128

e RC440/128
e RC456/128
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https://www.nartac.com/Products/IISCrypto/Download

SChannel BT 5 L1205 | A B
e RC4 64/128

e RC4128
e VU Z/LDES 168
N o e SHA 256 e MD5
e SHA 384 e SHA
e SHADS12
F—x /7 AF Y | e Diffie-Hellam | ¢ PKCS
e ECDH

INHLDOREEELLIZL, VAT AEHERLET,
Fll: TLS 127 barzBHCTH2HDOL VA NIRE

[HKEY_ LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProv iders\SCHANNEL\Protocols\TLS
1.2\Client] "DisabledByDefault"=dword:00000000 "Enabled"=dword: ffffffff
[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProvi ders\SCHANNEL\Protocols\TLS
1.2\Server] "DisabledByDefault"=dword:00000000 "Enabled"=dword: ffffffff

$i|2: ISCrypto —/bv2.0LL EDEHR

e lISCrypto” —/W2.0LLETliE, YV — /L TR LEZRRICESHNTL YA U F—0Of%EMNHEIICHE
HINFET,
o VAT LHBEEL T, REFHSOSChanneliEx AN L ET,

FEAE-— B L UM AESSL
SnapCenter CiL, Hh—1¢ 7T 74 LR A MORO Y o Z@ERICCATEHER Y R— & THhET,

—ASSL
Z D& 7 v aTiL, Microsoft Certreqz i L TEA A & SSLAFAEZ AR 5 FIEIC W THA L £
T, T, ROBRTERIBET,
-  REMIEEAER (CSR) DARK
— AR ENTZCSREMEA L CCANL B LZFEHED A »R— b
o7 e AT, FEAEICHERSBEM T BTV D Z EAMEIESLE T, Microsoft Certreq? — /v
1Z. Windows Server 2008 R2> A7 LA TCTF 7 4/ h TERATE 572, CSREAK TE £9,
=
o V— IR T 7 ANVEMHEHAL GEREZRZ AR LET,
o ALY —NTRERFIEIHES>TNDZ L EZMHRLTLIEE N,

Hkrequest.inZ 7 A VEERR L £,
L WONEEFERL T, fikrequestin” 7 A L E1ERL L £ 9,

; request.inf

[Version]

Signature="$Windows NTS$"

[NewRequest]

Subject = "CN=View_Server FQDN, OU=Organizational Unit Name, O=Organization Name, L=City_Name,

S=State_ Name, C=Country Name"

; replace the attributes appropriately in the above line, refer example in the next step.
KeySpec =1

KeyLength = 2048 ; Can be 2048, 4096 or 8192 - Larger key sizes are more secure
HashAlgorithm = SHA256 ; Can be SHA256, SHA384, SHA512 - Higher values are more secure
KeyUsage = O0xA0 ; Digital Signature, Key Encipherment
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MachineKeySet = TRUE ; The key belongs to the local computer account
ProviderName = "Microsoft RSA SChannel Cryptographic Provider"
Exportable = TRUE

SMIME = FALSE

PrivateKeyArchive = FALSE

UserProtected = FALSE

UseExistingKeySet = FALSE

ProviderType = 12

RequestType = PKCS10

[EnhancedKeyUsageExtension]

OID=1.3.6.1.5.5.7.3.1 ; this is for Server Authentication
[RequestAttributes]

; SAN= dns=FQDN_ you require&dns=other FQDN you require

’

2 REIIJSLT, ROEEZEMLET,

3 #l:

Subject = "CN=view.company.com , OU=IT, O=ABCCompany, L=Sunnyvale, S=California, C=US

4. Subject Alternative Name (SAN) ZfH L CW DAL, 2070 a4 > M &fif L, SANEMZ
FODNTHH L £,

5 #l:

SAN= dns= serverl.domain.com&dns= server2.domain.com&dns= server3.domain.com&dns=
server4d.domain.com&dns= server5.domain.com

6. requestin” 7 A VARIFELTCHALET,

B 7 A VE#EH L CCSREAERT 5 FIHE
1L cmdexezf7 Vv 7 LTC[EHEELLTEMTEZEINL, a~r FFer 7 MelREET,
2 requestin” 7 A ABMEEENTWAEFNICT 4 L7 PV EZEFELET,

1] -

cd C:\certificates

3 CSR7Z7ANVEARTAIZIE., Z0a~vwr REFEITLET,

certreg.exe -new request.inf certreqg.csr

4 A ENT-certreq.csrtCSR7Z 7 A NETHAMTT 4 X THE, 774 NVDTFAMeab—7%
. CSR7 7 ANVEEET v 77— R LTCAICEE L., CANSLELFLIAELTRE L ET,
B MBS U T, CADDBABEAHAEAE, L— FCAGEHE, B X OTHICATEHEN Rt S E T,

CAIZL>»TT74—~y FDURRIBRERY FF,

5 FEAETRZAMEHLWT 7 A VIRGFET D0, cert.ceritFAEERNAER IV —/NZCER”
TANEVILHIOFAEL Y 7 n— R LET,

6. /L— b root.cer intermediate.cer AEHEE FRICAFEHAELZ., FWOLARIOT7 7y AL E, FEHE
FRPAER SN — N EOT 7 A NMRTFLET, RAEDHCADT 7 A VIERUL .cer. FHIEFOWT
T ert/p D £97,

BRHRBEAHFEHEDA R — b

1 cmdexex£iZ7VUy7 LT[BEEE LUTETZRIRL, a~vr FFa 7 hMalE 7,
2 cert.cer7 7 ANPEEISNTWAEINICT 4 L7 P LB LET,

3 fl:

’cd C:\certificates

4 BAFEHMENEZA A= T DIE, ROa<wr REFATLET,

‘certreq‘exe -accept -machine root.cer
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\certreq.exe -accept -machine intermediate.cer
‘certreq.exe -accept -machine cert.cer

5 AVAR—IRETTHE, FHEN e — DAL D OEANGAER N TICA VR— SN ET,
6. HHELLTMMCEZBEE £,
7 [Z7AN. [RTFY A OBMEBIBRIOIEIZZ Uy 7550, CrldF—%2 LR bMF—Z2MLEJ,

a. EREERAT Yy 7' A U CHEAELERL, [BME227 YV vy 7 LET, T30 Ea—FT Iy
VREBEIRL T &N,

b. [k~ [ETIDIEIZZ Uy 7 LET

8 Personal > Certificates 7 + VX %X 7NV Y v 7 L, A &R — » L7-SSL Certificate & % D4 {ij C

BN E7,

9  HTERE L7=CAGEBEE A2 YV v 7 L, All Tasks > ExportZ 4R L, Export with Private Key 4~
arEBRLTUA Y= R T LET, RIS, T74 NV EOFT v a AERET,
10. MMCWY ¥ — K, Trusted Root Certification Authorities 7 /v % %427 U v~ L. All Tasks >

ImportZ &R L £,

a A VA= NTAEHEICIMERI AN RLENTHWAIRNERHY £9 (PR — SN TV BEER
IF*.pfx, *pl2, *.p7bTT) ., FEHEHNFEHEIC ANV RALINTWRWEAEIL, EHEEY
SnapCenterth— N2 Z LIXTEEE A,

b. WEEHDONRAT—FEZANL, T74N O T g iR ES, KIC[Finish|Z 2 U v 7 LET,

Jb— RCAGERE & FICATEHEIZOWTFIE8 L9 VIR L3, Ziub OFEEICIIMEREA 7> a v
TR CTEEE A,

SnapCenter— SDCAIFAE L HICT S

AR L. Secure Sockets Layer (SSL) FEMEZFITT AEHINWIZZ T 47 4T, ThHDTVF L
AEAEE, BB EIC o T T4 T 2 ABEE Y V7T H5DIERENET—¥ 7 7 AV TT,
SnapCenterTix, #Fal SN-CAGEHEZHERA LIz — N T I 74 VOMEBENRYR— IR L1277
DE LI, TXTOHTTPSMEOH LiL, ¥ = 7 2RSSUEHEIZE SV CTREES L E T,

GUID 7 a — Lk E~—IZiE, SnapCenter L~ CCAGFIAEMREZ A X — T M T 54T a v (F=
IR T R) N, HBERA DX T 4 LrLE BT w78y RT A 2L NSRS R A hi—
VIR REINET,
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[X6) SSL SecureifFBHEDHRE

M SnapCenter®

<

Global Settings

SnapCenter” 5 7' A v DCARHELZ BT 3
BHSRAA MR—V DA =a—2iF, 7T 7 A HRA NV DOSSLEF = 7 REEE AR £ 72138

LBMAT v a B £,

TITAURA N TCAENFEELRELTZH LI, ZOF T a VEAMCTHLENHY 7,

7)) 7T AVERAMDEF 2V T4 AT —F R

M SnapCenter®

Managed Hosts Disks Shares Initiator Groups. ISCSI Session

2 aidab\administrator  SnapCenterAdmin | Sign Out

A 1: Name Iz System
& t nglab.e Cluster
Iy LAUL0-5¢0-05m20-0. gl eng! 2DR.LOM Standalone

Standalone

gdlenglab.netaps Standalone
) i i englab.oetapp.cor Standalone
a e ) $ glob.nesaps Standalone
a8 t né4-0.gdlenglal 5 Standalone
a NN-ut 2 Qgdi.englab.netapy Standalone
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Plugin

Microsoft Windows, Microsoft SQL Server

Microsoft Windows, Microsoft SQL Server

Microsoft Windows, Microsoft SQL Server

SAP HANA

Microsoft SQL Server

Microsoft Windows, Microsoft SQL Server

SAP HANA

Microsoft Windows, Micrasoft SQU Server

05 Type

Windows

Windows

Windows

Linux

Windows

Linux

Windows

Overall Status

® Running

® Host Down

® No Plug-ins

® Plug-in Down Start Service

® Upgrade Required

Upgrade Pending

Suspended

» Installing Plug-ins
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AERAZERZ Y XA b (CRL)
WDOFNETIL, SnapCenter CAZEBIEDCRLY 7 A /L& FH+ 5 HiEICHOWTIH L ET,

E—F: Ul

1 EHOCRLY 7 A Va2 BUF LET,

2 EHELLMMCZMEET,

3 [Z7AN] [RTFT A OBMEBIBR]. E72iE Ctrl+ME 2 U v 7 LET,
4,

o

8 URLZ =zt —L, HHFOCRLY 7 A NVEX T ra—RLET,

SnapCenter¥— B X U'Windows k& k DCAZERHE DR E

ET—F: Ul
1
2
ATVEBINL, [ R — B EZZRLET,
3 FEHEOA VR— b 4P = FDO[L D ZEF]—V T, [RANEZBIRLET,
4 AV F—brTDH77AN—VT, [BRIZERNLET,
47 NetApp SnapCentert ¥ = U 7 ¢ 88t 71 K

FIATTREZR AT v 7' A T, FEAFE| 28R L, BNz 2 U v 7 LEY, 72, [0 Ea—F T I T/ b

FBINL TSI 2R L TLIEEN,
[k~ [FETIDIRIZER L 9,

Trusted Root Certification Authorities 7 + /L % T, — N—SFHEE X T L7 ) v 7 LET,
[Certificate] & 7 1 7R v 7 AT, [Details] # 7 # & L, [CRL Distribution Points] &R L 7,

General | Details | Certification Path |

Show: | <All> vl
Field Value ~
(5] Authority Key Identifier KeyID=17 d9 d6 25 27 679 3...
15 | Subject Key Identifier 4074 9c33F1 1d 13F2 4320 ...
{31 [Enhanced Key Usage Server Authentication (1.3.6....
[y | certificate Policies [1)Certificate Policy:Policy Ide....

18l CRL Distribution Points [1]CRL Distribution Point: Distr. .
"Awrority Information Access  [1]Authority Info Access: Acc...
11.3.6.1.4.1.11129.2.4.2 0481f200f00076007d 3e ...

@St.bpct Alternative Name DNS Name=snapcenter.ssl.tes... v

[1]CRL Distribution Point
Distribution Point Name:
Full Name:

URL=nhttp: f/crl.sectigo.com/SectigoRSAOrganizationValidationSecureSery
erCA.crl

| Edk Properties... | | CopytoFie... |

[ ]

MMCDERA » DREFEA TS > 74 1T, [EAEOm—INVarBa—F)] /— REEELET,
MRS — NEEBTHBE] ) — 2R L, GEREY 7 7 4527 ) v 7 LT [FRTOF
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[File Type]~ + —/L K¢, [Certificate Revocation List] (*) Z#ERLF 7, crl) .
.crl V7 ANDEHEZRL, 77 A VAR LT [BE<]Z8R L7,

[f v R—= b T577AN]—DT, [RANZERLET,

GEAEA R TR—U T, 774/ FOBREZIT AN, [RAN]ZRIRLET,
[Certificate Import Wizard]X— Y %52 T L7z b, [Finish]Z@&R L £7,

. fEEEINN— MREER] — REBRL, XA F vy AL UV E2EHLET,
BrLOWEGDREAERDY A N7+ F, crl 77 AVBERESNE LTz,

#: B © 0 N o O

Windows& R fCDSnapCenter I A Z LT 74 VFADCRLOERE

SnapCentery A X L7 Z 7 A id, FRIRESINZT 4 L2 B TCRLZ 7 A VERBLET,
SnapCentery A Z L7574 L DCRLZ 7 A VDF 7 /) v F 4 L7 FVIETY C:\Program
Files\NetApp\SnapCenter\Snapcenter Plug-in Creator\ etc\crl,

1. agent.properties 77 ANDT 74N T 4 L7 MY EERL, F—IZx L THEH L CRL_PATHE T,
2. ZOT4 V7 FVITEBOCRLY 7 A VEFLE LET,
ZAGAEAEIL, ACRLICK L TRGES N E T,

SnapCenter Plug-in for VMware vSphere i D CRL D& E

SnapCenter Plug-in for VMware vSphereld, s&EFHDT 4 L2 U TCRLY 7 A V&K L E T,
SnapCenter Plug-in for VMware vSphere@CRL774’/W)?“77r/1/ a4 L7 RYIE, TF
/opt/netapp/config/crl, TDOT 4 L7 FUIZIL, BEDOCRLY 7 A VEKMNTE £, BEEHE
X, FCRLICKH L CTRGESVE T,

HFFMSSL (FEEZREE)

LFRO—FHHSSLOFNRIZIZ T, IROFINEE AT LT, SnapCenterthr— 3 & 75 7 A VBEM O A
EHMNCTH LN TE LT, ZofiEiESnapCenter 4.9 THA SN E LTz,

L= S U

PR—FSNDF—DRNENIBOT2OCATEHECSRY 7 A VAR L TE LERH Y £7,
CAFEETHY — N\GREEL 7 74 7 FERER TR — F SN TWARERH D 7,

FhpEgE L A7 Y N OFEIA LR S AV CAREE S L EE T,

—HHSSLEXEZ AN L TEL LERH Y £,

FEZOWTIE, TCAFEFAEDORE) 7 v a v 2L T 7E &V,

o TRTDTFZ 74 ARANESnapCenterth — /N TR MSSLEFEZ AN L TELERH Y £,

E —EDORA N EITT— R —=THIFHSSLEE N BN /2> TOVRWEREIIT R — F SN TWERE A,

FIE

1. R— &4 KT 521, PowerShellz~ > K& H LT, SnapCenter lIS Web¥—/3K— |
8146 (7 74/ 1) BLUSMCored— 18145 (77 4/L k) dSnapCentert— /37K 2 h CROF
g% F4T L ET,
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a. \kdPowerShellz~ > F&#H LT, BEfFDOSnapCenterd LB AFEHZEDO AR — h3A > REHIBR L E
‘ﬁ«O

> netsh http delete sslcert ipport=0.0.0.0:<SMCore port/IIS port>
For example,
> netsh http delete sslcert ipport=0.0.0.0:8145

> netsh http delete sslcert ipport=0.0.0.0:8146

b. # L < Bif5 L 72 CAGERHE % SnapCenter— /33 X ("SMCoreR— MMIXA > R LET,

> Scert = “<CA certificate thumbprint>”
> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port/IIS port>
certhash=S$cert appid="$guid" clientcertnegotiation=enable
verifyclientcertrevocation=disable

Bl %1,
> Scert = “abcl23abcl23abcl23abcl23”
> $guid = [guid]::NewGuid() .ToString("B")

> netsh http add sslcert ipport=0.0.0.0:8146 certhash=S$cert
appid="$guid" clientcertnegotiation=enable verifyclientcertrevocation=disable

> $guid = [guid]::NewGuid () .ToString("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$cert
appid="$guid" clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8146

> netsh http show sslcert ipport=0.0.0.0:8145

2. CAGEHEOHERIZY 78 24 5121, IROFNEAZFAT L T, SnapCenter®7 7 # /L ks DIIS Web
—/3z—# TS AppPool\SnapCenter| % iEHEDHERO U X MIBEM L, # L < 545 L 7= CAGEH
EeTr s A LET,

a MicrosoftF# = —/L (MMC) IZBEIL., [7 74 /L], [Snapin® BN & HIER]DIEIC
707 LET,

b. [AF v T A L OBMERIR]Y 4 > PO T, FEAFZSERL, [BMZz2 Y v 7 LET,

¢ [EWEAF Y TFA LI 4L KT, [V Ea—FTHTY NAF o a v E@R L,
T2V v 7 LET,

d [arY—nrir—HN>[FEHEB-v—brarva—#]>[EAN] FERAFDIEICSZ Y v
LET,

e SnapCenteriEE % ®IN L £ 7,

f  TADD USER\Permission” « #'— F& &84 51213, CAEMEELZL27 YV v 7 L, All
Tasks > Manage Private Keys DJIEIZ#ER L £,

g [[EBEMEZVyIL, [V =T A—TORER]Y 4P — N THAzn—ALartEa—
s24 (BEO—FKL) AR LET,
h. IS AppPool\SnapCenter——%# %ML, 7/ 2 ke — R 5L ET,
3. CAEFAZEISKHER # ES7 5121%, kD255 SnapCentert—/3—[Z# LV DWORD L ¥ 2
M) F—x> MU ZBMLET,
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Windows L YA b U =5 ¢ X T, LLFD/IA
HKEY_Local_Machine\SYSTEM\CurrentControlSet\Control\SecurityProvders\SCHANNELIZ &) L £ 7,
4. SCHANNELL YA FUREED AT H A RT, HTILWDWORDL YA MU F—x= 2 U ZER L £7,

SendTrustedlssuerList=0
ClientAuthTrustMode = 2

M5 ESSL@IE FH dSnapCenter Windows 7 7' » DRRE

SnapCenter Windows > 7 7' 1%, PowerShellz < F&fH L TG MSSLEERICRTT A2 HLEND
nET,

BR%AT B RN
CAGEIES L7 U » M MEHAIRETH D Z & 2R L E 77,
FIR

1. R—FE24 2 FF 521, Windows” T 7' A 78 A s TSMCoreR— ~8145 (57 #/L 1) 1%L T
WOBNEEFATLET,

a. \kdPowerShellz~ > F&#EHA LT, BEfFOSnapCenterd B4 FEHED R — 31 > REHIBRLE T,

> netsh http delete sslcert ipport=0.0.0.0:<SMCore port>

For example,

> netsh http delete sslcert ipport=0.0.0.0:8145

b. # L < Bf5 L7=CAGEHE % SMCoreR— M/ XA > KLET,

> S$cert = “<KCA certificate thumbprint>”
> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0: <SMCore Port> certhash=S$cert
appid="S$guid" clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:<SMCore Port>

o 23,

> Scert = “abcl23abcl23abcl23abcl23”
> Sguid = [guid]::NewGuid () .ToString ("B")

> netsh http add sslcert ipport=0.0.0.0:8145 certhash=S$cert
appid="Sguid" clientcertnegotiation=enable verifyclientcertrevocation=disable

> netsh http show sslcert ipport=0.0.0.0:8145

HHEESSLBEEZHLICTD

PowerShell =1~ > R 2] L THIFMSSLBIE # A 023 % &, SnapCenterth—/N& 75 7' A ORI OFHAI@IE %
RETEET,

BR%EY BN
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TRCHOF T T4 ESMCorem—V 2> hDa~y RERIICETL, RIS —Da<vwr FEFETLET,
FE

1. MAMSSLBIEZANCT AT, 774, —r~"— BLORFTHSSLEE N SLERL T
—Yx ¥ MZ¥ LT, SnapCenterh— "—TkDa~<> REFITLET,

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"} -
HostName <Plugin_ HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="true"} -
HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="true"}

2. ko< REHEHA LT, IISSnapCenter7” 7 U r—a v — LD YA 7 NVEEEZFEITLET,
>H L EH- WebAppPool -4 #ij [SnapCenter |

3. Windows”J 7' A » DAL, kD PowerShell=z~ > K% 347 L TSMCorer— 2 2 FHild@h L £,

| > Restart-Service -Name SnapManagerCoreService |

W5 1R SSLiEfE DL,
PowerShellz <> RZ&fH LT, MI7MSSLEEZEahicd 52 LnTaEd,
H A7 HE
o TARTHDFF/ A ELSMCoret—Y =y hDa~y RERINICFEITL, RICH—_"Da~wr REETL
7

o BIJFMSSLEIE # HEMNIZ L TH, CAIEME L ZDOREITHIFRINEE A,

e SnapCentert— MZH LWAR A F&ZBMT 521X, §XTOF T 7 A AR A RN THIFMSSLE T 5
VERH Y 7,

o NLBLF5IFHHR—FENEHA,
=2

1. WHMSSLEE =M 512k, X CHFF 71 A b & SnapCenterss 2 MZxF LT
SnapCenter— N\ TRDa < REETLET,

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"} -
HostName <Agent HostName>

> Set-SmConfigSettings -Agent -configSettings @{"EnableTwoWaySSL"="false"} -
HostName localhost

> Set-SmConfigSettings -Server -configSettings @{"EnableTwoWaySSL"="false"}

2. koa=wry FEMHEHALT, IS SnapCenter7” 7'V r—y a7 —AO U A 7 VEEEZFATLET,

| > Restart-WebAppPool -Name "SnapCenter" |

3. Windows 75 7 A > O#41%. IRDOPowerShell=~ > K% 347 L CSMCorer— v 2 % Figgh L £,

| > Restart-Service -Name SnapManagerCoreService |
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P—ERORE

SnapCentert— T, SnapCentere 74 V' BLORT 7 74 VEBAIC, =NV T =7 T —TEBLOR
AL DA—FT AT EBRYR—FENET, OIS ar TR, THVY FONRAT—REEHFL, ¥
—bERAOFAHEEZT—EAT AT MIAEL LT, h—EREZa2—FT7H U b BT 5 7BV TE
HLET,

SnapCentert—ERT7 AT FDO/RAT— R

Active Directory CH—E AT A7 hONRAT— RBPELINZGE, FEITNI V—SndETYH—E R
INMNAY — ROEFZFTH LR, Ny 77 v TRRET D RERH Y £7,

SnapCenter Plug-in for Windows% 4T L CWWA KA M T, ROFIEEZFEITLET,

L 79740 2—MELEST (N 27 v IRIFTINTHRNESR)

2 Active Directory CSnapCenterty—E A7 h v hONRAT— REEELET,

3. SnapCenter Ul¥ L U'SnapCenter Plug-in for VMware D% E (BLOZED KA A>T h oy haMER
ENTWHIEEDOHAN) T/ LT Uy X LONRAT— REFEHLET,

4. SnapCenter UI'CT' 7 7' A > O —WHE I & gk L9,
5 ®E%EZ.F 55K A b TPlug-in for Windows ¥ — B 2 5 L. (8SnapCenter SMCore¥— B 2 & Fjitdh L £,
6. TAMNYIT v T EFITLET,

SnapCenter” 7 7' 4 VR A b DHEFRFRE

Windows 20163 L 12019121, B —% 7 7 & 2 (UAC) & VU E— PowerShell Windows
Management Instrumentation (WMI) OtXx =2 U7 4R ENHY, A VA M—FRACERZROE —H La—W
TEITINBNE I LET,

AVAN=FEFATT DI, AR MO —ONVEBRET AU MeAT 50, v—hrtXxa V7 4R

¥ —TCUACZ ZERIZHEENIZ LET,

L 7774 VARAMDYE— My a 2B ITIL, [Start]Z 2 U >~ 27 LT [Local Security Policy]
(secpol.msc) B ZXE7,

2 [Security Settings] > [Local Policies] > [Security Options|\Z##E) L £,

3 ROMFD/RT A —4 % [Disabled|iZ i E L7,
a a—Y—=Thor M7 IV = a DA A M= EREL, F{OTu T N ERRLET,
b. =—F—=7 U MilEEREARE— FCIRTOERELETLET,
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& Local Security Policy

File Action
o2

View Help
F Security Settings
i Account Policies

B m

v |3 Local Policies
4 Audit Policy
3 User Rights Assignment
4 Security Options
Windows Defender Firewall with Advz
Network List Manager Policies
| Public Key Policies
Software Restriction Policies
Application Control Policies
), IP Security Policies on Local Compute
Advanced Audit Policy Configuration

Policy
</ Network security: Restrict NTLM: NTLM authentication in this domain
_«/ Network security: Restrict NTLM: Outgoing NTLM traffic to remote servers
_:/ Recovery console: Allow automatic administrative logon
o Recovery console: Allow floppy copy and access to all drives and all folders
_., Shutdown: Allow system to be shut down without having to log on
.| Shutdown: Clear virtual memory pagefile
., System cryptography: Force strong key protection for user keys stored on the computer
_«| System cryptography: Use FIPS compliant algorithms for encryption, hashing, and signing
< System objects: Require case insensitivity for non-Windows subsystems
.| System objects: Strengthen default permissions of internal system objects (e.g. Symbolic Links)
«| System settings: Optional subsystems
System settings: Use Certificate Rules on Windows Executables for Software Restriction Policies

Security Setting
Not Defined
Not Defined
Disabled
Disabled
Disabled
Disabled
Not Defined
Disabled
Enabled
Enabled

Disabled

l . User Account Control:

Admin Approval Mode for the Built-in Administrator account

Disabled ]

~«, User Account Control:
.2/ User Account Control:
_:| User Account Control:

Allow UlAccess applications to prompt for elevation without using the secure desktop
Behavior of the elevation prompt for administrators in Admin Approval Mode
Behavior of the elevation prompt for standard users

Disabled
Prompt for consent for ...
Prompt for credentials

| < User Account Control:

Detect application installations and prompt for elevation

Disabled |

2 User Account Control:
User Account Control:
User Account Control:

.« User Account Control:

4, User Account Control:

Only elevate executables that are signed and validated

Only elevate UlAccess applications that are installed in secure locations
Run all administrators in Admin Approval Mode

Switch to the secure desktop when prompting for elevation

Virtualize file and registry write failures to per-user locations

4. PowerShelltt v vz v &HE, ROa~vwy REETLET,

Disabled
Enabled
Disabled
Enabled
Enabled

Get-Service winrm
Enable-PSRemoting -force
winrm s winrm/config/client '@{TrustedHosts="SNAPCENTER HOSTNAME/IP"}'

— SNAPCENTER HOSTNAME = SnapCenteri—/ DA M4,
— IP =SnapCentert— "DIP7 N L X

winrm quickconfig

5 MEZSUT, wintm B OIv L ROAT—FZ RZHSHNTERELET,

PS C:\Users\Administrator.DEMO> Get-Service winrm

Status

Name

Running winrm Windows Remote Management (WS-Manag...

PS C:\Users\Administrator.DEMO> Enable-PSRemoting
PS C:\Users\Administrator.DEMO> winrm s winrm/config/client
Client
NetworkDelayms =
URLPrefi wsman
AllowUnencrypted =
Auth
Basic =
Digest =
Kerberos =
Negotiate = true
Certificate = true
CredSSP = false
DefaultPorts
HTTP = 5985
HTTPS = 5986
TrustedHosts = MAIL/192.168.0.89

5000
false
true

true
true

PS C:\Users\Administrator.DEMO> winrm quickconfig
service is already running on this machine.
is already set up for remote management on this computer.
:\Users\Administrator.DEMO> _

6. ¥—%2UT7—bLET (VACOEEZEMT2%HE) »
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7. MEISUT, DT F A4 R ARNTHIACFIEEZMEYIELET,

TN—FEBY—ERT7H7 b (QMSA)

SnapCenter” 7 s 7 = 7 Ti&, FEEO—WIZBEM T STV W \gMSAZ A L7-SnapCenter”" 7 7 A
U —EADETHRY R — FIZi, NAT— RO HEEFBENAEETT, gMSAT 1 7 > KL, SnapCenter
Plug-in for Windows s X U'SnapCenter Plug-in for SQL Servert—tE A TO AP R — b I FE T,

gMSAIZIR DA T > a V&AL TR ETE £,

RARANFERIZ T TR F EZB

RA DRI, T A Y —ERAEEITTHIMSAT A7 b EFEETH Z L b TE X, gMSAZ A
23 521X, SnapCenter > Hosts > Add Host > More OptionsiZBEh L £,

X8) gMSADE AT TRy I R

M SnapCenter®

Managed Hosts Disks

More Options

Port | 8145

installation Path | C:\Progra

Storage Systems

Settings Use group Managed Service Account (MSA) to run plug4n services

Service Account | DomamiServiceAccountNames

Custom Plug-ins

Choose a File
=

Instalied Version

RANERIZI TRAEEERT S

gMSAZIEERTICTT T /A VN TTITA VA P—ILENTWAEBEIE, AR FEHUITGMSAT B 7
MERELTT I A v —ERT Iy hELTERTEET,

INEATHIZIEL . SnapCenteriZBEI L, mA MM:%&Z 27 U v 27 L, [Moreoptions]Z27 U v 27 LE9,
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M SnapCenter® - a tor SnapCenterAdmin  § Sign Out

Initiator Groups 15CSI Session ®

More Options

Port 8145/
Installation Path | C\Program Files\WetApp\SnapCenter
Skip pre-install checks
Add all hosts in the cluster

Use group Managed Service Account (gMSA) to run plug-in seevices

Storage Systems Service Account | mva\sgiSveAce!s

=  Settings Plug-ins

Custom Plugiins

Choose a Fle

Plug-ins Installed Version Plug-in Version
MysSQL Not instalied 20

0B2Application Not instaited 10

PowerShellz=> KL v FOfEH
a<wr Ry &AL TgMSAZ R ET HI121E, RO FIREFITLET,

1 &+ Install-SmHostPackage,
i

Install-SmHostPackage -HostNames <hostname> -PluginCodes SCW, SCSQL -GMSAName <gMSA Name>

2 £ Set-SmHost,
151

Set-SmHost -HostName <hostname> -UseGMSA:S$true -GMSAName <gMSA Name>

Y U—RE

TYRI YT RERARMRTZ Y FS B

SnapCenter Ci, ATV —7 70 —DFATRHI TV A7 VT N ETERA MRS VT 2 FTTH4 7V =
UHARABESNTOWET, Windows7' 7 7 A DA, V—2 7ua—FZ VAT VT ETEFRA ARSI YT
NEEATT AL, ODERBEHRT ALY FVICAZ VT N T 7 A NVERTFETALEND D £7,

C:\Program Files\NetApp\SnapCenter\SMCore\Scripts\

HARAEBLARI Y T4 VI RV

HARLT 4 L7 M) 2ERT5EAF c:\Progran
Files\NetApp\SnapCenter\SMCore\SMCoreServiceHost.exe.Config, 7 7 A LN LERET D
ERHVET, F—0DfEEZEH L PredefinedWindowsScriptsDirectory¥ 4, 7 74 /b F DX —fHix
C9 PredefinedWindowsScriptsDirectory - C:\Program
Files\NetApp\SnapCenter\SMCore\Scripts\,
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Ul

THXARRY 7 AFRE LTANAR, AT VT M T4 L7 U DOARITEBMESNET, 72&2E L) A
# ANJJ9 % MyScripts\TestScripts.cmd&, SnapCenterlI TR 7 U 7 &M LET C:\Program
Files\NetApp\SnapCenter\SMCore\Scripts\MyScripts\TestScripts.cmd,

New SQL Server Backup Policy X
0 pape Specify optional scripts to run before performing a backup job @
e Backup Type Prescript full path <SCRIPTS_PATH>
e : Prescript Choose optional arguments...
Retention arguments

Specify optional scripts to run after performing a backup job @

o Replication

Postscript full path <SCRIPTS_PATH>
5 Saript Postscript
Choose optional arguments...

arguments

6 Verification

Script timeout 60 secs

7 Summary

Previous

Linux} X CAIXYP—TEITINHSnapCenter 77 7 A
ke

ZOE® Y v 3 TiE, Linuxt— 3NFE 72 XAIXY—3COraclefiSnapCenter 77 7 A » #FEHT 2546 &
Linux#as 2 ~ TSAP HANAHISnapCenter”’ 7 7 A » i T 255G 10N E R X 2 U 7 ¢ i LFIRIZ- OV TR
Eﬂ L/ij—o

Secure Shell (SSH) g ESecure Shell (SSH) vy A

SSHE v ¥ a DL, —E 7 T4 7 NEO@E(EIXFederal Information Processing Standard
(FIPS ; HITEWRAEAEAE) 140-2ICHEL L TWET, =2 FRA » MED TR TOBFILTLS 1.2 TLS

1.3 Lfrbnd

HASNDHEBIIRDOEEBY T, K57y 7 F=—> (CBC) N—ADKEIL, TLS1.28 X UTLS 1.3

LHAEDETHHRBF T T/ A,

e AES128-CTR

e AES192-CTR

e AES256-CTR

e AES128-CBC

e AES192-CBC

e AES256-CBC

e 3DES-CBC

Ay —=ViEa— FTHR—- STV IT Y ZLFTROLEEBY T,

o Linux®¥A1E. MAC HMAC-sha2-2563 . T"MAC HMAC-sha2-512 % (ZB1 L £
/etc/ssh/sshd _config,

o AIXDOHAIL, MAC HMAC-shal% 2B L £7 /etc/ssh/sshd config.
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ERSNHEBT NI Y XA

‘Diffie—hellman—group—exchange—sha256

FRV—=FT U VT VATEADEX 2 VT AIREL 77 AT U+ —VORE

Port security

FHREIN TRV R Y hT =7 R—MIF U LERH D 3, FR2, TelnetEEi H OR— F2372 KOs 72
AR—HFX, TRTOVATATHEALERSH Y £7°, Linux> A7 AMIHLERIROKR— FBREAWVTWV S MEL
N ET,

e T 7%/ FMTIiL, SPL_PORT&SNAPCENTER_SERVER_PORTILZ =1 £418145 L 8146\Z7kE T
DMERHYET, 7L, ZROOR— MEL, 77 AV TERSIVTWDOREARER/NT A —
HEMFEHLTRETEET /var/opt/snapcenter/spl/etc/spl.properties,

e HR—122 (SSH) Z2HIILTCT T I/ A %A A N—/LLET, 727201, LinuxkA MZFET
A VAP NTBEZET, 77A4T 04—V AINLR— (2B AFy 7S TEXET,

o R—h27216%FFHMILET, DT 74/ hDIDBCHA— ML, OracleT — & N—A~DEERI
Oracle 77 74 v CHEAESNET,

VA=V 7R —bDY A NEMHRTHIZIE, WOa~wr FEEHALET,

netstat -tulpn
ZOFEHREMBEAL T, BERY A=V R— M EEYICT LR — M TE £,
PV EFIC L THLIRY OR— P2 R#ET DITE, A= T 7 EREZREDKRR FMPT FLAITHIRL £,

SELinux
X a2 U7 g fblinuxiE, 727 EAR#HE X2 VT 4R =P R—- TN F 2T 4 AD
ZALNTY, KO~y REFETLT, BAEDSELNUXE— FZ2fEELET,

sestatus

SnapCenter Plug-ins Package for Linux23 L% 59T CT& 5 & 512, SELinux% PermissivelZiE T LN &
DNET, £HLRNE, A A M—/MTRIT DM B £7,

Rootr /A DXV T 4

=t a7 A OB IEHIRIC R, EEROFERNH Y £, 2—FiZsudoz~ > REMEIFIH AL
TEHL~LVDavwy ReEFETEEE L, HEO2—Fhrooté LTl A LTRILZ A2 ZFEITL T
BIE . FELRW LUV DR MMER SN E T,

Rb&EEM 7 vk A%, SnapCenter Plug-ins Package for Linux# rootel#h o2 —% L LT A h—/1 L
T, TRTON—"NT IV RAEBBNZT D L TT,

T77AT U+ —V

Iptablesi®, Linux# —R% AR BT 27 7 A T U — NV ERETHIODO2—YEMT 7V r—a
077 ATT, Z77AT U= — UL, [BA—bEXa VT s 7 ailii#ficnTndR—1
7yl LNk oicl, SARMPER—FE2 U AT HDICHNVTRBIMLERH D 7,

wDOFIE, SUSE Linux Enterprise Serverz &4 5 HiEE2 R L TOVET,

1 SnapCenter Plug-in Loader (SPL) — h #iptablesiZiB8N L £,
— /usr/sbin/iptables -A INPUT -p tcp -m tcp —--dport 8145 -j ACCEPT
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— /usr/sbin/iptables -A OUTPUT -p tcp -m tcp --dport 8145 -j ACCEPT

2 /etc/sysconfig/SuSEfirewall2 77 ANTIRDNTA—ZEZEBT LT, SPLAR—F 277 AT U %
—/V A7 U7 MIBIMLUET,

— FW_SERVICES EXT TCP="22 8145" <==== Add SSH and SPL ports

— FW_SERVICES EXT UDP="22 8145"
3 SLESOA—V g UG T, ROa~vy FEETLET,

SLES 110581E, kD a~vy FeFTLET,

a. service SuSEfirewall2 setup stop

b. service SuSEfirewall2 setup start

SLES 1205 81E, kD a~y FeFTLET,

a. systemctl stop SuSEfirewall?

b. systemctl start SuSEfirewall?
—EHIH G2 L) RICry N —JERAK T T 58 BRORY =2 H 54614, SnapCenter7
Vor—raryTry NI—J A A 7IZTDR0ERHD 7, £ Lk, ﬂiﬁﬂﬁ%ﬂﬂzbiﬁ‘&biﬁ“o

L— FHIBRIX, DOSH L UDDOSHEIZxIT 5 A I = X A&t L E 7, %%@%5W%%%<“7’:&)61\ oS
Fy hNT—=T T AT T —NEZNLTEHLWEREDIPT RLAZEETILICL— MIBETE £9, Red
Hat Enterprise Linux (RHEL) TlI iptables . 2~y F&EfHEHLTL— b ) Sy AERETETET, KO
av U REERALT n I0H0 OZERTH LA L— MR L E 7,

iptables -A INPUT -m conntrack --ctstate NEW -m hashlimit --hashlimit-above 10/sec --hashlimit-
burst 5 --hashlimit-mode srcip --hashlimit-name conn-rate-limit -j DROP

b = 4 (VA

EEBHE AN — X DFREE

FERHEANR— X OFREEI, 5f;;57/bélaﬁgiéfﬁg;ﬁI/7LmuﬂE%fﬂQ§§j<§3ﬁza?ll U7 HRETT, FEHESR—ZXOR
AR, RO — =LA RAT — REEGEL D bR 72 X2 U7 ¢ ZiRIELET, Biogt e 7 2 X LGEHE

WKL TS, HERORW—F—RNER 7o — =120 3F LI <20 7, EAZE—ZXDF
éﬁbi\ SnapCenter” 5 7' A VAR A MIT 7 AL LD k?‘é%\ﬁ_ﬂ:0)1§%ﬁ‘f$%$ﬁ§ft LES, WEHERLT
SnapCenterth — SFEELZ =7 AKR—F L, 7774 VARAMDEEHINTZA NTICA VR — T 5 0ER
HET, ZOBEREIT. BITHSSLBRE SNV AT A ETEMELET,

SnapCenterth— 305 DCAFEAED = 7 AR — b

Microsoft’&#l =1 v —/)L (MMC) #%ffifl L C. SnapCenter¥— 322675 7' A 7R A MZCAGFAEA =7 AR —
FTHMERDHY £,

AIFRSRE « BUTIRISSLANRE SN TWHRLERH Y £7,

FIE

7. Microsoft&@#la Y —/L (MMC) IZBEIL, [Z7 ANV, [R Ty A OBMEHIRIOIEIZZ U > 27 L
E3r

8. [AT v TALDEMEHIRIY > RUT, FEATB|ZRINL, BMZ27U 7 LET,

9. [EHEA T v T7A LT 4 RUT, [V a—FT U/ NATvarva28IRL, [BT]1227Vv7 L
ij—o

10. [y Y—A— N> [FEAE-v—bLvarEa—F] > [EA] > [GEAZE] OIEICZ Y v 7 LET,
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11. SnapCentert— T SN HFECAIEAEAE L7 U v 7 L, [All Tasks] > [Export] #3#IR L T= 27 X
R—=brT P —FEHBLET,
12. ROFIETY 4P —KEETLET,

TOU4F—FU 4 FUTH.. Btk

R —DT 7 ZAR— k Wz, BEsEE =7 AR— N LARWAT > 3 2 RIR
L, [R~NZ27Vv7 LET,

T AR— K7 7 A NG BEELRNT, [RN%227 Vv 27 LET,

77 A VA [BRIZ2 Vv 7 L, AEERGET D7 7 A VSR ELEE
LT, [RN]xE27 Y v 7 LET,

EHEOT 7 AR— T 4 F— RO%ET B A B L. [Finish]Z 2 U v 7 LT AR — h&BE L
£7

1E : SnapCenter HARERIE Y R — F SN EHE A,

UNIXE R h 7T 7 A L ~DCATEHED A R — k

e SPL¥F—A KT D/NRAT— R, BIXOMEHFOCABEALFT—T DA T AZEHTEET,

e SPL¥X—RA KT D/RAY— R & FEHHIEEMIT 6N TV DT _XTO=A U T ARAT— REFFE L TH
HLENH Y F9,

FIE
1. SPL¥—A ST DT 74/ b NAT—RiE, SPL7 T 4 77 A NVPLEREGETEET, I
5HfE T 'SPL_KEYSTORE PASS',
2. ¥—ANTONRAV—REEFELET,
| $ keytool -storepasswd -keystore keystore.jks |
3. F—R NTHNORERT L U OFTRTOEA )T ADNRAT— Fa. F—RA LT L LARAT— RIZER L
EX
| $ keytool -keypasswd -alias "<alias name>" -keystore keystore.jks |
4. spL KEYSTORE pass spl.properties” 7 A LD F—IZOWVWTHE CAEZ EH L £,
5, NAU—REEHELEL, Y—EAEHEHLET,

JL— FEEBAEE /2 1L REER & 2 SPL trust-storelZ R E L £ 7,

Jb— MAEAE £ 72T HREAE 2 spl trust-store([ZiRE T DL EH Y £, /L— FCATEHFED & LI T HCAGEH
FELBEMTHLERH Y 75,

FIR
1. SPL¥—RX M7 M SN TWB 7 414 (Ivarlopt/snapcenter/splietc) (28I L £,
2. [keystorejks] 77 A NVEHELET,
3. =R hTICEMESNREHEO—HEAER I LET,
| $ keytool -list -v -keystore keystore.jks
4. V— FEIENPHEEEZ BN L7,
$ keytool -import -trustcacerts -alias <AliasNameForCerticateToBeImported> -file
/<CertificatePath> -keystore keystore.jks

5. SPLF 7 A M A b7 ~O/— FEHEEZITREEHELRE LS, V- RAL2FEHLET,
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SPLFF R R RTIZHTHCABLIEF— RTORE

¥ - b— FCAGEED & & IZHPHCAGEHE A BINT 2 MERH Y £7,

FIE

1. SPLOF—X I 7 /var/opt/snapcenter/splietc 3N ST\ 5 7 A L FIZBE L E 7,
2. [keystore.jks] 77 A VEEL £,

3. F—R bTICBMENAEEO - EE TR LET,

| $ keytool -list -v -keystore keystore.jks

4. WEF— L AT —OmMGPRESNICAIENELZEBMLET,

$ keytool -importkeystore -srckeystore <CertificatePathToImport> -
srcstoretype pkcsl2 -destkeystore keystore.jks -deststoretype JKS

5 F—A MTICEBMENTZGEAED - EEZ LR LET,

$ keytool -list -v -keystore keystore.jks

6. ¥— A MTITEMENTZH LWCAGEHEICHIST 204 U7 AN F—A MTICEHEENTND Z L MR L
7

7. CAEHEICEM L IZEXF —D/RSAT — R& | F—A T ONRAT— RIERLET,
SPL¥—A N7 DOFT 7 4/ hD/AT— KL, spl.properties” 7 1 /LD ¥ —SPL_KEYSTORE_PASSDf#
b(“—aﬁo

S keytool -keypasswd -alias "<aliasNameOfAddedCertInKeystore>" -keystore
keystore.jks

8. CAREHED A VT A4 NEL | AN— A E TR T (", " ") DEENTWDHEE, =AY
T A Z B A RNICEE LR,

$ keytool -changealias -alias "<OrignalAliasName>" -destalias
"<NewAliasName>" -keystore keystore.jks

9. spl.properties” 7 A MZHDF—ANTNOTZA VT AL ERELET,
SPL_CERTIFICATE_ALIASF—IZXf3 5 ZOfEZEH L £,
10.SPLF 9 A R A FTICCABAL F— T EZRELZS, Y—ER2HERH L7,

FEAE-— MR L CHHAESSL

Linux& & k _EdSnapCenter Plug-in for SAP HANA Database X t’SnapCenter
Plug-in Loader¥—t 2 D CAFEHREDRE

HABZ LT T AT, 77ANVEHEHAL keystore.jksET, ZD7 7 A /i
/opt/NetApp/snapcenter/scc/etc, [BHA T EFXF—RA MNTOWAIIH Y £7°,

HABLTLFTTAL V=R NTONRRAT— L FRHPOCARL X —RTDTAY
TAEEBERLET,

HABZLT T T F—=RARNT DT T HIVIRXAT— KL, WAZLT T T o=z N TaRT 47
FANINLEIGTE 9, ¥ —KEYSTORE_PASSIZXI&GT HE T,

L F—AFNTONRRT— RELHELET,

’keytool -storepasswd -keystore keystore.jks

2 X—ARNTHNOWMEHTZ NVDOTRTOTA YT ADNRAT—RE, £ —ART ELRIEAARAT—RZ
EELET,

’keytool -keypasswd -alias "alias name in cert" -keystore keystore.jks
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3 agent.properties 77 A /L®F—keystore_passiZOWVWTHE UHNEETH LE T,
4 NRAU—REEELEL, Y—EAZHEHLET,

B: DAZLTIFTAF—ARNTONRRAT— e BEGFICEEM T O TN T XTOZA YT A/RR
T— REIFLTHLIMLERH Y £7,

HARBE LT T TAVDETEAR T ~DN— MNERAZEL I REGERAEORE

No— PREAE R IIHRHGEAFIL. WA X LT T T A COEEA M7 ICHER L TRET OLENDH Y 7,

L WABANTTTALY X—ART RSN TND T 4L
[/opt/NetApp/snapcenter/scc/etc]
2 T77ANEBLET keystore.jks,

3 F—AMTICEBMENEAEL —BEERLET,

keytool -list -v -keystore keystore.jks

4  — FREAEEIIPREEHEZBMLET,

keytool -import -trustcacerts -alias myRootCA -file /root/USERTrustRSA Root.cer -keystore
keystore. jks

5 WVARZLTZTT7AOEEANTIOV— MEFEELIIPREENEZRE LD, Y- X2 HiEH)
L/i—a—o

& V— FCAGEED H & ICHRICATEHIEFEZ BT 2 5ERH Y £,

HARABEDLTTTALVDOEHRA N ~DCABL X — T DOHRE
CAZBLX—XT 2N ARZRLNT T ITAVOEFHA NTIZEETHILENH Y 97,

L AAZLT T F—ARTPEMINTOD 7+ M ZICBEILET,
[/opt/NetApp/snapcenter/scc/etc)
2 Tr7ANEELET keystore.jks,

3 F—RAMTICEMShGENFEE TR RLET,

keytool -list -v -keystore keystore.jks

4. FEGE L NBREEOWIT AR E SNT-CAGEIEZ BN L £7,

keytool -importkeystore -srckeystore /root/snapcenter.ssl.test.netapp.com.pfx -srcstoretype
pkcsl?2 -destkeystore keystore.jks -deststoretype JKS

5 F—XFTICEBMENZEAEZ —BERERLET,

keytool -list -v -keystore keystore.jks

6. F—ABMTICEMENTZH LWCATEAEICHIET AZA VT AR, F—AMTIZEENTND Z & &k
WLET,
7. CAGEBAEIZEMUI-MEH#HDONRAT — RE2F—A T ONRAT— RNIIERELET,

8 TIANIDHARLT T TALF—A T /RAYU— KX agent .properties, 7 7 A /LHNDF—
keystore_passDfE T,

’keytool -keypasswd -alias "alias name in CA cert" -keystore keystore.jks

9 CAMHEFEOTA VT AANRRLS, AN—ZEITRHCT (" " ") DEEALTVWDIHEE. —
A VT A% A AN A LET,

’keytool -changealias -alias "long alias name" -destalias "simple alias" -keystore keystore.jks

10. agent.properties 77 A /VDOCAFEHAENL A VT AL ERELET,
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1l Zofiz. %—SCC_CERTIFICATE_ALIASICH L CHEH L E7,
2 WAZLETTTADOEFANTIZCABL T — T ERELEL, P—EAZHEBHLET,

SnapCenter A ¥ 575 74 » DCRLEZRE

e SnapCenterI A¥ 57T 7 A %, FARESNTLT 4L 27 MU TCRLYZ 7 A VERTZLET,

e SnapCenter1 A4 57T 7 A DCRLZ 7 A NDT 7 AN T 4 L7 FUIETT
opt/NetApp/snapcenter/scc/etc/crl,

e agent.properties CRL PATHX—({ZX LT, 77 A NVNDT 74NV T 4 L7 MY EZEERB X
PEHTEET,

o IZODOT 4 L2 FVITIE, BEOCRLY 7 A VAW TE ET, AEEIFIT. FCRLICKH L THRIES
E3u a8

Linuxd& R hCdDSnapCenter Plug-in Loader¥— ¥ X & L 7= CAFERAE D FHEEE

SnapCenter Plug-in Loader (SPL) #—t A%, SnapCenter¥— Nt %}559 2 72O IZLinuxA DT Z 74 2 X
v/ir—v%nu— K L%ET, SPL¥Y—E R|L, SnapCenter Plug-ins Package for Linux% 1 > A h—/19 2% & A
VA R—=ENET, SPLTIX. 77 AV keystore.jks/var/opt/snapcenter/spl/etc [FHHA NT
EX—RARNTOmMGELTHEHAINET,

SPL¥—RX FTDNRRU—FE& | FEHFDOCABLIF— XTOTA VT ADEH

SPL¥F—A RTDF 7 4L bSAT— R, SPLYuXT 4 77 A NAMEBRETEES, 2.
SPL_KEYSTORE_PASS % —|Z5itad B T9,

L F—RARNTONRRT— RNELBHELET,

’keytool -storepasswd -keystore keystore.jks

2 F—AFTHNOMEX— L FIDTRTOZA VT ADNNAY— K&, $—ZXA T ERERILASNAT—FR
WCEELET,

’keytool -keypasswd -alias “<alias name>"” -keystore keystore.jks

3 spl.properties 77 A /LDSPL_KEYSTORE_PASSH*—IZ oW T HLRIUNAEZFEHLET,

4 NRU—KREEELEL, P—ERZHEEHLET,

H: SPLX¥—AFTONRRAT— R EGICEEMTONTWHDETRTCOZA Y T ARAT—REFERLT
HHMENH Y T,

Jo— FEAEE IR REEHEDSPL F 7 X F R R T ~DHE

SPLOEFEA N 7 ~OWMBEEEZHE AT I — FEHZEE72IIPREEHEZRET 2LERH Y £,

L SPLE—RMTHREMINTND 7+ VFIIEEIL /var/opt/snapcenter/spl/etcE T,

2 T7r7ANEHRLET keystore.jks,
3 F—ARNTIGBEBMENERAEE —ERRLET,

keytool -list -v -keystore keystore.jks

4 N— FREAEEIIPREEHEFEZBMLET,

keytool -import -trustcacerts -alias <AliasNameForCerticateToBeImported> -file /<CertificatePath>
-keystore keystore.jks

5 SPLhFAMRART~O/— MEAEELLITRFEEAEZRE LI, b—EAZHESH L £,
6. /L— FCAGEMEHEZBIML T L, THCAEWEZEBEMT 2H4ERH Y £,
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SPLE#HAR F 7 ~DCAZBL X — T DRE
SPLIEHE A F 7 ICCAZ4 F — 7 23 ET 51213, WOFIEZETLET,

L SPLE—RARTHBEMEINTND 7+ NVAIZKEI L /var/opt/snapcenter/spl/etcE ¥,
2 T77ANEBLET keystore.jks,
3 F—REITICEMENEREL - ER R LET,

keytool -list -v -keystore keystore.jks

4 RS L NBREEOW T AR OCAREEZ BN L £,

keytool -importkeystore -srckeystore <CertificatePathToImport> -srcstoretype pkcsl2 -destkeystore
keystore.jks -deststoretype JKS

5 F—ARMTiIzEMShiEEL —ERRLET,

keytool -list -v -keystore keystore.jks

6. F—A MTITEMINTZH LWCATIEHFEICHGT 5= A VT AR, F—AMTICEHEENTND Z L & f
ABLET,

7. CAGEBHEIZENM L-MEHEO 2T — REXF—R N T ONRRAT—RIZEELET, T 74/ hOSPLE—
A N7 /RAT— RiL spl.properties, 7 7 A /LDOSPL_KEYSTORE_PASS*—®Dfi T,

keytool -keypasswd -alias "<aliasNameOfAddedCertInKeystore>" -keystore keystore.jks

8 CAMHEDTA YT ALNEL | AN—AEITRERCT (" " ") BDEENTVWDIEAE, =AY
T AL H AR A AN AR LE T,

keytool -changealias -alias "<OrignalAliasName>" -destalias "<NewAliasName>" -keystore
keystore. jks

9. spl.properties 77 ANMIBHDIF—ANT DL VT ALEHRELET,
SPL_CERTIFICATE_ALIAS—IZx4 % Z DEZE#H LET,
10. SPLF 7 A R A RTIZCABL X — T AR ELEDL, V—ERZHEEHL £,

SPLOFEAERF Y A N ERET D

SPLOCRLARET HMENH Y £7,

e SPLIF., FARKESNLT 4 L2 MU TCRLZ 7 A VERELET,

e SPLOCRLZ 7 ANDT 74/ T 4 L2 hUIXTT /var/opt/snapcenter/spl/etc/crl,
spl.properties 77 ANDT I ANV T 4 LI MU EEEL, ¥—ICK L THEH L SPL_CRL_PATHF
ﬁ—o

ZOT ALY MUICEHEOCRLY 7 A L EELE LE T,

ZAGREHIEIL, ACRLICK L TRGESILE T,

N

SnapCenter” 5 7' A » DCAFEHE X BT S

CAGEAEMEEEIL, 7 0 — SR E~— Y CSnapCenter L'~V CA X —T7 WZTHMENH Y 9, FDk,
SnapCenterDEBX G AR A M=V DA =a—IZ, TTTAVFEANL)LDSSLEF 2 T RGEE A E 72
T 2BINA T v a VRERSNET, 77 A VAR MCCATEELARE LI LT, ZOFT v
I VEANCTLHIHERSY 7, FEOMREET, CATEFENEF ICRIESNTZZ 2R LET,
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I SnapCenter® 2 airdabladministrator  SnapCenterAdmin [ Sign Out

Managed Hosts Disks Shares Initiator Groups ISCS! Session

+
H >
©  Resources 0 12 Name [ty System Plug-in 05 Type Overall Status
S Monkor @ r2uto-co-25m20-0 gl englab.netapp.ce Cluster Microsoft Windows, Microsoft SQL Server Windows * Running
4 Repons ] Standalone Microsoft Windows, Microsoft SQL Server Windows ® Host Down
‘l. Hosts St Microsoft Windows, Microsoft SQL Server Windows ® No Plug-ins
Storage Systems : n20-0.8dl.eng L Standalon SAP HANA Linux ® Plug-in Down
Settings ) 4 Standalone Microsaft SQL Server Lionx ® Upgrade Required
a ARS8 gdLenglab.netap; Standaione Microsoft Windows. Microsoft SQU Server Windows Upgrade Pending
& : GO Standalone SAP HANA Suspended
a 2dl.englab.nes Standalone Microsoft Windows, Microsoft SQL Server Windows o Installing Plugins

FHH.SSL

BIMOFIEILED Y A, —JFHEEOSSLER EFIEF AR 72 £ £ T9, Linuxdk A + TSnapCenter
Plug-in Loader (SPL) #—bE 2 &/ L CCAGFEZHEL £,

FE B DR ESPL

PR—FSNDEREE
SPLCIE, H—/SLLinuxZ 74 7> b OROiE TAES128I 5 & AES25615 5 DA A H— k S E T,

ECDHE-RSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-SHA384
DHE-RSA-AES256-GCM-SHA384
DHE-RSA-AES256-SHA256
AES256-GCM-SHA384
AES256-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-SHA256
DHE-RSA-AES128-GCM-SHA256
DHE-RSA-AES128-SHA256
AES128-GCM-SHA256
AES128-SHA256

Remote Support Agents—

Linux”"Z 74 & A b (SPL/SCC) TOSSLITLSFEFHDRGEREIZSSLTLSAEE TFF Al < 415 Remote
Support Agent (RSA) DOf/MAB#EE (v K) RSA KEY MINLENGTHZRET HITIE, /ST A —X Ofi%
BETL2HEND Y £,

RSA KEY MINLENGTH=3072

SPLOYA 1T spl.properties /var/opt/snapcenter/spl/etc/spl.properties, agent.properties
<user install path>/NetApp/snapcenter/scc/etc/agent.properties (SCCOHIE)  (LinuxD¥;
B CHDT7ANT, ZONRT AL ERETEET,
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https://docs.netapp.com/us-en/snapcenter/protect-sco/task_configure_CA_certificate_with_SPL_on_Linux_host.html#manage-password-for-spl-keystore-and-alias-of-the-ca-signed-key-pair-in-use
https://docs.netapp.com/us-en/snapcenter/protect-sco/task_configure_CA_certificate_with_SPL_on_Linux_host.html#manage-password-for-spl-keystore-and-alias-of-the-ca-signed-key-pair-in-use

FSTAL DA AR =Dl

TyVad VA MN—AVTDT 4 v H—FY v MEFE

AR M= NVHEDO—BEL LT, Ryr—T%KRA My 2T 5000, ROAZ Y —r gy MR
T LT, BRA ML THENICHRT L2 LT, 74 =7V b&MFEL, [Confirm fingerprint] %
IV I THEMERHDVET, VIAZEY NT v TR, VIF7AZRNOE ) —ROT7 4=V &

WY OMENHY £T, T4 W=7V FOR/PNRIF2048TY, £ 9 LW E, A X h—/LidkedT
SNEHA,

I SnapCenter x 8

< C A Notsecure | htpsi//localhost8146/Host# Q @2 v 0O a

Confirm Fingerprint
Authenticity of the host cannot be determined @
Host name s Fingerprint

asmeact.galenglab.netapp,com sshrsa 2048 F2A1SOSVAERO79:80.C7:12:71:80:89:16:43:99

Java’sS A D R]

T3 DA A M=, B EA A =L L LD ET DT —IIRE S zJava S A H B
RS NFET,

sudoRE (V— RS DEE)

root2l#k o = — iz SnapCenter for Linux”' 7 7' A » % A A b—/LF %1Z1% oracle checksum.txt .
HDT77ANVONEE BT HVLENH Y C:\ProgramData\NetApp\SnapCenter\Package
RepositoryEd, ZDT 7 A ML, TNEDMEOFEIFIZHIERF = v 7 5 b E R ABEOE RN S
hfll\i—a—o

1.8. 7L Edsudo/X—T g Dsudoers 7 7 A VDY o T oY

# ===== sudo user rules to be added on the Linux plug-in host if sudo package version is 1.8.7 or
later =====

# ===== Replace USER HOME DIRECTORY with the path of the home directory of the user who will
deploy the plug-in. =====

# ===== Replace LINUXUSER with the OS username identified for deploying the plug-in. =====

# ===== Replace /opt with the custom location where the plug-in will be installed. =====

Cmnd Alias HPPLCMD = sha224:+GfD109XjgxmOgqWhB2WRjwdgbu7zskMYaFigdg==
/<USER_HOME_DIRECTORY>/.sc_netapp/snapcenter_ linux_host_plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall, /opt/NetApp/snapcenter/spl/bin/spl,
/opt/NetApp/snapcenter/scc/bin/scc

Cmnd Alias PRECHECKCMD = sha224:ir9Km4ctOavgJ60Fbbmmpx7a6dJ68FiQIXHdyw==
/<USER_HOME_DIRECTORY>/.sc_netapp/Linux_Prechecks.sh

Cmnd Alias CONFIGCHECKCMD = sha224:HQukzZNynG+nugzScFnHuccouOL75sZ1RRDaNg==
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Config Check.sh
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Cmnd Alias SCCMD = sha224:GHupVXP5krvae06pNNxjvhzcM5VERkOvVC86Ibw==
/opt/NetApp/snapcenter/spl/bin/sc_command executor

Cmnd Alias SCCCMDEXECUTOR = sha224:Z/y0ilkAYtuWf/uOExqlnBOPVufF8samQPEE7g==
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

<LINUXUSER> ALL=(ALL) NOPASSWD:SETENV: HPPLCMD, PRECHECKCMD, CONFIGCHECKCMD, SCCCMDEXECUTOR,
SCCMD

Defaults:<LINUXUSER> !visiblepw

Defaults:<LINUXUSER> !requiretty

1.8. 7k W RiDsudoN—T g »Dsudoers 7 7 A VDY TF)vaL T oy

# ===== sudo user rules to be added on the Linux plug-in host if sudo package version is below
1.8.7 =====
# ===== Replace USER HOME DIRECTORY with the path of the home directory of the user who will

deploy the plug-in. =====

Replace LINUXUSER with the OS username identified for deploying the plug-in. =====
= Replace /opt with the custom location where the plug-in will be installed. =====
<LINUXUSER> ALL=(ALL) NOPASSWD:SETENV:
/<USER_HOME_DIRECTORY>/.sc_netapp/snapcenter linux host_plugin.bin,
/opt/NetApp/snapcenter/spl/installation/plugins/uninstall, /opt/NetApp/snapcenter/spl/bin/spl,
/opt/NetApp/snapcenter/scc/bin/scc, /<USER HOME DIRECTORY>/.sc netapp/Linux Prechecks.sh,
/opt/NetApp/snapcenter/spl/plugins/scu/scucore/configurationcheck/Config Check.sh,
/opt/NetApp/snapcenter/scc/bin/sccCommandExecutor

Defaults:<LINUXUSER> !visiblepw

Defaults:<LINUXUSER> !requiretty

FBIA VR P—NV-BLRIEFIE

SnapCenter Plug-in for OracleZ F#) T4 A h—/L L7235A 1% snapcenter public key.pub, ((Z&
5 C:\ProgramData\NetApp\SnapCenter\Package Repository) F¥—%fH L TS F U Ry r—
VOBXLEWGET DVLENH Y T, ZTOEDITE, RO~y REFETLET,

openssl dgst -sha256 -verify snapcenter public key.pub -signature
snapcenter linux host plugin.bin.sig snapcenter linux host plugin.bin

Ef =SS
e OpenSSL : OpenSSL 1.0.2G

A VAR LENTVD IV R—F L hDOF = v 7 ¥ KMRFE

AVAP=ADO—BRELT, A VA P=AEINTNETRTOAVRE—=RY FOF = v 7 F AgGEEE, F9]
DV =T 2 AR T 7 AMIH L TRGESNE T, F= v 7V AOR—EPBsnD & A A h—1idh
&, Ry r— 37 oA v A b= ERET, RIZ, NetAppii DT TDIARD T VX )V EL & HiFE &
. A= &b ESPLY— B R FB ST, AV A b—dfibEnE 7,

A MU—=URE

AR —P2 I AR—FRY —IZHFR FOBEIPT RULARHRETS

sccliz~> REFEALT, ~v o MLUBLE 7 o — B RICA L —Y 27 AR — MR Y > —IZBMT 5758 A
FDIPT KL A &BIRE T2 1LHI# L £ 7 Set-PreferredHostIPsInStorageExportPolicy, 7 7 # /L b
TiX, SnapCenteriZ X > THA FDFTRTDIPT FLANA L —Vx 7 ZR— bR —iaB@maEnxd,

W, IPT RV AZRET D0l 2RmLET,

# sccli Set-PreferredHostIPsInStorageExportPolicy -IpA - - - -
Are you sure you want to overwrite the ex ng preferred IP addresses of the host for storage export policy?

Enter etither [Y] Yes or [N] No (default is 'N'): Y
: Preferred IP addresses of the host for storage ex t policy are updated
: The command 'Set-PreferredHostIPsInStorageExportPolicy' executed
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SnapCenter Plug-in for OracleD& ¥ = U 7 1 R

T _RCDOracle2 7 V7 b (FVARZ IV FMERIIRAFAZ VT R) 25 47 FUVICRETAIVNERHY £
9 /var/opt/snapcenter/spl/scripts/. DT 4 L7 MUIZI, rootx—HFDHNT 7/ A TEET,

Oracleg83iE

P B R AL

OracleT —# _X—AZFF XX, OracleT — % X—AIZBL L CRAELE T, T —F _X—RAKA FTH~L
— T A T VAT DREEDN BN I o TV DAL, OracleT — % _— A THLHL % FE1T4 5 7= 12 Oracles
— A NR=ZFRIENMEICR D E, FDd, Oracler — 2 _X—2AD 7 LT 3 v L ZBINT D REIIC
Oracle7 — % ~— 2 Tsysdbaki[R # #>O0racler — ¥ Z/ERL L THBL MENH Y £7°,

ASMZERE

Oracle ASMERFE S L. Oracle Automatic Storage Management (ASM) A A& AZHG L CRRAEL £,
Oracle ASMA VAKX VAT VB AT AULENDHY, T—HRX—=AKRANTEXVL—T 4 VT AT LADOSEG
NI T2 > T DA, Oracle ASMRRRENME T, # D72, Oracle ASMD Y L7 v X L& BINT % i
{2, ASMA > A X 2 A TSYSASMHMEIR & HioO0racle— VA 1E L TR LERNH Y £,

RMANZ # v 7 3REE

RMAN # 1 7385 /7%, Oracle Recovery Manager (RMAN) B ¥ 175 —4 X—Z |25 L CRGEL £
To NI Z T AN AL EREL, T—FRX—REeNF 0T T —H =2 T8 L2561, RMAND ¥
0V RGEER I BINT D ERH Y T,

SnapCentery A ¥ 57 Z 7 A » DIR#E
sudo#fk (rootPlsh D= —HFH)

SnapCenter 4.8LL[% DV UV — A TiL, SnapCentert A X L7 Z 7' A v Z&rootbFh O —F & L TEITTEET,

SnapCenters A % 57'Z 74 v krootS O —F L U THEITT HITiE, SnapCenters A X 575 7
A %A A M= VT DRNIRDFINEZ FATT 20N H Y £,

1 LinuxAs A b TrootblSh o 2 —H 2 AEpk L £ 7,

2 sudoers” 7 A VETEY) 2T Y THET LT, rootbh g0 = — W5 Y] ZesudoMEBR & 7 5 L £ 3
oracle checksum (A A F—/LEIHL T S SnapCenterthr— D7 7 A L EZR LTI
C:\ProgramData\NetApp\SnapCenter\Package Repository\oracle_checksum) o

3. Z?iEA hdSnapCenter Ul7» 5 SnapCentert A% 575 7' A 2 (SCC) %A A h—/LT 57, root
DS D2 —FEREL TIDORARDLFEHTS, A =L LET,

VR YT PERIEIRABMRZ YT b

SnapCenter ¥ A X L7774 D r7a—= T FRIFIVANTOT—7 70 —TOFY A7 U7 FEHIX
WARAZ VT FPOFEDEF 2T 4 LT 5729, allowed commands.config Linuxzs A k
F72IEWindows m A N~D T T T A DA A M= VRIS T 7 A VA SIVE T,

allowed commands.config 7 7 A /WIZFHEZRALZ LR TE 201, Windows D& BE# F 72 iZLinux®
J— M2 T,

U—7 70 —ORITHETITFEITHRICEA hTa~wy REETTIXLERNH L5613
allowed commands.config 77 A/MIa~vy R&EH D & THRII LufFT'a"éz\%ﬁi\Zb NEIT, ZD
T AMCEZ AL Z N TE S0, WindowsDEHLE £ /21T Linuxd/L— k721 T,

allowed commands.config HAA M EODASRZRIIRO EFBY TT,
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Linux®& A b

e T 74/Lb: /opt/NethApp/snapcenter/scc/etc/allowed commands.config
° T AH LINA
<Custome Directory>/NetApp/snapcenter/scc/etc/allowed commands.config
WindowsaAs & k
e T 7#/Ub :C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-
in Creator\etc\allowed commands.config
o MNAHXL/NA :<Custome Directory>\NetApp\SnapCenter\Snapcenter Plug-in

Creator\etc\allowed commands.config

\Z=2v > F&BIN7T 5121% allowed commands.config, allowed commands.config =7 4 #—T%
MEET, Fa~vr NE, avr a7 Ta~vr REANTHIHEELE-TLKFAIL L SIZ, EHOIT
TADLET,

= AIEETT,

1] -

command: mount

command: umount

command: "C:\Software\New command\commandLists\scripts\abc.bat"
command: "c:\a b\c.bat"

command: echo

PEMMEM N AL EZIRE L T E &N, NALIZAR—ARNEGEENTWAESIE. AL 2| A CHAET,
11

command: "C:\Program Files\NetApp\SnapCreator commands\sdcli.exe"
command: myscript.bat

EB: X270 EOEANS, VAV RI—FR b)) (*) 2FEHLTINTOa~v >y REFILARWVWTL
720,

HARAENTFZ T
RANMIHAZ LT ZTA4 %A R— T D&, SnapCenterld 77 7' 4 L zip7 7 A L DSHAB12/N v 3 =
2 custom plugin checksum list HmA RN EDOT 7 A WVIHFIET 2008 9 MafER L ETS

Z @ custom_plugin checksum list 77 A /W&, SnapCenterirHHRA MDA AZ LT T 7 A A
VAR DO—EHE L THESNET, NetApp TIERL SNV W A X AT T 74 L DSHABL2 N v ¥ 2 N EE
ALFET, custom plugin checksum list 7 7 A /MICEZIATZ LN TE 5D, WindowsDE BT &
721X Linux®root?2 i T,

LInux s A b EOF = v 79 L7 7 A VOBFFTIIRO EBY T,

‘/var/opt/snapcenter/scc/customﬁpluqinichecksumilist.txt

FAEIZ, WindowsA A R TlX, 77 A LVDFT 7 /L NOEFTHIRDO LB Y T,

‘C:\Program Files\NetApp\SnapCenter Plug-in Creator\etc\custom plugin checksum list.txt

AL DA A NN APNROGFTTHEH SN TV L5EE. 7 744 FOBATIE ERL LR T T,

‘ <custom path>\NetApp\SnapCenter\Snapcenter Plug-in Creator\etc\custom plugin checksum list.txt ‘

HOCTERLIZAIAZ LT Z A A VR— T DI20E. 7T 74 Dzip”7 7 A VOSHAS12F = v 7
A% custom plugin checksum list AA N EDIEMTI2LENSH Y £9, T, ROFIEE
FITLET,

L 79742 0zip7 7 A /VDOSHASL2 Ny ¥ = /L L £, https://lemn178.qgithub.io/online-
tools/sha512 file_hash.html<°Linux_EOSHA512Y — LD & 5 IfEEDOA L T A Y — VB FHTE F
7, certutilZffiMT 52 &b TEET

68 NetApp SnapCentert ¥ = U 7 ¢ 58t A K © 2024 NetApp, Inc. All rights reserved.



https://emn178.github.io/online-tools/sha512_file_hash.html
https://emn178.github.io/online-tools/sha512_file_hash.html

WindowsTl&, certutil -hashfile "<plugin zipfile>" DX Sz~ RSHASI2ZfEH L
TY— NV EEITLET,

" SHAS512

3f4a7481e2381c71d9c8995034eda3cb5c44bSbb14a690e23c073afde41e55b9b182a01fc5a

2 custom plugin checksum list RA MEFEE (Linux®¥&idroot) ([CRIWEDHE T, Aiahic
SHAS12/Ny ¥ 2 &R A R ED 7 7 A ZHIOITIZEM L E T Ny Y aB@gT D77 7 A 2l %
72T, #iL B TIMED I AL M 2T 7 A MTIBIITE £9, WindowsTid, ZD7 7 A /L OFREICT —
Ry REERT 52 L 2B LET,

KDOF = I LT7ANDY LTIy N EZBRLTLL &N,

#ORASCPM 0.1
03721f567aledalcb5569066b9%a58af619eel2blf8713108£f81b696cfbdb81c25232fa63dbe6777a2b2alec068bb0ad93a
59a8ade71587182f8bccbe8lf7e0bab

3 HWARELTITITAEALHR—BFLET,

B

SPLE 7213SCCAroot: L CEITEN TV HHAI
<user install dir>/Netapp/snapcenter/scc/logs/audit.log, KD L HITIZIZH HER 1 VTGRS
h\i—a—‘o

06-12-2022 19:45:59: SPL process with pid 21234 is running as root
06-12-2022 19:45:59: SCC process with pid 21595 is running as root

COEE7 7 A NVEHEHL T, SCC/SPLAFHEL—Y (root) & LTHETINTWNENE I EEHRTX
F9, BX 7%, SPL/SCCrun-as—¥Mrootic Wl #z bz & ZICOBRFEITENE T,

VMware vSphereiSnapCenter 75 7' A - D #&4k

SnapCenter Plug-in for VMware vSphere

NetAppD & 7 v v — K DEESMIRIE

NetAppDZ v — RR—=U b E 2y a— RT 5854515, NetApp MD5F = » 7 A L SHA256F =
VIV LEAELT, FUra— Rl 7 AADPHISALINTWRNWZ LAHRT L2 L2 BEID LET,

BB AT RN, BEHEOF = v 7 LY — V2L CF =y 7 LA ERBIETE £, ZOFIHEIL,

Fyra—RLET7 7 ANVOBERELEBEEZHERL, BEOHDLY 7 M= T Ry r—URBHE LY 7 b
TxT N =V DA A M= VEIETHDICENELET,

tar” 7 A V21X, OVA (Open Virtual Appliance) &certs7 V¥ NEENTWET, TDOT7 HNVFIT
3. OVAR L ISODEEEG M L EHME 2 MGEET 272D DFEHEN G EN TV ET,

69 NetApp SnapCentert ¥ = U 7 ¢ 58t A K © 2024 NetApp, Inc. All rights reserved.



Download & Save

DOWNLOAD SCV-UPGRADE-4.8-230113_0023.I1SO [735.98 MB]

View and download checksums
Download .md5 Value: 88011a33af4386e0af9642342bef846b
Download .sha256 Value: 63233ea82292e3061484095ef9259¢c17ee60e588278d78ff0bf1681940495ff2

DOWNLOAD SCV-4.8-230113_0023.TAR [1.82 GB]

View and download checksums
Download .md5 Value: 518ea68c06ee4fe567f404cb044b604
Download .sha256 Value: b9eb44b77c79a1b95b40b9acfa8fd1a6921913ec03d56470e65ec76acad60005

VMware vCenter~MOOVADE A

SnapCenter Plug-in for VMware vSphereiZ, vCenteriZ3# AF[EE/OVAY 7 A /L& LTI S LE T, A
7'rt ATk, vCenterlZ X 5> TOVAY 7 A VOEESMERRRES L, 7 7 A VBRI AENTELT, £~
AR=NVLTHLERTHDZ EDERINET,

Deploy OVF Template Review details X
Verify the template details
1 Select an OVF template
Publisher cate
2 Select a name and folder
Product
3 Select a compute resource Version 4.6

Vendor NetApp Inc
4 Review details

Description

rtual machines on NetApp storage

com/

Download 16GB
size

Size on disk 3.3 GB (thin prc

CANCEL ‘ BACK | NEXT

BEAN O RIEARE T, RO X 512, VC 7.0.3 TIZOVAESYERREED IEH ITHERE L7 W ATREMED & 1
ij—o
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Deploy OVF Template Review details X
Verify the template details.

1 Select an OVF template

I\ The certificate is not trusted. Ignore
2 Select a name and folder
Publisher Entrust Code Signing CA - OVCS2 (Invalid certificate)
3 Select a compute resource Product SnapCenter Plug-in for VMware vSphere
4 Review details Nerson 48
Vendor NetApp Inc.
Description

SnapCenter Plug-in for VMware vSphere is used to backup and restore virtual machines on NetApp storage
systems. For more information or support please visit http:/www.netapp.com/

Download 1.8 GB
size

Size on disk 3.8 GB (thin provisioned)
88.0 GB (thick provisioned)

CANCEL BACK ‘ NEXT

OVA7Z 7 A NVOFEASMREIFEGNCTBITIE. 2DV v 7 OFIEIZHE- T, ZEBHE%vCenter (7.0U3ELLKE) 1T
A= TEIMENDD £T,

vCenter TdSnapCenter Plug-in for VMware vSphere7 7 A4 7 A D{R#

vCenter TdDvCenter Manage7” 74 7 v A

vCenteriZ 7 77 A TV AZEA LD, vCenter CTT 774 7 2 AZEIN B THINTWDT 7 & AR & HE
BLET, 778 RAMEEEFSL—TERIE T N—T MR L, @Y7 7 A E1T 5 T2 OB 7248
EITWET,

VB2 RBACHERR

SnapCenter Plug-in for VMware vSphere & A, 7 v 77 L— K, B X OMEFICMLEZ2RBACHERIZ DWW T
1Z. NetApp®D RF¥ = A b R_R—=UTHERTEE£d, Z0X—=12i, vCenter T — Y £ 137/ v — 72
RIHERAZFIV Y THFRIEb TSN TOET,

vCenterOHEMRIZ DWW TIL, NetAppdD RF = AV SR LT ZE, R/NBRMLERMERATRH I N TVET,

CABLAFERAZEDE ML

SnapCenter VMware > 7 7' A X, 7 7A T 77 0F L DX a7 Rillg 2 EHT 572012, SSL
(Secure Socket Layer) ek Z ML TWET, ZOFHETIER Y NIV =7 RETTF—Z 2 b T& £
T FLWACELEIEFZERT 20, MEORGER (CA) A7 T E2id¥— F3—F 4 ODCAZfE
T5Z LT, GEHESEEICEAO L OIZR D ¥, BIEROSEIE. 0V 7527 v 7 LTS

AN
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https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_download_the_ova_open_virtual_appliance.html
https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44_deployment_planning_and_requirements.html#rbac-privileges-required
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_create_and_or_import_an_SSL_certificate_to_SnapCenter_Plug-in_for_VMware_vSphere

VY7 huzTaryiR—xr b

TTITAT VACEABIOFEHEN TS T RTONetApp 2 VA R—F > & — KX—F ¢ a R —x> b
DF v VT HARRBRIAESNE T, ZRBERIEICHONTIZ, NetAppD RF¥ =2 AL FESBR LT 7E &,

#4) MHRH2—F
2= Gl
AT FrRAyY—pa—Y AT FrRar )= VOBREEFITLET,
BRI A 2R T 5100

LAVTF L RAaAyY— DT 4 R T7 78ALET,

2. VAT LREIC [2) EADLET,
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