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method password -second-authentication-method publickey
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\Warning: For successful authentication, ensure you create a public key for user "sam" using
"security login publickey create" interface.

sam publickey 2% B DOFRGELELE L TEBIMT H25E81L. OAREL AT EILERGH D Z & 2R dE&

BRA v —URNERENET, Linux?DOpenSSH/OpenSSL =t~ > Rid ssh-keygen . DRSANBRHEE & s
FEORT HAET D7D L samE 3, LinuxTiX, F—IiX ~/.ssh/id_rsa.pub forlZf&M il sam¥E
3, sam SSHIZPUTTYZ 74 7 v b &AL TWAEEIL. puttygen —7 4 U T 4 ZfEH L THORE
ft & VRO T AR TEX £9 sam, ssh-keygen BLODEHFEDOFEM puttygenll DWW TIEL, 20
R¥ =2 A FTHRET D DEMEROBMBIGHT 2SR LTI ZEN,

sam ssh-keygen LinUXY AT LDDOH A 6In ONTAPDOABISEZ A1+ 512iF, kDo~ REFEHAL
£7

smrcluster-1::> security login publickey create -username sam -index 0 -publickey "ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQDBh8mgw])shX4P30Xw8Qd+slp2jW8K73mw8ubYhvb+A1x4ZMITOQmsmYTtFjQQ+bDbp6
rugjjo

08hj 1+WSVuxUwW5xWRUWYS/rtOmhP/2fudSncwd2cuRxMvMHKSruF8ee2WRTJO7vu7fda
krCfQL9cOhzh3dEHUFR5qo0gCgr5ng8v3mZpAyoK7C4 /uC9Lr8UO3mBctZ6pBfHLNQRCWgxc20FDFI4pM9Lz93£SIQXCCL8Xr
pCzi0b

zH+4DwuglgPJsrfSa7Ki3s1SENtiAWVgSh78D41iHYT8XjJr1TGVisvZLg0/UUpwx5nvcR
BWMEOECzWi623tPO5fsUSGhQtCPn

smr@cycrhénbs05.eng.btc.netapp.in” -vserver smrcluster-1

ZH T, sam Chained 2FAZffifH LT, Linux> 27 A HONTAPEBZ L LCa s A TXB L9512 Y
F Lz, £7. AREEEAENFEITSINET GRS LET) . ONTAP) DS sam /XA T — RO AT %
ﬂ?&) E"h\ uu\uEz])TET Lijﬂ

[sam@centos?7 ~]1$ ssh ontap9.3.NTAP.LOCAL

Enter passphrase for key '/home/sam/.ssh/id rsa':
Authenticated with partial success.

Password:

smrcluster-1::>

E o ZOfE sam, OMEBEIZT 7 BRATHEHDOARRTL—AD T FERLTWET, Linux SSH
T, TRRTZ L —XRWHINHEIZLZ07 a7 ERERK S ssh-keygenE T, OFEITHIZ
INRAT L= ANTHMETH Y FH ssh-keygenA DS, WMERE~DT 72 ANRNEH#EINDT-O
ZONRATZU—REERTHZ L 2R LET,

ONTAP=~+ > K security login modify -user-or-group-name sam -application ssh -
authentication-method password -second-authentication-method publickey TIi,
password ﬁ)7 FA=VRIAEFRNTHY . publickey BNEH U FVFEMEFRNTHLHZ LB ELET, =
NHDOFIEL, BETHICTLIZENTEET, 2720, 2FAR T A U TlE, R— AR ARATY—R7 7 A VE
TZIENIS/ILDAP/S A T — ROWET N A LT, FRREDNEFITLHEICABRE, NATU— RIZb £7,

SSH MFAZREEDFEMIC DWW TIE. TONTAP 9t X2 U5 4 HA R] @ ISSHEEHZFIFOENL %5
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BEfF D —B#ERGE (IFA) BHEE 2 —WL, YubiKey h—727 »F A R EPIVEMHT S Z L T, MFAT Z
A FHEEYR— T DL IICERCTEET, YubiKeyld, publickey 74~V ELTRHETD -

authentication-method 7>, publlckey -second- authentication-method. IF?% -second-
authentication -method FHESNTWAEFAIIHET S Z & THREL password, nsswitch 774~
HLMJJ‘.EjjAt:& L’C;&h/ﬁiﬂj—é%‘gb‘&) D ET,

H: A= F 7 27_X—2DSSH MFAD¥EA ., ONTAP CERE SN A ARSI A TR HEB IR DO LB T
7,

e PIV
e YubiKey/N— K7 =7 7 /31 ZDFTA

10 ONTAP T D E © 2024 NetApp, Inc. All rights reserved.


https://docs.netapp.com/us-en/ontap/pdfs/sidebar/Security.pdf
mailto:smr@cycrh6nbs05.eng.btc.netapp.in

Windows[ai}YubiKey PIVZ 54 7 F DFRE

Z ZTIE. PIVEEH L TONTAPICES kT 5 72 DYubiKeyZ 3R — b5 L 9IZSSHYZ 94 7> FERET D
— 72 FIEICSW TR L £97, Windows” 74 7 > b O FIEOME IR O L BV T,

1) YubiKey Managerz # v > u—RKLTA A b= LET,

PIVPINEPUK (PIN®m w7 gz — R) %3 &E LT, YubiKeyz #JH1t L £9,

ECDSARLESE L REMFZ /LR E 72134 R — P LE ¥, Z#4E. SSHCAPIPKCS#117 A4 7 > hA ¥
— 7 A ATHETTA, ONTAPTIHEH ENEHE A,

CAPI/PKCSH#11A > Z—T = A AEFEHTDHLHIICSSHI FA4 T FNERELET,
ECDSAGEAEF 7213 ABREE A2 SSHAB ORI A L £,
/NBHECDSA¥ —#ONTAPIZ—= 7 AR— h LEJ,

YubiKey Manager®# v u—RK& A VR h—)b

1) Yubico®OWebW A b, BEWODT T v b 74— A2 L7z/N— 3 > OYubiKey Managers % v o 1 —
RLTA A M=/ LET, [Continue]lZxEIRL, T XTOT 74/ b EZITFANLET,

@ @ Install YubiKey Manager fa)

Welcome to the YubiKey Manager Installer

You will be guided through the steps necessary to install this

@ Introduction
software.

Continue

AVAR—NRET LIS, USBA R v MIYubiKeyZ#fi A L. YubiKey Manager# 317 L £7, YubiKey
DETIV, VIVTAEFE, 77 —Lb U7 "=V URBERICERSNET,

11 ONTAP TD % B RGE © 2024 NetApp, Inc. All rights reserved.


https://www.yubico.com/support/download/yubikey-manager/

[ N J YubiKey Manager

@ Help @® About

y u b I C 0 Home  Applications Interfaces

YubiKey 5C Nano FIPS

Firmware: 5.4.3
Serial: 17184894

YubiKey PIND#IH1L;
V)77V r—vary>PIVICBEN LT, PIVERELHRLET, f:

eoe YubiKey Manager

YubiKey 5C Nano FIPS (17184894) @ Help  ® About

y u b | C O Home  Applications Interfaces

Plv L1 Setup for macOS
| PIV
PIN Management Certificates Reset
PIN,PUK,Management Key 1 certificates loaded Restore defaults

@ Configure PINs

< Back

Configure Certificates £ Reset PIV

[PIN%#] 273 3T [PINDEE] #3IRLET, #i:

[ N ) YubiKey Manager

YubiKey 5C Nano FIPS (17184894) ® Help ® About

y u b | CO Home  Applications Interfaces

Configure PINs

PIV | Configure PINs
PIN PUK Management Key
3 retries left PIN Unlock Key Not protected by PIN
< Back
12 ONTAP TDZEHRAE
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[PINDZEF] Z#IR L TPINZRELET, 4~8LFDOPINZEIR LET, YubiKeyZ#H THETLHAIL,
[T74NNEERIA TV a v E2d T LET, TRUSNDGEIL, BIEOPINE A LET, LHHfREOT 7
/L FPINIZ123456 T4, # LV PINZ2[EIA /) L. [Change PIN]Z R L £,

@ ® YubiKey Manager

YubiKey 5C Nano FIPS (17184894) @ Help ® About

Home  Applications Interfaces

Change PIN

Current PIN Use default

New PIN ******

Confirm new PIN ******

< Back v Change PIN

Personal Unblocking Code (PUC) & MEiEINL D Z & b HDHPUKZERTELET, Ziud, A FELZIIENTZPINE
VEy hTH720IfEALET, 6~8XFOPUKEZERIRL T, YubiKeyZ IO CTRET HHEIL. [T 74

N EEFERA T Va v EF AT LET, ERLSNOEAIL, BIIEOPUKIEZ A LET, THHMREOT 7
4V FPUKI$12345678 9, #7 LV PUK#%2[EAJj L, [Change PUK]Z&IR L 7,

® ( J YubiKey Manager

YubiKey 5C Nano FIPS (17184894) ® Help ® About

Home  Applications Interfaces

Change PUK

Current PUK 8 Use default

New PUK **+***+*

Confirm new PUK ********

< Back v/ Change PUK

E BHX—LEEIT L2280 LET, T 74/ FDO3DESEH I —IT
01020304050506070801020304050607080102030405060708 ¢4, PIN. PUK, B X OVEH F—
DEEMIZ DWW TIX, YubicooWebH A F 2B L TL &0,

ERLAHAZTEZ A VA — P EIXERT D

SSH EDOPIVIRFEIZYubiKeyZ A3 5121, 77 A ~X— NECDSAF — L iEEZ A VAR — b 72134k
THLERH Y £, ONTAP 9.12.1L4% TiL, SSHABI#ERGEIZECDSA-256 % 72 [XECDSA-384 % — /3

FERENET, ROBITIZ, ECDSA-384% i L TWE9, FFHEIZONTAP SSHY— T &h

T, GEHEOARBEOLNMER SN ET,

1) YubiKey® 21 > h9aik, PIVF —DRIFICHEHA SN E T, FEAEORE|ZTIRNLET,

13 ONTAP TD % B RGE © 2024 NetApp, Inc. All rights reserved.


https://developers.yubico.com/yubikey-piv-manager/PIN_and_Management_Key.html

o0ve YubiKey Manager

YubiKey 5C Nano FIPS (17184894) @ Help ® About

y u b ICO Home Applications Interfaces

PIV £ Setup for macOS
PIN Management Certificates Reset
PIN,PUK,Management Key No certificates loaded Restore defaults

@ Configure PINs Configure Certificates £ Reset PIV

< Back

a) [Generate]Z IR L CThifT L3, ZOFITIE. ECDSADFLEHE L AB#ED T 12P-3841h#k &
ER L CTEREINET,

[ACBAEAEZERLET, 20Tk, BEB4AERAENERSINET, Zhud, FEFAENONTAP
TIIEHAEN T, PKCSHILIA v Z—T =2 A4 ATOLMNEL SNEHT-HTT,

I HARBIC K- T, GEAEBAZER (CSR) ZHANIAERL, FEINZCACL 2B &%
D, BRAEREHEEZA VER— N LATHIERLRWGEARD Y 1,

[AOBEAREAE] ZBIR L7 5, RANZBIRLET,

® [ ) YubiKey Manager

YubiKey 5C Nano FIPS (17184894) ® Help ~ ® About

y u b | CO Home  Applications Interfaces

Generate

@ Self-signed certificate

O Certificate Signing Request (CSR)

TN TY XLIZECCP-384% &R L, [k~ (Next) &L E7,

14 ONTAP TD % B RGE © 2024 NetApp, Inc. All rights reserved.



[ ] [ ] YubiKey Manager

YubiKey 5C Nano FIPS (17184894) ® Help  ® About

y u b | CO Home  Applications Interfaces

RSA1024

Generate
| PIV | Certif | Generate: Authé RSA2048
ECCP256

Algorithm ECCP384

< Back

4 (CN) OXFFNZ AT LET, KIT, SSHF —ICRET 282" L E T,

o0 YubiKey Manager

YubiKey 5C Nano FIPS (17184894) @ Help ® About

y u b | CO Home  Applications Interfaces

Generate

V /| ficat Generate: Authentication (3/5)

Subject SSH Key|

? BaCk

[Next]Z &R L E9, OB R TIX, SEHEOADMREMHERT 2 A v e—URERENET, T 74/ h T
TERIZERESNTWET, ZIUISSHIZITEA SN2 W), T 74V 220 EEFHATEET,
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e [2] YubiKey Manager

YubiKey 5C Nano FIPS (17184894) @ Help ® About

Home  Applications Interfaces

Generate

< July 2023 >

1

Expiration date 2023-07-07 2 3 4 5 6 7 8
9 10 M 12 13 14 15

6 17 18 19 20 21 22

23 24 25 26 27 28 2
< Back 30 3

KBEOEXALTa TRy 7 22, BIR LA T a U RFRENE T, [Generate] 28R L T, BINNE & R
LET,

FATT D121, BEX—ZANTLLIICROONET, BEXF—DLEINTWDLHEEITIAT L, TG
T DT 7 4V FREICR T SN TV B 5E 1H[Use Default] & 241 L £ 9,

PINDAJ 1 ZRD HNET, FIHHEFIECTHRE LZPINEZ AL, [OKIZ&ENLET,
O REGELIEAENER SN, BEETAERAFEAZEE Y v a R REINET,

YubiKey PIVRREEA ®DWindows PUTTY-CAC SSHZ A 7 F DR E

YublKey PIV C/ABISEZEEE %2 ] L CTSSHEEH TONTAPIZH#5t 4 A i Hi 72 5i%1%. PuTTY-CACZE i+ %
Z L T9, PUTTY-CACIE, A~— b h— RiBiEEV R~ TD54 -T2V —RADSSHI T4 7 > F T, ¥iZ
ERGE IEm 7 7 EA 71— K (CAC) EPIVZPKIF—27 & UTHERLET, ZAUTEIBUS OFLHE CTIA <
ER &N THET,

PUuTTY-CACIEGitHub» H# 7o m— R LTA VA h—/LTE£T,
https://github.com/NoMoreFood/putty-CAC/releases

PUTTY-CACOREFINEOHE IRk D LB Y T,

1) Yubico PIVY — L& A A b= L LET, ZHUTiE, YubiKey DI Y 3572 DICHE/2PKCS#HILT 1 7 5
U ( TYKCS11] )DYubicors— a U INEENTHET,

PKCS#117 1 77 U £ L C. YubiKeym HiFfAE AR T LT,
SSHEH#LDECDSAF 7= 1ZRSAARRHEEZ 7 ) v 7 R— RNl ab— L TRIFELE T,
PUuTTYk v > a R A MERELET,

Yubico PIVY—/LDOELY £HiF

https://developers.yubico.com/yubico-piv-tool/Releases/?> &, 7°F v k7 #— 2 HDYubico PIVY — /L %
AFLTA VA=AV LET, TXCOT 74 EZTANET, f:
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https://risacher.org/putty-cac/
https://github.com/NoMoreFood/putty-cac/releases
https://github.com/NoMoreFood/putty-cac/releases
https://developers.yubico.com/yubico-piv-tool/Releases/

@ & Install yubico-piv-tool 8|
Welcome to the yubico-piv-tool Installer

@ Introduction You will be guided through the steps necessary to install this
software.

Continue

YubiKey2» 5B/ L7~ PKCS#11ZEHE DR E

1) PUTTY-CAC% iEZ®E) L £,

PuTTY#fe ™V « > K . [Connection]>[SSH]>[Certificate] DNEIZEIR L F 9,
[Set PKCS #11 Cert] Z %R L £,

Yubico PKCS#117 4 77 V 48 L £ 7,

IR TRTCOT 740 &ML T4E Yy FOWindows 10/117 7 A 7 2 MZA VA =L I TS
e, 207477V HY £9, C:\Program Files\Yubico\Yubico PIV
Tool\bin\libykcsll.dll

Ty ANEEIRL TS £,

AIOFIA TR L7 L 512, ECDSAF — & YubiKey DFEBIENEFIZAR I NI HEIEL. T ORHENFER
SNET,

CN&lissuerzF = v 7 LC, DARNCARK L7ZiEAZETH DL Z L 2R L, [OK]Z&RIN L ThifTLET,

17 ONTAP TD % B RGE © 2024 NetApp, Inc. All rights reserved.



[Authentication Methods] % A 7 = 77K v 7 ZIZR Y £7,

¥  Windows Security

PuTTY: Select Certificate Or Key

Please select the certificate or key identifier that you would like to
use for authentication 1o the remote system. For FIDO keys,
PuUTTY has generated a dynamic certificate to represent the key
within PuTTY.

chyelinecc384
Issuer: chyelinecc384
Valid From: 7/19/2022 to 7/19/2023

Click here to view certificate properties

More choices

TV RBRFIRENET,

E ~ ol
Category
Termngl Opbions coniroiing comitcate ! iy aumedcaion
Bd““m'd Autheotcabon methods
Festuos @ Attempt ostficate | key suthenbcabon
Window Note Enating cortficato | key authenbcabon wil
Appearance overnde any PuTTY key fle under the 'Auty tab Ths
Behavour setting has no effect when usng pageant
Transiabon
| Sekctoe mmm
Colours
Lo oom Sét CAPI Cant Chaar Selocted
Oata Set PKCS Cert Viow Selected
Proey
SSH
¢ F
il Set FIDO Key
HOst herys
Cpiher Sebacted thumbpent
3 i‘:"" PKCS 100230066303 733C500a 1392604105 108 1060050
mwyYy
xn Authon2ed Kesys The value
Te Copy To Cipboard
Mcre bugs
Send
About Halp Open Cancsd

SSHE#ADECDSALAEZ 7 Y v FHR— Fizavr—33
1) (70 7R —=Fizabt—] @R LT, SSHEHBEOAR#EEZ 7V v 7R—Fiae—LET,
WOFINET, ZONBREEZHH L CONTAPZ—VZRETILENDH Y £,

18
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PKCS#117 - 7' Z U %41 L CYubiKey» 5 Hif5 L 7=SSHA MO ABR#EIX, wOERIT/RD F7,

<key-type> <Baseb64-encoded public-key> PKCS:<thumbprint><Path-to-YKCS#11l library> CN=<common
name>

NBREEDH -

ecdsa-sha2-nistp384
AAAAE2VJZHNhLXNoYTItbmlzdHAZODQAAAAIbm1ZzdHAZODQAAABhBNSsiM3p/oUdcsyeiEFDuvikAFWrMiT7uzp7B9AT++yMbz
kb20RE

VErfOo+GBPHi3NI1l+qrBz/3T1kJG2BQwED11cZAiFgp97yhvSJos8GqTYS5E6FiTdlrzuLraBxjZzxsNg== PKCS:fcea3bd6e
ad37aa

c5ccald92e04£d61b810ab050=C: \Program Files\Yubico\Yubico PIV Tool\bin\libykcsl11l.dll
CN=chyelinecc384

ONTAP=—H7 B 7 o N OABIGERGEA 7 = X L %@ E LET, ONTAPT 7 b &gk L CAR g Bt
F7= 5. Putty’s EDOSSHZ 54 7 2 R &l L CONTAPY R 7 A& FHTX £,

KOFNEIZSNTIE, TONTAPTYubiKey PIVO ARSI KT 5] 2B8BL TS0,

MAC OSE L ULinuxf DYubiKey PIVZ A4 7 s DFRE

ZZTIE, PIVAEEH L CONTAPICHEG T A 72D DYubiKey V"R — b5 X HICSSHY 4 7 b AHRET S
— W72 FIAIZ DWW TH LEJ, Mac OSKE L OLinuxZ 74 7> FOTFIEOEEIIRD LD TI,

1) YubiKey Manager® # 7>t —RKLTA > A h—/L LET,

PIV, PIN, PUKZ#&E L TYubiKeyZ ¥k L £,

ECDSAMVEGE LGB EA AR E 213 AR — ML ET, ZiE. SSHCAPI/PKCS#117 A4 7 > A V¥
— T oA ATHETTR, ONTAPTIZfFEH SN EF A,

CAPIPKCS#11A > #—T7 = A AT H L IISSHY FA4 7 FEaFHELET,
ECDSAZEARE £ 7213 ABRSE A2 SSHAEH ORI EH L £,
/NBHECDSA¥—#ONTAPIZ= 7 AR— M LEJ,

YubiKey Manager® ¥ vy u—RK& A VR h—)b

1)Yubico®WebHA kb, BHEWO T T v K7 4 — AT L7z/3— 3 » OYubiKey Managers # 7 > a— K
LCA A=V LET, [Continue]ZiEIR L, TXCOT 74V hEZIFANET, f:
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https://www.yubico.com/support/download/yubikey-manager/

@] & Install YubiKey Manager a8

You will be guided through the steps necessary to install this

software.

|

Welcome to the YubiKey Manager Installer i

|

@ [ntroduction :
|

Continue

AVARM—RET LIS, USBA R v MIYubiKeyZ#fi A L. YubiKey Manager# 317 L £7, YubiKey®
ETTI, VITAE G, Tr—bU T A= a3 URAEREICERSNET,

e0e YubiKey Manager

® Help ® About

y u b ICO Home Applications Interfaces

YubiKey 5C Nano FIPS

Firmware: 5.4.3
Serial: 17184894

YubiKey PINO##i{k
1) Applications > PIVIZE B L T, PIVEREZ#ER L ET, #:

20 ONTAP TD % B RGE © 2024 NetApp, Inc. All rights reserved.



oo e YubiKey Manager

YubiKey 5C Nano FIPS (17184894) @ Help ® About

y u b | CO Home  Applications Interfaces

plv L1 Setup for macOS
| PIV
PIN Management Certificates Reset
PIN,PUK,Management Key 1 certificates loaded Restore defaults
< Back

[PINEEL] €27 2T [PINORE] 27V v 7 LET, #:

[ N ) YubiKey Manager

YubiKey 5C Nano FIPS (17184894) ® Help ® About

y u b | C O Home  Applications Interfaces

Configure PINs

| Configure PINs

PIN PUK Management Key
3 retries left PIN Unlock Key Not protected by PIN
< Back

[PINODZHE] 23R L CPINZRE LT, 4~8LTOPINZER L £, YubiKeyz 1 CTi%iEd D541,
[T74N NEERA TV a v a2 d A LET, ThUSNOGEIE, BIEOPINE A LET, LHHHREOT 7
4 /L FPINIZ123456 T3, # LW PINZ2[EAF L, [Change PIN]Z&R L £,

’ [ BN YubiKey Manager

YubiKey 5C Nano FIPS (17184894) ® Help ~ ® About

, y u b JCO Home Applications Interfaces

Change PIN

PIN

Current PIN 123456 Use default

< Back v Change PIN
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PUKEZRELET, PUCEIEHINDZ &b H YV ET, ZiUL, HERFELITENTPINZ VY b 572DIC
FERLET, 6~8FOPUKEZRINL £9, YubiKeyZ @b CHRTETAHEAIE. [T 74V &AL 7Y
U EFT T LET, FRUSOEAIL. BIEOPUKIEZ AN LET, THEHEOT 7 4L FPUKIE
12345678 C9, #H LWPUK%E2[FEI A L, [Change PUK]Z R L 7,

[ N J YubiKey Manager

YubiKey 5C Nano FIPS (17184894) ® Help ~ ® About

Home  Applications Interfaces

Change PUK

Current PUK 3 Use default

New PUK *+=+=**

Confirm new PUK ********

< Back v/ Change PUK

W OEER—LEETS L EBEMOLET, 7740 FOIDESHEF 3
01020304050506070801020304050607080102030405060708 T3, PIN, PUK, ¥ LUV ¥ —
DFMHIZOVTIE, YubicoDWeb¥ A kB LT &L,

MERLIAZTLA VR — NETITERT D

SSH_EDOPIVIZZEIZYubiKey Z 4 21215, 7T A ~X— FECDSAF — L FEHE A A R — b F 72134k
THLENRHY £, ONTAP 9.12.1LIKTiL, SSHABIHERFEIZECDSA-256 % 72 [XECDSA-384 % — 3

ERESNET, ROBITIE, ECDSA-384%f#H L C\WE 9, FEHFEIZIONTAP SSHY— A TiIfEHA &

P, FEHEOABREO LN H I E T,

1) YubiKey?d 2 nr v hald, PIVF—DERFICHEA SN E T, EHEORE])Z RN L £,

(2] o YubiKey Manager

YubiKey 5C Nano FIPS (17184894) ® Help ~ ® About

Home  Applications Interfaces

PIV £ Setup for macOS

PIN Management Certificates Reset

PIN jem

@ Configure PINs Configure Certificates £ Reset PIV

efault
< Back

a) [Generate]Z 3R L CHefTLE£3, ZOHITiX, ECDSADTREHEE & ABFE DT 23P-384h#
AL TAERSNET,

22 ONTAP TD % B RGE © 2024 NetApp, Inc. All rights reserved.


https://developers.yubico.com/yubikey-piv-manager/PIN_and_Management_Key.html

2) [HEBAHEZRRLET, ZofITiE, BEBAEAENERINET, Ziux, FEHER
ONTAP CIIfEH S d°, PKCS#H11A > Z—T =2 A TOLNIEL INBHTZDTY,

T BARBIC XL > Tid, CSREHFANTAEM L, [FHSNIZCAICLDEL EZITTD, BELFER
AEEZ A VAR — T OMERD Y £,

[Self-Signed Certificate] Z# 2R L 7= 5, [Next] &R L £,

® [ ] YubiKey Manager

YubiKey 5C Nano FIPS (17184894) ® Help  ® About

y u b I Co Home  Applications Interfaces

Generate

@® Self-signed certificate

QO Certificate Signing Request (CSR)

X BaCk

TNTY XLIZECCP-384% B L, [k~ (Next) |ZEIRL E7,

@ [ ] YubiKey Manager

YubiKey 5C Nano FIPS (17184894) ® Help @ About

y u b l CO Home  Applications Interfaces

Generate -

| Generate: Auth¢  RSA2048
ECCP256

Algorithm  ECCP384

¢ BaCk

4 (CN) OXXFHZ AN LES, KIS, SSHY —ICRET DHl2 R L £,
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® [ ] YubiKey Manager

YubiKey 5C Nano FIPS (17184894) @ Help ® About

y u b | CO Home  Applications Interfaces

Generate

Subject SSH Key|

* Ba(:k

[Next]ZE4R L £ 9, KO m Tl Eﬁﬂi@ﬁwﬁ;ﬁﬁﬁéﬁ&m%f v —URERENET, T 74N NTIE
ITHFICREEINTHET, _niSSH TEA SN W=D, TNV N EEOFTEFEHATE ET,

| N YubiKey Manager

) YubiKey 5C Nano FIPS (17184894) ® Help  ® About

y u b | C 0 Home  Applications Interfaces

Generate

< July 2023 >

1

Expiration date 2023-07-07 2 3 4 5 6 7 8
9 10 M 12 13 14 15

16 17 18 19 20 21 22

23 24 25 26 27 28 2
< Back 30 3

BBEOXATa Ry 7 A, R LEPREAFR R SINLET, [Generate] Z i8I LT, BINAFZ R L
£,

BATT 22T, BEX—Z2 ANTIHLOCKRDoNET, BFEHIFI—DPLEINTWDEAIFASLL, TIHEH
FREDT 7 /b FREISHRE SN TV 534 13 [Use Default] 23R L £9,

PIND AN RO BN ET, FIHHEFIATHRE LIZPINZ AL, [OK]ZEIRL £7,
T L FEAENER S, BET D ERAREHEE 7 v a MICRRERET,

Mac OS¥ 7ziZLinux SSHZ 7 A4 7> hTYubiKey PIVRRIEZ R ET D

Yubico PIVY—/VOEY £FiF
Yubico PIV>Y — L%, Yubico Smart Card Drivers and Tools<— b4 7 v m— R TX £,

D=7 7407 Y v 7 LTA VA=V LET, TT7HNVEOAT T a e NTZIFARTA VA
h—=VZ5E T LET,
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https://www.yubico.com/support/download/smart-card-drivers-tools/

@ & Install yubico-piv-tool 8 |
Welcome to the yubico-piv-tool Installer

You will be guided through the steps necessary to install this

® Introduction
software.

Continue

AVARN=ARETTDHE, SSHZ T4 7 MIE 2 Yubico PKCS#117 1 7 7 U BWIROBGITICH D F
9, /usr/local/lib/libykcsll.dylib
ECDSA¥—®DxT 7 AHR— |k

YubiKey for SSHTA % L 7ZRSAE 721ZECDSAF — Z i 19~ 5 1213, SSHTHEM SN D TBRUTE#T 504
ERHY ET,

1) ZN%EFTH 121, ssh-keygen Yubico PKCS#11E Y = —/L A L £9 1ibykesll.dylib,
EE: Unixf VA M—LOBE, ZOT4 77 VI so IEETFATVET,

INEAITHIZIX, ssh-keygen Yubico PKCS#117 A 77V L -e A7 a % {#iH LT, ECDSA
3?~%:SSHE?§&%£U:I& AR—FLET,

H 4

user@user-mac-0 ~ % ssh-keygen -D /usr/local/lib/libykcsll.dylib -e

ecdsa-sha2-nistp384
AAAAE2VJZHNhLXNoYTItbmlzdHAZODQAAAATIbm] zdHAZODQAAABhBFfz/rELb+Qf51ViOnZQedHZEdG3/ePRz3007U00a7F+V
xX5jfc
r8sWyuGGNkXNY5GHsFZJIw521ykLKIMjmpQCiEoFtUCdbg8Shrvx3YBxEg8B0JIXKzAv3+0pvZNL/pjvg==
Public key for PIV Authentication

ssh-rsa

AAAAB3NzaClyc2EAAAADAQABAAABAQDgCafjv1ujwNHNPTS42dRpATqWX/ /mPijh2bTghU880Q0hQ0baCoJ6LCdHtud9XE5]+yEL
00s0tb
4B0/Z0s7z3t1G60Z0QVEWUPE4j3hLyJytvzt TWWE+df418Jq)0TVIOnDrZ2tZoUt fW3WtV1JIXGZudvmFf1NOLVHrS8/8SAelYkt
9ZhLAG
D61dHpTIYt/0Fz5588QDudiQ0HGYWDDt0yoafY3N64BfAnaSitlrQD4py0Y14Zv/7KgzgqlEb6jGejuxluvs6wOd6gpt8gNE32
hpqL3Y
meAUFQQULAgQ6BHCZ2I8pc8W+NrDoRvDuUvgOTvsGyB7TgsTyK2tH1jdygHQXHv1
Public key for PIV Attestation

ecdsa-sha2-nistp384 ROMETH /fHiFsnz= MY ZBR L EJ Public key for PIV
Authentication, IRDOFNET, ZDOAREZMHH L CONTAP2—V 2R ETHLENH Y 7,
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Yubico PKCS#117 A 77 V) ZEHT D L DIZSSHZ AT 2R ET D
*7-. Yubico PKCS#117 A4 77 VT 5L HIZSSHYZ A7 v FERTETHUHERH Y £7,

Linuxk K OMACOE, ZhiZiE, ~/.ssh/config HREENZZ2—FBIOKRA DT 7 AL
PKCS11Providerd 7' v a Y ZIELTH LY N ZERTA2HERH D £,

WOFITIX, newadmin ONTAPH A FD—HFIZxf L TH AKX AFREL Y MU BER I
vsiml.sim.netapp.com, SSH newadmin@vsiml.sim.netapp.comz MU & |
/usr/local/lib/libykcsll.dylib PKCS11Provider4 73 a o TR i€ SNIZPKCS#11T A 7 T VU HME
HAInET,

[

% pwd
/Users/user/.ssh
% cat config
Host vsiml.sim.netapp.com
HostName vsiml.sim.netapp.com
PKCS11Provider /usr/local/lib/libykcsll.dylib
Port 22
User newadmin

WOFINETIL, ONTAPL—H 7 B 7 > M ABRERAGEA 7 = X5 &R ELET, ONTAPT H 7y haakiE L
CABISEC #1725, Putty?s EDOSSHY T4 7o b %l L CONTAPY A7 A& B CX £,

WDOFENEIZOWTIE, [TONTAP TYubiKey PIVOARSRGEZ KT 5] 28R L T E &N,

ONTAPT®DYubiKey PIVDABRESRIEDRIE

ZORITIE, 2—VFEANDOH L admin—% ) newadmin SSHEHEH L CTIER X i, FRFEH RN IR
fE é j/l/ publickeyi '3"0 Aty uEﬁJ‘Z))*EEODSSH/\Eﬁ%WDuET 3%) %) ﬁ‘YUblKey Pleu\uﬂET 3%) DI Bg'f??: fcﬁ
<, HEHESnS a2~ RIZRETTT,

smrcluster-1::> security login create -user-or-group-name newadmin -application ssh -
authentication-method publickey -role admin
Warning: To use public-key authentication, you must create a public key for user "newadmin".

Warning: For successful authentication, ensure you create a public key for user "newadmin" using
"security login publickey create" interface.

newadmin publickey PR/ & LCZIEMT DHEEIL. ORRBEANTHLERHH Z & arndEE
AvE—UREREINET, ZOAREIT. 7 T4 7 FTYubiKeyT A AZRET D EXICEGESNE
\3—‘0

RIT. YubiKey HIZE%E L7-PIVABH#E 25 E L £ ¥, BgEE. PuTTY-CAC for PIVO[Copy to Clipboard]i#
AEE 72 1ZWindows 2> 5 EUS 4 % 7>, ssh-keygen -e for PIV for MacOS % i i L CSSHAE I CAR#E %
T AR—hLTHGLET,

H 4

smrcluster-1::> security login publickey create \

-username newadmin \

-publickey "ecdsa-sha2-nistp384
AAAAE2V]ZHNhLXNoYTItbmlzdHAZzODQAAAAIbm]zdHAZODQAAABhBFfz/rELb+Qf51ViOnZQedHZEdG3/ePRz3007U00a7F+V
xX57 fcr8sWyuGGNkXNY5GHSFZJIw521iykLKIMImpQCiEoFtUCdbg8Shrvx3YBxXxEg8BOJIXK

zAv3+0pvZNL/pjvg==

Public key for PIV Authentication"

newadmin ZHEFEFFIEICYubiKeyB LOPIVEHFEHLT, 79472 h AT ANLONTAPEEE L LTRr /A
UTEDLIITRDE L,

SSH MFAGEGEDFEANZ DV TiE, [ONTAP Ot X =Y 7 ¢ A FJ & [SSHEZEHEEIAEDOF ML) %
ZRLTES,
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YubiKey# X O'FIDO2%{#EH L 7ZONTAP SSH MFAZRGE

BEAF DO —BISRGEEE (1FA) BHE = — 1%, YubiKey h—72 > 7 /3A A L FIDO2#GE % f L TMFAR
TAVFEETR— T2 L0 ICEETEE T, YubiKeylX, publickey 77A4 <~V & L TCHETD
-authentication-method 7>, publickey - second-authentication-method. IF2S -
second-authentication-method ¥HE SN TWALEICHET H Z & THRE L password,
nsswitch 77 A v URRGELFRNE L TCHRETILERDHY £,

T N— R =7 _X—2ADSSH MFADE . ONTAPIZERE SN/ ABSIIIN 2 THRAFEREIIRD EBH T
‘ﬁ_O

e FIDO2t"r

e YubiKeyN— KU =7 734 A, FIDO2DYA, §RFEY 7 & A HHIZYubiKey [ BRYIC it 5 Z &
THERSIVET,

Windows i ®YubiKey FIDO22 54 7 v h DRE

Z 2Tl FIDO2%f# ] L CONTAPIZHHE 3 5728 D YubiKey % R — b 425 X 9ICSSHYZ 74 7 b &% IE
T 572D O— R FIBIZOWCHEA L E3, Windows? 74 7> FOFIEOBEIZRD LBV TF,

1) YubiKey Managerz # 7> a— KL TCTA A h—/L L

%9, FIDO2 PIN%Z#E L CYubiKeyZ #I#i{ L £9,

ecdsa-sk edd519-sk PuTTY-CAC (Windows) F7-1% ssh- keygen (MAC) ZfEH LT, FEdE & AR
FEONT AR L ET,

ecdsa-sk F721% edd519-sk ABHEEA MLIEIZ)G U CSSHAM DRI ER L £ 1,
ANBREERFE T N T 5 X O ICONTAP2—H 2R E L F7,
ecdsa-sk F 71T edd519-sk ABHEEZONTAPIZ=Z AR — L ET,

YubiKey Manager@éf'?‘/lﬂ— KEA VR B—)L

HFHLTWAT T v b7+ —4I20H L3N —2 3 > dOYubiKey Manager# Yubico®Web# 4 640 o
—RLTA VA= LET,

1) 5] #2Y v 7L, §RTOTFT 74V MEEZITFTANES, #i:
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€] & Install YubiKey Manager a

You will be guided through the steps necessary to install this

software.

Welcome to the YubiKey Manager Installer f
|
|

@ Introduction |
|

Continue

AVARM—RET LIS, USBA R v MIYubiKeyZ#fi A L. YubiKey Manager# 317 L £7, YubiKey®
ETTI, VITAE G, Tr—bU T A= a3 URAEREICERSNET,

@ [ ) YubiKey Manager

@ Help @® About

y u b | CO Home  Applications Interfaces

YubiKey 5C Nano FIPS

Firmware: 5.4.3
Serial: 17184894

YubiKey PIND#JHL

1) 77V r— =z > [FIDO2) DIEIZEIR LT, FIDO2RRE & L £d, #:
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®@ Help @® About

Home Applications Interfaces

Configure FIDO2 Application

YubiKey 5 NF( ;

Firmware: 5.4.3
Serial: 20363846

IDO2

PIV

@
. %

YubiKey 5 NFC (20363846) ® Help  ® About

Home  Applications Interfaces

FIDO2
FIDO2 PIN Reset
< Back

[Set FIDO2 PIN]Z A 7 u 7R v 7 ANE RS, FIDO2 PINZZET D L H kD5 E3, [New PIN]~Z
4=V FIZ4XXFLLEDOPINE A LET, KIZ, [Confirm PIN]Z 4 —/L RIZRICPINEZ S 5 —EAS L E
7, [SetPIN]Z#E{R L C, FIDO2 PINZEELET,
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© YubiKey Manager = (m] X
YubiKey 5 NFC (20363846) @ Help ® About

Home  Applications Interfaces

Set FIDO2 PIN

New PIN seeeee

Confirm PIN ®eeeee

< Back v SetPIN

PIN75\ Tfént_é:%ﬁ%; ﬁ‘éFlDOZ&M’TD&T/ﬁX RV ET,

L] Yub:Key Manager - O X

YubiKey 5 NFC (20363846) @ Help ® About

Home  Applications Interfaces

FIDO2

FIDO2 PIN Reset

< Back

YubiKey FIDO23%E DFEAMIZ DUV TIE, YubicoOWebt A b A ZH L T 72 &0,

YubiKey FIDO2F8EEA ®Windows PUTTY-CAC SSHZ 4 7> F DR E

SSH_ETOFIDO2GEFEIZYubiKey Z i 4 2121%, TV v 7 L7 T A4 _X— FDECDSAF — X7 AT 5
VENH Y 3, FIDOT /A AL ecdsa-sk, KHEEY A 7L ed25519-skxtiind HREHIHEH X A 7 TH
H—bERTHET,

e [Xed25519-sk ecdsa-sk EFEMITIZL VRN TT N, FRELSPFR— PSR TWERA,

e ¥, ed25519-sk 77— AU =T =3 523D YUbiKey TORYR— F ENTWET,

e ccdsa-sk ¥—ZA 71X, AHAEDOTZDIZY AR — K I TWHECDSAZMH L,

ONTAP 9.12. 1L TlE, SSHARR#EZNEFIZECDSA-256F 7~ |ZECDSA-384% — % i f L £,

YublKey PIV CABHSERREE 2 F§ L CSSHIRH CONTAPIZHE 5§~ A fli i 7 53k, PUuTTY-CACZE T %
Z L T¥, PUTTY-CACIZ., A~v— I — RBiEFA2 VR — b?‘éz‘~7// ADSSHZ A4 7 v hT., ¥riC
E#E DCACEPIVEPKI h—27 L LTHEHALET, Ziud, EREFOEATIALHEHINTWET,
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GitHub?>% https://github.com/NoMoreFood/putty-cac/releases/ b2 o o — R T& £,
1) PUTY-CACDA > A h—)b
Windows?Z 7 A 7 > k CPutty-CAC% @) L £,

HE: YubiKeys— R =7 h—2 U Cx—%ZERkd 512X, PuTTY-CAC% Administrator &
LTEITTHHLERD Y £7,

[PUTTY Configuration] %'« 7 1 7 7~ »» 7 A, [Connection SSH]>[Certificate]>[FIDO Tools]DJIEIZ 5K L =
9, [Application Name] & [User Verification] # &< X TDOT 7 #+ /)L MEZZIF AN E T,

ecdsa-sha2-nistp256 F—7 /LI U XALZFHEHA LT, FIDO2OFESE L ABSEO T Z1ER L 7,

[Application Name] 7 1 —/V RIZssh:DBRIZXCFHE AN LT, 7FV r—Ta v z#ilLET, ZofTidafHE
AL ontaplE 7,

¥—4 A7 L LT [Residentkey) & AJJL. YubiKey7 /A ZIZRAFLET,

[User Verification] % [Key Touch]?» 5 [Key TouchlB L O[PINICEFE L£3, Zhizk v, =—idYubiKeylZfil
BT TRLPINEANT HHENRH YD 7,

‘ PuTTY Configuration ? X
Category
Window Vizard for managng keys on FIDO tokons
Appexarve
Bet Craaton paramaters
Transiaton Key Agonthm 00353-5ha2-nistp256
+ Selachon
Colours Apphcaton Name  ssh
C‘""f"w' Appicaton name 1s used 1o dentdy s speafic key It
Data must start weth ‘Ssi’ 10 ensure compabibdty If you have
Prosy maflphs tokens, you may 850 want 10 nchudes teud 10
SSH identily e token
Kex Koy ype User Verdcaton
Host keys © Residert Kery © Key touch
Cpher Non Resident Key Key touch & PIN
Cartidcate
Croato Key
CAPI Tocts
+ Auth Koy management
:IT Usa thes opbion %0 import ressdent keys from a FIDO
foken You must be sbie 10 devale to 3 ocel
;“'"“’5 SAMENsYaton 1o communicate drectly with the token
ugs
‘ Maore bugs Cloar Koy Cache Import Keys
Senal
‘ Teinat Deknte Key
| Rioon
’ About Help Open Canced

[Create Key|#RINLET, [EX 2T 4F—Dky NT v FNFIATRI Ry 7 ANRFRINET, [OK]Z BN
L/\i—a_o
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=’ Windows Security

Security key setup

Set up your security key to sign in to ssh:ontap1 as PuTTY FIDO
User.

This request comes from Putty, published by Open Source
Developer.

[Continue Setup Confirmation] % 4 7 & 7 7K v 7 ATld, YubiKeyT /"A A TYZ LT v ¥y LEERT 2008
I MORERZ RO HIvET, [OKIZEIRL 7,

Yubico PIVY—/VDOELY fHiF

== Windows Security

Continue setup

ssh:ontapl wants to create a credential on your security key. This
lets you sign in without having to type your username.

Note: A record of your visit to this site will be kept on your
security key.

1)#%E L7ZFIDO2 PINZ A LT, & 7 v 7a&iT LET, [OKIZRIRL £,

T X

w Windows Security

Continue setup

Please enter your security key PIN.

R eyl o

YubiKeylZfitiu 2 L9 IZRO D LA Tl Ry 7 AREREINET, ZOTIENKKLIZHEIL, PUuTTY-
CACAdministrator CIZR < @HE D2 —VFT T M E LTEITEINTWAAREMERH D £,

YubiKeyT /SA AR LIRS £,
[YubiKey]% % v L £7,
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== Windows Security %

Continue setup

B

Touch your security key.

Cancel

F—DIERA KI5 &, FIDOF—DIER KL L, F—2FIDOF ¥ v ¥ 2 iTBIMENTZZ L2 RTHEAT
Oy Ry 7 ANRFRENET, SSHE v v g v T —2FHT2I1003, LS —Z2BEDOL v 3 ZFE
DYTET, [Yes|ZE8IR L THifTLET,

- :

'

FIDO key creation was successful and has been added to the
FIDO cache. Do you want to assign the new key to the current
session?

Yes No

ZN T, PUTTY-CACD#E Y OFBEXFATTEXE T, 2Dy 3 TONTAP~DSSHIE i # R ET HEE
X, kDE 27 > a3 > [YubiKey?» 5PUTTY-CAC~DFIDO2% — DA »R— | #AF% v 7L T, [PuTTY-
CAC 7/ AT FSSHE v g VORE] IR ET,

YubiKey»H5PUTTY-CAC~DFIDO2F —D A v H— k

YubiKey TFIDO2% — ZERL L 72 BRI » 3 a UERIEZHIATT DS TE TV WAL, PUTTY-CAC
A AR — MEREZMTH L <, UKD v 2 3 > TFIDO2% — % YubiKey’» 5 PUuTTY-CACIZ A > R —
FCEET,

D PUTTYD A A VEREX A T u J R v 7 AT, [Connection]>[Certificate]>[FIDO Tools]DJEIZEIR L, [Key
Management]t 7 < = > 2> G [Import Keys] & 3R L £ 7,

T &Y, PUTTY-CAC?> Hputtyimp” 7V 77— a U AEE L £9,
FeATT HIZIE, FIDO2 PIND A%k HivE§, [Password]” « —/L RIZFIDO2 PINZ AJJ L £,
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‘79\

'l

Please enter the PIN for the FIDO token. This wil be used to
query the token and cache all public keys assocatied with
existing resident keys.

User name: <Using Token>

Password:

F—DA VR— PRIEWICHEET D &, ERA v —UNRFRSNET, #

Import Summary X

Total Keys Imported: 1

XF—%AKR—ILIDH, WDEZ 2 [PUTTY-CACY 547 FSSHE v a v DFRE] ITHERET,

PUTTY-CACZ 54 7 hSSHE v v 3 V ORE
KROFIETIE, 79472 FSSHE v v a v &RELET,

UL, BEOPUTTYEy v a vV ERIUAETITVWET, By va URERERGT 28I, RteEyvay
THIR D X 5 IZFIDO2 Db gk & ABISED =T 2 AR L2 &, £721F [YubiKeyn» 6PuTTY CAC~D
FIDO2%F— DA v R— k] OBt TFIDO2% A »iR— h L7-Z L 2R LT E &,

1) Mevvar) Z272&RLUET, ONTAPH— DR R M EIZIFIPY R 22 A LET, [Saved
Sessions]| ¥ A 7 a VR v 7 AZAHTEATI L, [Save]# IR L CRRELXRTLET,
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-
| Category
|- Sesson
1 Logging
| Termnal
Keyboard
Bed
Faatures
Window
Appeararce
Bebavour
Trarsiaton
i Selechon
Colours
Connecon
Data
Proxy
SSH
L
Host keys
Cpher
+ Certiicate
+ Auth
Yy
xn
Tunneds
Fons

About

Basc opbions for your PUTTY sesson
Spealy the destinalon you want 10 connect 1o

Host Name (or 1P addross) Port
1723152154 2
Connechon type

O ssH Senal Omer  Terst

Load, save or dafote 3 storod sesson
Sawd Sessons
chyednd172 3152 154

Detauft Setings Load
Awedn@17231 52154

Sam
Dekote

Close wndow on et

Awirgs Newr  © Oniyon can et

Open Cancel

T, FIDO2ARR#Z = 7 AR — LT, ONTAP CLIZ=—H DOABSREM AR ETE L LI £,

FIDO2ABHEED = 7 AR — K
2 —HFITkF L CONTAP CTFIDO2ABSERAE % 3% T A I2i%,. AFFIDO2F — A EE T,
1) A A > ®PUTTY Configuration¥ 1 7 v 778 v 7 28 L, Certificated 7> a2 V&R L £7,

[Selected Thumbprint]t 7 * = O CFHNR, RIOFTRE LT TV r—va b —H L TWHZ L%
R L ¥ 9 FIDO:ssh:ontapl,

AT —HLARVEAIE, [Set FIDOKeyl% 2 U » 27 L, YubiKey’ HFIDO2% — &S L £3, %I,

[Authorized Keys File Value] C[Copy to Clipboard] Z 5k L £ -,
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g PuTTY Configuration

Categary
Sesson Optons controling cerificale / key authenbcation
YN Authontizatin methocs
Termnad
Kayboard B Anempt conficate | key authendcaton
el Note Enabiing certficate | key authentcaton wil
Features avemde ary PuTTY key fle under the ‘Auth’ tab Ths
Window wating has no effect when using pageant
Appesan anon
Behamour Authentication parametens
SRR Sot CAPI Cert Cloar Sokectod
Selochon
Colours Set PKCS Cart View Setectsd
Connecion
Data Set FIDO Key
Proxy -
SSH
Kex Salectod thumbpnnt
Host heye FIDO ssh ontap)
Ciphwn
Certitcate
FIDO Tocis Authored Keys ke vaue
CAPI Touls
£ Auth Copy To Cipboard
1A 4
xn
Abot Holp Opon Cancel

RIZ, FIDO2APREED B2 R L £,

sk-ecdsa-sha2-nistp256@openssh.com

AAAAINNTrLWV]ZHNhLXNoYTItbmlzdHAYNTZAbL3BlbnNzaC5jb20AAAATbml zdHAYNTYAAABBBIFMIkbfXsC7J501J6hZmNoG7
CyFTz1l

IWKZEt67tRabyDocKNLu+k0JcnRylaWfkyvBQgdDPuKO3Ly]j19ITOb0oAAAAKC3NoOmMOudGFwMQ== FIDO:ssh:ontapl
ssh:ontapl

BEO®Z varEHER L, A=A v OT Y r— g VAN ﬁbt?7)7—?; vl —T
D EMERLT, uZ}”bZPELb‘ﬁ‘r ThHhdHZ LR LET, FIOFITIX, ontapl BT XV —a v
ThHaHD, AFRET 7Y r— 3 413 TY ssh:ontapl,

ONTAPZ—H 7 B bONRBERIEA D= X2 ZFHELET, ONTAPT I U v F &R E L TABREIC
BT 725, Putty’Z2 EDSSHZ 74 7 v M &l L CONTAPV AT LA EH T E 7,

WOFENEIZSNTIEL, TONTAPTYubiKey FIDO2D/ABISRRGEARET D] 2B L T E &,

Mac OSE L ULinux D YubiKey FIDO22 54 7~ FRIE

Z Z Tl FIDO2%f# /il L TONTAPIZ#HER 4 5 72 D YubiKeyZ ¥R — b 45 X 9ICSSHZ T4 7 b &% E
T BRI FIBIZOWTHBH LE9d, Mac OSEB L TULinuxZ 4 7> SO FIEOWME TR DO LB T
o

1) Yubikey Manager # v > u— KL TA > A b= LET,

FIDO2 PIN% #% & L CYubiKey Z @1#i{k L £ 9,

ecdsa-sk edd519-sk PuTTY-CAC (Windows) F721% ssh- keygen (Mac) %A LT, &L AR
BOXTEERLET,

ecdsa-sk FE7IF edd519-sk AREEE VLIS U TSSHAHOER
publickey il REZMFHT 5 L 5 ICONTAPZ—HW 2R E L F T,
ecdsa-sk F721F edd519-sk ABHEAZONTAPY Z A4 72 M= AR—FLET,

WAL F9,
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YubiKey Managero&# v a—RK& A R h—jb

1)Yubico®Web? 1 ~inb, BFEWOT T > b7 r— A L7z/N— 3 > OYubiKey Managerz &4 v > 12— R
LTCA VA M=V LET, [Continuelx 27 U7 L, 774V MaETRTZIFANET, #:

Iz A

@ & Install YubiKey Manager a

You will be guided through the steps necessary to install this

software.

Welcome to the YubiKey Manager Installer f

\

|

@ Introduction |
|

Continue

AVARM=ANET LD, USBA R v MIYubiKeyZ#fiA L. YubiKey Manager# 3217 L £, YubiKey®
TTI, VITAE G, Tr—bU T A= UAEEICERESNET,

@ [} YubiKey Manager

@ Help @® About

y u b ICO Home Applications Interfaces

YubiKey 5C Nano FIPS

Firmware: 5.4.3
Serial: 17184894

YubiKey PIND#IHiL

1) 77V r— =z > [FIDO2) DIEIZEIR LT, FIDO2RRE & LEd, #:
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https://www.yubico.com/support/download/yubikey-manager/

®@ Help @® About

Home Applications Interfaces

Configure FIDO2 Application

YubiKey 5 NF( ;

Firmware: 5.4.3
Serial: 20363846

IDO2

PIV

@
. %

YubiKey 5 NFC (20363846) ® Help  ® About

Home  Applications Interfaces

FIDO2
FIDO2 PIN Reset
< Back

[Set FIDO2 PIN]Z A 7 u 7R v 7 ANE RS, FIDO2 PINZZET D L H kD5 E3, [New PIN]~Z
4=V FIZ4XXFLLEDOPINE A LET, KIZ, [Confirm PIN]Z 4 —/L RIZRICPINEZ S 5 —EAS L E
7, [SetPIN]Z#E{R L C, FIDO2 PINZEELET,
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©' YubiKey Manager = (m} X
YubiKey 5 NFC (20363846) @ Help @ About

)

Home  Applications Interfaces

Set FIDO2 PIN

New PIN seseee

Confirm PIN ®eeeee

PINDRSRE SN Z L 2R T HFIDO2Z A T a /ARy 7 AR £97,

@ YubiKey Manager — O X

YubiKey 5 NFC (20363846) @ Help ~ ® About

Applications  Interfaces

FIDO2 PIN Reset

] 2

A PIN is set, 8 retries left Restore defaults

@ Change PIN £ Reset FIDO

< Back

YubiKey FIDO2:% & DFEAMIZ SV TIZ, YubicodWeb¥ A F#HBM L T Z&EW,

YubiKey FIDO2ERBFEH MMAC OSZ 72iZLinux SSHZ A4 7V NORE

SSH_ETOFIDO2FEFEIZYubiKey Z 3 512i%, X7V v &7 T4 _— FDECDSAF—~<7 Z4k7 5
PERHY F9, FIDOT /N1 AT ecdsa-sk . AREX 1 7L ed25519-sk¥f T DakAE X A 7 TH
A—hENTWET,

e (¥ ed25519-sk ecdsa-sk FEMNTITL VBN TTR, FRELS P R—=FENTHERA,
e (I, ed25519-sk 77 —A =T =g 52 3MUMEDYubiKey TOARYR— SN TWET,
e ecdsa-sk ¥—FA FE. BHMEDT=HICY R— K ENTWAHECDSAZEMA L £,

ONTAP 9.12. 1014 Cl% ECDSA-256, ECDSA-384 SSHABH#EEGFIZORFT—MEH SN E7,
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Z—7 Y —A0penSSHOEH:

MacOSIZA & 5 0penSSHD E L b A 3 —30 3 1% ecdsa-sk. ed25519-sk FIDO2HR{EIZ ST
RX—HATEX—H A TEFR—FLTWEHA, HomebrewZ {#H L COpenSSHO A4 —7 >V —
AN=Ta kA VAN VT OMERSY £, #

)

user@user-mac-0 ~ % brew install openssh

OpenSSHD/N— 2 U RB2LIKETHDH Z L 2R LET, 7 7 44 FTIiE, Homebrew(xOpenSSH% 121 A
F—2LEF /usr/local/opt/openssh, 1IELVOpPenSSHNNy 7 —TEFH LTS Z &R LET,

user@user-mac-0 ~ % ssh -V

OpenSSH 9.0pl, OpenSSL 1.1.1p 21 Jun 2022
user@user-mac-0 ~ % which ssh-keygen
/usr/local/opt/openssh/bin/ssh-keygen
user@user-mac-0 ~ % which ssh
/usr/local/opt/openssh/bin/ssh

7547 MAIDOSSH FIDO2%F — DA,

WOFNETIL, FIDO2OFESE L NSO T 2 EK L ET, ZOFITIE, ecdsa-sk F—F A T Z&HHL
TWET, PFR—FINTNDEF—F A 7T ecdsa-sk, BV edd25519-sk T, PINOHERE BT
B2l -0 verify-required ssh-keygen, 2~y RIZIBNOA T arBndbEd, Zo+r7var%
R L7aWiGEa, SSHY — T —FZYubiKey~D ¥ v F 2 HER T 57217 T, RAF R YubiKeyZz BA T
ONTAPIZB /' A » CX HA[REMENH Y £ 77,

HE: Z0® ssh-keygen 2~ FTiX, FIDO2PIN GREEADPINZ AT ODANZERDLNET, £,
YubiKeyiZ # v F L CxF— DA &2 &R L £,

user@user-mac-0.ssh % ssh-keygen -t ecdsa-sk -C "$ (hostname)-$ (date) +'%d-%m-%Y')-yubikeyl" -0
verify-required
Generating public/private ecdsa-sk key pair.
You may need to touch your authenticator to authorize key generation.
Enter PIN for authenticator: *x**xx*
Enter file in which to save the key (/Users/chyelin/.ssh/id ecdsa sk):
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in /Users/chyelin/.ssh/id ecdsa_ sk
Your public key has been saved in /Users/chyelin/.ssh/id ecdsa_ sk.pub
The key fingerprint is:
SHA256:MO2FeFS3fZY8ERBlypaXXOWEb2EuleWsgmUHGYSFU93Y chyelin-mac-0-Tue Aug 16 19:40:27 +08 2022
+'%d-%m-%Y') -yubikeyl
The key's randomart image is:
+-[ECDSA-SK 256]--+
| 0+00.==BX|
+ .+.++BBX|
+ + .*. =XE|

\
\
\
\
\
\
\
\
+---—[SHA256] ~—-—- +

M ssh-keygen IEFIZETTDHE. ~/.ssh 2=V DT 4 L7 FUI20DFH LN —nNERINFET,
id_ecdsa_sk 7 7 A /VICIIFIDO2RESENE FLTWVWET,

IZI%, id_ecdsa_sk.pub FIDO2ABHENEZENTWET, ZiUL, ONTAP T —H DOABRBRIEL & ET D
7”:@&:%‘%7‘;%‘—«6?—0

1 -
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[

user@user-mac-0..ssh % pwd

/Users/user/.ssh

user@user-mac-0. .ssh % ls *ecdsa*

id ecdsa sk id ecdsa sk.pub

user@user-mac-0..ssh % cat id ecdsa sk.pub

sk-ecdsa-sha2-nistp256@openssh.com

AAAAINNrLWV]ZHNhLXNoYTItbmlzdHAYNTZAbL3B1lbnNzaC5jb20AAAATbml zdHAYNTYAAABBBMW7/wI9f5+1HR7G1/msVe42LU
wIxonh

OWIL20WzFcjYgKs8UbY60dFD/pjH2RwVkQaCYbvFEl kiWk IgouuzEhddMAAAAEC3NoOg==

chyelin-mac-0-Tue Aug 16 19:40:27 +08 2022 +'%d-%m-%Y')-yubikeyl

FIDO2FHDSSHZ 547 v~ hDORE

FIDO2% — 7 BNAEREINTZ D, ROFIATSSHIER 7 7 A Vi Y ZBML, SSHZ 947 > b

P\ o 3 D FIDORLE S DG IT A R E L £, ZhEATH Ik, ROE#RE Z L ONTAPO = KU

ZEMMLET,

e Host name ;: = — ¥ NSSHTHHSFT AONTAPDOFR A N ET-IZIPT RL X, ZOHITIL, kD
L9172V ¥¥, vsiml.sim.netapp.com.

e port:SSHAR— L, ZOFITIE, ZHNT 74/ MED22TT,

e user:—V¥4, ZiiL, ONTAPCREIN TS 2—FDL4RTE BT D2HLERH Y £9°,
OB TIX, TY newadmin,

e IdentityFile : FIDO2f&HH#DIGHT, Z DHITIL, TT ~/.ssh/id ecdsa sk, il :

[

user@user-mac-0 .ssh % pwd
/Users/user/.ssh
user@user-mac-0 .ssh % cat config

Host vsiml.sim.netapp.com
HostName vsiml.sim.netapp.com
Port 22
User newadmin
IdentityFile ~/.ssh/id ecdsa_ sk

WOFINETIL, ONTAP—H T 7 > MIABSEGREA W =X L% ELET, ONTAPT B0 v M ERE L
TARSICEEM T2 5, Putty’Ze EDSSHY 7 A4 7 R A L CONTAPYV AT A5 EHETXET,

WOFNEIZOWNTIL,  TONTAPTYubiKey FIDO2DO ABRBERIEZ#EKL T 5] B/ v a v EZR LTI EI,

ONTAPTYubiKey FIDO2 D/ABRERIL 2 RET 5D

ZOHITIE, newadmin SSHEMHAT 52— 4 2 F2# L\ admin — 03 MER S v, 38FET 2N ABR &
_@zﬁéﬂi@“o AT 2 MEYE D SSHABRSEEEFE T 5 A YubiKey FIDO2FEFETH D MM BIR < .
Xhba<y RIZRECTY,

smrcluster-1::> security login create -user-or-group-name newadmin -application ssh -
authentication-method publickey -role admin
Warning: To use public-key authentication, you must create a public key for user "newadmin".

Warning: For successful authentication, ensure you create a public key for user "newadmin" using
"security login publickey create" interface.

newadmin publickey sl & L TEBMT IHEAEIL. OABREE AN THIMLERS D Z L 2T 8L
Ao —URNERENET, ZORBEIT. 7T 47 FTYubiKeyT A AERET D EEICRGSNE
j—O
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KIZ, YubiKeyHIZFE L7ZFIDO2AME 2 3% E LE T, AREIX. Windows?»5PuTTY-CAC for PIVOD[Z
Uo7 R— RiZa B —#%EE. $£721% ssh-keygen -e for PIV for MacOS % 1 F§ L TSSHA 2 TR #E
BErJAR—RNLTERELET,

HEE : MacOSOHA . FIDO2AR#EIT id ecdsa sk.pub, id edd519 sk.pubECDSA&EDD519M &
LLEEALTWDENCE 2T, FRICH £,

H71%1 (sk-key ZA FITHE)

smrcluster-1::> security login publickey create \

-username newadmin \

-publickey "sk-ecdsa-sha2-nistp256@openssh.com
AAAAINNrLWVJjZHNhLXNoYTItbmlzdHAYNTZAbL3BlbnNzaC5jb20AAAATbm] zdHAYNTYAAARBBIFMIkbfXsC7J501J6hZmNoG7
CyFTz1

IWKZEt67tRabyDocKNLu+k0JcnRylaWfkyvBQgdDPUuKO3Lyj19ITOb0oARAAAKC3NOOMIUdGFwMO== FIDO:ssh:ontapl
ssh:ontapl"

ZNC, newadmin YubiKey*FIDO2ZEH LT, 7747 h AT LALONTAPEHEE L LT /A v
TELHEIITRVE LT,

SSH MFAZREEDFEMICSWTIE, TONTAP O X = U T 4 WA K] @ ISSHLEEZZHIEOF &5
LT EEN,

System Manager

System Manager{Z- 2oV T

ONTAPEHLE NI T AL ~DT 7B ALEBIICLITIARL I T T 4 WNA v B —T = A ARERT 55
I%. NetApp System Managerz il L T< 72 &V, ONTAPIZIZWebY—E 2 & L THHIN TR, T 7+
N THEMN /> TNT, 770 FNET7 7 8ATEET, DNSEMEH L TWAHEAE, 77 UV¥FTHRA R
£ Z 8T 57>, https://cluster-management-LIFf&F CIPv4AE 721ZIPV6 T KL A ZH8E L £,

BOELDT VA NGEHEN SZAZTHAISNTVAEES, BEHINTWARWIFHAETH L L 2 5%
ENT I UFHAEIICFRRENDIZENHVET, VAT EERLTT 7 RAZ2HTT 50, 3BIEF (CA) O
BUANHDHT OENGEHELE 7 T RAZIA VA =L L TH—R"ERIFELET,

ONTAP 9.3LJFTix., SAMLFEFEIZSystem Managerd 47> a2 > ¢,

System Manager TDSAMLERIEDH L

SSH MFADRET 2 L1THEA Y | System Managerx 7 7 7 4 7ibd 5 &, BEAFDOT X TOEHEEN
SAML IdPZ I L CRRAET D MERHV £, V TAY 2—F Th 7Y hA~OERIILEDH Y 8 A,
SAMLEBREZ AT H L. saml http BEL WRNontapl 77V r—va vy OFHEE o —LEROBEFO
—IZH LOFBRE AR E M E v E 5,

SAMLFEREZ AN L7cdH &1, SAMLIAPT 7 B A& ME L3 2BMOT 17 M ONTAP CERT H ML E
NHY F£T saml http ontapi, ZDTH T ML, BIOT 7Y /7“*\/5 CHAOEBEE T — L LS
REBETHHLERNDHY £, HDHFEETSAMLEEIERTENNZ 2> 25E8., ZNHOH LWT I v v hTik
http., BEWNontapi 77V Fr— a3 VOEHEDT—/VI/RAT — mqujiJE%_" #L. console Bm—2%
JLOONTAPFRAEIZAE 42 7 7 /77— 3 > % System ManageriZ B9 5 LERN H D £9,

SAML IdPZ A0 5 &, IdP G A AHEZ2 720 (LDAP, Active Directory (AD) . Kerberos, /SA DU — K7z
) &fFEH L CSystem Manager~®»7 7t ADRIENFEITSINE T, 72 &, FEAWEERGTRUIAPZ L Ic#7
WEF, ONTAPCRE LT AT hO2—FIDAIAPDOFERESTRUCKIE LT\ D Z ENEEIT/R Y £,

NetApplZ X - THEE X AL721dPiX. ONTAP 9.3LLF% M i) @Microsoft ADFS & A4 —7" 0 YV — 2D VR L AIdP T
4, ONTAP 9.12.1L1% Tl%. Cisco DuobHR— h S TWET,
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BRZA3 B AT

System Manager CSAMLFSFEZ AN L72d L IZIdPOBRENIE L < 72\ & System Manager®Web-{ > %
=72 A AR T A TERNVWILERHY T, IdPOEIEFIZSAMLERGEE BENIZ T D1T1E, XR—AR—F
FE oy br—7 (BMC) 22 Y —MIT 7 BATLMERDHY £F, FEMICONTE, ARFa2 20 D
[N TNYa—T 47 B2 arTHIBT S [System Manager CSAMLIBREZ B L L H L Lk
ST =NRETD] 2L TSV,

System Manager DSAMLFBIEZ HNCT 5
1) 77AFEHAS X —T (A (DNSAEZIFIPT KLR) &M L CSystem Manager% B & &4,
https://cluster-mgmt-LIF

I NetApp
ONTAP System Manager

| Jusername

Password

signin

NetApp Support | NetApp

BEMED I LTy )L TRE
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® O ® [ tme-a300-ets01 | Dashboard X + v |
&« C A Not Secure | https://10.193.39.115/sysmgr/v4/ % 0O &

ES Anawtics E5 ASUP [ES BURTQuery's EJ CIFS EJ Cloud B3 CX EJ Engineering £ FlexGroups B HR ES IE EJ Imported ES T B3 KB EJ Networking E5 NFS B3 Performance ES PSS E3 Security B SolidFire » o

= " ONTAP System Manager Search actions, objects, and pages

tme-a300-efs01

DASHBOARD
INSIGHTS
Health > Capacity > Performance L4
STORAGE
@ Clusteris hc?;th) 2.65TiB 8.43TiB Hour Day Week Month Year
NETWORK v © Oerrors A Owarnings T —— AVAILABLE
evewts & soss - — ey g
PROTECTION v § AFF-A300 47101 Data Reduction ‘ h
n 111 TiB logical used
HOSTS b
n .
330 MiB ==
CLUSTER v USED M CLOUD 13:00 1318 13:30 1345
10Ps 0
Network >
Hosts Storage
Ports Interfaces Storage VMs
! 2
INFS Clients NFS 20
7 11 Throughput 0 MB/s
swmors Gnes Ethernet Saxi Volumes. 3
0 38 13 L
SAN
4 s Buckets
B
4 15
e o 1 ERT 3
0 2
o
e 7
17
[Cluster]>[Settings] % B4R L. [Security]z 7 vz B E#H L £,
= “ ONTAP System Manager Search actions, objects, and pages Q
Security
DASHBOARD
INSIGHTS Encryption < Users and Roles 2 SAML Authentication o]
STORAGE ONBOARD KEY MANAGER ADMIN Not configured
Q Configured Core-TME\ONTAP Storage Admins, admin, eee and
more

NETWORK VOLUME ENCRYPTION (§)

88 out of 93 volumes encrypted AUTOSUPPORT
EVENTS & JOBS 5 out of 93 volumes unencrypted autosupport
0 volumes in progress, 0 queued

PROTECTION LOCAL TIER ENCRYPTION
88%

HOSTS

CLUSTER

Overview

Hardware

Settings

[SAMLGBRE]A 7 > a V ORICH HWEET A 2 R LET,
IdPFRAEZ 95 & 5 IZSystem Managerz 8% & L £,
a. [SAMLIBFEEZGICT AT = v 7Ry 7 AR A I LET,
b. IdPOURIZ AT LET,
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C. HRARNVATALADODNSAEZIFIPT RLAZ AN LET,
d F7vay SEIZSEUT, A M ATLAOMAESCABL AR CEFT LET,
e. BEEZY Y7 LET

[ tme-a300-efs01 | Settings x  [OJ ontap9-tme-8040 | Settings X | + v
A Not Secure | htps://10.193.39.115/sysmgr/v4/cluster/settings %« O
B3 Analytics B3 ASUP B3 BURT Query's B3 CIFS Cloud B3 Cx [3 Engineering B3 FlexGroups B3 HR B3 € imported BB IT B3 KE BB B3 NFS B3 Performan PSS B3 Security SolidFire »
= “ ONTAP System Manager Search actions, objects, and pages
DASHBOARD
INSIGHTS . .
SAM L Authentlcatlon Tips for configuring SAML X
STORAGE
Security Assertion Markup Language (SAML) authentication allows users to log in to the application by using a secure
NETWORK identity provider (IdP).
EVENTS & JOBS Enable SAML Authentication
PROTECTION 1dP URI
s https://sso-23fg0cd7.sso.duosecurity.com/saml2/sp/DIE6BMLH1EQ8S2A6L4X4/metadata
HOS
HOST SYSTEM
CLUSTER
10.193.67.10
Overview
Hardware HOST SYSTEM CERTIFICATE

tme-a300-efs01 Change

= “ ]

Support

RARAGT =2 aryTav—=T(arzr7 0y 27 LT, RARURIERZ M AZT =2 OFRZ BT
l./jij—o

RARDOURIFEZIZIAZT—Z %#IdPIZa =L, AP —A"TEHEORTEEZE T LTBEEYd, (dPD Kx
2 AV M EZBLTLLEEY) |

IdPH— "DOFENTET Lich, [RA FDOURIEZIFIA X T =X TIAPERE L E LIz Ry 7 A&k F L E
j—O

(w77 MNEs7) vy LET

eove [ tme-a300-efs01 | Settings x 4
€ C A Not Secure | hips://10.193.39.116/sysmgr/va/cluster/settings 6 &« O &

B3 Analytics Em ASUP B3 BURT Query's [ CIFS [ Cloud B3 CX [ Engineering [3 FlexGroups B HR B3 IE B3 Imported B IT B3 KB [ Networking B3 NFS B3 Performance B PSS [ Security 3 SolidFire »

Il ONTAP System Manager Search actions, objects, and pages

Enable SAML Authentication
Copy the host URI or metadata to configure the IdP.
HOST URI

https://10.193.39.115/saml-sp/Metadata

HOST METADATA

n J 2
ID="_6629d21256d619128c4dc0e9b338e2b99d6df5f3" entitylD="https://10.193.39.115/saml|-

After you log out, if you cannot log in using the SAML authentication, ensure that the IdP is accessible, or reset the
SAML authentication configuration using the ONTAP CLI.

I have configured the IdP with the host URI or metadata

Cancel
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[dPa /A v 4 v RUNFERINET,

@00 O Logn x [
<« (6] & ss0-13ef0cd6.sso. e firstZauthkey=ASBGSU2WIM10PJMB7FUB&aid=undefined&edit=True h % O & :
B3 Analytics B3 ASUP B3 BURTQuery's B3 CIFS [ Cloud B3 CX B3 Engineering E5 FlexGroups B3 HR BS IE B3 Imported BS IT B3 KB B3 Networking B NFS B3 Performance B5 PSS B3 Security B3 SolidFire

NetApp
Single Sign-On

Emall Address

Secured by Duo

[dPD T 7' A v 4 v Ko &4 L CSystem Managerizct 7' A4 » LEd, rEDBEM:4ONTAPYZ 7 A ¥
k,ﬂﬁbct IELTNDZEERT IRy ERIAPICRARENDGER DV T, v 7 A LTI 51
I, WHEEHATH2HLERHY £7)

SAML IdPFEGEICHETh T2 &, By v a oA MEAIdPICRESNE T, R UCIAPEZEAT oY —E =
TanA L (SP) OE, ZORETIEEY T arDTA4 7 XA LA _mft%:f‘é%f%ia“ Active 1Q
Unified Manager23 [ ClIdP 2§ 5SPH—E A7 m A X D15 Th D415, BMORFEZ L TActive 1Q
Unified Manager~®D7 7 & ZA8FFA[ SVE T, £D72H, SSONBF RN @ i?“o

System Manager TDSAMLRIED S,

1) VI AXEEA L X —T x4 A (DNSAETZIIIPT KLR) O)https //cIuster-mqmt-LIF%Eﬂﬂ LT
System Managerz A& . I1dP THGEL £§°, [Cluster]>[Settings]iZ . [Security]|z 7 v a »ETRAY
2 —/L LC, SAMLFEFED k 7' /L % [Disabled)iZZ % L £ 7,
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https://cluster-mgmt-lif/

® 0@ [ tme-as00-efs0t|Settings X  + v

¢« C A Not Secure | https://10.193.39.115/sysmgr/v4/cluster/settings %« O& ¢

Analytics ASUP BURT Query's CIFS Cloud cx Engineering FlexGroups HR IE Imported IT Bks Networking NFS Performance PSS B3 Security SolidFire »

" ONTAP System Manager Search actions, objects, and pages Q o © 2

DASHBOARD
Securi

INSIGHTS ty
STORAGE g " _— ;

Encryption i Users and Roles ? SAML Authentication Certificates >
NETWORK ONBOARD KEY MANAGER ADMIN O Disabled TRUSTED CERTIFICATE AUTHORITIES

0 Configured Core-TME\ONTAP Storage Admins, admin, eee and L 103
EVENTS & JOBS more

HOST SYSTEM

VOLUME ENCRYPTION (D 1019339115 CLIENT/SERVER CERTIFICATES
PROTECT 88 out of 93 volumes encrypted AUTOSUPPORT 3
ROTRC} UM Soutof 93 volumes unencrypted autosupport —

0 volumes in progress, 0 queued https://sso- LOCAL CERTIFICATE AUTHORITIES
HOSTS 13ef0cds.sso.duosecuri 2

LOCAL TIER ENCRYPTION HIEQES2ASLAXA/metadata

88%

CLUSTER

Overview

2) [Save]xZ7 Vw7 L, EiEITx LC[Yes]EInE LET,
System ManageriZu 74 > 7 a7 MRFRINET,

i NetApp
ONTAP System Manager

| lsername

Password

NetApp Support | NetApp

Active IQ Unified Manager

Active IQ Unified Manager ®/3— 3 VU iE#H
NetApp ONTAP 9.3l Tid, SAMLEEGEIFActive IQ Unified Manager 7.3 A0 47> 3 > T,

Active 1Q Unified Manager ® SAMLERFEDH L

SSH MFADRRE 7 v+ A (System Manager®ORE 7 vt A L[AEE) LRV . Active IQ Unified Manager %
TIT 47T D L, BEFOTRTCOY F— b2 —FIZSAML IdPZfE F L 7=58FEN 272V £, Active IQ
Unified Manager) £ — b 2—¥F7 U v FEAERTLHIMNEZTH Y FHA, m—hLa—P LA TF o Ra—WF
X, SAMLEEREN T 77 4 7Hbanbd & 77 B AT& < 72V £9, Active IQ Unified Manager # > 7} > A =2
VMBI ERRE T 7B ATEE T, SAMLIAPT 7 ¥ A2 ME LT 5, LT v > MME, Active IQ
Unified ManagerCUE— h7 0 h & LTERTILENRSH Y £9°, Active 1Q Unified Manager CTSAML IdP
DI o TWDGE, FTLWT Iy MUT Y E— FRAEV AT LD Y LT v v L (AD2LDAPY) A%
P E9,
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SAML IdPE BT 5 &, IdPCffi i a[6E72 )7 (LDAP, AD, Kerberos, /AU — K72 ) AL T
Active 1Q Unified Manager” 7 £ A DRBFENFETINET, b, HHTEDZ A Y vy FIZEALKIIPIZHE
ﬁ‘(j—o

B%E 3 B REIC

Active 1Q Unified Manager CSAMLFBFEZ BN LTz L IZIdPDOFRENIE L < 72V & Active 1Q Unified
Manager®Web A o % —7 = A RZR 7 A L TERNWI ENRH Y £, IdPOEEHRIZSAMLIRGEE EZhIZ 3
BI2iE, SSH%{#EH L TActive IQ Unified Manager A > 7 Aa v Y — ) Uil 7 78 AT HHENRH Y 7,
ZEHIZHOWTIE, ARF 2 AV D [hTFTNAYa—FT 407 B 2 arTHiRT % TActive IQ Unified
Manager®SAMLESFEEZ A IIC L Lo & Lzt &2kt 2] 28R TLIEEND,

Active 1Q Unified Manager DSAMLEBFEZ BT T3

1) Active IQ Unified Manager, IdP, I J (FActive IQ Unified Manager Web” 14 7> hORIZx v v T
““7&*%75)5%43“’(1/\5 L %ﬁwubi—a_o

2) Active IQ Unified Manager Web Ul Z @) L =3,

® O ® [ ActivelQUnified Manager |- X+ X

& > C A NotSecure | bitps://10.193.67.6 o« O & @
B3 Analytic Stop loading this page jRT Query's B3 CIFS [3) Cloud B3 CX [E3 Engineering B3 FlexGroups B3 HR B3 IE B3 Imported B3 IT B3 KB B3 Networking B3 NFS B3 Performance B3 PSS [ Security B3 SolidFire »

M NetApp
Active IQ Unified Manager

[ Username

Password

Forgot Password?

NetApp Support | NetApp

A /Tﬂ‘/x:L’_"}j-@y I/T /V’V/I/%ﬁ);ﬁ qu:u\uﬁbi—a_

el D [Settings] T[General] % JEBH L, [SAML Authentication]% 2 V v 7 LE7,

U E— wuﬂfﬁxb L TW2RWEEIL, SAML IdP=—¥ 3Active IQ Unified ManageriZ 7 7 £ A T&
HEIICERETDMNENRD Y £7,

a [VE-IFREEZAZICT DT =y 7Ry 7 ZA2RIRL £,

b. FRZEY— & R % Active Directory & 7= 1Z0penLDAPIZF% & L £ (Microsoft Lightweight Directory
ServicesiIV AR — SN TWHERA) .

c. BEEDLBEIELENRAT—REZANLET, ADDEAIIBase Distinguished Name, LDAPDE A1
Bind Distinguished Name. Bind Password, i3 J U'Base Distinguished Name#f5& L %7,

d. [Authentication Servers]t 7 > 2 . C, FRAEY—/SODNSA E72IIIPT RLAEZ AT LET,
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® O ® [ Active1Q Unified Manager |[Re X =

- C A Not Secure | hitps://10.193.67.6/remote-authentication h %« 0O &

ES Anaiytics B3 ASUP ES BURTQuery's B CIFS E5 Cloud E5 CX B3 Engineering E5 FlexGroups B HR B IE B5 Imported B5 IT B5 KB B3 Networking B5 NFS B35 Performance E5 PSS B Security ES SolidFire

I Active IQ Unified Manager All v Search All Storage Objects and Actions Q

A

CTIONS

WORKLOAD ANALYSIS Remote Authentication ®

EVENT MANAGEMENT Remote Authentication (2)
Enabie remote authentication and define a remote user or a remoate group

NVENTORY Authentication Service: Active Directory v

Administrator Name: NTAPadministrator

STORAGE PasSSWOrd: | swwmees
Base Name:

NETWORK —

(Dpisabie Nested Group Lookup: [
PROTECTION (@use Secure Connection: (]
VMWARE v Authentication Servers

Add
ETTINGS
Name or IP Address Port

GENERAL 10.193.67.236 389
AutoSupport
Users
Audit Logs

Notifications
Test Authentication
Feature Settings
Remote Authentication
SAML Authentication

HTTPS Certificates

Database Backup

a. [BREDOT A Mz LT, VE— FRERENFIEL TWD Z L2 LET,

Test User *

Enter the username te find the user in the authentication server.
Enter the username and password fo authenticate the user

Usemame: | sam

Paszword: | ssssssss

b. [RE]P[&M]>[=—VicBE L, Active IQ Unified Manager” 7' U 77— a VEBE 0 — L 3E D
BTonfVE— bax—FELFVE— N A—TOa—FEBINLET,
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® © ® [ ActivelQunified Manager [Us X+

& C A NotSecure | htps://10.193.67.6/users v O &

B3 Analytics B3 ASUP B3 BURT Query's B CIFS B3 Cloud B3 CX B3 Engineering B3 FlexGroups B3 HR B3 IE B3 Imported B3 IT B9 KB B3 Networking B NFS (3 Performance B3 PSS B3 Security B3 SolidFire

I Active IQ Unified Manager Search All Storage Objects and Actions Q
DASHBOARD Users @ Lastupdated: Nov 14,2022, 7:24PM O
+Add s ] ]
s

Name A Type Account Locked Email Role
PROVISIONING

admin Maintenance User Yes chris@netapp.com Application Administrator
MANAGEMENT
ACTIONS

admin_2 Local User No dan@netapp.com Application Administrator
WORKLOAD ANALYSIS

Administrator Remote User N/A administrator@ntap.local Application Administrator
EVENT MANAGEMENT

harvest Local User No paris@netapp.com Operator
\ ntap_support Local User No support@netapp.com Storage Administrator
STORAGE v tullop Local User No d@netapp.com Operator
NETWORK v
PROTECTION v
VMWARE V.

Showing 1-6 of 6 Users 1

GENERAL Lo
AutoSupport

[ EP[EM]>[SAMLFEGE S —VIcB# L £,

® © @® [ ActivelQUnified Manager | S/ X 4 v

<« C A NotSecure | hitps://10.193.67.6/saml-authentication 6 %« O &

B3 Analytics B3 ASUP B BURTQuery's B3 CIFS B3 Cloud B3 Cx B3 Engineering B3 FlexGroups B HR BS IE B3 imported B IT B3 kB B3 Networking B3 NFS (3 Performance B3 PSS B3 Security B3 SolidFire »

All v Search All Storage Objects and Actions Q

DASHBOARD 7 7
SAML Authentication ®
COMMON TASKS Steps to configure SAML authentication:
PROVISIONING Enable remote Enable SAML. Copy host metadata to Save Configuration
authentication and define authentication configure IdP
Save the configuration and
MANAGEMENT a remote user or a remote
ACTIONS group Enter your IdP detais. Copy the host URI o host enable SAML
metadata, and configure the authentication.
IdP.
WORKLOAD ANALYSIS
EVENT MANAGEMENT Step 1: Enable remote authentication and define a remote user or remote group

Remote authentication is enabled and a remote user or remote group with the Application Administrator role exists. Proceed with Step 2 to identiy your identity provider.

Step 2: Enable SAML authentication

STORAGE v
(] Enable SAML authentication

NETWORK v

PROTECTION v

VMWARE v

£TTIN

GENERAL A

AutoSupport

Users Step 3: Copy host metadata to configure IdP

Audit Logs HoStURI htps./10.193 67 6/sami/metadata

Notifications Host Metadata <?xmi version="1.0" encoding="UTF-8"?><md-EntityDescriptor
xmins:md="urn:oasis:names:tc: SAML 2 0:metadata™
ID="https__10.193.67.6_sami_metadata™

Feature Settings entitylD="Tiips/10.193.67.6/sami/metadata"><md:SPSSODescriptor

“true” 3

Remote Authentication | SAML:2.0:protocol"™>
<md:KeyDescriptor use="signing"><ds Keylnfo
ximins:ds="http://www.w3.0rg/2000/08/xmidsig#"><ds X509Data>

O0A;

SAML Authentication hJCokwDQYJKoZIh

VeNAQELBQAWKZEpMCCGA1UEAWWGCIRIZS v

19 A b AR AL Fare

ABATATLONN A

HTTPS Certificates

Database Backup
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[Copy Host Metadata]z 7 V v 7 L, A¥T—2%& 77 A NMIat =L TIRFELET, ZO7 7 A /ME, IdPT
Active IQ Unified Managerz €9 5 & IZHEMA L E T,

Step 3: Copy host metadata to configure IdP

Host URI  https://10.193.67.6/saml/metadata

Host Metadata <?xml version="1.0" encoding="UTF-8"?><md:EntityDescriptor
xmins:md="urn:oasis:names:tc:SAML:2.0:metadata™
ID="https___10.193.67.6_saml_metadata™
entitylD="https//10.193.67. data™><md:SPSSOD
AuthnRequestsSigned="true" WantAssertionsSigned="true"
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
<md:KeyDescriptor use="signing"><ds:KeyInfo
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"><ds:X509Data>
<ds:X509Certificate>MIIDUDCCAjigAwIBAgllaKO0AzhJCokwDQYJKoZlh
veNAQELBQAwWKzEpMCcGA1UEAwWwgC3RtZS1v

VA TAvE mNhinml BARAT mEIARFurC Gih2 0 heNAiuh 4 A TLNON A

Copy Host Metadata

Step 4: Save configuration

[SAMLERGE 2 AT 5] F = v 2 Ry 7 2% A LTIAPOURLE AN L, [IdPA & 5 — 4 DR % 7 U v 7
L CActive IQ Unified ManageriZIdP7—% Z A LE T,

® O @® [ ActiveQUnified Manager [ S/ X+ o

“« C A NotSecure | hitps:/[10.193.67.6/saml-authentication d % 0O &

B3 Analytics B3 ASUP B3 BURT Query's B3 CIFS B3 Cloud B3 Cx B Engineering B3 FlexGroups B HR B3 IE B Imported B3 IT B3 KB B3 Networking B3 NFS B3 Performance B3 PSS B Security B SolidFire »

M Active IQ Unified Manager All v Search All Storage Objects and Actions Q

SAML Authentication @

Steps to configure SAML authentication:

PROVISIONING

MANAGEMENT
ACTIONS Enable remote Enable SAML Copy host metadata to Save Configuration
authentication and define authentication configure IdP
e s Save the configuration and
WORKLOAD ANALYSIS group Enter your IdP details. Copy the host URI or host enable SAML
metadata, and configure the authentication

EVENT MANAGEMENT 0P,

Step 1: Enable remote authentication and define a remote user of remole group

Remote authentication is enabled and a remote user or remote group with the Application Administrator role . Proceed with Step 2 to identify your identity provider.
STORAGE v

Step 2: Enable SAML authentication
NETWORK v

Enable SAML authentication
PROTECTION v

® IdP URI nttps://sso-13efocds.sso.duosecurity.comisami2/s | Feich IdP Metadata
YMWARE v @ 1P Metadata. <ma EnttyDescripir
Sam="um oassrames AL 0
xmln “urn: ames:tc:SAML:2.0: DN‘W
Xmina xs="Hip w3, 009 2001 XMLS
="hitp: /MWWWJ D'W?QOVXMLSC'IW"HSMCB
Wp:/iwww.w3.0rg/2000/09/xmids
'urn-oasis:names:tc:SAML2.0: mnmduu
t1ps.isso-
GENERAL ~ exaimet
AutoSupport
PP @ ‘SingleLogoutService' tag must be present in IdP metadata xmi with logout URL

Users or browser sign out functionaiity will not work.
Audit Logs

Step 3: Copy host metadata to configure IdP

Notifications

Host URI #10.1¢ 7 B/sambr

Feature Settings hitps://10.193 67 6isamiimetadata
Host Metadata <7lml version="1.0" encoding="UTF-8*2><md: EnuryD&Mp[{r

n-0asis: nms Il: SAML 2 D

10.193.67 6_s:

111015367, Ssamllmeladmz ><md SPSSODescriptor

Remote Authentication

SAML Authentication

2.0:protocol™>
HTTPS Certificates Ed KoyDascriptor uso="signing™><ds Keylnfo
xmins:ds="http://www.w3.0rg/2000/0/xmidsig#"><ds-X509Data:
JC '\MﬂYJKuZIh

Database Backup NAGEL 1

Vam T v e wmanna
Workflow Automation [ copy Host Metadata

R 7 Y w7 L, WdPRRESNTZZ L 2RI HF = v 7Ry 7 A% 42 L, [Confirm and Logout] % 7
Uo7 LET,
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Warning ¥

Engure that the host URI or metadata information is configured on the IdP.
After you click the "Confirm and Logout' button, Management Server restarts.
After it restarts, if you cannot log in by using the SAML authentication, ensure
that the |dP is accessible, or reset the SAML authentication configuration

from the Management Server maintenance console, or contact your system
administrator.

i | have configured the IdP with the host URI or metadata.

Cancel | | Confirm and Logout

Active 1Q Unified Manager¥— & A 3 fi i Eh 4 5 £ T b £7,
dPEZFXELET (IdPD K¥ =2 X haB]) |
a. FIE7 THE4S L 7-Active IQ Unified Manager # # ¥ —# ZIdPIZ A I L £ 1,
b. Active IQ Unified Manager# fEREFHE & L CGEML £,

c. ERN—NEBMLET, [ARI%ZIZ urn:0id:0.9.2342.19200300.100.1.1, [Effi%]%
W E L% d urn:0id:1.3.6.1.4.1.5923.1.5.1.1,

Active |Q Unified Manager Web Ul % & #) L £,

qzllLELSFT’fE‘% L=V E— }‘:L"_"H-éf{iﬂq I/Tuu uE L/gi—g—

System Manager®t 2 2 = o L[RIRRIC, SAML IPEEREICEENT 2 &, & v i a o OFHIAIAPIZERE S
NET, RMCIAPEZFEHTHMOSPTIE, ZHICEY, BEyTard T4 7524 AHHNICERIENRTFETE S

£ 912720 £9, System Manager?i[d CldP A HF 5 SPD1>TH 534A 1%, Active 1Q Unified Managerqa
FEDSE T . BINOFREEZ: L TSystem Manager~®D 7 7 & AR & ET,

Active IQ Unified Managero)SAMLf?.?E\%IE%,m)dJLTZ;

1) Active IQ Unified Manager Web UIZ &) L, IdPCERAE L., [SAMLABFEZ AN T D] F = v 7Ry 7 A
EA7ICLET, [Savelz 2 U v 7 LET,
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o000 I Active 1Q Unified Manager | S/ X +

& - C A NotSecure | https://10.193.67.6/saml-authentication

Analytics ASUP BURT Query's CIFS 5 Cloud X Engineering FlexGroups HR IE Imported T KB Networking NF

“ Active IQ Unified Manager All v  SearchAll Storage Objects and Actions Q

SAML Authentication ®

PROVISIONING

wmew authentication and define == authentication mss configure IdP ==
a remote user or a remote Save the configuration and
MANAGEMENT group Enter your IdP details. Copy the host URI or host enable SAML
ACTIONS i the
IdP.
WORKLOAD ANALYSIS
EVENT MANAGEMENT Step 1: Enable remote authentication and define a remote user or remote group

Remote authentication is enabled and a remote user or remote group with the Application Administrator role exists. Proceed with Step 2 to identify your identity provider.

Step 2: Enable SAML authentication

STORAGE
Enable SAML authentication

NETWORK / ® 1dP URI  https:/isso-13ef0cd6 sso i Fetch IdP Metadata

@ 1P <md:EntityDescriptor

PROTECTION

2
1 X 1 :tc:SAML:2.0:|
xmins:xs="http://www.w3.0rg/2001/XMLSchema"
VMWARE xmins: http://www.w3.0rg/2001/XMLSchema-instance"
xmins:ds="http:; i

:md="urn:oasis:! :tc:SAML:2
entitylD="https //sso-
13ef0cd6.sso.duosecurity.com/sam|2/sp/DIE6BMLH1EQ8S2A6L4X4/met
adata">

@ ‘singleLogoutService' tag must be present in IdP metadata xmi with logout URL

GENERAL or browser sign out functionality will not work.

[Savelx 7 U v 7 L, BEIZH L C[Yes] L& LET,
Active IQ Unified Manager¥-— & 23 FAZEI ¢ 5 £ T B £ 1,
Active IQ Unified Manager Web Ul & &) L £,

® O ® [ ActiveQ Unified Manager |Si: X+ v

€ > C A NotSecure | https://10.193.67.6 d % O &

B3 Analytic Stop loading this page jRT Query's B3 CIFS [ Cloud B3 CX [E3 Engineering EJ FlexGroups B3 HR B3 IE B3 Imported IT B3 ke Networking B3 NFS Performance B3 PSS B3 Security B3 SolidFire »

M NetApp
Active IQ Unified Manager

I Username

Password

Forgot Password?

NetApp Support | NetApp
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RRANSTG 7T 4 AL BEBEH

R H AMFAD ELE

NetApp ONTAP 9.3 SSH MFATIif, =—WHAI CTHSEELZITH T &N TEXET, TIUIEREM 58 A
TR T2, MFAB ADEKIZ BT, T X TOERE— P RM O RLERRIF T/ A 7 LT
VA NEFEHATEALOICTAZETT,

TRTCOZ—FOMFAR T A L7 LT U X VAT, EEHEDOT 7 B AE— N CMFAZER T 545
N Y £, ONTAPDIEA L, System Manager®OHTTPT 7 & ZHIZSSH CLIESAMLZFH L £4, =—
P OPEIL sam, RO T F A VERENMHETT,

ontap9-tme-8040::*> security login show sam
Vserver: ontap9-tme-8040

Second
User/Group Authentication Acct Authentication
Name Application Method Role Name Locked Method
sam console password admin no none
sam http password admin no none
sam http saml admin - none
sam ontapi password admin no none
sam ontapi saml admin - none
sam ssh password admin no publickey

6 entries were displayed.

W http 77U —v a3l oontapi 77U~ a VICSAMLRIEA R E L2 5, password #ALS
REBRETHLEEH Y FX A, SMBOFR— b Y —ANE—EHO2—HFID /32T — FIRGEEEHA L
THIEEEFHET 7 EATEL LI, BHAET vy MACRESNIZEECRVET, Z0k)
=N Ta—HFIDENRRAT— ROT 72 ARLELWEAET http, X WP ontapi 77V r—va
YOFTRCOERET U FONAY — RRRGESRE TR CHIBRL T, b ReREHT 7 & AR5
EEBLET,

Active 1Q Unified Manager SAMLFZFFDO S AL, Administrator Active IQ7 7'V 7 —v g VEHEEO O —
NEFFOUVE— ha—P L L TERTHILELRH D 7,
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XI3) Active IQ Unified Manager V) & — b2 —F D ES

Users: Edit @

TYPE

MAME

Administrator

EMAIL

administrator@ntap.local

ROLE

Application Administrator v

Cancel

¥ : Active IQ Unified Manager SAMLFEGEZ 5% E T DRI, BB 1ZAD F 721Z0penLDAPIZ L - TREGE S
NWTWE L7z, SAMLERGEZ AZNZT 5 &, Administrator [XSAML IAP TOHGEFESALE T,

H—ERFREEH 5 MFA

SSH CLI~D#4T

ONTAPERLE T I U bR1O LR WEA., 774~V T H Uy hOBITCTRIBENRAE LA 126 2
T, DR 22080 — NV H—8EHEBIET I FEERLET, ONTAPR 7' A 7 H 7w s DLE
RIETH — B NSSHANR AT — REITARERGESXEZFEH L TV EAIE, a2~ FefA L CH—3%

FRRED B2 FFNFEIZEIT L E T security login modify -user-or-group-name [username] -
application ssh -second- authentication-method [password or publickeyl., #H LW 22H
DEFENDOLEAIL publickey, I~ REH L TARBREE = —VIZBEf 1) F 9 security login
publickey create - vserver [SVM name] -username [username] -index [index number]
-publickey “[public_key data]l]”,

ONTAPT 7' A L7 717 o ks DOBIRIREERY Y & — FNIS/LDAP nsswitch SSHEBFFHFRZHHA L TV A4
I, I~ REFH L CH-BEEFEEN L 2ERTFEICBITLET security login modify -user-or-

group-name [username] -application ssh -authentication-method nsswitch -second-
authentication-method publickey, KIZ., 2~ R&EMEH L T2 —HIZAB#EEZ B#E T security
login publickey create -vserver [SVM name] - username [username] -index

[index number] -publickey “[public key datal "E7,
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# : nsswitch ZN—7 22—V DO2EHERIE (security login create ... -is- nsswitch-
group=yes) IV HR—FINTHERA,

ONTAPEHEE 1 7/ A 7 v > b OBIRIREED domain  (AD) DFEIEL, TAHU» FEHIBRL, 7 —A 1D
SSH7 #7 | publickey, password¥ 721¥ publickey nsswitch Al FRICHEBNTAMLE R H D
F9, VE— N domain 7 AU Y FEHIRETICE—HNVO2EERIET IV v N EAER LIZSGE, AT —
ROBEENRE—AINBLRVE— ORI A VEFRERRDE, v TRRTHZ <E73>E§>Ui'§‘o

ONTAP 9.13.1L1F% :

o ONTAPEHEZE T /A LT H 7y NOBEIRIEN domain (AD) O#A1E, publickey 22H®D
RRESEE LTABINTEET,

o HFALR—=RTLEALRAT—R (TOTP) X, BIIEDOKRH %27 H OFRGEHFIEORBFEEHFZ DL &
LCHATLT LI XA iofﬁiﬁkéhé*ﬁ#/\x a— R ¥, TOTPREGEICIX, Google
Authenticator, Microsoft Authenticator, 3 X UAuthy2¥ & v E§, MBI, TOTPERGEIZfEH T
EXDTOTPT Z ) NEEKH D 97,

o REAFORINIL, SSHABKEL . SSHHICAMBIRSCRINTF = v 7 S DHAEHETY R — b
ShET,

System Manager & Active 1Q Unified Manager SAMLZRGE

System Manager & Active IQ Unified Manager T DSAMLEEFEIZEITWET A, SAMLIdAPDO T 7 7 ¢ 7{k L
TR F97,

System Manager CSAMLIZFEZAZNZT 5 & saml http, BL WNontapi 77V r—a v OEHRE R —
NEFFOMROL—FIZH LT, FTLWRGEF O BEMICEBMESNE T, ZOREL T, System Manager
DIAPTEAZIN TWARIEFADEDINZR ET, e—D NIRRT —FK, KAA 2, £721% nsswitch
(ADE 72IZLDAP / NIS) OHZHIIFEIAE L 720 £,

Active 1Q Unified Manager CSAMLEFEZ A ZNIZT 2 & Active IQ Unified Manager?ﬁ%é:hfb\éﬁ”
RTOYE—bax—FR, IdPICEASNZHFAEZHEH L CRIAETEX S L5122 3, ADEIX
LDAP®D U E— FRRE AT ERNIZ 22D £,

IdPFEEED IR D1 DIZADE 72 IZLDAP R H A FAREMEN H D £9, MMOBEHEINEA I TV DAL, BHEE
AP T LIWEETHMLERDH Y £, SEIERERDFETLEERH Y £9, b —MMICERS
NDERIT, 2—VLIRAT— R, AR, BLOIv—7F, n—/L, IP7 KLV A, EA—/LT KL AR Y,
MEEATHE R S £ X E BT,

FEMZONWTIZ, 2D FF =2 AL M THIERT S TWhere to Find;2iNiE#k, DADFSH LR L ZX1dPD Y
VI EBHBLTLIEE N,

IdPDRIAMEICEE T 5 B EEEH

AD%HMR&&@)%~FM&%ﬁ R ERERIC, SAMLERGEZ AN Lizd & b, IdP~DHEft & fikie
L. |dPEERE DMK 72 T v 72 A4 APNEEIZ /Y £9°, System Manager & Active IQ Unified Manager® & £
T 7R AEMBRT DI, TRIEENTAATSA T T A ROIIPERET HLERH Y £,

ADFSE VR LV AT —FT7 7 F ¥ La=—7 TH B, @ AMEREIERT 7 Ve —Fba=
— 27 ¢, ADFSTi, SQL Serverzfifl L CE L& EARBAICH AV —"—MTF—F 2 RT3
LT, TeTb—vary ATy — ARERCE £, Shibbolethod & T TR 5 HELET 7
O—FiE, VI RN TEFI AR 2T D — RKAT U F A=A A%FH LT, Shibboleth
J— RECAT— "N INT =25 T L0 TAZEERT HZ L TT,

FEMIZONWTIZ, 2D FF =2 A M THIERT S TWhere to Find;BNiE Rk, DADFSH LR L X1IdPD Y
VI ESZBLTLIEEN,
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MFAD> b B —E R FRAE

SSH CLI~D#1T

ONTAP SSHur — ULV T H 7> FOBE—BEREFIFICHETICIE, a~v>r REFEH LT, security login
modify -user-or-group-name [username] -application ssh -second- authentication-

method none FEHEZ—VO2EROHELELZHIREL ET, 2HFHOERNDE AL publickey, FOEH
FHoa—YPICEEA T DTV A ABRENHIBRENE T,

System Manager % 7ziZActive 1Q Unified Manager SAML#i

System Manager % 7= i¥Active 1Q Unified Manager CMFA% 2123 5 121%, £ E LD SAMLFEFEWeb < —
'C[SAMLM SEE AT B]O®IN AR L £ 9, System Manager = 7= iZActive 1Q Unified Manager CSAML
FRREZE M 2 FIEOFHIZ OV T, A RF 2 A TR L7z E) B7 v a v a22RLTKEE
AN

System Manager CSAMLFSFEE 0295 &, ONTAPCTZ OBEEEN TN/ £97, 72721 security
login http . SAMLEZFESRXIT, BX Wontapi 77V r—rva vV OEHEEREDE E TY,

Actlve IQ Unified Manager CSAMLARAEZ fEzhi2 45 & U E— b =—¥[TActive IQ Unified Manager U £ — h
FORE TR E ST WA LDAPRREEE 72 1ZADFRGEIZ R W £77,

NoTIN Y a—T 47
— Y 72 RERE

System Manager O SAMLRBIEZEIC L L D &35 L RT3

SAMLEBZEZ AN LT2BAICIdPOBRENIE L L 72 & | & —3System Manageril g 74 T 7z
{720 EF, 77 A &'H%ELIF#%SAML%??&@JK?‘%) ZLITEEEA, SAMLIZRLM =2 > Y — L7 b 4
INZTDHHERH Y £97,

ontap9-tme-8040::> security saml-sp show

Identity Provider URI: https://centos7.ntap2016.local:8443/idp/shibboleth

Service Provider Host: ontap9-tme-8040.NTAP2016.LOCAL

Certificate Authority: ontap9-tme-8040

Certificate Serial: 054D9DDD623882
Common Name: ontap9-tme-8040
Is SAML Enabled: true

ontap9-tme-8040::> security saml-sp modify -is-enabled false

Error: command failed: SAML authentication can only be disabled from the
"console" application or from a SAML authenticated application.

login as: admin
admin@10.193.67.15's password:

SP ontap9-tme-8040-01> system console
Type Ctrl-D to exit.

SP-login: admin

Password:
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* This is an SP console session. Output from the *
* serial console is also mirrored on this session. *
Ak hkhkhkhkhkhkhkhkkhhhkhkhkhkhkhhkhkhhkhkhkhkhkhkhhkhkhhkhkdhhhkhkhkhkhrdhhkhkhkhkhkhkhhdxxxk
ontap9-tme-8040::> security saml-sp show

Identity Provider URI: https://centos7.ntap2016.local:8443/idp/shibboleth

Service Provider Host: ontap9-tme-8040.NTAP2016.LOCAL

Certificate Authority: ontap9-tme-8040

Certificate Serial: 054D9DDD623882
Common Name: ontap9-tme-8040
Is SAML Enabled: true

ontap9-tme-8040::> security saml-sp modify -is-enabled false

Z 0%, System ManageriZv 7 > L CIIPOREZEIE L, SAMLERIEZ HEANCTEET,

Active 1Q Unified Manager ®SAML R %2 BB 5 ETBHERKTD

SAMLEZFEZ BN LZBBICIdPORENIE L enve, m—hla—HF£=13 ) £— h—H% L L TActive IQ
Unified Manageric e 7 4 C&7e< 20 £, SSHEEH L TA VT Aa—FDr LTy L EHERL
TActive IQ Unified Manager* > 7> 2 a2 Y —)LiZ7 7 AL, A==2—IHA Z3R L TSAMLEZIEZ 540
T HMERHD £,

Active IQUnified Manager Maintenance Console

Version : 7.3.N170720.1600
System ID : £7755d8a-e703-41dc-a7fb-£d9892e4128c
Status : Running

Discovered interfaces: eth0 (ENABLED)

Main Menu

) Upgrade (Disabled. Must be run on virtual machine console.)
) Network Configuration

) System Configuration

) Support/Diagnostics

) Reset Server Certificate

) External Data Provider

) Performance Polling Interval Configuration

) Migrate Data from OnCommand Performance Manager 7.1

) Disable SAML authentication

OO0 Jo Ul W

x ) Exit

Enter your choice:

Z D%, Active 1Q Unified Managerizz 7' > L, IdPORIEAETE L, SAMLBZEZ FHEAZNIC L ET,

=24

Z® shibd.log 7 7 A VI, IdPOEIEZET HMEDT Ny ZITEANLOEHRMA G STV ET, NetApp
ONTAPTif., shibd.log Serwce Processor Interface (spi ; y—t A7 vty A F—T = fR) /— &
Ho/hoT7 7 BATEET,
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X4) ONTAP SPlu 2/ DER

< C | A Motsecure | b#rE//ontap9-tme-8040.ntap2016.local/spi/

Clustered Data ONTAP — Root Volume File Access

Cluster Name: ontap9-tme-8040
Reported Using: https:///spi (LIF: )

Node File Access Links
ontap9-tme-8040-01 logs  core-dumps  mib
ontapd-tme-8040-02 logs  |core-dumps  mib

Advanced Access Options:Hide

Node List (Advanced Access Options)

This table is i jed for switching to an al Cluster M, t LIF, or using direct access to a Node Management LIF.
The » shows the current source of this data: (LIF: )

Node Cluster Mgmt Node Mgmt
ontap9-tme-8040-01 10,193 67 10 (LIF cluster_mgmt) logs  core-dumps  mib 10.193.67.12 (LIF: ontap9-tme-8040-02_mgmt1) logs | core-dumps  mib
ontap9-tme-8040-02 10,193 67.10 (LIF cluster_mgmt) logs  core-dumps  mib 10.193.67.7 (LIF: ontap9-tme-8040-01_mgmt1) logs | core-dumps  mib

SPI Version 1.2.0

X5) ONTAP SPI7 7 A JL shibd. log

“ C | A Not secure | h#tps://10.193.67.7/spi/ontap9-tme-8040-02/etc/log/mlog/

shibd.log Fri Aug 18 11:01:48 America/New_York 2017 2]
shibd.log.0002000001 Thu Jul 27 18:16:58 America/New_York 2017 22276
shibd.log. 0000000002 Fri Jul 28 11:17:01 America/New_York 2017 2]
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