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Types of Ransom

Confidential data disclosed unless ransom is paid Software used to encrypt data or make
(or other action taken) systems unavailable until ransom is paid
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Public domain

*133% increase over 2020 report

*Sophos report survey data of 5,400 IT manager on “The State Of Ransomware 2021"
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How Much Does Ransomware Cost?

$5B $1,850,000 10X

Insurance premiums Average cost Downtime—
to remediate a Recovery time
20-30% ransomware attack in .
annual growth** 2021 ($768,106 in 2020) Cost to remediate

is10x the average
ransomware payment
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Event Management o Last updated: Jun2, 2021, 1:13PM
VIEW | All active events v Search Events Q = Filter 3
2 AssignTo Vv v Ackr g @ Mark as A Add Alert @ Reports v @ Show / Hide v
Triggered Time Severity State Impact Level Impact Area Name Source Source Type Assigned To
Jun2,2021,11:13 PM New Risk Availability Cluster Lacks Spare Disks durbkpclu02 Cluster
Jun2,2021,11:12 PM 0 New Incident Availability Some Failed Disks durbkpclu02 Cluster
Jun2,2021,11:07 PM o New Incident Availability Some Failed Disks durbkpclu0l Cluster
Volume

Jun2,2021,11:07 PM (1] New Risk Availability Storage Failover I...over Not Possible  durbkpclu01n02b Node
Jun2,2021,9:30 PM New Risk Protection Asynchronous Vault Lag Warning vsvdurgenOlprd:..._dur_jow_data0l SnapMirror Relationship
Jun2,2021,9:22 PM New Risk Protection Asynchronous Vault Lag Warning vsvgengrpOlprd:v..._hio_jow_data0l  SnapMirror Relationship
Jun2,2021,9:17 PM (1] New Risk Capacity Abnormal storage efficiency svmnpegkp02spd:...cgkp02spd_root Volume
Jun2,2021,9:17 PM (] New Risk Protection Volume Snapshot R... Days Until Full svmnpcgkp02spd...p02spd_root_ml  Volume
Jun2,2021, 7:59 PM New Risk Protection Asynchronous Vault Lag Warning vsvmwsanl2prd:...x40_prd_iboot01  SnapMirror Relationship
Jun2,2021,7:59 PM New Risk Protection Asynchronous Vault Lag Warning vsvwwmwsan04dzp:...28_prd_iboot01 SnapMirror Relationship
Jun2,2021,7:59 PM New Risk Protection Asynchronous Vault Lag Warning svmnpcesx10spd:...200_spd_iboot01 SnapMirror Relationship

Showing 1,355 Events (filtered)
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Cloud Secure helps you to:

Q Detect and stop ransomware before it’s too late

e Protect intellectual property from theft by malicious users

N Ensure corporate compliance by auditing access patterns to
critical data
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Anti-ransomware
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Remediation e

Ransomware is detected....What's Next?

1. Contain/Isolate

D % 0% [

2. Prepare/Patch
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