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MOTIVATION
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What keeps CISOs awake at night?

• Ransomware

• Zero Trust

• Hybrid threats
-Espionage
-Sabotage

• AI

• New Regulations
-NIS 2
-DORA

• Security Specialist Shortage



NIST vs IS027001 :   Whats the similarity, the difference, the co-exist?

Quellen:
NEU:  NIST Releases Version 2.0 of Landmark Cybersecurity Framework | NIST

ISMS empfohlen:  Frameworks für Information Security

National  - US 
International

NIS2UmsuCG

Regional→ National    

Referentenentwurf 
vom 7.5.2024

Regulation (EU) 
2022/2554 of the 
EU Parliament
14.12.2022
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<<< NetApp KOMPAKT Webcast: „Sicher ist sicher“

The NetApp Security Model

https://www.onetrust.com/blog/iso-27001-vs-nist-cybersecurity-framework/
https://www.onetrust.com/blog/iso-27001-vs-nist-cybersecurity-framework/
https://www.nist.gov/news-events/news/2024/02/nist-releases-version-20-landmark-cybersecurity-framework
https://www.google.com/url?sa=t&source=web&rct=j&opi=89978449&url=https://www.bmi.bund.de/SharedDocs/gesetzgebungsverfahren/DE/Downloads/referentenentwuerfe/CI1/NIS-2-RefE.pdf%3F__blob%3DpublicationFile%26v%3D3&ved=2ahUKEwionovqi66GAxXv8QIHHbLIAr0QFnoECC0QAQ&usg=AOvVaw2vI2QObiQEW2NCDTAO0ECw
https://www.google.com/url?sa=t&source=web&rct=j&opi=89978449&url=https://www.bmi.bund.de/SharedDocs/gesetzgebungsverfahren/DE/Downloads/referentenentwuerfe/CI1/NIS-2-RefE.pdf%3F__blob%3DpublicationFile%26v%3D3&ved=2ahUKEwionovqi66GAxXv8QIHHbLIAr0QFnoECC0QAQ&usg=AOvVaw2vI2QObiQEW2NCDTAO0ECw
https://eur-lex.europa.eu/eli/reg/2022/2554/oj
https://eur-lex.europa.eu/eli/reg/2022/2554/oj
https://eur-lex.europa.eu/eli/reg/2022/2554/oj
https://eur-lex.europa.eu/eli/reg/2022/2554/oj


NETAPP SECURITY
FRAMEWORK



© 2025 NetApp, Inc. Alle Rechte vorbehalten.7

Covers the entire NIST cybersecurity framework in a few clicks and seconds

1. Automatically discover and 
prioritize data in NetApp storage 
with a focus on top 
application-based 
workloads and sensitivity

2. One-click protection 
of top workload data
(backup, immutable/indelible 
snapshots, secure configuration, 
different security domain)

3. Accurately detect 
ransomware as quickly 
as possible using next-gen 
AI-based anomaly 
detection

4. Automated response to 
secure safe recovery point, 
attack alerting, and 
integration with top SIEM 
solutions

5. Rapidly restore data via  
simplified orchestrated 
recovery to accelerate 
application uptime

Govern

5.

Recover 1. Identify

2.
Pr

ot
ec

t

3. Detect

4.R
espond

6. Implement your 
ransomware protection 
strategy and policies, 
and monitor outcomes​

YOUR 
WORKLOADS

IDENTIFY 
1 click

PROTECT
1 click

DETECT
Real-time

RESPOND
Real-time

RECOVER
Seconds-
minutes



PROTECT
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Zero Trust

z

Data security

App security

Identity security

Network security

Perimeter security

Secure

Storage

Detects and responds to attacks in 
real-time, to minimize business 
disruptions

Provides the easiest and most-
comprehensive recovery from 
disruptions

The most secure by design / zero trust

Defense in depth
Never Trust / Always verify
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Phishing-resistant authentication
System Manager: MFA

• Open standard: WebAuthn, Passkeys

• Enforced on first login

• Yubikey is supported

• Support for AD groups

• Requires valid SSL configuration
• Names in certificates must match hostname
• Chain of trust must be available on client
• …

• Other FIDO2 compliant authenticators may work
• Google Titan, iPhone (FaceID, TouchID), MacBook 

(TouchID), … 



• Defend against a single compromised administrator  
account or a rogue administrator by requiring multiple 
approvals for commands that could result in data loss 

• Approval groups where one or more additional 
approvals are required for a command to be executed

• With every ONTAP Release additional commands 
covered (e.g. Disabling vscan or ARP in 9.16)

Enhanced dual-admin control
Multi-Admin Verification (MAV)
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Report

• Technische Details zu allen durchgeführten Tests
• Aufzeigen einzelner Handlungsempfehlungen 

NetApp DPSA Enhancement
Data Protection & Security Assessment Service

© 2025 NetApp, Inc. Alle Rechte vorbehalten.12

Handout

• Beschreibung der Analyse 
• Erläuterung der 

Handlungsempfehlungen 

Summary

• Zusammenfassung
• ScoreCard Präsentation
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DPSA meets BSI Grundschutz
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DPSA meets NIS2

Policies on risk analysis and information 
system security

Incident handling

Business continuity: such as backup 
management, disaster recovery and crisis 

management

Security in network and information systems 
acquisition, development and maintenance, 

including vulnerability handling and disclosure

Policies and procedures to assess the 
effectiveness of cybersecurity risk-

management measures
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Technical requirements: DORA key articles
DPSA meets DORA

Article 25
General principles
(cloud)

Article 8
Protection 
and prevention

Article 9
Detection

Article 10
Response 
and recovery

Article 11
Backup policies, 
recovery methods



DETECT



• Modes
• Native and/or External

• Native
• Block and Deny list (file extension blocking)
• Allow or Permit list (only allow certain extensions)

• External

NetApp FPolicy

CIFS or NFS 
client

1. Client request 2. FPolicy event

Controller 3. Server response
(if required)

4. Response

6. Service calls

5. Security event

SIEM system

NetApp® FPolicy server

© 2025 NetApp, Inc. All rights reserved

Detection 
and prevention

3rd Party Vendors 

+

…others 
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World’s first on-box, AI-powered, real-time ransomware detection and response
On-device anomaly detection (ARP/AI)

Scan for signals
• Encrypted file content
• Encrypted file headers
• File metadata signatures

Automated actions
• Take snapshot 
• Create evidence
• Generate Alerts
• Notify SIEM

Customer actions
• Investigate
• Block user
• Take system offline?

Data Scan Detect Suspicious?

yes Respond

Available in 9.16.1 

Detect
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Dataset Generation 

ARP/AI 
model training 

ARP/AI 
model packaging

Malware database
Corrupted files

Threat intelligence feed

MalwareClean files

Protection against the latest 
types of ransomware

• Refreshes model parameters 
• Refreshes file signatures
• No full NetApp® ONTAP® 

upgrade needed

User FN 
submission

Corrupted files

ARP/AI model training and deployment process
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How is the detection program different from the recovery guarantee?
Ransomware Protection Advantage with NetApp

Ransomware Detection Program is an opt in program for 
ARP/AI detection built-in to ONTAP with recovery 
assistance from PS if ARP/AI misses an attack.

Ransomware Recovery Guarantee is centered around 
NetApp’s Snapshot technology. If you can’t recover your 
data snapshot copies with help from NetApp assistance, 
NetApp will offer compensation.

FOR ENTERPRISE 
PRIMARY STORAGE

The NetApp Ransomware 
Advantage



We have you covered: In the event that NetApp doesn’t 
detect certain attacks with ARP/AI, the Ransomware 
Detection program assists with recovery via NetApp 
Professional Services at no initial cost to the customer. 

NetApp is the first and only storage vendor to offer 
ransomware detection with confidence in detecting attacks. 

Confidence in ARP/AI backed by Professional 
Services

Ransomware Detection program 

Ransomware attacks continue to pose one of the most significant threats to 
organizations worldwide in every industry.

Disclaimer: Terms and conditions apply.  No ransomware detection or prevention system can completely guarantee safety from 
a ransomware attack. Although it’s possible that an attack might go undetected, NetApp technology acts as an important 
additional layer of defense.23 © 2025 NetApp, Inc. Alle Rechte vorbehalten.



ARP/AI SAN (Announcement)
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Arrival expected this CY



RECOVER



Tamper-proof Snapshot locking on any volume or multi-admin verify
Prevent Snapshot deletion by compromised admins

NetApp® SnapLock®

• Licensed feature of NetApp ONTAP® ONE
• Use SnapVault and SnapLock to create immutable AND indelible backups
• SnapVault backups to SnapLock Compliance volumes are virtually “air 

gapped”

Ransomware recovery use case
• Provides immutable NetApp Snapshot  copies for NAS & SAN on volumes
• Prevents rogue admins from deleting vaulted Snapshot copies to recover 

from ransomware

Tamper-proof Snapshot locking on primary storage
• Since 9.12.1
• Works on any volume (not SL volumes only)
• Manual Snapshot locking or automatic via schedule

© 2025 NetApp, Inc. Alle Rechte vorbehalten.27



NETAPP
CYBER VAULT

Multi-layered Ransomware Protection 
Reference Architecture

28



• Secure, isolated storage infrastructure 
(e.g., air gapped storage systems)

• Copies of the data must be both immutable and indelible 
without exception

• Strict access controls and multi-factor authentication

• Rapid data restoration capabilities

© 2025 NetApp, Inc. Alle Rechte vorbehalten.34

Multi-layered Ransomware Protection
NetApp cyber vaulting

NETAPP CYBER VAULTING SOLUTION
LAST LINE OF DEFENSE
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Cyber vaulting with NetApp ONTAP reference architecture benefits

Logical air gap
Isolated data plane without silos

A data pull operation copies from Primary to cyber vault

With SnapLock Compliance and protocols disabled:
• Attackers cannot reach the cyber vault from the primary storage
• No pierce through from the source possible
• Copies in vault cannot be read, modified or

deleted by anyone (including NetApp)

Source SVM

Source Volume

Primary

On both primary and cyber vault
• Multi-Admin Verify
• Multi-Factor Authentication

Between primary and secondary
• Isolate management networks
• Different credentials 
• Separate administrators
• Dedicated replication network
• Separate data centers (optional)

Cyber Vault SVM

Destination volume

Logical air-gap
cyber vault

SnapMirror policy



CLOUD SECURITY
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Automatically IDENTIFIES 
workloads & analyzes risks

Recommends & applies 
PROTECTION policies

Uses ML to DETECT potential 
attacks in near real-time

Automatically RESPONDS 
when attack suspected

Validates backup integrity and 
rapidly RECOVERS workload

Intelligently orchestrate a comprehensive, workload-
centric ransomware defense at the storage layer

BlueXP ransomware protection

NetApp is enabling the entire NIST 
framework for customers from 

an unified control plane (BlueXP)



NIST Framework 
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Recover
FlexClone

SnapRestore

SnapCenter

Backup applications

BlueXP Backup and Recovery

SIEM Integration

Respond
Block user / IP

Create Snapshot

Fpolicy (Cleondris, ProLion…)

Storage workload security

ARP/AI

Detect
Storage workload security

(Part of Data Infrastructure Insights)

AuditLog/Events/Syslog

NAS file auditing

ARP/AI

BlueXP ransomware protection

NABox (Harvest/Grafana)

Fpolicy (Cleondris, ProLion…

BlueXP backup and recovery
(Data Lock Scan)

Protect
RBAC

Fpolicy (nativ + Server)

Vscan (Antivirus Partner) 

Tamperproof Snapshots

MAV

SnapLock

MFA

SnapMirror (Cloud)

BlueXP backup and recovery
(+Data Lock)

At Rest Encryption
In Transit Encryption

Multitenancy

Identify
DPSA

Data Infrastructure Insights
(aka Cloud Insight)  

Active IQ

SAM Report

BlueXP classification 
(aka data sense)

Security.netapp.com 
(product weakness)

RecoverDetectProtect
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EURE FRAGEN, 
UNSERE ANTWORTEN
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Handlung ist angesagt, gerne unterstützen wir seitens NetApp 

Details, Infos & Updates unter: https://www.netapp.com/esg/trust-center/compliance

https://www.netapp.com/esg/trust-center/compliance/


© 2025 NetApp, Inc. Alle Rechte vorbehalten. Besuche unsere NetApp Media Library

https://discord.gg/NetApp

Werde Teil der Community auf Discord

KOMPAKT
Webcast

KOMPAKT
on-site

• 04.03.: KOMPAKT Webcast:
„Frühlingsfrische Speicherlösungen “

• 20.03.: Live-Lab Session „Automatisierung“

• 25.03.: KOMPAKT on-site in Wallisellen

• 01.04.: KOMPAKT Webcast: 
BlueXP und die aktuellen Neuerungen 
(offizieller Name: tbd.)

Ein Bild, das Muster, Grün enthält.

Automatisch generierte Beschreibung

subscribe

https://media.netapp.com/de/series-detail/50e8e6c6-8893-4b23-a3b2-f31f59ee22c7/netapp-kompakt
https://discord.gg/NetApp
https://www.netapp.com/de/kompakt/
https://forms.office.com/r/CxHrVB5HEU
https://www.netapp.com/utility/subscribe/
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Ansible Automation Workflows
End-to-End Day-0 Automation of FlexPod



47    © 2025 NetApp, Inc. Cisco, Inc. All rights reserved.

How to Harden Your FlexPod Deployment

vSphere

Cisco UCS Servers

Cisco Nexus / MDS
Networking

NetApp Storage

Hardened FlexPod
Leverage the Security Best 
Practices of FlexPod elements

Unified hardening guidance and 
security features for maximum 
protection
• Network traffic segmentation
• Disabling unused services
• Login authentication
• Role-based access control
• Login banners
• Session timeouts and limits
• Time synchronization
• Remote logging
• Configuration backup
• FIPS 140-2 compliance
• Secure boot
• Data in-flight and at-rest encryption
• (and many more…)

Security Automation 
Ansible playbook to deploy security 
best practices in GitHub

Ansible Playbook for Security 
Hardening 

• Selection of security 
features for Virtualization, 
Cisco UCS and Nexus, and 
NetApp ONTAP 

• Hardening Automation 
Playbooks across the 
FlexPod Stack
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Built-in application-consistent protection against ransomware, failure, disaster, error, and more
Bullet-proof continuity and recovery 

SnapCenter: Transparent Data Protection

• Single pane of glass to take snapshots of 
apps, databases, host file systems and VMs

• Efficient in-place copy data management

• Accelerated application development

• Snapshot copies secure from ransomware 
attacks

primary storage

Enterprise application and 
virtualization ready 

1st Party Cloud Storage

NetApp supported

Custom supported
secondary storage

Recover



Protection against ransomware attacks & unauthorized 
deletions have become one of the 

high priority requirements among customers.

BlueXP Backup & Recovery provides the option to set 
ObjectLock & ransomware scan feature on backups. 

NetApp Cloud Backup: DataLock 
and ransomware protection

What is DataLock and ransomware-
protection feature?This feature provides:

• Mechanism to lock the NetApp Snapshot  copies replicated to 
cloud object-store

• Ability to detect ransomware attack & recover the consistent 
copy of the cloud Snapshot copy

The solution uses both SM-C and ADC to achieve 
this functionality.

© 2025 NetApp, Inc. Alle Rechte vorbehalten.

BlueXP B&R

BlueXP Backup & Recovery: DataLock 
& ransomware protection

S3 
Object

Storage

Recover

50
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Monitor for and alert on data access 
and anomalous user behavior 

Get file-level forensics and system auditing.

Discover, classify, and categorize data 
across endpoints and clouds.

Locate personal, sensitive, and regulated 
data, and identify permission issues

Pull compliance reports in minutes.

Additional hybrid multicloud services to give you control over your data 
Deep dive into your data with ease

Some words from our lawyers… No ransomware detection or prevention system can 
completely guarantee safety from a ransomware attack. While it’s possible an attack might 
go undetected, NetApp technology acts as an important additional layer of defense.

NetApp 
BlueXP 
& Cloud 
Insights

Detect



Discover anomalies & apply intelligent analysis
Keep NAS users in mind as well (DII & Storage Workload Security)

• Monitor for and 
report anomalous 
behavior.

• Receive alerts 
and identify 
suspicious activity.

• Get file-level 
forensics and 
system auditing.

52

Monitoring and 
investigation

“NetApp Cloud Insights advanced analytics for pinpointing problem areas 
are outstanding. It helps us to pinpoint where issues may be, whether they are 
with storage, the network, on the clients, or with the application itself.”

—Ed Alexander, Senior Systems Administrator of a large software company

© 2025 NetApp, Inc. Alle Rechte vorbehalten.

Detect
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Single infrastructure observability tool for the hybrid multicloud
Data Infrastructure Insights Basics - AI/ML-powered Infrastructure Observability 

Heterogeneous Hybrid Multicloud Observability

Private

AI/ML-Powered Optimization
for workload resource contention identification
& resolution

Kubernetes Monitoring
for workload performance and troubleshooting 

Storage Workload Security – ONTAP Only
for ransomware and threat prevention

Workload Analysis and Placement
including resource baseline prior to cloud migration

Capacity Planning
for better infrastructure availability and optimization

Detect
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How Data Infrastructure Insights 
Storage Workload Security Works

1. Monitor User Activity & File Entropy
Accurately identify breaches, every user activity 
across on-premises & hybrid cloud environments is 
captured and analyzed. To reduce false positives, 
ONTAP alerts are utilized to enrich detection abilities.

2. Detect Anomalies & Identify Potential Attacks
Data Security uses advanced artificial intelligence 
& machine learning to uncover unusual data 
activity & detect potential attacks. 

3. Automated Response Policies
Data Security alerts & automatically takes actions 
when detecting risky behavior, taking an immediate 
snapshot to protect data & blocking users to stop 
the attack

4. Forensics & User Audit Reporting
Provides graphical interface to cut & slice activity 
data to perform data breach investigations & 
generate User Data Access Audit reporting.

Cloud Insights Storage Workload Security does 
not assume trusted internal network, it takes trust 

no one approach. It inspects & analyzes all data 
access activity in real time to detect 
malicious behaviors.​
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Cloud Insights Storage Workload Security Data 
Collection Agent

How Cl Storage Workload Security 
Monitors Activity

• Data is collected using a lightweight, stateless 
Data Collector Agent installed on a VM in the 
customer's environment

• Collects user data from AD & LDAP Servers

• Collects user file activity from ONTAP at any place

• Scalability
• Supports multiple data collectors per single agent
• Supports multiple agents

Data Infrastructure 
Insights



Virus detection

NetApp Cyber Resilience Partner Ecosystem
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Industry-leading anti-malware and anti-
virus solutions that build upon NetApp® 

ONTAP® Vscan technology 

Data protection User behavior XDR and SIEM

Integration with NetApp ONTAP 
Snapshot  and efficient replication 

with SnapMirror®

Integration with FPolicy to deliver an 
intelligent view of file and user 

behaviour 

Integration with forensic-analytic 
syslog or SIEM tools

NetApp Snapshots, 
NetApp SnapMirror

NetApp Cloud Insights and 
NetApp BlueXP

NetApp Cloud InsightsNetApp ONTAP 
integrations
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NetApp storage systems offer additional cyber protection
Data protection is a multi-layered problem

Data Exfiltration
Data Theft/Held for ransom

Snapshot, Abnormal user action 
detection alert, includes full user file 
forensics across all ONTAP volumes

Abnormal User Behavior
Abnormal file access patterns
Snapshot, Abnormal User action 

detection alert, includes full user file 
forensics across all ONTAP volumes

Data Destruction
Massive Deletion action

Snapshot, Block User/Alert,  
includes full user file forensics 

across all  ONTAP volumes
SWS protects 
all ONTAP file 

storage 
volumes from 

Insider 
Threats

Insider Threat 
ProtectionLayered Protection

ONTAP 
Autonomous 
Ransomware 

Protection (ARP)

Cloud Insights 
Storage 

Workload 
Security (SWS)

ONTAP ARP detection, criteria
Data Entropy
File Extension

Abnormal Surge in file activity
Snapshot & Alert

SWS adds
Offending user identification

Blocks user, includes full user file 
forensics across volumes

Ransomware

ARP protects 
each ONTAP 
file storage 

volume from 
Ransomware

Other 
Storage 
Vendors 
Provide 
Some 

Protection

Negligent 
user

Malicious 
insider

Credential 
Thief

Insider Threat Categories

© 2025 NetApp, Inc. Alle Rechte vorbehalten.
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