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Abstract 
This guide describes the configuration, features, and services for IPv6 in NetApp® Element® 

software. 
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1 Introduction 
In some environments, IPv4 addresses are depleting rapidly because of the large number of services that 
are offered. As a result, it’s becoming more difficult to obtain an IPv4 address. IPv6 is expected to 
alleviate the problem of IPv4 exhaustion because IPv6 uses 128-bit addresses. Companies can migrate 
to IPv6 and use various procedures to communicate between the existing IPv4 and the new IPv6 
infrastructures. Dual stack configuration enables environments that are configured with both IPv4 and 
IPv6 addresses to coexist on a single interface. NetApp Element 11.0 supports dual stack configuration 
on the management interface on individual nodes and supports IPv6 for the management virtual IP 
address (MVIP address). 

2 Features and Limitations 
NetApp Element software includes the following features: 

• A cluster MVIP address can be configured with either an IPv4 or an IPv6 address. 
• An IPv6 address on a NetApp Element node can be configured statically and can be dynamically 

assigned through Dynamic Host Configuration Protocol version 6 (DHCPv6) for the initial 
configuration.  

• DHCPv6 provides the node address, and the default gateway is obtained by using stateless address 
autoconfiguration (SLAAC).  

Following are the limitations in Element 11.0: 

• Before a node is added to a cluster, the address and the gateway must be statically defined through 
the per-node UI or API. 

• NetApp Element 11.0 currently supports only /64 subnet.  
• Configuring IPv6 on a storage virtual IP address (SVIP address) or on the individual node storage IP 

address is not supported. 
• Replication pairing is supported only between matching MVIP address type clusters. For example, a 

cluster with an IPv6 MVIP address can pair only with other clusters that are configured with an IPv6 
MVIP address. 

• NetApp SnapMirror® replication technology, NetApp Deployment Engine (NDE), and Virtual Volumes 
(VVols) do not support IPv6 in Element 11.0. 

3 Configuring Per-Node Static (Dual Stack) 
You can configure an IPv6 address through the per-node UI or API. NetApp Element 11.0 supports dual 
stack configuration. Follow these steps: 

1. After you install Element software 11.0, configure the static IPv6 address on individual nodes along 
with the gateway IP address. 
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2. Configure the IPv6 address and the IPv6 gateway on all the addresses. 

4 Configuring DHCP  
The DHCP feature in NetApp Element software uses both SLAAC and stateful DHCP. 

4.1 Source and Target Cluster with IPv6 MVIP Address 
In this scenario, the DHCP router is configured to lease both IPv6 and IPv4 addresses. All the individual 
nodes in the cluster obtain an IPv6 address from DHCPv6. When all the nodes have been configured with 
an IP address, then the MVIP address of the cluster should be statically configured with either an IPv6 or 
an IPv4 address. The management IP addresses are configured with IPv6 and IPv4, and the storage IP 
addresses are configured with IPv4. The nodes obtain the IP prefix from the DHCP pool (a DHCPv6 
feature). The default gateway is obtained by using certain features of the SLAAC. Both clusters can 
communicate with each other, and cluster pairing can be established between the clusters. See Figure 1. 
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Figure 1) DHCP functionality. 

 

5 Creating a Cluster 
To create a cluster: 

1. Configure the name of the cluster by using the per-node configuration UI or API. 
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2. Configure the cluster through a cluster creation API call with the MVIP cluster IP address and the 
SVIP cluster IP address. 

 

6 Accessing the Cluster UI 
You can access the cluster by using the MVIP address of the cluster. The IPv6 MVIP address of the 
cluster should be enclosed in brackets, as shown in Figure 2. Figure 3 shows the GUI for the cluster. 

Figure 2) Accessing the cluster UI. 
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Figure 3) Cluster GUI. 

 

7 Configuring Other Services 
NetApp Element IPv6 supports other services, such as Network Time Protocol (NTP), SNMP, and 
Advanced Disk Partitioning (ADP). 

7.1 Configuring NTP 
To configure NTP in NetApp Element software: 

1. Click the Cluster tab and select Settings. 
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2. Configure the NTP server IP address in the Network Time Protocol Settings and save your changes. 

 

3. Check the response for the API request on the cluster GUI. 
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4. The configuration of SNMP and active directory services remains the same. 

Note: IPv6 is supported in OpenStack Cinder deployment. 

8 Cluster Pairing Through IPv6 MVIP Address 
You can set up cluster pairing by using the IPv6 management address. 

8.1 Configuring Cluster Pairing (Replication) with an IPv6 Address 
Follow these steps: 

1. Select the Data Protection tab in the cluster GUI. 
2. Select the Pair Cluster option.  
3. Enter the IPv6 address of the destination cluster and click Complete Pairing. 
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4. Check the paired clusters. 
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9 Summary 
NetApp Element software provides limited support for IPv6 configuration. Dual stack configuration 
supports functioning between legacy infrastructure and the latest infrastructure. 

Version History 
Version Date Document Version History 

Version 1.0 January 2019 Initial release 
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Refer to the Interoperability Matrix Tool (IMT) on the NetApp Support site to validate that the exact 
product and feature versions described in this document are supported for your specific environment. The 
NetApp IMT defines the product components and versions that can be used to construct configurations 
that are supported by NetApp. Specific results depend on each customer’s installation in accordance with 
published specifications. 

Copyright Information 
Copyright © 2019 NetApp, Inc. All Rights Reserved. Printed in the U.S. No part of this document covered 
by copyright may be reproduced in any form or by any means—graphic, electronic, or mechanical, 
including photocopying, recording, taping, or storage in an electronic retrieval system—without prior 
written permission of the copyright owner. 

Software derived from copyrighted NetApp material is subject to the following license and disclaimer: 

THIS SOFTWARE IS PROVIDED BY NETAPP “AS IS” AND WITHOUT ANY EXPRESS OR IMPLIED 
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF 
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE, WHICH ARE HEREBY 
DISCLAIMED. IN NO EVENT SHALL NETAPP BE LIABLE FOR ANY DIRECT, INDIRECT, 
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT 
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR 
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF 
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR 
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF 
THE POSSIBILITY OF SUCH DAMAGE. 

NetApp reserves the right to change any products described herein at any time, and without notice. 
NetApp assumes no responsibility or liability arising from the use of products described herein, except as 
expressly agreed to in writing by NetApp. The use or purchase of this product does not convey a license 
under any patent rights, trademark rights, or any other intellectual property rights of NetApp. 

The product described in this manual may be protected by one or more U.S. patents, foreign patents, or 
pending applications.  

Data contained herein pertains to a commercial item (as defined in FAR 2.101) and is proprietary to 
NetApp, Inc. The U.S. Government has a non-exclusive, non-transferrable, non-sublicensable, worldwide, 
limited irrevocable license to use the Data only in connection with and in support of the U.S. Government 
contract under which the Data was delivered. Except as provided herein, the Data may not be used, 
disclosed, reproduced, modified, performed, or displayed without the prior written approval of NetApp, 
Inc. United States Government license rights for the Department of Defense are limited to those rights 
identified in DFARS clause 252.227-7015(b). 

Trademark Information 
NETAPP, the NETAPP logo, and the marks listed at http://www.netapp.com/TM are trademarks of 
NetApp, Inc. Other company and product names may be trademarks of their respective owners. 
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